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Edit Service Access Object

Name *

[ GeoBlockRAVPN
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Action
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Add Rule

© Allow

Default Action [G Deny All Countries

(] Allow Overrides
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Service Access Control

Access to Remote Access VPN from remote clients can be controlled on @ Threat Defense device Version 7.7 and later using the Service Access object. This object provides geclocation-based access control for Remote Access VPN

connections 1o the device before VPN authentication,

Service Access Object: GeoBlockRAVPH
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Service Access Control
Access 10 Remote Access VPN from remote clients can be controlled on a Threat Defense device Version 7.7 and later using the Sery

connections 1o the device before VPN authentication,
Service Access Object: GeoBlockRAVEN
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Sequence Action Geolocation
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1T show running-config service-access % , AERIREFH B BIEFTD CLIF AT A,

<ttroot>

firepower#

show runni ng-confi g servi ce-access

service-access permit ra-ssl-client ra-ikev2 geolocation FMC_GEOLOCATION_8589938211_418243765
service-access deny ra-ssl-client ra-ikev2 geolocation FMC_GEOLOCATION_8589938211_487190092

service-access permit ra-ssl-client ra-ikev2 geolocation any
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* debug geolocation <1-255>

» show service-access

» show service-access detalil

» show service-access interface
» show service-access location
» show service-access service

» show geodb context

» show geodb counters

» show geodb ipv4

* show geodb ipv6
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