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Application (ASA/FTD) and

Manager(s) and Version (s) Minimum Version of Supported Platforms
Application

) . 4200 Series
FMC 7.6.0 FTD 7.6.0 4215, 4225, 4245
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Platform FTD Version FTD Multi-Instance Management Solution
Support
Virtual = No =
FPR1000 - No -
FPR2100 (not supported in 7.6) No -
3105 No
3110, 3120, 3130, FTD 7.4.1 Yes FMC
3140
FPR4100 FTD 6.3.0 Yes FCM & FMC
y 4215, 4225, 4245 FTD 7.6.0 Yes FMC
FPR9300 FTD 6.3.0 Yes FCM & FMC
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Maximum Instance Count

Platform Maximum Logical CPU

Cores Supported

FP4215 10 62
FP4225 15 126
FP4245 34 254

PIEZRERMETERREES
1IEEFE LNCPURLDBENHRZEHE

2ELERTRZLARAREHEREER. &/DNWHERNEERIEWECPU ( 6EESE ) & UM

48 GBRYRIREZERA,
FTD45) 18 K/
Platform 4215 4225 4245
Total CPU cores 32 64 128
Available CPU cores for
ETD 30 62 126
Total RAM (GiB) 222 445 875
FXOS RAM (GiB) 6 6 6
DMA RAM (GiB) 11 39 78
Available RAM for FTD
) g v v
Available Disk space for
FTD (GiB) 660 864 1794
Max Instances 10 15 34
Lina ( EREE ) Snort# U7 Bt
4215 4225 4245
Bl K/ | ERFEB | Snortizd | ERSEFERZL | Snortzy | ERFER |  SnortiZid




6 2 2 2 2 2 2
8 2 4 2 4 2 4
10 4 4 4 4 4 4
12 4 6 4 6 4 6
14 6 8 6 6 6 6
16 6 8 6 6 8 8
18 8 10 8 8 8 10
20 8 10 8 8 10 10
22 10 12 10 10 10 12
24 12 12 10 10 10 12
26 12 14 12 12 12 12
28 14 14 12 14 12 14
30 14 16 14 14 14 14
32 14 16 14 16 14 16
34 16 16 16 16 16 16
36 16 18 16 18 16 18
38 18 18 18 18 18 18
40 18 20 18 20 18 20




42 20 20 20 20 20 20
44 20 22 20 22 20 22
46 22 22 22 22 22 22
48 22 24 22 24 22 24
50 24 24 24 24 24 24
52 24 26 24 26 24 26
54 26 26 26 26 24 26
56 26 28 26 28 26 28
58 28 28 28 28 28 28
60 28 30 28 39 28 30
62 30 30 30 30 30 30
64 30 32 30 32
66 30 34 30 34
68 32 34 32 34
70 32 36 32 36
72 34 36 34 36
74 34 38 34 38
76 36 38 36 38




78 36 40 36 40
80 38 40 38 40
82 38 42 38 42
84 40 42 40 42
86 40 44 40 44
88 42 44 42 44
90 42 46 42 46
92 44 46 44 46
94 44 48 44 48
96 46 48 46 48
98 46 50 46 50
100 48 50 48 50
102 48 52 48 52
104 50 52 50 52
106 50 54 50 54
108 52 54 52 54
110 52 56 52 56
112 54 56 54 56




114 54 58 54 58
116 56 58 56 58
118 56 60 56 60
120 58 60 58 60
122 58 62 58 62
124 60 62 60 62
128 60 64
130 60 66
132 62 66
134 62 68
136 64 68
138 64 70
140 66 70
142 66 72
144 68 72
146 68 74
148 70 74
150 70 76
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 Ungrouped (1)

o 4318 Hathes_Chamsls Beori 2 Fiewasl 4215 Thesit Didiorss 140 aaze Cnsastiain, Maloies (1 =ve ) “ore
102.168.1 80 - Routed

Delete
Packet Tracer
Packet Capture

Revert Upgrade

irnuiiejoot ilies

2EBAMBEE , RERIE— T Continue:

Convert to Multi-Instance Mode

You have selected: 4215_Native_Chassis.

A Al the configuration on the selected devices will be erased
in the process of Multi-instance mode conversion.

BEMERE

3. MM REMDRER



Convert to Multi-Instance Mode

Selected device name  4215_Native_Chassis
Configured device name *

4215_Native_Chassis

Step 2: Hover over the icon next to
the name to check whether the
device is ready for conversion.

MiEMmE
EIRZEEE (#HRER)
1. BEEE .

MQIE | LRDMTM FRSIY.

AN{2)  ®Ewor(2] Waming (0 Offine (0} & Nomad (3] ® Deployment Pending (1) ® Upgrade (0] ® Snort 3 (2) £, Sesreh Divies n

Gotsane sl Dwndced Selected Dierenioad Device Ly Begon
Edit Ademnced Setmngs
Mo Upgrada 15 Saert 3
= -
Edin Dapioymant Setings
Firgwcsl 4218 Thenat Dafonss regiser_102068.1.85_1701073,, D FE
reghter_102 168 1. 108_170107,., 0 #i

2. HERIRIE .



Convert to Multi-Instance Moda

2160180

1O 1681004

3. B MM E I R B i

Coma 10 Multi-Instance Mode

80

rAD

Cisco Secune Finwal 4715 Thrast Oefonse L]

e Saurs Frewal 1130 Thisst Delense

Use the delete button to remove a
~ device from bulk conversion.

IP Address that will
be applied to chassis

after conversion

Selected Devioes
i will b
[T " Version
4315, Nathve_Chassis 192168.1.80 740
Nathe_Chassis_2 TLIERINE TAD

B iR MR
1. BRERBEA

% Search Device

n-/

Cico Secure Forwsd dT1S Threst Detense @ E

Cinon Secure Firewad 3130 Theeat Defense En

Hover over the icon next to the name
~ to check whether the device is ready
for conversion.
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FTDHIERE, &,
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View By: Group

A1) ® Error (0) ® Warning (0} Offtine (0) ® Normal (1) Deployment Pending (0) ® Upgrade (0}
Name Madel WVarsion Chassis
“ Ungrouped (1)

Firewall 4215 Threat
Dafense Multi-Instance 7.6.0
Supervisor

4215_WA_Chassis
192.168.1.80
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Q, Search Device
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Available physical ports on the device. Greyed
out indicates they are non-
- actionable/configurable.

Each color indicates the number of cores
utilized by individual FTD instances against

total available cores.

Hovering over on each color will provide a
tool-tip that details more on the FTD

instance.
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Chassis Manager: 4215_WA_chassis o conneces Bl o
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Metwork Module 1

Syne Dirvica And
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- AREE ( RAA/ZA)

- BRIF (ER) |BEREAR)
- EEET

. SIEEE

- BBRS

Edit Physical Interface

Interface ID

Ethermnet1/1 Enabled

Port Type
Data W

Admin Duplex
Full et

Admin Speed

Detect SFP W
Admin FEC
Auto g
Auto Negotiation
Cancel
EEFNE

FEAJdIZ B IE T R E LA B H N Ho
A LUMERFAENUT B

« RNE
- BHF (BERERHRA)



« TAEID
- VLAN ID

Search Interfaces ‘ Sync Device H Add 1

Auto Negotiation Admin FEC I Sub Interface I

EtherChannel Interface

Yes Auto rd

Add Sub Interface Q

Parent Interface

Port Type

Data v
Sublnterface ID

(1-4294967295)

VLAN ID
(1-4094)

Cancel l

&IEEtherChannel

EE I HEtherChannel N E , FFFEHAAJJRE TH "EtherChannel interface. o
Al LA BEtherChannelBl ER B2 FE -

» EtherChannel ID



Port-Type ( ER/ERIHA )
- RENHE
. SIEFEE
. EIEE®T
« LACP#={
« LACPIE=R
- BB

Search Interfaces Sync Device Add

Sub Interface

Auto Negotiation Admin FEC
IEtherChannel Interfacel
Yes Auto rd
Add EtherChannel Interface (7]
Interfaces Configuration
—— Add EtherChannel Interface (7]
EtherChannel ID: (1-48)
Enabled Interfaces Configuration
Port Type Admin Duplex
Data W Full L
Select Member Interface(s Admin Speed
Available Interfaces (7) Selected Interfaces (0) 1Gbps e
LACP Mode
Ethernet1/1
Active w
Ethernet1/2 LACP Rate
Default ~
Ethernet1/3
Add Auto Negotiation
Ethernet/4
Ethernet1/5
Ethernet1/6

Cancel OK

R RERE

EXLERT  MCRENZBERETHETRS, —EHRLEMAEMRIE Anetmod. EEE
R T ALBTE S 2B,



Click “Sync Device”.

NetmodZ 3 #2/Ah T 2 2

EXERERN "2k, EEMRSXEPES TIREBANMMBER, HOIR,

R R /2 AR R AR AR S AP B S DDA S T B AT BASL EDE 1T RR B . S PITEE N E A S K 4200 R 5K
KR

FXOS

Deploy

a3 SUCCESs response ‘.
Request to get the config .

. Response .

FMCHEWEIWEREENREETLR , REEV N HE BN ER & T,

42007 i X SEPMEIHE KA 0 X
EPM OIR#BreakoutEE B A E R LT 2P K f&4200R %5 L2 H&E,

4200F SIEPM OIRF 2 XFMC X 18 :

« https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/hardware/4200/fw-4200-
install/m-overview.html

OIR: X /22 EPM#ERR


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/hardware/4200/fw-4200-install/m-overview.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/hardware/4200/fw-4200-install/m-overview.html

ERAERIBARER K SERES , MBRRETEBARE-T.

Confirm Switching Network Module On

A Network module operation is immediate operation and it will be
executed immediately on chassis without needing deployment

Arg you SURe You Want 1o turm on the network module?
Turning the module on will add the associated interfaces to chassis.

| .

EPMEYR R : EWZENEEH

- BAAEPMEF , @£ E LB AT,
- FMCIEWERBEREBN A E,
« EFMCL , FAHEXAEZEN,

EBBERR T R BB SR

System Configuration
I A Imerface configuration has changed on device. Click 1o know maorne,
Netwerk Module 1 Network Module 2 @
WU W W s s W e I oar w3 e
CONSOLE unknown  USE 'l 'l'] .] .] 'IEIE
W WD VI RAE WAS WE4 WS e
ae Instances VLAN ID Admin Speed Adimin Dupbex Admin State Auto N

EPMJT 1H & 28 &

NERERIETMAEPMEHENNEH, R—TEREESAR , B "NMEER. HESR,
BER , B—TEEESEHATTAMA,



Interface Changes

Thie following intérface changes have bien detécted. Check if there is any impact on current configuration and accept
changes.

Interface Name Type Change Description

Etherma12/1/1 Physicalinterface Interface is associated

Ethernet2/1/2 Physicalinterface Interface is associated
Physicalimertace Interface is associated
Physicalimertace Interface is associated

THERE ) E AV BT/ I AGER

System Configuratian
Network Module 1 Metwork Module 2 &
R I L Mmoo W m
T v e e e vew
" we  um Wiz W WM s e
Search imerfaces Syres Davico Al
[ Instases VLAN I Ademin Speed Aderin, Dusplex Admin State Rustes e gtiation Keins FEC
Datect SFP Ful Disabled Yos Aty #
Datect SFP Full Enablsd Yo Ao #
Datect SFP Full Enablsd Vs Ao &
Datect SFP Ful Disabibed You astey
Detect SFP Fut Disabied Yeos Auno -4
Detect SFP Ful Ao
Datect SFP Ful astty
Detect SFP Ful ) >
Detect SFP Full Baty

Interface break confirmation wizard openup on breakiZ 8% &%,



Confirm Interface Break X

A Interface break out is immediate operation and it will be executed
instantly on device without needing deployment

Break operation splits the port to multiple ports, Are you sure you want to
continue?

Ethernet2/2will break in following interfaces.

Interface Break Resulting Interface Admin Speed
Ethernet2/2/1 10G
Ethernet2/2 Ethernet2/2/2 10G
(Admin Speed:40G) Ethernet2/2/3 10G
Ethernet2/2/4 10G

#
3

NEPEHR , TEEMBASERERER LET.

System Configuration

| A Interface configuration has changed on device. Click to know maore,

Network Module 1 MNetwork Module 2 @
LA T T S T S TV R V- S T T A T3 W Wz w3 wa

== e (o ol
. L L UL L L)

W oe e Wz I3 e s e

pe Instances VLAN ID Admin Speed Admin Duplex Admin State Auto M

1Gbps Full Enabled Yes

1Gbps Full Enabled Yes

B/ A BN EE R



#— T Accept Changes#® , EENMHEEFANFMCHEATH :

Interface Changes

The following interface changes have been detected. Check if thera is any impact on current configuration and accept
© e,

ccccccccccc Type

Ethermnaet/1 Physicalinterface

Ethernet2/1/1 Physicalinterface

Etharnet2/1/2 Physicalltertace

Ethemat2/1/3 Physicalinerface

NHEHEREFIENZE
Change Behavior
Change a dedicated interface to No validation error
shared
Change a shared interface used in Valdation error will block the change
multiple instance to dedicated
Disable of Network module with MNo validation error during the disable operation, but
interfaces assigned to Instance error will be thrown in case user tries to accept the
notifications without removing the assignment from
the instance
Break/Join of interfaces assigned to = Validation error will be thrown to initiate such
instance operation
« User needs to unassign the interfaces from the
Logical Device before initiating Break/Join
operation
fIIEE I

TBIRER, EEREH

« TE4200%5%0 (MIER ) RE LRBEMBRBFTDAIEREFMET.
- BY/EHBEARECPUR L MEBEMRAKFTDAIE,

- MBRIRABFTDHIE,

- RFMERAEAFTDHIEREFTDREE — SHRBRBNF ARERMK,

- EFMCL#R#E , BBIRFTDEMBIE,



View By: Group -

All{1)  ®Emor(0)  ® Waring (0) Offine (0 ® Normal (1) Deployment Pending (0) @ Upgrade (0)

Collapae Al

~ Ungrouped (1)

Firewall 4215 Threat
Defense Multi- Ingtance
Supenvisor

4215_WA_Chassis

-] o
“ 182,158,180

7.6.0 Manage

Q, Seareh Device EZExn

Cownloacd Davice List Fepon

Licenses Access Control Policy Auwtbo RolBack

By f)E
£ —TAdd Instance AR BN B3 &,

Chassis Manager: 4215_WA_Chassis @ comected
Cisco Secure Firgwall 4215 Multi-Instance 5 s

Summary [ Systern Config:

1

SBIWE

There are no instances created yel.

Add an instance 1 get staned

2, Search an instance Il Add Instance |

4

4




Add Instance

@ rowemem 2 Instance 3 Ietertace 2 Daview i Summuy
Conhguration Asslgrimant Managomant

[End Liser License Agreement
[Effective: May 10, 2022
Secure Firewall Terms. and Conditions

[y clicking "Accopt’ Below or using this Cisco Technalogy, you agree that such use i govermed by the Cisca End User License
Agreement and applicable Product Specific Terms avallabie at:

Bty hbmi

Vou alio acknawlbdgs that you hive rad the Ciscs Privacy Stalomant at:

authority to bind your company and its afSates, or if you do not agree with the terms of the EULA, do not click '4
use the Cisco Technology,

| undirstand and scoipt the agresmant. 1

HER 2.
- PIEEEER A

Add Instance o

1) Agreement [2] hs{m 3 mntertace 4 Device 5 Summary

Configuration Assignment Management
u‘\i"""m'1 ‘ " Permit Expert made for CLI
e 5l e )+
W e e |
m -
TR Allows configuring core allocation
e for this FTD instance. You can pick a
Ntk Caten pre-defined resource profile
LI (Default-Small, Default-Medium, or
Searcn Domsin ONS Severs . Default-Large) or make a new one.
- S — Use the '+' icon to define a custom

--------- resource profile object.
Routed . [ _____ 4 ]
Cancer

- BIEEEIP:



Add Instance [+]
1) Agewsmant © instance 3 Interiace 4 Davice 5 Summary
Confguration Assignment Managemedt
Display Neme™ Parmit Expen mode far GUI
WA _instance_1
Davice Version * Resource Profile *
7.6.0.1208 [Dalauit:Smal L i “ Both
I IPvE
m |l Bath Management IP*
Pyd 2001:300::192:168:1235
Management I * Praict
192168181
112
Metwork Mask * . .
255.255.255.0 Network Gateway'
-+ 2001:800::192:168:1240
MNetwork Gateway *
162.168.1.284
Search Dormain DNS Servers et T P m
1Pwd 1PvE
FQOMN Dewvice SSH Password * Managamant 1P Managamant 1P *
e 192.168.1.81 2007:200::192:168:1235
Firswall Mada * Confirm Pastword * Hotwork Masgi* Praf *
Routed ~ ] 255.255.255.0 12
Aol Natwork Gatewoy * Natwork Gateway
I P m 192.168,1,254 2007:900: 1921681240
ANTE LN .
SER3NHEDE :
Add Instance r X
~ Step 3 allows you to assign interfaces to
1| Agreement 2 | Instance ° Interface 4 | Device 5 Summary FTD IHStance'
Configuration Assignment Management )
. Lists all available physical, sub-interfaces
SESis e arisces 119) St ) and port-channel interfaces.
Etherneti/1 Ethemet] /2
Ethernet1/3 & Ethemet1/4 N ] __
Ethemet1/5 « P | ists all interfaces selected for this instance.
Ethernet1/5.11 <
e Bulk add all and remove all interfaces. Moves
Ethemet1/10 all available interfaces as selected interfaces
Ethernet1/1 5 1® " and vice-versa.
Ethernet1/12
Ethernet1/13 & . )
Ehamet1/14 | Delete icon allows you to remove interface
Ethameci /1% from the Selected to Available lists.
Ethernet1/16
Port-channa < t Add icon '+' allows you to add an available
interface as selected interface.
cocel woc ([EEER

STRIEE

TR

.




Device Group
Selsct...

Access Control Policy *
|Poticy1

Platform Settings
Select...

Smart Licensing

& Carrier

Malware Defense
) w»s

] URL

SRS ML

Add Instance
(1) Agresment

Instance Configuration
Narm:
Varsion:
Raosource Profis:
"
Marsk:
Cabterving
L
Password.
FOON
DS Servers
Soarch Dormain;
Expernt Mode

Interface A -2

Wa_instance_1
T.8.0.9208
Dafasie-Small
192.168.1.81
2882552550
192.168.1,254

Select smart license(s) applicable for
FTD instance.

Access Policy:

Duvice Group:

Plattorm Polcy:
Licenses:

Mame -

Exharnatl 1
Esharnet /2

AR TALERE.




Firewall Management Center Ovenview

O 1 dovice is avalable for deployment B o

. 2 #0epoy O @ 1 @ sdminv Nl secuURe
Chassis Manager: 4215_WA_Chassis & tonected You have unsaved changes [N
Gisto Secure Firewall 4215 Theeat Defense Multi-Instance Supervisor

Summary Interfaces Instances System Configuration

—
Name Vershon Resource Prdfile Management IP Management Gateway Licenses

> & WA_instance_1 7.6.0.1208 Default-Small 192.168.1.81 192,168,1.254 Carier, .. Pobicyl NA P

LIt Firewall Management Center Ovarview Analysis Palicies Devices Objects Integration m o @ & @ asdminv U secuRe

Chassis Manager: 4215_WA_Chassis  comectea| a “"”’1":“’ ospioy (TN fancer |

Ciseo Soeunn Firewall 4215 Theast Defenss Muli- bstsncs Suparvisor pr—— ] Aeer—

A has A Is roquir |
Summary Intaf) Systam C,
BStance
Hame Version Resaurce Profile Managesment IP Manag
3 b WA_instance_1 7.6.0.1208 Dafault-Small 192.188.1.81 192,161 [

R ERE & B B EEMFTDAIE !



Chassis Manager: 4215_WA_chassis © comesied
Cisco Secure Theeat Dedense

Summany interinces Instarces System Confguention

Varsion Resource Profle Manageeeent P

Name
LIS m.‘ TE0IT Dofault-Small 192.168.1.81

Dismiss all notifications

—

) Chassis
4215_WA_chassis
MG Palicy WA_instance_1: provisioning
Pol
) Chassis
A215_WA_chassis

WA_instance_1: installing

Se

ZE i EIManagement Centerf {578 :

All(2) ®Emes (1) @ Warning (0) Offine (0)  ® Nermal (1) Daployment Pending (1)
—

Colsnas All

Hame Model
 Ungrouped (2)
a2, Firewall 4215 Threat
¥ 192.168.1.80 Detenss Multi-Instance
Supervisor
WA_instance 1 Snort 3 Firewall 4215 Threat
192, 168161 - Routed Dabanse

Q Search Device [ aa v |

Dirlond Deicn List Bagoe

Uconses A ¥
NiA N MIA rE
Essentials, Mahware (1 more...] Moo 8 A

w85 5 15
RRMEE REFTDHIE :



Chassis Manager: 4215_WA_chassis © comected 2N | o |

Cisco Secure Firewall 8215 Threat Defense Multi-instance: Supervisor

Summary Inerfaces Instances System Conbguration

—
), Search an instance Add Instance
Hame Version " Management Gateway Licenses A Policy Platform Settings
¥ & WA_instance_1 1609017 Drefaui-Semall 192.168.1.81 192.158.1.254 Carier, ... Pel L s i

HER1 REFTDHIE :

Edit Instance (]

. Instance Corfiguration 2 interface Assignmaent 3 Summary

Dispiay Name @  AdminState  Permit Expert made for CLI
WA _instance_1

Devicd Version® Resaurce Profile*
78037 - Diefadt-Small w4

m IPvE Both

Pl
Management IP*

192.168.1.81
Metwoork Mask *
255.295.755.0

Nestwork Gateway*

192.168.1.254
Search Domain DNS Servers
FODN Device S5H Password *
Firgswall Made * C;:v;um Pagsward *
Routed w

SRR MEHIENTHIE



Edit Instance

1) Instmnce Conbguration © imertace Assignment 3 Summary

Available Interfacas (7)

Salected Interfacoes (2)
Ethernet1/3 Ethernet1/1
Ethernet/d Ethernet! /2
Ethernet1/5
Ethernet1/&
Ethernet1/8
Etharmet1/8.10
Port-channel2
»
«
Cancol Back
— 1=
FRIMEPIERE !
Lo st e
1/ Wnstance Configuration 1 Inerface Assignment © summary
Instance Configuration
WA irstance_1
reo0a7
Dafault-Small
192.168.1.81
285,285 265.0
192.168.1.254
reved
dhnatviad
Interface ASSIQNMENT = 7 cescated and 0 1ared melaces smsches |ioe
Nama = Port Type
Ethemat1 /1 DATA
Ethemet /2 DATA

Cancel Back

fitl B 51 12



Chassis Manager: 4215_WA_chassis @ comected EZN | conce
Cisen a5 Supenvisor

System Configuration
—
Search an instance Add Instance
Namao Version Rusource Profile Management 1P Management Gateway Licenses AC Policy Platform Settings m
Cancel
»  ©WA_instance_1 7600217 Defauili-Small 192.166.1.81 192.168.1.254 Garrer, ... Pl N.A g |

SNMP#HRE

BB AREESNMPHRMREEER -

1] Firewall Management Center Cremrviee Analysis Podicies Devices Objects Inbegeaticn

Chassis Manager: 4215_WA_chassis © Comected

vl 8215 Threat Supervino:

Summary  inferfaces  Insiances  System Conbguraiion

Borraw SNMP settings from:

i instarce from the lst.

AR E A/
B E

B ¥ FEManage Chassis > System Configuration > Import/Export:



Chassis Manager: 4215_WA_chassis o cemecns

Cien Sacure Firewall 415 Thrvat Dubanse Mo lritsrse Supsniser 0 b *
2 Davies Configuration Expost
Sumimary Interfaces Instances System Configuration o Con
—— S s R

Exporting device conbguasons

Globs
Impart Export Davice Confguration Export
Ths will replace the cument chassls conBguranon with new cordguation This will create a Device Export confguration Mg Export hle created swccessiully

Downicad Export Pack:
Cligk hore 1o axport il

Download

i will oo ther conly e sxpored

+ Download

[EABE

B ¥ ZManage Chassis > System Configuration > Import/Export:

Chassis Manager: 4215_WA_chassis @ connected

Ciseo Secune Firswall 4215 Treeat Defense Multl-nstance Supervisos O Gioval

Global
Deévice Configuration Export
Device Confguraticn Export

Summary Interfaces Instances Systern Configuration
_— Exporiing device condguations

Import Export Device Configuration Export
Thais will r@p4ace the Currar cHassis CONfGuranion with new configuralion Thas will Creain 4 Divice Expart condguration flg Export file created succossfully

iy iy e ety g g i PP Dawnload Expor Package

[ Click hera to export

[
Download

Thes will dowmiand the contg e Bepared i
+ Download

AEMEEAN/ELHNEEER

- BELNARAREDNKHEAERPNEEER,

- BEABERNFEREBRASARRE R RAEE.

- ETELHE K BEARENH#ELAZEARBENBREE,
- EABENHELASBERELZEZMRNEAERE,
- TEHREREBARXNEERE. EELEEERE,

- FEEHETFTDHIREFER .

BT A RERR

Dismiss all notifications




BETARERBAFEAEREATFARERE
- BERIZ(NTP)

* DNS
- REHERE
- BFE

- ERAETHNRMHE "HETARE) KiE, YAKHSE R ZME4200%5] (MIEER ) H#5E,

B METARTEERAAME. NREAEEEETARTREANELHIE  ATLE
FABL B 5 P A R

1. 5B F & RRE R :



a E::::a{ll Managamsm Center o P Bl " o)

ooy O @ & @ samev & cecupe

Migrate | Depioyment History

—_— - Device Management v Treubeshaot
= s : i Tompiaze Managament S0 To Sie Fie Dowsikosd
AN)  ®Emor(l) @ Wmig(1)  OMine(1)  ®Nomai{l)  © DepknymentPen IS A, Thesat Detense CLI Q, Search Device: -
—_— QoS Dymamic Acoess Policy Packet Tracer
Colsis A1 Piatiorm Seitings. Packet Caglure Dramibsact Do List Bt
Floxilontg Snort 3 Prodiing
Moy Mded Trowtseshooting Logs
w Ungrouped (3} Upgrade
Theoat Dedonse Upgracs
192.168.1.80 Fiooveal 4315 Thy Crassis Lpge e
9 Js2iea0.00 Mt InLans S LL A ra
7 LER E .
2EVHMBEFARE !
Object Management
= et
Platiorm Settings Device Type Status. Threat Defense Settings
Chassis Platform Settings
Theve are no policies ereated. Add a new Firepower Settings Policy (or) Threat Defense Settings Policy (or) Chassis Platform Settings Policy b

New Policy X

Narmea*

[ platformSettingsTP ;..;

Description

[ “

Targeted Devices

Select the devices to which you want to apply this policy.

Available Chassis - Selected Chassis
192.168.1.30
Add
Grassis P =N

Address
S

Click on 'Add" button to move a selected chassis
from available list to selected list.




SHEFARERKH !

PlatformSettingsTP » You have unsaved changes | Cancel | ([ EREN)

Enter Description

Policy Assignments (1)

1

DNS Resolution Settings
Specify DNS servers groups.

(I Enable DNS name resolution by divice

S Server Groups

%ﬁ" L =N ):E DNS

EHFET A RERMHDNSE 2 T RUB M#HEDNSAAR=RA

platformSettingsTP » You have unsaved changes | cancel | [N
Enter Descripton
ONS Resclution Setings
Shecity DN sarvers geoues. " Select an existing DNS server group. User
@) Enatie DNS name resokiion by device Add DNS Server Group can qhoose an existing server group available
. v " in objects page
ONS: Server Geoups Ao Click 'Add" to ) o
launch Add ONS Select DNS Server Group'
dns_server TP cloft] £ Server Group | dns_serverTP w | + New Group
dialog t
Make as default
=n

L'ists of all DNS server groups

HBEFEABERE : SSH
- TEMEFEF ARERASSHE D T A M SSHAERES :




platformSettingsTP ~

Enber Description

S5H Server

L
Asgorshms

Encryption
Ioes-che
aes2S6-che
Bes2BE-CIr
Key Exchange
curveZ§819-shalse
curvez§516-gha 286 _iibssh_ong
Mac

hmac-sha-1

Host Kiry® 1024

Volurme Foekay Limit [

Time Fiskey Limit

@

- RUAMMESSHE Fik

platformSettingsTP ~

[Eror Doscription

Augorithms

Encryption

Ides-che

883256- 20

8e3256-tr
Ky Exchange

e 5510-2ha256

U 25519-3m756 b _org
Mac

hmasc-sha-1

s Kiry™ 1924

Vighume Rekey Limit

Time Reelury Lima

EB

Minutes

Click pencil icon
to launch 'Add
Algorithms'

dialog

R ERE | SSHIFREE

Add Algorithms

Available Algorithms (14) Selectad Algorithms (6)

~ Encryption * Encryption
aes128-cbe des-cbe
8651 28-ctr aes256-che
i1 2B-gem_openssh_com aes256-ctr
#65192-cbe  Key Exchange
aes192-ctr eurve25519-shal2s6
sesl5E6-gem_openssh_com curve25519-sha256_libash_org
chacha20-poly1305_openssh_com « Mac

 Key Exchange hmac=sha=1

diffie=heliman-group14-shal
diffie-heliman-group14-sha2 56
ecdh-shaZ-nistp256
wcdh-shaZ-nistp384
ecdh-sha2-nistp521

~ Mag
hmac-gha2-256
hmac-sha2-512

You hawe ursaved changes | Ca E3

Policy Assignments (0)
55H Glient
Strict Host Keycheck arabie

Aigorthms ’

< EncryRain
Des) 92-chr
Ky Exchange
curveZ5519-3ha 256
CUTS519-3ha 756 _ibash_ong

Vo Riedry Limit n (i3

Tie Rokery Uit " Minutes

SSH Client
Strict Host Keycheck

Algorithms

~ Encryption
aes192-ctr

L EREERBEFERENSSHE 2 TRUASSHEE TR,

- BYSSHAREE

Hisable
disable

enable

prompt



Chassis_Platform_Settings »
Enter Description

SEH Access List
S5M Accast will b aliowed b9 the configured

Click pencil icon t

add, modify, or

delete network o

netwaork objects
for chassis

access

lB Wum.ssnmuhummmmummwml

« RSSHHBBEFNBMBHE R

Add Network Objects
Available Hetwork Gbjects [13) 4 Selected Network Objects (2]

any ageige

anylpvd 192.168.1.236
Pyd-Benchmark-Tasts
Pvd-Unk-Local

0

J Pd-Multicast
Pyd=Private=10.0.0.0:8
Pyd-Private-172.16.0.0-12
Pvd-Private-192.168.0,0-16

i -Privabe-All-RFC 101G
Pvh-IPva-Mapped

WPv6-Link-Local
Py-Private-Unicee- Local- Addresses
- t- 1P - Bl - Ay st

ok

0 Ol Natwirk Objbcts of by 'Host" and Natwark’ sre suppoed. Tange’ and FODN' Gbict: a6 nol supporid

Add Network Objects

Avaliable Network Objects (13)

Saarch Networ

any any-igs

any-ipud 192.168.1.238

1Pyd-Benchmark-Tests G—/
1Pya-Link-Local

1Pud-Muticast

WPvi-Private-10,0.0.0-8
WPvid-Private=172.16.0.0-12
IPvd-Private-192.168.0.0-16
IPv4-Private-All-RFC 1918

PyE- IPvd-Mapped

IPyG-Link-Local

IPvE- Privite-Unique-Local - Addresses
Py~ to-IPvd-Relay-Anycast

Entes IP Hast ar Nétwark

D Orily Network Objects of type ‘Host” and “Network” are supported. ‘Range’ and ‘FODN objects are not supponed

- FTEFARYER

Add

o | D

|




Add Network Object

- RIBFERBER

+ Salected Network Objects (1]
emave Al
any amy-ipvh
any-ipwd
1Pt - Banchmank-Tests.
1Pd-Link-Local
1Pl Mutscast

Pyd-Privase- 10.0.0.0-8
Pod-Private- 172.16.0.0-12
1Pd-Privste- 192, 168.0.0-16
1P~ Prevate- - RFG1918
P Mapprd

1P Link-Loesl
P10~ Py -Rokay-Amycast
Tesd_Object

A— Adied

0 Only Metwork 23 of Type Howt' and Network' are supponed. Tlange' and FODN' objects are not supponed

- ENEEYER



Add Network Objects

Avallable Network Objects (14)
h Metwork OF

afy=ignd
any=inh
Pvd-Benchmark-Tosts
Pd-Link-Local
Pyd-Multicast
Prd-Private-10.0.0.0-8
Pl -Private-172.16.0.0-12
Pl -Private-192.168.0.0-16
WPud-Private-Al-RFC1918
WPy IPvd-Mapped
WPyl-Link-Local
WPry-no-IPvd-Relay-Anmyceat

Enter IP Host or Metwork Add

D Ondy Metwork Objects of type “Host' and “Network' are supported. “Range’ and ‘FODMN objects are not supported

o |

- ALEVRARER , MTEMR :

Add Network Objects

Available Network Objects (14)
Search Network Objects Remove All

any
any-ipvd
any-ipvB
IPvd-Benchmark-Tests
IPvd-Link-Local
1Pva-Muiticast
1Pva-Private-10.0.0.0-8
1Pvid-Privabe-172,16.0.0-12
1Pyd-Private-192,168.0,0-16
iPvd-Private-Ali-RFC 1918
IPVE-IPyd-Magped
IPvE-Link-Local
1PvE-Private-Unkiue-Local-Addresses.
IPVE=to- 1Py Retay=Anycast

@ Only Network Otdocts of type *Host' and ‘Network are supported. ‘Range’ and “FODN' objects are not supported

s |

- RAFTEOBERYER



Add Network Objects

Available Network Objects (13)

Sebected Network Objects (3)

Search Network Objects Remaove All

any-ipvd
Test_Object
19216810

any
aiy-ipv6
1Pv4-Benchmark-Tesis

IPvd-Link-Local

IPvd- Multicast
Pyd-Private-10.0.0.0-8
IPvd-Private-172,16.0,0-12
IPvid-Private=192.168.0.0-16
IPvd-Private-All-RFC1518
IPvE-IPvd-Mapped
IPv6i-Link-Local
IPvEi-Private-Unique-Local-Addresses
Py~ to-1Pvd-Rielay-Anycast

Enter IP Host or Network

0 Only Network Objects of type "Host' and ‘Netwaork' ane supported, ‘Range’ and 'FODIN® objects are not supparted

MEFaRE  BEARS
HEERS TBBMELKXEM :

1. BBEEFOLHINTP
2. EHEERNTPRRARL

REEHOHNTP

1] Firewall Management Center Crverview Analysis Paiicies Devices Objects Integration Depioy O, @ fF @ adminv b cecuRe

platformSettingsTP # | cancel

Enter Description

Policy Assignments (0}

® Via NTP from Management Conter

Usa Custom NTP Sarvor

B ERNTPRR:RL



platformSettingsTP # You have unsaved changes | cancel | ([ EERER

Eriinr Description

Policy Assignmints: (0]

Via NTP from Managemsnt Center

®) Use Custom NTP Sener

TP Servens

rost W

Add NTP Server X

Select NTP Server®

test ~ I -+ New Server

_ — m

BT A

RERE :

SE  BFE

platformSettingsTP # You have ussavad changes [ cancel | [N

Enter Descriy
nber ipaion Policy Assignmants (0

Timae Zona:

(UTC-12:00) Bic/GMT=12

@ M no Tene Zone is selected, Time Zone wil be UTC Time Zone (UTG « 00:00).

Time Zone:
(UTC-12:00) Etc/GMT+12 w
(UTC-11:00) Etc/GMT#11 ¢

(UTC-11:00) Pacific/Midway
(UTC-11:00) Pacific/Niue
(UTC-11:00) Pacific/Pago_Pago
(UTC-11:00) Pacific/Samoa

(UTC-11:00) US/Samoa

_ {UTC-]O:OOJ AT ICRIFaRK

(UTC-10:00) America/Atka
(UTC-10:00) Etc/GMT+10

HRETARE : RMBFE

« Syslog Local DestinationsE#; :



platformSettingsTP # Cance

Enter Dascription

Policy Assignments (0}

restiralions Remote Destinations Local Sources

Emergencies v
Emergencies
o | messages
® | 4104304 Bytes Alerts
Critical
« Syslog Remote Destinations E % :
Fmergencies ~
Emergencies
Alerts
platrormsetingsiy #
Enter Diriscsiptices Critical
Local Dastingtions.  Aamote Destiassions Errors
_— ] Warnings
Criics Notifications
ciscn.staging cice.com Information
s Debugging
T Local? b
!LocaH
- Local2
= Lacal3
Locald
Locals

- Syslog Local SourcesBE# :



platformSettingsTP ~

Enter Description

Local Destinations Riemate Destinations Local Sources

Faults L ]
- Er
Audins

@) Enable Admin State

W Enable Admin State

HEFTARE  RENNE
BEHBETAREER , REME

Firewall Management Ceanter Cverview Anabysis Policies Dwvices Objects Intigration

Chassis_Palicy
Enter Description

S5H Access List
FEH Accuss wil be aligwid 10 the confgured natworks
Notwork List #

anyeipnd

Tost_Object

10296811

0 Dy datadt. S5H accens is denked unbess you add a netear ta th list

Np—— ] . |

Policy Assignmants (0)

Decloy O @ O @ osdmn~ UF cEcuRE
E— N
Policy Assignments (1)



Oveniew  Analsis  Polcss  Devicss  Obgcns mgatea EZR c 0 20 s fib o

BIOUR oF Stalus
192.068.1.80 || Rsady for Deployment

D 1 dewice is available for Seploymant &7

IEfERE RS

ERFMCEE S |, 5B ZEIDevices > Device Management > delete,

Migrate | Deployment History
View By: | Group bl
Al(1)  ®Emor (0] ® Waming (0) Offiine (0)  ® Normal (1) Deployment Pending (0)  ® Upgrade (0) @, Search Device m
—=
Collapse All Downlond Device List Repor
Name Maodel Version Chassis Licenses #Access Control Policy Auto RollBack
w Ungrouped (1)
Firewall 4215 Threat
219 WALChesele Defense Muli-instance 7,60 Manage NIA NiA NIA s
Supervisor
Health Manitor
Troubleshoot Files

2 PIHERAAREE

B8, FMCEXERAHISHIENER, Rt , EXREEROAIUEX  EAELAEH
CLI,

HBR 1. IEFMCH ST,
SR 2FEALCLIGTTH§4200R 5 R EBIR A A HEN

firepower-4215# scope system
firepower-4215 /system # set deploymode native



FMC Rest API

FMC/AH#REST APIT] HAFMCX B Fr B R4,

Chassis ~

n Jfapi/fme_config/vl/domain/{domainUUID} is/f is/{objectId}

fapi/fmc_config/vl/domain/{domainUID}/chassis/fmcmanagedchassis/{objectId}

n Jfapi/tme_config/vl/domain/{domainUUID}/chassis/f hassis

9

BLE5 /api/tmc_contig/vl/domain/{domainUUID}/chassis/ fmcmanagedchassis

m Japi/fmc_config/vl/domain/{domainUUID}/chassis/fmc is/{c inerUUID}/networkmodules/ {objectId}
Jfapd/fmc_config/vl/domain/{domainUUID} is/f is/ inerUUID}/networksodules/ {objectld}
Japi/fmc_config/vl/domain/{domainUUID}/chassis/ is/ ineruuID}/operational
/syncnetworkmodule

n fapi/fmec_config/vl/domain/{domainUUID}/ is/f is inerUUID}/interfaces/{interfaceUUID}

Japi/fme_config/wl/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/chassisinterfaces/{interfacelUID}

m Japi/fmc_config/vl/domain/{domainUUID}/chassis/ fmc is/{c inerUUID}/operational

Jbreakoutinterfaces

m fapi/fmc_config/vl/domain/ {domainUUID}/chassis/ fmc is/{c inerUUID}/operational/joininterfaces

m Japi/fmc_config/vl/domain/{domainUUID}/chassis/fmc is/{c inerUUID}/chassisinterfaces
/{interfacelUID}/evaluatecperation

LA vapi/fmc_contig/vl/domain/{domainUUID}/chassis/ fmc is/{containerUUID} \ogicaldevices/{objectId}
Japi/fme_config/vl/domain/{domainUUID}/chassis/ s/{ inerUUID}/logicaldevices/{objectId}

EZ50N rapisfac_contig/vl/domain/{domainbUID}/chassis/facnanagedchassis/{containertUIn}/logicaldevices/{abjectId}

m Japi/fmec_config/vl/domain/{domainUUID}/chassis/fmc hassis/{c inerUUID}/logicaldevices

m Japi/fmc_config/vl i inUUID}/ i is ineruuIn}/logicaldevices

AR RS2 I HERAREST AP
POST APIBRE A ith 3 B B B R IFE1T S HIHER
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/operational/switchmodereadinesct

POST#ERJSONRAI :

{
"devices": [
{
"id": "DeviceUUID",
"type": "Device"
}
1,
"conversionType": "NATIVE_TO_MULTI_INSTANCE"

POST APILA#5 3% B (B A #4225 T g 1
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/operational/switchmode

POST#ERJSONRA :



"items": [

Il_idlI: n

", "dispTayName": "Sample_Chassis_Namel" } ], "conversionType": "NATIVE_TO_MULTI_INSTANCE" }

POST APIJAf#§ 3% #t )R A i % {5 T B 462 -

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/operational/switchmode

POST#ERJSONRAI :

{
"items": [
{
||_idll: n
", "displayName": "Sample_Chassis_Namel" 3}, { "did": "
", "displayName": "Sample_Chassis_Name2" } ], "conversionType": "NATIVE_TO_MULTI_INSTANCE" }
BRI EEIENREST AP

POSTE EE RO EHAE

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis



EEFT A
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/
BiBuuidBES EHFE
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{objectld}
BiBuuidff BRHEFS
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{objectld}

POST&HRJISONRAI :

"type": "FMCManagedChassis",
"chassisName": "CHASSIS123",
"chassisHostName": "192.168.xx.74",
"regKey": ll.'_.h.{':*.kll

ARERPEREE ( RREREE ) IREST API

BEiBuuidEEVEREEE
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/networkmodules/
EEFR AR AER
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/networkmodules/
PUT — Ruuidim B R A MEREE
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/networkmodules/
PUT — fFXOSHBZRMERRBE MU EHMEE DO
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/operational/syncr

GETEfE R

{
"metadata": {
"timestamp": 1688670821060,
"domain": {

"name": "Global",
"3d": "e276abec-e0f2-11e3-8169-F k! s
"type": "Domain"

}



1,
"Tinks": {
"self": "https://u32c01lpl0-vrouter.cisco.com:32300/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169
1,
"id": "0050568A-3F3F-0ed3-0000Q- %%k kdiiik
"moduleState": "ENABLED",
"type": "NetworkModule",
"description": "Cisco FPR 8X1G 8X10G 1RU Module",
"model": "FPR-3120",
"operationState": "ok",
"numOfPorts": 16,
"slotId": "1",
"vendor": "Cisco Systems, Inc.",
"name": "Network Module 1"

RARGIEEENREST AP

POSTHEEIE A OFT B
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/logicaldevices
B AHE
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/logicaldevices
BiBuuidBE4SEHIH
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/logicaldevices/{ol
PUT — $ZuuidfR 5118 :
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/logicaldevices/{ol
EiBuuid M BRIEEFE
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/logicaldevices/{ol

PUTFHER R

"name": "ftdl",
"operationalState": "string",
"deviceRegistration": {
"licenseCaps": [
"MALWARE",
"URLFiTter",
"CARRIER",
"PROTECT"
1,
"accessPolicy": {
"name": "AC Policy name",
"id": "



", "type": "AccessPolicy" }, "deviceGroup": { "name": "DeviceGroup name", "id": "

", "type": "DeviceGroup" } }, "managementBootstrap": { "ipv4": { "gateway": "192.168.xx.68", "ip

", "type": "ChassisInterface" }, { "name": "Ethernet2/2.1", "id": "

", "type": "ChassisInterface" } ], "type": "LogicalDevice" }

EANRSNMPEERREST API

BBuUidEEISNMPERE :
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/snmpsettings/{ob
EEVFR B SNMPERE :
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/snmpsettings/
PUT — #uuidim B R B MR EAE

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/snmpsettings/{ob

GETZETRYH -

"snmpAdminInstance": {
"id": "TlogicalDeviceluid",
"type": "LogicalDevice",
"name": "ftd3"

},

"id": "snmpsettingsUUID2",

"type": "SnmpSetting"



AREEREEMNREST API

WEESEEBANEIREMNREST APINEEMENR -

- W
- fiE
- ER
- TH
- BREA

EEMENGETHERE .
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/faultsummary

8- =5

"Tinks": {
Ilse'I-FII: "

/api/fmc_config/vl/domain/domainUUID/chassis/fmcmanagedchassis/containerUUID/faultsummary?offset=

HENWGETHIERE
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/instancesummary

SR~

"Tinks": {
llse‘I_Fll: "

/api/fmc_config/vl/domain/domainUUID/chassis/fmcmanagedchassis/containerUUID/instancesummary?offs



ERBENETRHE
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/inventorysummar

arrsl

"Tinks": {
llse'I_Fll: "

/api/fmc_config/vl/domain/domainUUID/chassis/fmcmanagedchassis/containerUUID/inventorysummary?off

EEBENGET M HEE

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/interface

3

LRG|

"Tinks": {
Ilse'I.FII: "

/api/fmc_config/vl/domain/domainUUID/chassis/fmcmanagedchassis/containerUUID/interfacesummary?off

ERMENERAER

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}
/inventorysummary



R

"Tinks": {
llse'I.Fll: "

/api/fmc_config/vl/domain/domainUUID/chassis/fmcmanagedchassis/containerUUID/appinfo?offset=0&1im

BAANEESEWNREST API

AFRHTEBANNTHLGEEENREST APIFVEEMER -

- AR HEEENURL
- AR ESE/IABURL
- AREISHBEEBHURL

EXYENE

RTXEYVENEMNES , 5| A TIELURL,

GET all physical interfaces:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/ ¥ 2 /T
BB EHuidBESEYIENE !

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/physicalinterface
s/{interfaceUUID}

BAEwWIdEHRNE :

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/physicalinterface
s/{interfaceUUID}

BN EERM TR

{
"metadata": {
"supportedSpeed": "TEN_GBPS,ONE_GBPS,TWENTY_FIVE_GBPS,DETECT_SFP",
"mediaType": "sfp",
"sfpType": "none",



"isBreakoutCapable": false,
"isSplitInterface": false,
"timestamp": 1692344434067,
"domain": {

"name": "Global",
"id": "e276abec-e0f2-11e3-8169-FFHHkkkkkk
"type": "Domain"

}

1,

"type": "Physicallnterface",

"name": "Ethernet2/2",

"portType": "DATA",

"adminState": "DISABLED",

"hardware": {
"flowControlSend": "OFF",
"fecMode": "AUTO",
"autoNegState": true,
"speed": "DETECT_SFP",
"duplex": "FULL"

1,

"LLDP": {
"transmit": false,
"receive": false

}!

"-i d" LR X 2R T X X R R X R X R R R X R X R R R R R R X R R

}

BEFNMHE

ATXEFNHEHER , 5| A TEXURL,

GET all sub interfaces:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/ ¥4t H

BB HEHuwdEBBYSEFNE :
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/subinterfaces/{int
POST# ¥4 :
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/ ¥ 4t &

UPDATE interface by interface uuid :
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/subinterfaces/{int
BB EuuidMERFAE
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/subinterfaces/{int

FIEERMTAR :



{

"metadata": {
"isBreakoutCapable": false,
"isSplitInterface": false,
"timestamp": 1692536476265,
"domain": {

"name": "Global",
"id": "e276abec-e0f2-11e3-8169-FFFwkkkkkk
"type": "Domain"

}

1,
"type": "SubInterface",

"name": "Ethernetl/3.3",

"portType": "DATA",

"subIntfId": 3,

"parentInterface": {
"type": "Physicallnterface",
"id": "00505686-9A51-0ed3-0000- st
"name": "Ethernetl/3"

b,

"vlanId": 3,

"-i d" . WoededededededededededefedhededefedededeedededeededefedfededefedededefhsV
}
Bt EEtherChannel /T H

£ 7 Z&etherchannel EtherChannel/TEIRVE R , 5| A TiE£URL,

GETFfBetherchannel T :
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/etherchannelinter
BB HuuidBEUSFE M etherchannel ST HE :
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/etherchannelinter
¥ ¥y etherchannel T E 1T BAME B 4%

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/etherchannel

H

UPDATE interface by interface uuid :
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/etherchannelinter
BB /T Euuidftl Bretherchannel ST :
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/etherchannelinter

EtherChannel N HER I TR :

{

"metadata": {



"supportedSpeed": "HUNDRED_MBPS,TEN_MBPS,ONE_GBPS",
"timestamp": 1692536640172,
"domain": {
"name": "Global",
"id": "e276abec-e0f2-11e3-8169- ¥kl
"type": "Domain"
}
}!
"type": "EtherChannelInterface",
"name": "Port-channel45",
"portType": "DATA",
"etherChannelId": 45,
"selectedInterfaces": [

{
"type": "PhysicalInterface",
"id": "00505686-9A51-0ed3-0000Q- sk dkdxtt
"name": "Ethernetl/4"

1,

{
"type": "PhysicalInterface",
"id": "00505686-9A51-0ed3-000Q- kx|
"name": "Ethernetl/5"

}

1,

"TacpMode": "ON",

"TacpRate": "FAST",

"adminState": "DISABLED",

"hardware": {
"flowControlSend": "OFF",
"autoNegState": true,
"speed": "ONE_GBPS",
"duplex": "FULL"

1,

"LLDP": {
"transmit": true,
"receive": true

1,

"id": "00505686-9A51-0ed3-0000- % i sk

REST APIF &fi/f0 A ST THE

AT XEA200R PN EBN D EMER , TERASTURL:

GET:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/chassisinterfaces
ATl ST TE P AR AT AT

POST:

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/operational/break

T



POST:

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/operational/joinin

EiR—EERR T
RARNEFPERRESTHR

1.4# Afmcmanagedchassisi& & B EAFMCE B MR EE (4200),
GET /api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis

BREFMCEEMNBBREBTEUARSHERE , WEEOFSFEEENID, B8, ERSFHFMAEAN. B
2 TzhE, £iE,

LRG| -

"id": "fcaa9ca4-85e5-4bb0-b049- kit
"type": "FMCManagedChassis",
"chassisName": "192.168.0.75",
"chassisMode": "MULTIINSTANCE",
"Tinks": {
"self": "https://u32c01lp06-vrouter.cisco.com:22512/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169
}
}

2EANH/MEMHRERERENERESZIETE.
REE TisBreakoutCapable, Atrue EmediaTypeBQSFPE | FBEE 1T,

GET
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/interfaces

ErR5

{
"metadata": {
"supportedSpeed": "FORTY_GBPS,DETECT_SFP", >>>>>>>>>

"mediaType": "qsfp", >>>>>>>>>
"sfpType": "none",

"isBreakoutCapable": true, S>>>>>>>>
"breakoutFactor": "4", S>S>>>>>>

"isSpTlitInterface": false,
"timestamp": 1692344434067,
"domain": {

"name": "Global",
"id": "e276abec-e0f2-11e3-8169-FFFwkkkkkx!
"type": "Domain"

}
}!



"type": "PhysicallInterface",

"name": "Ethernet2/4",

"portType": "DATA",

"adminState": "DISABLED",

"hardware": {
"flowControlSend": "OFF",
"fecMode": "AUTO",
"autoNegState": true,
"speed": "DETECT_SFP",
"duplex": "FULL"

1,

"LLDP": {
"transmit": false,
"receive": false

1,

"id": "00505686-9A51-0ed3-0000- sk i ks

3ENEL |, £Hevaluateoperationiis Bi5 - break R VERY AT 1T M

GET
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/chassisinterfaces

MRERPRBEG/ER , EHETUABTHEERE.
ErE~M

links™:

"aelf®: "https:f uld2cllplc-
FEAIEET --::'.:-:-:'.-::-r'.-:1:::.i-::-:'!'t*'l.'-".-"._lg:.:'._-"!
edbedddbe25E/chassia/ fmcmanagedchassis/19d%6Tab=-effl-4f2e=-b311
B5fftcefbdif/chassisinterfaces/00505686-662F-0ed3-0000-

0042949659274 fevaluateoperation/005056086=-062F=-0ed3-0000=-0042 949602747

mc config/vlSdomain/ed 'babec-eQEs-1l1led-BlAR49-

ir

type™: "ChassisInterface”,
2ad®: "00o056H6=002F=-0aedi=0U00=004 949692 74"

MRERPEFREER AT RFEREHTbreakiR(F :

"operationType": "BREAKOUT",
"interfaceUsages": [
{
"conflictType": "Interface usage on instance(s)",
"severity": "ERROR", S>>>>>>>>
"description": "Interface Ethernet2/4 can not be split. Remove it from instances [FTD1] and try a
}
1,

"readinessState": "NOT_READY", >S>>>>>>>>



"Tinks": {
"self": "https://u32c01lp06-vrouter.cisco.com:22542/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169
1,

"type": "ChassisInterface",
"id": "00505686-662F-0ed3-0000Q- %%kt

AMBHNEXEPE  YARERES "HE) | FEAPE N ERKERTENE,

POST
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/operational/break

B3R

{

"targetInterfaces": [
{
Mgty Mk Rk ad3-0000-004294969276"
"metadata": {
"type": "PhysicalInterface"
}
3
1,

"type": "BreakoutInterface"

[E] FE :

"id": "4294969716",
"type": "TaskStatus",
"Tinks": {
"self": "https://u32c01lp06-vrouter.cisco.com:22542/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169
1,
"taskType": "DEVICE_DEPLOYMENT",
"message": "Deployment status for ####ddddddddododooooodoioioikkkkssss . SUCCEEDED",
"status": "Interface notification received"

S5.EFRPEEEFNIHEIDEMIKTHIBER. $TaskikREERE S " Interface Notification received

d o

GET /api/fmc_config/v1/domain/{domainUUID}/job/taskstatuses/{objectld}

{
"metadata": {
"task": {



"id": "4294969699",

"Tinks": {
"self": "https://u32c01p06-vrouter.cisco.com:22542/api/fmc_config/vl/domain/e276abec-e0f2-11e3-
}
}
1,
"targetInterfaces": [
{
"id": "00505686-662F-0ed3-0000- ¥kt
"type": "PhysicalInterface"
}
1,
"type": "BreakoutInterface"
}
{
"id": "4294969716",
"type": "TaskStatus",
"Tinks": {
"self": "https://u32c01lp06-vrouter.cisco.com:22542/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169
1,
"taskType": "DEVICE_DEPLOYMENT",
"message": "Deployment status for ###idddddddododoooooiokikkkkkkssss . SUCCEEDED",
"status": "Interface notification received"
}

6.{# i chassisinterfaceeventsif 2N H E Ko

GET /api/fmc_config/v1/domain/{domainUUID}/chassis/
fmcmanagedchassis/{containerUUID}/chassisinterfaceevents

ZrR5
[
{
"change": "Interface is deleted",
"type": "PhysicalInterface",

"state": "DISASSOCIATED",
"name": "Ethernet2/3"

},

{
"change": "Interface is associated",
"type": "PhysicalInterface",
"state": "ASSOCIATED",
"name": "Ethernet2/3/2"

},

{
"change": "Interface is associated",
"type": "PhysicalInterface",
"state": "ASSOCIATED",
"name": "Ethernet2/3/3"

},

{
"change": "Interface is associated",
"type": "PhysicalInterface",

"state": "ASSOCIATED",
"name": "Ethernet2/3/4"



7TMRRBENEBEH , FEARBNASHREHESEE  YRERERHENER,

POST /api/fmc_config/v1/domain/{domainUUID}/devices/devicereces/{containerUUID}/#FE /T =
#

B3R

{
"action": "SYNC_WITH_DEVICE"

}

[E] FE :

{
"action": "SYNC_WITH_DEVICE",
"hasPendingChanges": true

}

8. EE A% , £ Hchassisinterfaceeventsiff BiZZ E X,

POST /api/fmc_config/v1/domain/{domainUUID}/devices/devicereces/{containerUUID}/ ¥ /T HI =
#

BB

{
"action":"ACCEPT_CHANGES"

}

OEBEFIAEMENE , YEANHERMEHFD (FE ) MTH,

GET
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/interfaces

—{840GSTHE ( Meth2/2 ) #HF0 H4x10GITE — eth2/2/1, eth2/2/2, eth2/2/3Feth2/2/4
AR EERNVRESTHR

1EATHMMENEREHRENTERE SR,



QAE TisSplitinterfaces Atrue EmediaType &SFPE | FREFIT I AR/E

N\

GET
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/interfaces

{
"metadata": {
"supportedSpeed": "TEN_GBPS,DETECT_SFP",
"mediaType": "sfp",
"sfpType": "none",
"isBreakoutCapable": false,
"breakoutFactor": "4",
"isSplitInterface": true,
"timestamp": 1692541554935,
"domain": {
"name": "Global",
"id": "e276abec-e0f2-11e3-8169-##HHdkddkdkklt
"type": "Domain"

}

1,

"type": "PhysicalInterface",

"name": "Ethernet2/3/4",

"portType": "DATA",

"adminState": "DISABLED",

"LLDP": {

"transmit": false,
"receive": false

1,

"hardware": {
"flowControlSend": "OFF",
"speed": "DETECT_SFP",
"duplex": "FULL",
"fecMode": "AUTO",
"autoNegState": true

1,

"id": "00505686-662F-0ed3-00Q] -kl

}

216 A 1@ 7 2 T 2 — L B evaluateoperationf& &5 B 5E (& JoiniR Ry AT 1T 14,

GET /api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/ch
assisinterfaces/{interfaceUUID}/evaluateoperation

- MREEFRBEL/MER  £RETURITIMARE,

{
"operationType": "JOIN",
"readinessState": "READY",
"Tinks": {
"self": "https://u32c01lp06-vrouter.cisco.com:22542/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169
1,

"type": "ChassisInterface",
"1d": "00505686_662F_Oed*******************"



- MREEPEFHEER , AT AFEAERITINARE,

"operationType": "JOIN",
"interfaceUsages": [
{
"conflictType": "Interface used in EtherChannel Configuration",
"severity": "ERROR",
"description": "Interface (Ethernet2/3/4) referred to in Ether Channel Interface (Port-channel32)
}
1,
"readinessState": "NOT_READY",
"Tinks": {
"self": "https://u32c01p06-vrouter.cisco.com:22542/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169
1,
"type": "ChassisInterface",
"-i d" : "00505686_662 F_Oed-}:7':7‘::':7':-.':7':-.'::':7‘::':7':7':7‘::‘::’:7‘::‘:*"

SMBNECEE , WARMKRES "READY. , Bl Ajoininterfacesim BN AN E
Interface_uuid B] A 4B ET /M E P EE—EHID,

POST/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/operational

B3R

{
"targetInterfaces": [
{
Mgty MEERk Rk Rk kR Rk rad3-0001-692539698200" s
"type": "PhysicalInterface"
}
1,
"type": "JoinInterface"
}
5] FE -
{
"metadata": {
"task": {
"id": "4294970217",
"Tinks": {

llse'l .Fn : n



/api/fmc_config/vl/domain/e27"" s swssiuiiiiis_8169-6d9ed49b625f/job/taskstatuses/4294970217" } }

AFERAMAEERNEHIDIRBEEERBEN. BTaskiREEERES " Interface Notification received

d o
GET /api/fmc_config/v1/domain/{domainUUID}/job/taskstatuses/{objectld}

[E] FE -

"id": "4294970237",
"type": "TaskStatus",
"Tinks": {
"self": "https://u32c01p06-vrouter.cisco.com:22542/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169

},

"taskType": "SSP_EPM_OIR",

"message": "Deployment status for 19d967e6-xxxx-xxxx-xxxx-85ff6cefed3f: SUCCEEDED",
"status": "Interface notification received"

5.4 Fchassisinterfaceeventsii 2t B/ & X

GET
/api/fmc_config/v1/domain/{domainUUID}/devices/devicereces/{containerUUID}/chassisinterfaceevents

[ fE :

[

{
"change": "Interface is associated",
"type": "PhysicalInterface",
"state": "ASSOCIATED",
"name": "Ethernet2/3"

}’

{
"change": "Interface is deleted",
"type": "PhysicalInterface",
"state": "DISASSOCIATED",
"name": "Ethernet2/3/1"

}’

{
"change": "Interface is deleted",
"type": "PhysicalInterface",

"state": "DISASSOCIATED",



"name": "Ethernet2/3/2"

3,

{
"change": "Interface is deleted",
"type": "PhysicalInterface",
"state": "DISASSOCIATED",
"name": "Ethernet2/3/3"

3,

{
"change": "Interface is deleted",
"type": "PhysicalInterface",
"state": "DISASSOCIATED",
"name": "Ethernet2/3/4"

}

6. M B KRUEINEEH |, 55/F FchassisinterfaceeventsiR i BELSHRE K IWHBEELEEHENER

o

POST
/api/fmc_config/v1/domain/{domainUUID}/devices/devicereces/{containerUUID}/chassisinterfaceevents

B3R

{
"action":"SYNC_WITH_DEVICE"
}
5] FE -
{
"action":"SYNC_WITH_DEVICE",
"hasPendingChanges":true
}

7. W EE % |, FHchassisinterfaceeventsiff BiZZ E ik,

POST
/api/fmc_config/v1/domain/{domainUUID}/devices/devicereces/{containerUUID}/chassisinterfaces %

i3

B3R

{
"action":"ACCEPT_CHANGES"

}



SEHFIAMENTE , YEANHRMEHERNTEAREBTE,

GET
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/interfaces

BRERIE10GS T Heth2/2/1 LB T Join , RIE2EH S8 —E40G Heth2/2,
B #EEREST API

BT XEMBEENNHENRES , 5| A TIELURL,

POST:

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/chassisinterfacex

i3

BEH

{"action":"SYNC_WITH_DEVICE"} - >f&#& [
{"action":"ACCEPT_CHANGES"} - > Z &K
GET:

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/chassisinterface:

i3

HlHE RN EEREH
SRR/ BN
FXOSEC 8%

MR KRB , BLFXOS CLIF AR B Esftunnel MsfipproxyfE 2 & 2 RE.

firepower# connect local-mgmt

firepower-4215(local-mgmt)# show processes | include sftunnel grep: (standard input): binary file match
3323 root 20 0 80328 2024 1544 S 0.0 0.0 0:11.53 /opt/cisco/sftunnel/sfipproxy -d -f /etc/sf/sfipproxy.
22066 root 20 0 376880 7140 5944 S 0.0 0.0 0:41.18 /opt/cisco/sftunnel/sftunnel -d -f /etc/sf/sftunnel.

MREARIFEEEBEACL , AIBEBBEAFMRWECLISERIFEEEREABEENE , BfRshow
processesky i i e B

firepower-4215(local-mgmt)# terminal width 100



WRSFTunne 2 ERMBN B IEHIEST , BEMAR , AITUERELS TREBRAMNEMEER
&

feconnect local-mgmtiEFXOSH 5| AFTHICLI , LAE 4R /opt/cisco/platform/logs/sfmessages 1 HY
REBFFER

firepower# connect local-mgmt
firepower(local-mgmt)# tail-mgmt-log sfmessages

Dec 9 18:31:17 firepower Ipc [30483]: add ep: 1,0x5613aa0e2fe8 total = 1 Dec 9 18:31:17 firepower

FMCEZ &

- MBREBFMAHK , FBELRME KB usmsharedsves.logflvmssharedsves.log , W EHFE T
CHASSIS DISCOVERY, = "NATIVE_TO_MULTIL_INSTANCE. LAEHLMTERERA,
- SN | FEM#R/var/log/action_queue.log#l/var/sfimessages A #ESFTunnel B &,
- Ivar/opt/CSCOpx/MDC/log/operation/usmsharedsvcs.log
/var/opt/CSCOpx/MDC/Iog/operation/vmssharedsvcs log
- WRBFE B BEEMAB , F5EHusmsharedsves.logflvmssharedsves.log , REEHFSHE ©
CHASSIS DISCOVERYJ F "NATIVE_TO_MULTI_INSTANCE ., UAE#HAREN KMIER,
« WRFIEABFEMABR , FE#Husmsharedsves.logflvmssharedsves.log , REEHFHE ©
MI_FTD_INSTANCE_AUTO_REGISTRATION; A E#H KB ATRERE K,
c MRRELFHEIPBLAY , FEMINE —>PEELRH — >IR—TRXBNHE — >FHK
ETH. LERITSXBNER,

Yl Y
FMCXX EHE £ B E1E B H £ REEHFEHER(FPRM),
- BFTDREFEM , BERELARBHFFRE , TEEHBRHIE Y RFERER

FMCT & #HBENHMES.
- ENGHEMEBEIE "show tech-support form S -




AR HBRB AN AR

Firewall 3100 chassis

Generate Troubleshoot Files - 4215_WA_chassis

@ This operation generates troubleshoot logs for Secure

) This operation may take several minutes to complete,
the status can be tracked in Message Center Tasks.

Please select the data to include:

Cancel l Generate

FXOS Logs
BWRHEHFREER TH
Deployments Upgrades 0 Health Tasks

4. Chassis

Generate Troubleshooting Files
i Gi ate troubleshooting files for 4215_WA_chassis
Remote status: Generating troubleshoot files.

Deployments Upgrades @ Health Tasks

m 0 waiting 1 Funning 0 retrying 11 subtess

© Chassis

Generate Troubdeshooting Files
Generate troubleshooting files for 4215_WA_chassis

——— Click to retrieve generated files,

HFEER T R EE RS
FEFMCh & By SR A 4P

B EFMCH B B)rEM R K B
RHER

- EMEFMCRER%R®E , AT EFMCHEUHREM A B BaEf.
BERER

- BEBBEMAR

REREDERR

4+ | @ ) Show Pop-up Notifications @@

0 waiting 2 running O retrying 10 success 0 failures Filter

s

LAY | ) Show Pop-up Notifications )

0 failures Filter

7m&7s X



1. |REEHR

. BIFEEFMCLigEN,
~3Aﬂ&%i@§§§ AREEBRARBIEN,
- ETOPRAEERSCER

firepower# scope sys

firepower /system # show

Systems:

Name Mode Deploy Mode System IP Address System IPv6 Address

firepower# show device-manager
Device manager:
Name: manager
Hostname: 10.10.xx.xx
NAT id: 3ab4bbla-d723-1lee-a694-89055XXXXXXX
Registration Status: Completed
Error Msg:

3. EMEMBE

3.1.8 i & /var/opt/CSCOpx/MDC/log/operation/vmssharedsvcs.log
Ivar/opt/CSCOpx/MDC/log/operation/usmsharedsvcs.log

2.EERFEESEEET "NATIVE_TO_MI_CONVERSION, # "CHASSIS DISCOVERY. , &
KU EREE,

EFMCH B By G518
PR 7E FMC {5178 £ BV RE M 25 5K
EERR -
. WFMCHEBIES | ZHIEBIHEFMCH & BIZEM
BRER
. BIEE DM KK
SRR



- BEREZMPIHEREBHRE.
- MRREREE , FRASEXBEILE.

- MREIB LB , FFEEDeployment History ->3&— R Transcripte MEXKER , 8
ERIE,

- BRAZPHERLAHETREABE, SUUAEARENHERERESEBEARE,

Instances

MName blr_instance1

2 Instances Found
Operational state  online
Management 1P 192.168.1.88 SCBEULCUERI]

List of online instances
Cores used 1
atedq

@ bir_instancel  online 2 O O

© bir_instance_2 online . - .
1 00 - Critical 1/1 - Warning &) Online A\ Emo ) offine

040 = Major 0/0 = Info Up 1

1 Dedicated
5/5 - Minar 0 Shared

« FAUTHSMESFTunnel 2B EEAFIEFTD LB IET
ps -ef | grep -i "sftunnel”
o WRSFTunnelR:ETT , FERPITEHRB TS :

pmtool restartById sftunnel

« 8 E/var/opt/CSCOpx/MDC/log/operation/vmssharedsvcs.log #l
Ivar/opt/CSCOpx/MDC/log/operation/usmsharedsvcs.log
- EERHDESEEFT "MI_FTD_INSTANCE_AUTO_REGISTRATION

FMCH By A1 2% (B 51

, BERRBHRER.

BEMEEEREAEENR , FMCHREAEESTMAK

- MREAEEHEE (MRS ) BREFREN | BSERFMCHMIERREE  RRESHE
FMC L B4R,
- MREAEFEASUAREESHEMEFMC , BIEEM XK.

REREPERR

c EREEEROAHEN 2, BRSEFMCHMIBR T MABERE
- MERIRE & BRI REEEHREMIEIFMC,

BRHNZZE



- ARLRANENER

https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/threat-defense/use-case/multi-
instance-sec-fw/multi-instance-sec-fw.html#shared-interface-scalability-WGUIEF

- BRIXEWEY LR "3100% 638, BEME :

https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/threat-defense/use-case/multi-
instance-sec-fw/multi-instance-sec-fw.html

ITEERE A S A
N ERE

slln: e T T
iw: | |V o

T TR T TR T
=‘|': =p= SOp= SO

Eth1/1 Eth1/2 Po1 Po2 Eth1/1.100 Eth1/1.200 Po1.100 Po1.200
Dedicated Physical Interfaces Dedicated Port-Channels Dedicated Sub-interfaces of Dedicated Sub-interfaces of
Physical Interfaces Port-Channels

sl sl T LTI T TR sl e
SpE EQPE SPE EQPE ;i p: iQP: P

0

Eth1/1 Po1 Eth1/1.100 Po1.100
Eth1/1.200 Po1.200
Shared Physical Interface Shared Port-Channel Shared Sub-interfaces of Shared Sub-interfaces of
Physical Interfaces Port-Channels

BTN

sullns 5 sl s 5 | T TR
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FTD Instance A FTD Instance B | FTD Instance A FTD Instance B
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e ——— R i I i 1 i 1 i 1
i o o P i [T sl [ |1 vl
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l"'-l I"'-I I“"I l""l 1 _ [ ] ! ' [ S [P | :

Ly

S— | LA

__________________________________

<_

MAZEENE
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/threat-defense/use-case/multi-instance-sec-fw/multi-instance-sec-fw.html#shared-interface-scalability-WGUIEF
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/threat-defense/use-case/multi-instance-sec-fw/multi-instance-sec-fw.html#shared-interface-scalability-WGUIEF
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/threat-defense/use-case/multi-instance-sec-fw/multi-instance-sec-fw.html

BNEHNEINE,
- 9300M14100E B UK 4200RFEFEEE N H, £ _EEENEManagement 1/25
BRANEH,
- EZHIE (tBBA TREHE )EXT , BULESEMNEFHRENHECLILEERNEH, A&
BEHIE 2 B E — 8% LRV IPHE it
- EERABEXR , SEFTOSIEREB 2 E 7T EE1/1NEE1/20H,
- B-EEENEERENEZEARE,
- L FAFMCER EManagement1/2; 8 4 /2iFEIBFTD CLISH ( #£9300/4100.L ) BHETT
Eﬁio MR , EFXOS CLIFERK). AUt HEIFENIPHbuE R, tat, FHEMFRRE
HHEESMER

configure network ipv4 manual 192.168.0.xx 255.255.255.0 192.168.0.1 managementl
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