EHFDM 7 2R ERRAEEMNWFTD EERA
AzurefE AIdPEE ESAML B 4 B ¥ FIRAVPN

H &%

b

AN B NAEFDMIRAT7 2 B ERABFIEWFTD L EAAzuretE BIdP A= iHHREVPNE &
SAMLE 7B %,

AR

&K

BRIEBRERBUT TENESNE

- B2 BAIRE(SSL)BFE

* OpenSSL

« Linux@$

o« R FEUEEFAA MR (RAVPN)
- REHABREEES(FDM)

- Z2EISEEES (SAML)

* Microsoft Azure

BRA T
AERPHNEFARRBATEREMA

« OpenSSLIRZACiscoSSL 1.1.1j.7.2sp.230
- B2 ARBEERE(FTD)MRAT7.2.0



- REPFRBREEESMRAT7.2.0
- AERBEREEN(CA)

ANFHEARBBBEERETRREANEEMEL. XPEAZNAMBERERREHER (HEKR
) BAEREREE ., MRIEHEEREFT , FREARCERAEAES TRERNTE,

BREMN

SAML & 73528 AIRRAVPNERMHE M Z RARNIEREEBEMBRBERIT. SAMLRES S
ZEXLENREBNREEANRMRE  BRRRREFHRHEA(dP)MBHRHEEX(SP),

EFDM 72 xBERMAEENFTDRFE —ERS , EFSAMLE BB —ZEBHIdPR
Duo, TEELMAA , HASAMLE K EENRE LHEIFDME , XEAEFEARNR
: CA.-TRUEEIE R,

Rt , HEAIAP (REFFENEIRER ) BEMFZEE ( HlIMicrosoft Azure for SAMLE 358 s% ) £
BERAPFREFZZE , EHESAMLE HBRFE XK.

N 2% FOMIRA7 XN EBRA AL E L RFBERAT TBHECARS, B, BRATE
SAE R FTR Y BR o

MRFEAAzUre REN B EHR BSAMLE PR FHIRAVPN , W EZBEREEARLNE . CATRUERE
& , BI7Ei&fTshow saml metadata <trustpoint name> S FTDH S HI N E(CL) R EB R E R
,EmEAZT  MTRAR

<#root>
firepower#

show sam net adat a

SP Metadata

=N =

A &

R I PR IR R BT E 2% Secure Firewall AR BI7 SRBESRA , BR , IRHEAEMNRAEE
Bh N BEE1T7 2R EREARARAS |, & AT LUEIR 2 3 & & Basic Constraints: CA.TRUEIEEN B EEZXS
REBRIIEE, BRERHTEECAREEER , BEEFEAzure SAMLEI B F R ENEE , UERALL



HESRE,
STHB1EVRIERAS "EXYR : CATRUE, WEESHRFER(CSR)
REN B UOFAIEAOpenSSLASTEEARIR . CATRUEEREICSR,

1.2 ABIE L OpenSSLEM K E,
2. ( 73& ) fEFAmkdir <folder name> i B — BB & , BAUEEFPRIINLBEMENER,

<ttroot>

root@hostl:/home/admin#

nkdir certificate

SMREVT TH B , FENHE &M E & , W4 KB Topenssl genrsa -out <key_name>.key
409675 R FTFALR

<#root>
root@hostl:/home/admin/certificate#

openssl genrsa -out privatekey. key 4096

N A ERHEBRANSHREE. NREE  TLEE—ESENSH.

4 f Ftouch <config_name>.confap S 2 S AHREHE

5 A XA {REESRERER, EAEHLF , £AVIMm , ¥HITvim <config_name>.confin ., BALL
F AEME M X A RESR.

<tfroot>

vi m confi g. conf

AR TEEREERFR(CSR)FHNEM. MREERPHFEbasicConstraints = CAtrueBI1E &
, WITRPR7

<tfroot>

[ req]



default_bits = 4096

default_nmd = sha256

pronpt = no

encrypt _key = no

di stingui shed_nane = req_di stingui shed_nane

req_extensions = v3_req

[ reg_distinguished_nane ]

countryName =

stat eOr Provi nceName =

| ocalityNanme =

or gani zati onName =



or gani zati onal Uni t Nane =

commonNane =

[ v3.req ]

basi cConstraints = CA true

~ #F: basicConstraints = CAtrue 2 R EEZEEGNIEHXREHR  FTIDFBER I ZEETE,

TEAENEHNSBHRRIINS|AHEREE | 7L Aopenssl req -new <key_name>.key -config
<conf_name>.conf -out <CSR_Name>.csrig§ 52 CSR:

<tfroot>

openssl req -new -key privatekey. key -config config.conf -out CSR csr

SHITHBT®E , BULUEIERKHH|HMW<CSR name>.csriE X , RIS ABETCARR
BETHEENCSRIESR,

MITErTCCApUCAQAWSTELMAKGAIUEBhMCTVgxFDASBgNVBAgMCO11aXhjbyBDaXR5



MRQWEgYDVQQHDAtNZW14Y289gQ210eTEOMAWGALUECgwWFQ212zY28wggIiMAOGCSqG
SIb3DQEBAQUAA4ICDwWAWggIKA0oICAQDRWH+1ij26HUF/Y6NVITCkD5VIa6KRssD]8
[...]

Output Omitted

[...]
1RZ3ac3uV0yOkG6FamW3BhceYcDEQN+V0SInZZZQTw1Q5h23]sPkvImRpKSiTlc7w
3rkKfTXelewT1lIJdCmgpp6qrwmEAPYrj/XnYyM/2nc3E3yILxbGyT++yiVrr2RIeG
Wu6XM40410LcRdaQZUhuFL/TPZSeLGIB2KU6XuqPMtGAvdmCgqdPSkwWc9mdnzKm
RA==

ﬁ

3= ARAzureER | K AFEAEE T SHA-2565SHA- 1 CAYCSRET# S , T A
, Azure AP EMR L BB ERIEBZEE, TEUATEEZHPRIEZER - SAMLAEHEE
SREEERRE

9.t CSRERBENCA—BEEUENERENES

$ER 2 BN PKCS12f8 %

BEHHBER  REEFERANUTMERRE TN B INZELEPKCSHI2)RR
- BENGHHE
- Wi ((EVENSBYES)
« CABRFE NS

BRUEEHNEENCARERERIEVNRNCSRERNE —KE. WIBEERE , 31T

openssl pkcs12 -export -in <id_certificate>.cer -certfile <ca_cert_chain>.cer -inkey
<private_key_name> .key -out <pkcs12_name>.pfx#n < #§ B B B APKCS#12,

<{froot>

openssl pkcsl2 -export -in id.cer -certfile ca_chain.cer -inkey privatekey.key -out cert.pfx

BT TR RRSERCAARR. TRBERFTELER.

MRGSRIY , BEETEERTEIRS <pkes12_name>.pfxy HIFER, ER2ENH
PKCS#128% &,

S ER 3.PKCS#12% & L & FIAzure fIFDM

WEPKCS#H1I2iER®R , FERKH LEFAzure MIFDM,


https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/certificate-signing-options
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/certificate-signing-options

BEE R ZEIAzure

1B ATIAzureFIF , SHMIABEASAMLE B RBRBY D LMEAES | KEIBE TBE-_BA

2.[m T REZESAML CertificatesEBa , A% 1EEMore Options&E => Edit,

e SAML Certificates

Teken signing certificate

Status Active

Thumbprint 95

Expiration 12/19/2026, 1:25:53 PM

Matification Email

App Federation Metadata Url https://login.microsoftonline.com/ ..
Certificate (Basebd) Download

Certificate (Raw) Download

Federation Metadata XML Download

Verification certificates (optional)

Reguired Mo
Active 0
Expired 0
SREEREEARSEE,
SAML Signing Certificate X

Manage the certificate used by Microsoft Entra ID to sign SAML tokens issued to your app

<+ Mew Certificate ’? Import Certificate }? Got feedback?

Status Expiration Date Thumbprint

Active 12/19/2026, 1:25:53 PM 99

4 BHLBIEINPKCS12E R | W FEERE I PKCSH121E R 5 A M 215,



SAML Signing Certificate

Marage the certificate used by Microsoft Entra 1D to sign SAML tokens issued to your app

Import certificate

Save -b New Certificate T Import Certificate £ Got feedback?

Upload a certificate with the private key and the pfx credentials, the type of this file should be pfx and using RSA for

the encryption algorithm

PFX Password: | sesssess |

Certificate: . "cert.pfx” | E

5.5 , i#1EMake Certificate ActiveiZ1E,

SAML Signing Certificate

Manage the certificate used by Microsoft Entra ID to sign SAML tokens issued to your app

vt I
Status Expiration Date
Active 12/19/2026, 1:25:53 PM
Inactive 12/13/2026, 2:43:39 PM
Inactive 1242172026, 5:58:45 PM
Signing Option Sign SAML assertion
Signing Algorithm SHA-256

Motification Email Addresses

#& & E L &EEIFDM

1 EMBER > F/E >R - THEZEFEECARS.

ave  + New Certificate T Import Certificate a4 Got feedback?

Thumbprint
99-
E6

9E

X
v
v
X
]' (" Make certificate active
4 Basetd certificate
download

14 PEM certificate download

4=

Raw certificate download

e

Download federated
certificate XML

[i] Delete Certificate




Y Fite v

Praset filters: Svstem defined, User defined
Add Internal CA

ACTIONS
&dd Internal Ceartificata

‘ Add Trusted CA Certificate ‘

QWMABEBNETHERE , ERIIP ( MARPKCS#12EER ) LBEEHEE

Add Trusted CA Certificate

MName

azurelDP

Certificate

«=HEGIN CERTIFICATE=== |

MI IEC JCCALQRAWIBAR TBF raANBgkqhk | GO AQs FADS biadwerl g YDWQQL Ewli? 0 GAX
I AMEp RS T BETDC SrhvFwiel PYTWQOHEWN T ZX paDDAK BpAe Ta2 1 LeDE LAAKG -ﬁ;
"

T P T T W @ e e B T B R Ty e T PR SR AT W R o e o ko Py k] Wy kel et o SR oy T o

Validation Usage for Special Services

B ESAMLE RFREMBELIHEE N



httpa://login, microgoftonline com/aessms Sam S s e e

Sign Out URL
httpa:j/login.micrasoftonling comjsmmms S R G R e

Itas fap

Service Provider Certificate Identity Provider Certificate

ftdSAML W azurelDP e
Request Signature Request Timeout

None e

This SAML identity provider (IDP) is on an internal network

Reguest IDP re-authentication at login

IIIIII:::IIIIII

B RE

iE1Tshow saml metadata <trustpoint name>fn & LA FER R R E R AJEFTD CLIES :

<#root>
firepower#

show sanml netadata azure

SP Metadata



xmins="urn:oasis:names:tc:SAML:2.0:metadata">

protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">

MIIDbzCCA1egAwIBAgIBDDANBgkghkiG9wOBAQwFADBbMQwwCgYDVQQLEWN2cG4x

...omitted...

HGag+/IfNKKgkhgT6g4eggMHiA==



Location="https://[...omitted...]/+CSCOE+/sam1/sp/Togout" />

Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"

Location="https://[...omitted...]/+CSCOE+/saml/sp/Togout" />

IdP Metadata



xmins="urn:oasis:names:tc:SAML:2.0:metadata">

MIIEcjCCA1qgAwIBAgIBFzANBgkghkiG9wOBAQsFADBbMQwwCgYDVQQLEWN2cG4x

[...omitted...]



3Zmzsc5faz8dMX0+1ofQVvMaPifcZZFoM70B09RK2PaMwIAV+Mw=

Location="https://login.microsoftonline.com/[...omitted...]/sam12" />

Location="https://login.microsoftonline.com/[...omitted...]/sam12" />



Location="https://login.microsoftonline.com/[...omitted...]/sam12" />



BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH
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EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



