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ANHFHEARBBBEERETREANEEMEL. XPEAZNAMBERERRERER (HER
) BAEREREE) ., MREHEEREFT , FEAREERAEAESTRERNIZE,

BREA

REBEBB AR  UEERNTHEERH ; EXEERLT , EERT "3, 22 ABHNRE
=EE, B2 ABA A EREGFESLEEHIEEACL)RIES "#ER, RE. BHFE
HACLM A AW RO 22 ML HER A BT B L2 VPN (3432 3 2SR iR
VPN ) B&3&,

ZEf AR THER, RE
P

REBEE—ENE (A ) FBHABE Ul%j: B (HY)  ERA TEBMEN. RE
, FEAREE ISR BE(ACP) M TRIR B 28 &R Al

10.8.4.20 192.168.1.10
inside outside \ )
ICMP traffic

B1. BB AN RE R

ZE BN THERN, RE

EHMBERT , REEZENHAFTDNE ( WHMEIRIKFEVPN ) | EBA '35 RE , H
ZRENEMNEGFEEE,

10.8.4.20 182.168.1.10
E inside Ioutsce \
ICMP traffic

B 2.EN4@ BN A i & 45l
EHEEFFHACLHWEETIEEE

- BFMC/FTD 7.0kR#2 , 2ZBEfEAFlexConfigff HASA L ERAMNHER G SR EZERELRF T
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« BE3&Fcontrol-planefX M MEFEERES , REESHKRE &S, LB IENEH. W
RRAEEDTEMIMEEFET , ACLKRFIER "2, HARHNRE,

o BEITHEACLTEREIRLBHIENTEHSSH, ICMPRTELNETA L, RIBEARERKE
B (AHHEL)  YTEEEESHNEXIERF.

- BHTFHACLERERRS "EA, R ABAEAS , MFTDN A REH REEHASANER
ACLRIEZFIRE "EiB, R2HAME,

- BEBACLTE , ACLHNEREREREM "deny,
« BYAERK , FTDMIBEMINGEEZAMNRE "85, FTD,

N —

AaxX ;B

ET—E&EF+F , REFEBRRN —BIPHutEFHEAFTD RAVPN , fEMVPNEITHE A B, &R
EBFTDRZELVPNE N RENHERERRTEEFFHEACL , LIFHEE L EHREBANSFTDNE,

faRE
AFMCEEMFTDRRERHFEACL

B AEFMCHRIREA T S ERIRE | DARRER B FHACLRME ILEAVPNR H BRI EBFTD E

SR 1. BIBHTTPSEMFMCEFEAE N E(GU) L ERENBRESE A

Al SECURE

Secure Firewall
Management
Center

E3.FMCEAER

SR2EBFEBRNEMEACL, Al , FEMEObjects > Object Management,



Firewall Management Center

- . 3 )
Overview Analysis Policies Devices Objects Integration Deploy min ¥
Owverview | Dashboards | Iy i pi Q £+ @ admin

wllie o
cisco SE

Object Management

Intrusion Rules
Summary Dashboard s

Network b 1 5 Status olocation

» Unique Applicati . ¥ » Top Web Applic Seen >

No Data No Data

> Top Server Applications Seen » Top Operating Systems Seen

S8 2 1 REAIEIRERF|Access List > Extended LA EEACL,

Firewall Management Center

Analysis Policies Devices Objects Integration £+ @ admins | gl

An Server Network — .|| @ Finer

Accesa List Show Unused Objects
A network object represents one or more IF addresses. Netweork objects are used in various places, including access control policies, network variables, intrusion rules, identity rules,
network discovery rules, event searches, neports, and so on.

Extended
Standard

Address Pools Type Ovarride

Application Filters "
000000 Group
AS Path B,

Cipher Suite List any-ipvé 0.0.0.0/0 Natwark
Commmity Lt any-ipv ) Vst
Distinguished Name
IPvé -Banchmark-Tests 156.18.0.0M15 Network:
DMS Server Group
External Attributes IPv-Link-Local 169,254.0.0/16 Notwark
File List
e 1Pvd-Multicast 224.0.0.004 Metwork
FlaxConfig
IPvd-Private-10.0.0.0-8 10.0.0.0/8 Natwnark
Geolocation
Interface Pvd-Private-172.16.0.0-12 172.16.0.0/12 Natwork
Key Chain
IPv4-Private-192.168.0.0-16 192.168.0.0/16 Notwark
Natwork
10.0.0.0/8
Pl IPvd-Private-All-RFC1918 172.16.0.0/12 Group
192.168.0.0/16
Policy List

Displaying 1 - 14 of 14 fows Paga | 1

SEB 2.2 R#% , EIEAJJ Extended Access Lists




1

Firewall Management Center

Ovenview Analysis Policies Devices Objects Integration

£+ @ admin~

7 AAA Server Extended Add Extended Access List O Filer
~ Access List

An access list object, also known as an access contral list (ACL), selects the traffic to which a senvice will apply. Standard-Identifies traffic based on destination address only. Identifies

=i traffic based on source and destination address and ports. Supports IPvd and IPvE addresses. You use these objects when configuring particular features, such as route maps.

Standard
Address Pools Hame Dwerride
Application Filters
AS Path
Cipher Suite List
Community List
Distinguished Name
DMS Server Group
External Attributes
File List
FlaxCanfg
Geolocation
Interface
Key Chain
Network
Pl
Palicy List

Port No data to display

El6. # i EEACL

FR2IBARBACLNERE , RRE—TAJIRIAE M FHEE SR E (ACE):

MNew Extended Access List Object

Name

ACL-UNWANTED-COUNTRY

Entries (0)

Sequence  Action Source Source Port Destination Destination Port Application

Allow Overrides

7 EREACLER

HER 2.4 SSACERFE XN HBlock , REXWRMIEUALE FEZEEZFTDNRE , & B ERKRRE
RAny , RER— TAJdZRHTHACERE :

— EARRAIH , BEEMACERRE &M LERE192.168.1.0/24 F RN VPNR H &,




g | Aetion:

Block

Logging:
Default

Log Level:

Informaticnal

Log Interval:

Sec.

Network Port @ Application

Available Networks (& Source Networks (1) Destination Netwarks (0)

T Search by name or value 192.168.1.0/24 i any

any
any-ipv

any-ipvé

IPv4 - Benchmark-Tests
IPv4-Link-Local

1P - Multicast
IPvd=Private=10.0.0.0-8

IPv4 -Private-172.16.0.0-12 Enter an |F address Enter an IF address

[E8. 35 48 Y A B%

SR 25 MREBNBESACERE RBE—TAJRBY EELSER2.4, TAE , BiESavel®
#f5E XACLELE .

Edit Extended Access List Object

Name
ACL-UNWANTED-COUNTRY

Entries (1)

Block  192.168.1.0/24

Allow Overrides

9. 5E B Y IR ACLIR B

FBIETR , BEEFREFlex-Confighi R , LS EHI FHACLERZISIFTDNE. At , B
B AImENR , ARIRIZFEIZEFlexConfig > FlexConfig Object,




Overview

.reg-tall Management Center P

AAA Server Extended

Aecess List

Extended

Policies

Devices

Objects

Integration

Add Extended Access List

An access list object, also known as an access control list (ACL), selects the traffic to which a service will apply. Standard-ldentifies trafic b

Deploy < (®

{+ @ adminv | N cpcy

@, Filter

»d on destination address only, identifies

traffic based on source and destination address and ports. Supports IPv4 and IPVE addresses. You use these objects when configuring particular features, such as route maps.

Standard
Address Pools Mame
Sbesoation Fikers ACL-UNWANTED-COUNTRY
AS Path
Cipher Suite List
Community List
Distinguished Name
DNS Server Group
External Attributes
File List
FlexConfig
FlexConfig Object
Text Object
Geolocation
Interface
Key Chain

Network

rewall Management Center
__ Analysis

ALR Server

FlexConfig Object

Access List
Extended
Standard

Address Pools

Application Filters.
Dafault_DNS_Configura

AS Path
3 ;
Cipher Suite List Dafault_Inspaction_Protocol_Disabla

‘Community List Dwafault_Inspaction_Protocol_Enable
Distinguished Name
DHCPvE_Prefix_Delagation_Configure
DNS Server Group

External Attibutes DHCPvE_Prafix_Delagation_UnConfigure

File List DNS_Configure

FlexConfig

DNS_UnConfigure
FlexConfig Object

Text Object Eigrp_Configure

EE TR Eigrp_Interface_Configura
Interface

Eigrp_UnConhgure

Key Chain a ?

Netwark Eigrp_Unconfigura_All

HER 3.2. AFlexConfigff R¥TIBETE , REAAACLEBEHE R,
Object > Extended ACL Object,

Policies

Devices

Objects

Integration

Al

Ovarride

Displaying 1 - 1 of 1 rows

Depioy Q. (¥ 11 @ adminv

Add FlexConfg Object Q, Filter

FlexConfig Object include device configuration commands, variables, and scripting language instructions. It is used in FlexConfig polices

Description
Confguro Dofault DNS with the halp of TextObj...
Disabla Dafault Inspaction

Enable Default Inspection

Conhgure one outside (FD chent) and one insid...
Remowve configuration of one outside (PD client
Configure DNS with the help of TextObjects dn...
Remove the DNS configurations.

Confgures eigrp. 1. Conbgures next hop. 2. co...
Configures interface parametars for aigrp. 1. C...
Claars oiyrp conlguration Tor an AS

Clears eigrp configuration

Displaying 1 = 20 of 48 rows Page 1

i5iZ#Insert > Insert Policy




Name:

OB.J-FC-CONTROL-PLANE

Description:

A Copy-pasting any rich text might introduce line breaks while gencrating GLI. Please verify the CLI before deployment.

Insernt » B Deployment:  Once A Type:  Append
. Insert Policy Object  *  Text Object
Insert System Variable *  Network
Insert Secret Key Security Zonas
Standard ACL Object
Extended ACL Object

Route Map

Proparty

(TypezName) Override Diescription

Dimension Default Value

ecords to display

Bo

[ 12.FlexConfigif S 2 8

SR I BACLERERHEERE K RREFESR2ITFRMUNERACL , AR MESaveiR .

Insert Extended Access List Object Variable

Variable Name:
VAR-ACL-UNWANTED-COUNTRY

Description:

Available Objects & Selected Object
@, Search EiaCL-UNWANTED-COUNTRY
Ky

[E13.FlexConfig¥i R BACL % B
S 34.8% , BEHFTHACLEEANADBNEHHAWRE , WTFAAT.

mEYEL

access-group "variable name starting with $ symbol" in interface "interface-name" control-plane




R TERAT —EHSRE , ZRAEAELLELSE2.3 "VAR-ACL-UNWANTED-COUNTRY
FENWACLESE , TR :

access-group $VAR-ACL-UNWANTED-COUNTRY 1in interface outside control-plane

ERMVAEBEEIFlexConfighf KRBT E , 2& , 1BE "/MfF) Eill5TRFlexConfigff &,

Mama:

OBJ-FC-CONTROL-PLANE

Description:

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI bafore deployment.

Insert » ::] Deployment:  Once

necess-group SVAR-ACL-UNWANTED.COUNTRY in isterface outside control-plase

¥ Variables

Name Dimension Default Value

SINGLE ACL-U

INWANTED,

B 4 BEEHRFlexConfight RECEERAKRFTD , At ,

Firewall Management Center

Obyects |

Owverview Analysis Policies Devices Objects

AL Serser Device Management

FlexConfig Object

Access List Device Upgrade
FlexConfig Object include device configuration commands  NAT

oS

Extended

Standard
Platform Settings
Address Pools
FlexConfig
Application Filters T
ertificates
AS Path
1_Protocol_Disabie

Cipher Suite List

»  Conmmmunity List Default

nspection_Protocol_Enable
Distinguished Name
DHCPvE_Prefix_Delog
DMS Server Group
External Attributes 6 _Prefis_[
File List
FlexConfig
FlexConfig Object
Text Object
Geolocation : e
Eigrp_intarface_Configure
Interface

Eigrp_UnCor

Elgrp_Unconfigura_All

Proparty
(Type:Name)

EXIDy

Type: | Append

Override

ACL:A, false

Integration

VPN

Site To Site

Remote Access
Dynamic Access Policy
Troubleshooting

Site to Site Monitoning

Description

FEE EDevices > FlexConfigo

Deploy O 4+ @ admin~

Troubleshoot
File Download
Threat Defense CLI
Packet Tracer
Packet Capture
e halp of TextObj
ble Default Ins
Enable Dafault Inspection
et (PD ¢l
Remove configuration of ona outside (PD c
ares DNS with the help of TaxiObjects dn

temove the DINS confgurations.

p

aiarp conbguration.

Displaying 1 - 20 of 49 rows Page | 1




SR AN A%, MRZHARFTDEILMFlexConfig , AIBENew Policy , S#miEHR B FlexConfig®R
B o

Flrewall Management Center P P - _— q pepioy Q. ™ % @ adminv | Uul sEcuRre

[8l16.FlexConfig sk B§ 22 31

FER 4.2 RFTHWFlexConfigXREEFT B EHE , WEEEZEARE Y WIEH FEACLHFTD,

New Policy
Name:
FLEXCONFIG-POLICY

Description:

Targeted Devices

Select devices to which you want to apply this policy.
Available Devices Selected Devices

0, Search by name of value FTD-CONTROL-PLANE .

17 FlexConfigZR Bg 2 & 7 Bt

SRAIEELAERT , BEE LENPRI 2P E I NFlexConfighf R , ARBBIR—TURKRE
Fh R A BTG E#T18 ZIFlexConfigER g | R BiESaveiRil,




% @ admin~

_Flrewa” Management Center Analysis Policies Devices Objects Integration

FLEXCONFIG-POLICY
Enter Description

% Selected Prepend FlexConfigs

Available FlexConfig ~ FlexConfig Object 1
bt R Name
X

Description

w User Dafinad
* OBJ-FC-CONTROL-PLANE
~ System Defined
" Default_DNS_Cenfigure
Default_lnspection_Proiocol_Disable
Selected Append FlexConfigs

? Default_Inspection_Protocal_Enable
Description

* DHCPwE_Prafi_Dolegation_Configuna -
Name
DHCPVE_Prefic_Delegation_UnConfigure
% DNS_Configure OBJ-FC-CONTROL-PLANE

DNS_UnConfigure

8.FlexConfig R B ¥ R 2 Bl

SRS EIHNEIFTD , AL

538 ¥ Z Deploy > Advanced Deploy.

£+ @ adminv | Gl

HER 5.1

Firewall Management Center )
Overview

Palicies Devices Objects Integration

Analysis
Deplay All

Devices |
Q
FTD-CONTROL-PLANE Ready for Daploymant

FLEXCONFIG-POLICY

Selected Prepend FlexConfigs

FlexCenfig Object .

X

0 1 device is available for deployment

i DateaiClapactk Selected Append FlexConfigs

" DHCPvE_Prefx_Del :
] Name

DHCPvE_Prafio_Dalagatio
OBJ-FC-CONTROL-PLANE

9.FTDE P
B 51.8% , BIEEEMAFlexConfigtlRBEMIFTD, MR—YIEE , AlIR—T "HE, .




" % @ adminv

Analysis Policies Devices Objects Integration
l Raady for Daploymant

Firewall Management Center
Sap 5, 2023 12:05 PM

1 device selected

« B FTD-CONTROL-PLANE

Flax Confguration
Tempiste Policy: FLEXCONFIG-POLICY

L3
(2]

HER52. 2% , ISEH—E "AREME.L RE  MEEBURRNZWREET THEL

Deployment Confirmation

You have selected 1 device to deploy

Doployment Notes:

BAEeRERKEE ERE  FE-—T

BN

S ER 5.3 EBFlexConfig E NIFAJRE S HIRELH

Deploy.




Validation Messages: FTD-CONTROL-PLANE

v KRN IEREEETE KRN

PGTEMPLATE. TemplatePalicy: FLEXCONFIG-POLICY

v | waming: FlexConhg policies intentionally o not contain extensive input validation, Please ensure that the configurations in this FlexCanfig pelicy are
cormect. Incormect configurations will result in a falled deployment that may cause a network interruption. This is only a generic warning and s not

an indication of an incorrect configuration,

El22. FTDEREFlexconfig& &

HER 5.4 FEFTDM R AIFBZE B Th

Firewall Managemem Center Owerview Analysis Policles Devices Objects Inte-gration Deploy  Q - £+ @ adminv | - cECURE

Device Inspect intermuption Type Last Deploy Time Proview Status

FTD-CONTROL-PLANE FTD Sap 5, 2023 1205 PM Completad

+ Flox Configuration

Tempiate Policy: FLEXCONFIG- POLICY

El23.FTDERE K Th

HER 6. MRER/FTDEMFZHFHACL , UiREBRFZH FHACLARFEH FHEACLER A
B, AIRLEFEFENEAEEETEANRERYEFTDRER , Rt , EFEEFEEREFTDHE

y AN

REH. ALt , FERIFTDWCLIABFRERPELR , WTFFAIR.

IR E T HIPHh Ut B SEEDELR -

> clear conn address 192.168.1.10 all




EERREE T REE A R EER , BRTUATERE

> clear conn address 192.168.1.0 netmask 255.255.255.0 all

EERRIPHb U SRR AV R ENELR | BT AT HRAE

> clear conn address 192.168.1.1-192.168.1.10 all

~ AR ZIEBE Eclear conn addressii TR EFEABEET Tally | sEFEREZ L ABH
SEEBNVPNR DERER  TEEVPNEIREBENMELESI R AERBEERERE,

AFDMEERFTDE, B2 47 EACL

EFDMH |, FEEREUA TS RREEESFEACL , UPHIEEAVPNE D RERATFTDNE :
SR 1. BIBHTTPSERFDM GUIX A EZHNBEZ A,

nmiin cECLIDE
csco SECURE

Cisco Secure Firewall Device Manager

Password

B24. "TFDME AL B

SR2EFERIHRBEE. Akt , FEMIIObjects:



S o == == s d
Firewall Device Manager - @ . . @ : admin T T
oL ' NEger Maonitaring Policies Objects Device: firepower e # Administrator cuca SECURE

Model Software VDB Intrusion Frule Update Cloud Senvices High Awvailability
Cisco Firepower Threat Defense for ViMwa... 7.2.5-208 3530  20220511-1540 5 Mot Registered | Register Not Conflgured

m & Internet
efense for Uhhware

e - - =

Interfaces Routing Updates Systemn Settings

c " e . . Management Access

Connectad here are no st Geolocation, Rule, VDB, System Upgrade,

Enabled 3 of 3 Security Inteligence Feads Logging Sattings
DHCP Server | Relay

View All Interfaces > View Configuration > View Configuration 3 erver | Relay
DDNS Service
DMNS Server

) Management Interface
Smart License 89 Backup and Restore Troubleshoot
DATS Hostname
Evaluation axpires in 89 days N filas craate ¢

Time Services

Bl25.FDMEFERIR

SR 21 EERAERFPEENetworks , REBE—T "+, RABRTFNREBRB R,

i o E] )
irewall Device Man i 2 == [} @ . . @ H admin Lo el
Firewall Device Man Ager Monitaring Policies Objects Davice: firepower e @ i Admiristrator asco SECURE

Object Types Network Objects and Groups

6 abjects Y Filter e ”

Preset filers: System defined, User defined

ACTIONS

1 IPvd=Private-10.0.0.0-8 NETWORE  10.0.0.0/8
2 IPva-Private-172.16.0.0-12 NETWORK  172.16.0.0/12
3 IPvd-Private-192.168.0.0-16 NETWORK  192.168.0.0/16
4 any-ipvd NETWORK  0.0.0.040
B Syslog Servers 5 any-ipve NETWORK =0
£ IKE Policies & IPvd-Private-All-RFC1918 Group P4 =Private=10.0.0.0-8, [Pvd=-Private=172.16.0.0=12, IPv4-Private-

192.168.0.0-16

Secura Client Profiles

Identity S

Us

Cenificates

B Secret Keys

El26. B REL

SR 22 A/WEMHEETE , AYHFEZEGERER | W BIPAu, WA NIPEEE , LIKEFE
EIRBEFTDRVRENAN . KRR, BT "#E. OkEBTREREE.

— EXRRAD , BENHRAE SEMALERE192.168.1.024 F BN VPNR H N E,




Add Network Object

Name

OBJ-NET-UNWANTED-COUNTRY

Description

Type
(@) Metwork () Host

Network

192.168.1.0/24

27 iR E R

SERIARR  BFEEY —EEMEACL, Bt , FEMBEEHEER "Device (£E ) 1 HE.

[Lii) U - s— - g
Firewall Device Manager = 4 == [} @ C\ . ® admin aluali
weiell DsvicaiManager Monitoring Policies Objects Davice: firepower ] @ : Administrator ascoe’ SECURE

Object Types MNetwork Objects and Groups

7 objects Y Finer + ﬂ

Presed fihers: System defined, User defined

1 IPvd=Private-All-RFC1918 Group IPv4=Private-10.0.0,0=8, IPvd=Private=172.16.0.0-12, IPv4=Private=
192.168.0.0-16

2 IPvd-Private-10.0.0.0-8 NETWORK  10.0.0.0/8

3 IPvd-Private-172.16.0.0-12 NETWORK  172.16.0.0/12

4 IPvd=Private-192.168.0.0-16 NETWORK  192.168.0.0/16

5 any-ipvd NETWORK ~ 0.0.0.0/0

& any-ipvé NETWORK =0

7 OBJ-NET-UNWANTED-COUNTRY NETWORK ~ 192.168.1.0/24

Users

2 Cerificates

B28. "KERE, B

S8 3.1.m TR , f£Advanced Configuration ( SRELE ) 758 EEFEView Configuration ( #4R
BE ) , TR



i o e == 7 s | o
Firewall Device Manager - @ O,;,. .. @ : admin T ) [
oL ’ NEger Maonitaring Policies Objects Device: firepower (] . Administrator asco SECURE

Interfaces Routing Updates: Systern Settings
There are no stab Geolecation, Rule, VDB, System Upgrade, Manager Access
Enabled 3 of 3 Security Inteligence Feads Logging Settings

- : DHCP Server [ Relay
View All Interfaces ¥ View Configuration > View Configuration >

DDNS Service
DNS Server

_ Management Interface
Smart License B89 Backup and Restore Troubleshoot
= Hostname

= ke Time Services
Ties: Not selacted (Threat Defense Virtual
- Variable|

riabie) View Configuration > REQUEST FILE TO BE CREATED See more
View Configuration »
Site-to-Site VPN Remote Ac Advanced Configuration Device Administration
Thera Bre Anect t =] R Includes: FlexConfig, Smart CLI Audit Events, Deployment History,

Download Configuration

View Configuration > Configure > View Configuration b View Configuration >

B29.FDM & #k it &

SEB 3.2.8% , REAIEREREISmart CLI > Objects , A% EiEZCREATE SMART CLI
OBJECT.

pon i o B . i
7] Firewall Device Manager - o @ @ . @ s || 2cmn v el sEC
[ ] ] e e vianag Monitoring Policies Objects Device: fireapower :- @ = Adminfstrator asca’ SECURE

Advanced ¢ Device Summary

Configuration Objects

Smart CLI

DESCRIPTION

Objects

FlexConfig

| CREATE SMART CLI OBJECT |

El30. B ECLIER

SERIZABEINERACLHIERRE , RCLIUEMR T HiBE FiZ 2 Extended Access List ,
ELrENSE2 2T WHEBREREEFMENACE , REBIE—TOKZRMATHKACL,.




Edit Smart CLI Object

Extandad Access st

Template

E31.5ERACLET

N e MEEEAACLIFNESACE , TLSERBERSMACENER  SENSLE =@
TR, H— T EIRE TER, LU EESACE.,

TR AARE | BFEERIUFlexConfighi R , At , FFEMF £ Bl E AR I EFEFlexConfig >
FlexConfigi R , %% — T CREATE FLEXCONFIG OBJECT,

=

il o I= == 3 B admin T [ L
Monitoring Policles Objects Davice: firepower @ @ @ : Administrator | 569 SECURE
Advanced i
Configuration FI( ){( {Jnhtj Ohjects
T +

Smart CLI

Objects

FlexConfig

FexConfig Objects

NEATE FLEXCOMNFIG OBJECT
FlexConfig Policy

[B32.FlexConfig¥t &

SR 4.1 RBFlexConfighf RITEER , UEURFH FHACLASHEBRAINBNEN AERE , W
-FFEZTT‘O

ﬁ'l’-'gljnn/



access-group "ACL-name" in interface "interface-name" control-plane

EERAT—@EdSRA , ZROIEREL EHEB3.3 TACL-UNWANTED-COUNTRY, REILH
ERACL , NTFIR :

access-group ACL-UNWANTED-COUNTRY 1in interface outside control-plane

EMHEETFlexConfighi RFEEN LR , 2% , BIE "HE.L (OK)Zift 5T FlexConfig¥ &K,

i

Create FlexConfig Object

MName

DBJ-FC-CONTROL-PLANE

Description

Variablas

+ ADD VARABLE

Template

IECESS-Eroup ACL-UNWANTED-COUNTRY in interface outside

Megate Template o ) Reset

up ACL-UNWANTED-COUNTRY in interface c

[B33.FlexConfig¥t R & 31

SER S5 EBEEIFlexConfigiklg , At , FEMEIFlexconfig > FlexConfig Policy , #&—T T+, &
i RBREBE LENS B4 1R R IMIFlexConfiglf R,



o

=t B <1} o == ™\ o - i
! 1ee Manager Manitoring Paolicies Objects Device: firepower , e < J . Administrator eisea SECURE
Adv — < Device S‘u‘-‘- 'I‘o'l.')' .
s XL g Folicy

Configuration FlexConfig Policy
St CLl Group List Preview

Objects

T

FlexConfig I - OBJ-FC-CONTROL-PLANE I

FlexConfig Objects Cresate. new FlexConfig Object CANCEL n

FlexConfig Policy

[134.FlexConfig 5

S 5.1.58FFlexConfigEERBERFTEVHNIEHFEHACLHEREE , AEIZR—T "Save ( f#
7)1 il

i o 3= ==n 2 (XY (= . admin T T [—
Monitaring Policias Objects Device: firepower C! e @:] @ . Administrator eises SECURE
Adv >d . Device Summary
Configuration FlexConfig Policy
Smart €L Group List Preview

t
Objects

UMWANTED -COUNTRY in interface cutside

B 08)-FC-CONTROL-PLANE
FlexConfig

FlexConfig Objects

FlexConfig Policy

[B35.FlexConfig 5 B 78 &

SROBEEENNEINEHBEVPNROKEHNFTD , Atk , FH—TEIEE LKIDeploymentiR &
R ENENEEENREER , RAEIE—TDEPLOY NOW,



Pending Changes

& Last Deployment Completed Successfully

PM. See Deployment History

Deployed Version (05 Sep 2023 02:27 PM) Pending Version

o Network Object Added: OB.J-NET-LUNWANTED-COUNTRY

subType1 Metwork

valuer 2.2.2.8/24
dsSystemDetined: false
dnskesolution: IPVa_AND_TPVE
deseriptisn

namen OB7-NET-UNWANTED - COUNTEY

@) FlexConfig Palicy Edited: default-group

FlexConfiglby
- 08 - FC-COMTROL - PLANE

© Extended Access List Added: ACL-UNWANTED-COUNTRY

entries[0)]. logging: DEFAULT
entrias[0].setion: DENY
name: ACL-UNWANTED-COLNTRY
entries[8]. sourceletuorks

MET |BRMAMTER FmToV

no
MORE ACTIONS CANGEL DERLOH NOW w

36 HiZ 5 F

SR 6.1.BEREHELE AR,

Pending Changes

There are no Pending Changes yet.

on 05 Sep 2023 11:08 AM.

5 in the Deployment History

[E37. 2R 8 R 2D

HER 7. MRERFTDEMFZHFHEACL , UiREBRFZH FHACLAR B FHEACLER EH
F, BT FTENEEEENEARCEVEFTDRER , Ait , BREFBFREFTDHE
MEH. ALt , FERIFTDWCLIABFRERAPER , WTFAIR.

EERRSE X HIPH Ut B SEEELR

> clear conn address 192.168.1.10 all



EERREE T REEAEENER , FRTUTRE

> clear conn address 192.168.1.0 netmask 255.255.255.0 all

EBRIPHu BE R EBNER |, FEITUTRE

> clear conn address 192.168.1.1-192.168.1.10 all

N srE . mBBEBEcear conn addressH A K REABET Mall, | BEERE RS A SN
SEHMVPNRHESES TEAVPNE N KBNS R RARSEEEERS,

FEACLIABASALL E#Z | FEACL

IEFEEEASA CLIFIERUT S RE B2 5 FHACLABIEEARNVPNR BRSNS HE
FR1BBCLIZBAZ 2 NRASAYHE "EEKIRK,) , TR

asa# configure terminal

S 2 FEfnextin S ELEERACL , LA IEFEEM IEBIASAK R E /) 3 4IP3 1t 57 48R s it

— EARRBIF | BN — @& A "TACL-WANTED-COUNTRY . HIETACL , it Bt BHACERH
HEPA IE AR E1192.168.1.0/24 F B VPN R H I EE,

asa(config)# access-Tist ACL-UNWANTED-COUNTRY extended deny ip 192.168.1.0 255.255.255.0 any

S BB 3.6 Anext access-group@ £i% "TACL-UNWANTED-COUNTRY . ACLELE A\ EBASA/THEH
#HIFEACL,

asa(config)# access-group ACL-UNWANTED-COUNTRY 1in interface outside control-plane

SR 4 MREBIUFVERGFEACLERE 7 EEERARNREESFHEACL , BIAERFFHHNEE



ERATERARERIULIASARER , Bt , EFEFEFRBASAREDERER. AL, FirW
TR RBBREEER.

EERESETRIPH A EENER

asa# clear conn address 192.168.1.10 all

EERREE FRERAEENER , FRITUTRE

asa# clear conn address 192.168.1.0 netmask 255.255.255.0 all

ERRIPHu SEE R EBNER |, FIATATRE

asa# clear conn address 192.168.1.1-192.168.1.10 all

~ AR ZIEBEEclear conn addressii TR ERFERABEFE Tally | &5 BEREZ L ABH
FEHHNVPNREHEFESR  FEEVPNEIREBAMEFESI R AEREERERR,

£/ "shuny SHHELERE/H NERENHARLE

MBEFEEHEIEZEF A EREYIENEE | B LER Tshuny % . A Thhuncommand®] LARR
IER BB A ELR,

— EE Pt | JRIPHIUE IR R EEHSMERL L , ERFEHMERELEIHRESLE,
— EREAEETEINEREN RS ENEEIRE | #EEAthhuncommandfyBE LEZhEE,

— MREEB A, REN BN ERENBAGE , ASHRAFHNER , THRE KR
|PHYFT A R SR AR AR E A5

Hesk 5 A IRPATAEARERASBOER | T A EE R HRLL PUhlE 45 BB AR 5| BAYERR
— BERIP#b 1t R 886 Foneshuncommand,
— HRthhuncommand AR B REMHIL N E Rt EF SRR EREHHRFERES,
— BERBRTEEER , tEhRERIXNENAE DS,

- Shunfp 87



shun source_ip [ dest_ip source_port dest_port [ protocol]] [ vlan vlan_id]

— EEZAshun , EEALESTSTHNOER :

no shun source_ip [ vlan vlan_id]

ERFATHIPHI  FERBRUATIRERR2H B, EATRHF , "shuny 5 ARELERBIR
IPth31k192.168.1. 10K VPN R H I E,

FTDHYABREET I,
S 1 FEBCLIZAFTD , RARZEUT AN EMAshunis s,

<{froot>
>
shun 192. 168. 1. 10

Shun 192.168.1.10 added in context: single_vf

Shun 192.168.1.10 successful

$BR 2 EA LAEA L Tshowmn S RESRFTDH M shun IP{it |, 36 BS 3@ IP{AuE B shuns RS -

<#root>

>

show shun

shun (outside) 192.168.1.10 0.0.0.0 0 0 O
>

show shun statistics

diagnostic=0FF, cnt=0
outside=0ON, cnt=0

Shun 192.168.1.10 cnt=0, time=(0:00:28)



ASAE & Rl

SR 1. BIBCLIEAZIASAN IR T AR EHshunii©o

<#root>
asa#
shun 192.168.1. 10

Shun 192.168.1.10 added in context: single_vf

Shun 192.168.1.10 successful

S 2. e LAMER L Tshowin S HEFEZASAR Yshun [Pk I ES 3 E{EIP bt A shunds P& -

<#root>
asa#
show shun

shun (outside) 192.168.1.10 0.0.0.0 0 0 O

asa#

show shun statistics

outside=0ON, cnt=0
inside=0FF, cnt=0
dmz=0FF, cnt=0
outsidel=0FF, cnt=0
mgmt=0FF, cnt=0

Shun 192.168.1.10 cnt=0, time=(0:01:39)

N 5x® - ABsecure firewall shunS S WHMED | BREENZLPABRESEGSBE

B s
ERFRZEPHABNEHTHACLEEC MG  FRBUTTRBRE
S 1EBCLIR AL AE  WBTU TSR CEAES FEACLEE.,

FMCEEHWFTDRY & R4l

<tfroot>

>


/content/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/s_8.html#wp2495710162

show runni ng-confi g access-1ist ACL- UNVANTED- COUNTRY

access-1ist ACL-UNWANTED-COUNTRY extended deny ip 192.168.1.0 255.255.255.0 any

>

show runni ng-confi g access-group

***QUTPUT OMITTED FOR BREVITY**%*
access-group ACL-UNWANTED-COUNTRY 1in interface outside control-plane

FDMEE R FTDRY & R Al

<#root>
> show runni ng-config object id OBJ- NET- UN\WANTED- COUNTRY

object network OBJ-NET-UNWANTED-COUNTRY
subnet 192.168.1.0 255.255.255.0

>

show runni ng-config access-1ist ACL- UNWVANTED- COUNTRY
access-1ist ACL-UNWANTED-COUNTRY extended deny ip 192.168.1.0 255.255.255.0 any4 Tog default
> show runni ng-confi g access-group

*%**QUTPUT OMITTED FOR BREVITY***
access-group ACL-UNWANTED-COUNTRY 1in interface outside control-plane

ASAH & R

<#root>
asa#

show runni ng-confi g access-1ist ACL- UNWVANTED- COUNTRY

access-1list ACL-UNWANTED-COUNTRY extended deny ip 192.168.1.0 255.255.255.0 any

asa#

show runni ng-confi g access-group

#%%QUTPUT OMITTED FOR BREVITY:***



access-group ACL-UNWANTED-COUNTRY 1in interface outside control-plane

SR 2 BRI FEACLIEERILEFIENRE |, 556 Apacket-tracerin T # B 2 £ By A A& S ZB
NEMEATCP 4434 , A% Fshow access-list <acl-name> 5 , 8E L2 ABH
VPNE& D EEEIR | P EACLE L F | ACLay R ETEE 218N -

— EA I | packet Tracerfn B HEEE X #192.168.1. 10 T R 2B XA ZBIPHE 1LY EATCP
44318 #%, packet Tracer, ¥ HFEFREMEZE , M "show access-listy & RIFEE RIABEFFE
HACLH T HPETEIEE -

FTD#Y i i €3 451

<#root>
>
packet-tracer input outside tcp 192.168.1.10 1234 10. 3. 3. 251 443

Phase: 1
Type:

ACCESS- LI ST
Subtype: Tog

Resul t: DROP

ETapsed time: 21700 ns
Config:
Additional Information:

Result:

input-interface: outside(vrfid:0)
input-status: up
input-Tine-status: up

Action: drop
Time Taken: 21700 ns
Drop-reason: (acl-drop) Flow is denied by configured rule

, Drop-Tocation: frame 0x00005623c7f324e7 flow (NA)/NA

>

show access-|i st ACL- UNVANTED- COUNTRY

access-1ist ACL-UNWANTED-COUNTRY; 1 elements; name hash: 0x42732blf
access-1ist ACL-UNWANTED-COUNTRY Tine 1 extended deny 1ip 192.168.1.0 255.255.255.0 any (

hitcnt=1

) 0x142f69bf



ASARY i Rl

<#root>
asa#
packet-tracer input outside tcp 192.168.1.10 1234 10.3.3.5 443

Phase: 1

Type: ACCESS-LIST
Subtype:

ResuTt: ALLOW

ETlapsed time: 19688 ns
Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 2
Type:

ACCESS- LI ST
Subtype: Tlog

Resul t: DROP

ETlapsed time: 17833 ns
Config:
Additional Information:

Result:

input-interface: outside
input-status: up
input-Tine-status: up

Action: drop

Time Taken: 37521 ns

Drop-reason: (acl-drop) Flow is denied by configured rule
, Drop-Tlocation: frame 0x0000556e6808cac8 flow (NA)/NA
asa#

show access-1ist ACL- UNVANTED- COUNTRY

access-1ist ACL-UNWANTED-COUNTRY; 1 elements; name hash: 0x42732blf
access-1ist ACL-UNWANTED-COUNTRY T1line 1 extended deny ip 192.168.1.0 255.255.255.0 any

(hitcnt=1)

0x9b4d26ac

N g mBER LB AENEEELCiscoR 2 E S IVPNIIRAVPNIRRS R | B A& BT
IREPABNEEERER , SHEFEFHFTEHACLEGZENTHE , MELAENRE.



MHEA R

- ENH | ER 3B B AnyConnect® FimiE#R | BRIEEFRID CSCvs65322



https://tools.cisco.com/bugsearch/bug/CSCvs65322
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[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



