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/content/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/ztap.html
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HERHBED  RigFEREEESHRBEFMCHNEREEARECTB) W WebERAENE () , ©f
AEEZEHARBZE, SHEELEAEXHMETREMNIIPS BIRF : DuoFMicrosoft Entra
ID , I NEFfFR.

RS

Public ao-fme-ztna.cisco.local 192.0.2.254
DNS ao-ctb.cisco.local 192.0.2.254
FMC
Test FMC 10.28.28.102

Internet ‘
@ Outside

192.0.2.254
2 itttk ey
 E— i @ .
v ' T ' T | Cisco Telemetry Broker  10.1.3.90 !
I I i
Q Secure Firewall : ao-ctb.cisco.local ] :
{ :: > L} I

1dP 1dP

Duo Azure AD
DNS ao-fmc-ztna.cisco.local 10.28.28.102

User - Browser

ao-ctb.cisco.local 10.1.3.90
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1 EfnFlPolicies > Access Control > Zero Trust Application , A% Bi#Add Policy,
1B AER

a)General :

 BAEBNEBARS.
o) % : ERIFMIDNSHIUETE | AEHRATE TR0 B B AR .
N g BEARAEARIET WA EEAEARR £ RACS URL
VEHEE  EERRESARBRENFESAEARANEARE
&, 5

o
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- Firewsall Management Center
[ P | diease Cormh] T P hegliadon Qe Ansiyhh Poikies  Opdces  Obiects  ietegraton Oesiy O @ O @ smne b crouns
—
+3 Resam 10 Jero Tt Application
Add a Zero Trust Application Policy Caresl
B Ex

e

[t |
Duscription

[

st ‘3 part of the Eecurity sones from which private applcations are
accessed.

ZTHA -Wideard-cen L

Security Zoner The sccem to private ey Chy orfand inside cones through
hich T DAivILE BRSNS 16 feglsted.
Security Zoma*
Outuce x L b

Port Range”
| 260000-22000 | Hange: (1024-sz533

Intrysian Polcy.
[ none % w |+

AMatwace aret Fle Pasicy
[ Hee X |+

EURFPEANSHREREREERAEAREANWFOONEENERAFZ TES

Pubiic Ky Type = RSA (2048 bta)
Sigrturs Algarithe - REA-SUIM
Asociated Travipoints;  ZTHA-Wikicard-cert
Visd Frem: 228842 UTC Geteber 11 2073
Walld To @ 2259:42 UTC Oessber 10 2015
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4 ZMFHERAENXEN/SFHNEAERN !

- BFRAEZERSAMLEBRE. MNHHB., ARBNEEHRBURERKKHERAWebE,
» Application Group AFFEH ZERARNETHE , XHABARE , HIANSAMLE 7 E-E.
THFBEMRZ 2 EERE,

EEfP  BEMBETFRNEARERNFENMEFENEAREN | —ERNRDuckETRENER
FxX (AEFMC Web Ul ) , B —1E AR Microsoft Entra ID(CTB Web Ul)#1TERFEM EARER,

EEERAENA
FEF#E1 : EMADuofE&IdP
alm AEAREXEER  REE-T T - S UBRISAMLIRBKRAHER (SP)BFREHR.

Add Application Group @ <

An Application Group allows you to group tiple Applicatic ind share authenticatic ecurity zone, and threat configurat
i Application Group Edit

o SAML Service Provider (SP) Metadata

e service provider's metadata for the Application Group are dynamically generated and cannot be modified. Copy or download the SP

Entity ID
Copy

Assertion Consumer Service (ACS) URL

Copy

Download SP Metadata m

b.B/RSAML SPRRERIE , FEIIJPLE EFHAWSAML SSOERAER.



c.E AZEIDuo , REEM F|Applications > Protect an an Application.

Dashboard

Davice Insight -

Palicies

Applications

Protect an

Application

Authentication Proxy

Single Sign-On -
Users

Groups v
Endpaint -

Dastboard > Applcations

Applications

Manage your update to the new Universal Prompt experience, all in one place.

Saw My Progress Gt Mors Informatian (5

1 0

ANl Applications Emd of Support

d. EMBEASAMLIRBRHEN , ARKR-THRE.

Dashboard
Device Insight
Policies
| Applications ~

Protect an
Application

Authentication Proxy

Singlo Sign-On

Users

Groups -

Dushiowd ? Apolcations > Frotect an Appdication

Protect an Application

genarc

Application

BUS Auih AP

Generie OIDC Rekying Party

Generic SAML Service Provider

Protection Type

2FA with S50 hosted by Duo

2FA with S50 hoated by Dus

e RIP T HFEMSAMLERE R , AATESecure Firewall LEBEEEEEHXEIRER,
fEAZTNAFEARERE (ELRahERK ) WERIDFES A &R ACS)URL,



Dashboard » Applications * Generic SAML Service Provider - Single Sign-On 1

Dashboard
Generic SAML Service Provider - Single Sign-On 1
Device Insight w
See the Generic S50 documentation C to integrate Duo into your SAML-enabled service provider.
Policies v
Metadata
Applications ~ ]
Entity 1D hitps://sso- limetadai: Copy |
Protect an
Application Single Sign-On URL https://sso-8i 1/sso Copy I
Authentication Proxy
Single Log-Out URL https://ss0-{" L] gl Copy |
Single Sign-0n v
Metadata URL htips://ss0-8 ‘metadat: Copy I
Users w
Groups y Certificate Fingerprints
SHA-1 Fingerprint SE:5 5C Copy I
Endpoints w
88 B . @5 =9:52| Copy l
2FA Devices w
Administrators w Downloads
Certificate Download certificate Expires: 01-19-2038

Trusted Endpoints

Trust Monitor

Reports

Service Provider
Settings
Metadata Discovery MNone (manual input)
Billin
L. 1} Early Access
You're using the new
Admin Panel menu and
left-side navigation Entity ID * hitps./fi /External_Dua/saml/sp/metadata l

Provide feedback

Temporarily switch to
the old experience

SAML Metadata

Download XML

The unigque identifier of the service provider.

Assertion Consumer Service
(ACS) URL *

https.//.

‘External_Duo/+CSCOE +/samifsp/ac

+ Add an ACE URL

o RBENBEERREEARN , EANEREHAEVEERAEN , ARE-THF.




Type Generic SAML Service Provider - Single Sign-On

Name External Applications ZTNA

Duo Push users will sea this when approving transactions.

Self-service portal Let users remove devices, add new devices, and reactivate Duo Moblle
See Seif-Servica Portal documantation [£.

T allow Duo to notify users about sell-service portal aciivity, select Settings > Notilications

Username normalization Username normalization for Single-Sign On applications is controlled by the enabled authentication source. Please visit your authentication source to medify this configuration.

Caontrods if a username should be altered before trying to match them with a Duo user account.

Voice greeting
Welcome to Due.
A
Specify the message read to users who use phone callback, followed by authentication instructions. Maximum 512 characters.
HNotes
A
For Internal use. Maximum 512 characters.
AN e il Assign administrative unit -
Permitted groups Only allow authentication from users in certain groups
Sala -
Whaen unchecked., all users can authenticate to this application
Allowed Hostnames Since this application is using Frameless Duo Universal Prompt, configuring allowed hostnames is no longer supported.

Gat more information 4

hfEARIIPTENEREMBERIFMC , WAFSAML IdPERFRERFE I EARERE.



Add Application Group @ <

An Application Group allows you to group multiple Applications and share authentication, security zone, and threat configurations.

[ 1) Application Group Edit
Mame External_Duo

(2) SAML Service Provider (SP) Metadata Edit
Entity 1D https:/i 'External_Duo/samli/sp/metadata
Assertion Consumer Serice (ACS) URL https:j/ ‘External_Duo/+CSCOE+/saml/sp/acs Ttgnames=D...

SAML Identity Provider (IdP) Metadata

Import or enter the IdP metadata. If IdP metadata is not currently available, you can skip this step and configure it later.
e |mport IdP Metadata
.-,' Manual Configuration

| Configure Later

Import IdP Metadata
+
Drag and drop your file here
or select file
External Applications ZTNA - IDP Metadata.xml
Entity ID*
https://sso-E N

Single Sign=-0n URL*

https://ss0-E V|

IdP Certificate

Cancel

.32 — T Next , REBIFBEREZERe-Authentication Interval#Security Controls, R FEERL &
, A% — T Finish,



Add Application Group

An Application Group allows you to group multiple Applications and share authentication, security zone, and threat configurations.

() — (&

Application Group

Narme

SAML Service Provider (SP) Metadata
Entity ID
Assertion Consumer Service (ACS) URL
SAML Identity Provider (1dP) Metadata

Entity 1D
Single Sign-0n URL
IdP Certificate

Re-Authentication Interval

Timeout Interval

Security Zones and Security Controls

Security Zones
Intrusion Palicy
Variable Set

Malware and File Policy

External_Duo

https://i External_Duo/saml/sp/metadata

https://fi External_Duo/+CSCOE+/saml/sp/acsMigname=D...
https://ssc

https://ssc

External_Duo-1697063490514

1440 minutes

Inherited: (Outside)
Inherited: (None)
Inherited: (None)
Inherited: (None)

FERRERH2 : £ AMicrosoft Entra ID(Azure AD)EAIdP

Cancel

alAEARKEER  REBER-T T -FUBETRHWSAMLIRBREREZEN(SP)RFREHR.

@ X

~
Edit
Edit
Edit
Edit
Edit
v




Add Application Group 9 X
An Application Group allows you to group multiple Applications and share authentication, security zone, and threat configurations.

:i: Application Group Edit
| Mame Azure_apps

° SAML Service Provider (SP) Metadata

The service provider's metadata for the Application Group are dynamically generated and cannot be modified. Copy or download the SP
metadata file as required for use in your IdP.

Entity ID

https:// [Azure_apps/saml/sp/metadata Copy

Assertion Consumer Service (ACS) URL
https://! ifAzure_apps/+CSCOE+/saml/sp/acs?tgname=[  Copy

Download SP Metadata

3 ) SAML Identity Provider (IdP) Metadata

4 | Re-Authentication Interval

5 | Security Zones and Security Controls

Cancel
—_— U EN W 4 === I 0O —>
b.FE/RSAML SPEFRERIR , FEIIIPEE EFHISAML SSOEAE.,
T\ 445 | rA =] =]
c.& A EIMicrosoft Azure , REEME 'HEEARN, > "FEAREK. .
Horme >
sz Enterprise applications | All applications
e + Microsoft Entra ID
“ O Refresh _L Download (Export) o Preview info == Columns [ Preview features P\'_"' Got feedback?
Overview
@ Overview View, filter, and search applications in your organization that are set up to use your Microsoft Entra tenant as their identity Provider.
X Diagnose and solve problems The list of applications that are maintained by your arganization are in application registrations.
Manage | F Search by application name or object ID Application type == Enterprise Applications Application ID starts with +7 Add filters
I B ANl applications I 77 applications found
Marme T4 ObjectID Application ID Homepage URL Created on

El Application proxy

dE-—TERVECHERARA-BARAREANERE>EY



T

Home o Enterprise applications | All applications

Create your own application %
Browse Microsoft Entra Gallery

H o are dewsloping your cwn appication, using Application Prosy, of want to integeate an

\pp ¥ 5 & catalog of th 5 of apps that make it casy to deploy and configure single sign-om (5500 and automated user provisioning, When deploying an app from the App Gally  spplication that is not in the gallery, you can create your own spplication here.
create your own application here. i you sre wanting to publith an applcation you have developed into the Microsoft Entra Gallery for other ceganizations 1o dacover and use, you can file & request uting the

A Got teedback?

What's the name of your sppT
Single Sign-on : AN Wer Aceount Management | A Categories ANl Fews Trust FTD

What are you looking o do with your application?

() Configure Appleatson Prewy for secure remote CCRss Lo 9 on-premies Jpgheation
(O) Register an appiication to integrate with Micrasot Entra ID (A you're develoging)
(B) Intagente anry sther appication yeu doet find in the gallery (Nen-gallery)

eFREARR  ARR-—THoEEAENE , LERAFSIBEARINEREN/SE,

Hame > Enterprise applications | AN applications. > Browse Microsalt Entra Gallery

g2 Zero Trust FTD | Overview

Enterprise Applicasion

B overview Properties

[0 epioyment Plam N 3

X Disgrose and sohe problems Zero Trust FTD 3]
Applestion ID ()

Manage ia :
————emeem W

.

I mpatn Object D @

B Ownery —— S D |

Rales and administrators

Getting Started

& Users and groups

D Singhe sign-on

T Froviskoning .I ; 1. Assign users and groups _:;) Z. Set up single sign on @3 3. Provision User Accounts IQ_. 4. Conditional Access

B Apgication prony Brovide specific users and groups access Enable users to sign into their application Automatically create and delete user Secure access to this application with a
10 the applications uting theie Micrasoft Entra cradentisls aceourts in the appication customizable sceess policy.

€ Self-service Gi - 4 €n

Security

® Conditional Access C 5 Selfservice

B, Permissions Enable users to request sccess 1o the

application using their Microsaft Entra
oredantish
G

O Token encryption

rivd
Activity

-~ . . '

f.32 — T Add user/group > Select the needed users/groups > Assign. 7Bt EFEHFERE/MEE | 1&®
‘i%ﬁ%lo

Home > Enterprise applications | All applications > Browse Microsoft Entra Gallery > Zero Trust FTD

Zero Trust FTD | Users and groups

Enterprise Application

1

& Edit assignment 6 Remove 2 Update credentials == Columns P? Got feedback?

i Overview

o The application will appear for assigned users within My Apps. Set ‘visible to users?' to no in properties to prevent this. =
[ Deployment Plan

X Diagnose and solve problems
Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration.

Manage

- . |P First 200 shown, to search all users & gro...

il Properties

22 Owners Display Mame Object Type

&, Roles and administrators 0 @ Angel
&% Users and groups D . Fernando

D Ssingle sign-on 2



g.#£Single sign-onF 7o H , #E—TSAML,

Home > Enterprise applications | All applications > Browse Microsoft Entra Gallery > Zero Trust FTD

) Zero Trust FTD | Single sign-on

Enterprise Applicatior

il Overview Single sign-on (550) adds security and convenience when users sign on to applications in Microsoft Entra ID by enabling a user in
B ) your erganization to sign in to every application they use with only ont account Once the user logs into an application, that
D peployment Plan credential is used for all the other applications they need access to. Learn more

#, Diagnose and solve problems

Manage Select a single sign-on method  Help me decide

! Properties

sl Chiners
. ® Disabled {3 SAML & Password-based
& [Roles snd administrators Single sign-on is not enabled, The user Rich and secure authentication to Password storage and replay using a
B Users and groups won't be able to launch the app from applications using the SAML (Security web browser extension or mebile app.
My Apps. Assertion Markup Language) protecol.

D Single sign-an

¥ Provisioning

(2 Application proxy

h.#% — T Upload metadata file M3#ZF# R IR AL (Secure Firewal) FEHXMLIER , F B¢
ZTNAFE 2 =\ 48 A Entity IDF1Assertion Consumer Service(ACS)URL(TEZ BafF £ R).

N s ERRETEHAARENXVLNEB TREE (464 ) , BHAIP ( BAFH
URL FIMicrosoft Entraii 17555 ) MEISAMLARER  EASE A SREE 25 A% LN
BB AEN,



Home > Enterprise applications | All applications > Zero Trust FTD

Zero Trust FTD | SAML-based Sign-on

Enterprise Application

5{"‘ Got feedback?

I ']_ Upload metadata file I k}' Change single sign-on mode Test this application

i Overview

(D Deployment Plan Set up Single Sign-On with SAML

2 Diagnose and solve problems . . . . . o . . .
An 550 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlD Connect or OAuth, Learn

Manage more.

Illl .
Il Properties Read the configuration guide & for help integrating Zero Trust FTD.

Owners o

Roles and administrators

Basic SAML Configuration

F-2
il
£ Users and groups
D

Identifier (Entity ID) https.// fAzure_apps/saml/sp/metadata
Reply URL (Assertion Consumer Service URL)  https:// fAzure_apps/+ CSCOE+samlfsp/
single sign-on acstigname=DefauliZeroTrustGroup
Sign on URL Optional
» o
+ Provisioning Relay State (Optional) COptional
1 i I ignal
' Application proxy Logout Url (Optional) Optignal
Z Self-service e
Custom security attributes Attributes & Claims & Edit
Security givenname user.givenname
surname USErSUMame
® Conditional Access emailaddress user.mail
name useruserprincipalname

a [P & " " g
i Permissions Unigue User Identifier user.userprincipalname

B Token encryption

Activity e SAML Certificates
D sign-in logs Token signing certificate £ Edit
I
ni - Status Active
fil Usage 8 insights
! e 9 Thumbprint
B Auditlogs Expiration
. Motification Email
m Provisioning logs : .
g log: App Federation Metadata Url - E
= Access reviews Certificate (Baseb4) Download
Certificate (Raw) Download
Troubleshooting + Support IFederalion Metadata XML Download I
& New support reguest
Verification certificates (optional) £ Edit
I
Required No
Active 0
Expired a

e Set up Zero Trust FTD

You'll need to configure the application to link with Microsoft Entra ID.

Login URL

Legout URL

Microsoft Entra Identifier

| httpss/1

hitps:/ft
https/yl

=4 =14

L ERARIPTHNRREMERIFHRAMTER , ERMEEIFMC , RAEESAML IPRREHR

FEAZIERAENE2,



Add Application Group 9 X

An Application Group allows you to group multiple Applications and share authentication, security zone, and threat configurations.

(1) Application Group Edit
| Name Azure_apps
5,- SAML Service Provider (SP) Metadata Edit
Entity 1D https:i/. {Azure_apps/saml/sp/metadata
‘ Assertion Consumer Service [ACS) URL https://. {Azure_apps/+CSCOE+/sami/sp/acs Ttigname=Def...

€ SAML identity Provider (IdP) Metadata
Import or enter the [dP metadata. If IdP metadata is not currently available, you can skip this step and configure it later.

® Import |dP Metadata

) Manual Configuration

) Configure Later
Import IdP Metadata

e =
! T i
: Drag and drop your file here :
i i
! or select file !
| Zero Trust FTD.xml !
L e e o o e e e e e e e e e e e e e e e e e e e e e e e e H
Entity ID*

https:/
Single Sign-0On URL™

hitps://
IdP Certificate

MICEDCCAdigAwlBAGIQATt7Lwlj7aRGm1m212dU/DANBgkghkiGOwWOB

I ey e e w

4 | Re-Authentication Interval

5 | Security Zones and Security Controls

JB—TT—F  ARBREREEEFSORIEARNLLEH, REAFERE , REE-T

Finish,



‘ Add Application Group 9 X

An Application Group allows you to group multiple Applications and share authentication, security zone, and threat configurations.

{"- Application Group Edit
| Name Azure_apps

2 SAML Service Provider (SP) Metadata Edit

Entity 10 https:/f {Azure_apps/saml/sp/metadata
\ssertion Consumer Service (ACS) URL https:// {Azure_apps/+CSCOE+/saml/sp/acs Ttgname=Def...

(3) SAML Identity Provider (IdP) Metadata Edit
Entity 10 https://[:
Single Sign-On URL https://|

ldP Certificate

{:4::- Re-Authentication Interval Edit
| limeout Interva 1440 minutes
{:5 Security Zones and Security Controls Edit
Security Zones Inherited: (Outside)
Intrusion Policy Inherited: (None)

Variable Set Inherited: (None)
Malware and File Palicy Inherited: (None)

ERAER

BUEAEXER , #&—TAdd Application A ER ER KR EN BN EAER.
1. WARRAREARE
a)ERREXER . ChBrEANEAIRR.

b)/AEBURL : 2 F/SAEIDNSRC & F EARAN S BMHURL, EREAEANERSEEARER
HURL,

c)FEAERURL : EAEXHNEMRFQDNZHMERIP, iE~Secure Firewal AR B EARERRY
URL,

N B EBBRT | ABURLAEERRRURL, BUNE RIS RIS EEERRER
URL,

d)Application Certificate : EFENEAERNZEENLB(EFMCEE>HR>HREE> PKI
>R EPE EHTIEH)



e)IPv4 NATIR ( AiE ) : ERERNSERIEARN 2 , S¥EREAENRIPHIERLS
PRyt (EXEERIPVANNEHANEERRIMEBHRERE ) . TUHLETEES , SUER
FEARXEREB L2 AR E 2R R A& S S

HEARENE ()  BEERTRLERAERXTEIRAERAENE , LEAKAERENRE

EAREIH , ERAZTNAG B EAREZERRAEFMC Web UIFIURZ £/ X SR EAYCTBHIWeb
Ul,

HAEHECHREE> PKI>APRETHREARANES !

Add Known Internal Certificate Q

M afme

ad=Imc=Hna.cisco. local

Certiicate Data of, choose a hle:

~===-BEGIN CERTIFICATE-~-~~-

Key or, choose a file:

e BEGIN B5A PRIVATE KEY-=---

Encrypted, and the password is

N s RRAEERZINAYENSEERAERFNFARE,



HEEMEARNBEER  BERBHBRRE

AURPIRENERAENRENT :

FERAER1 : BIEEFMC Web Ul ( ERRERNE1HKE )

Add Application 9 X
Enabled @)

o Application Settings
Application Name*
IFMC ]

External URL* @

Ihttps:.l’,fao-frnc-ztna.cisco.local I

Application URL (FQDN or Network IP)*

Use External URL as Application URL

By default, External URL is used as Application URL. Uncheck the checkbox
to specify a different URL. For e.q., https://10.72.34.57:8443

Application Certificate* @

Iao—lmc—ztna.cisco.local ] +

IPvd4 NAT Source @
Select +

Application Group
lExternai_Duo ]

[

wm

Cancel

EAEXNEIRAREN AR  BEALERAEXNWERRE, SNATUERTRNRERE
ZEEEAMZEEH,



BRCRENERRER , REIE— TFinish,

Add Application

| Application Settings

| =]

Application Mame FMC
External URL https://ao-fmec-ztna.cisco.local
Application UEL https://ao-fmc-ztna.cisco.local
IPvd MAT Source -
Application Certificate ao-fmc-ztna.cisco.local
Application Group External_Duo
'Z:IE':] SAML Service Provider (SP) Metadata
| Configurations are derived from Application Group ‘External_Duo’
-ﬁ:IS':} SAML Identity Provider (IdP) Metadata
| Configurations are derived from Application Group ‘External_Duo’
-ﬁ:-d':} Re-Authentication Interval
| Configurations are derived from Application Group ‘External_Duo’
-ﬁ:-S':} Security Zones and Security Controls
Security Zones Inherited: (Outside)
Intrusion Policy Inherited: (None)
Wariable Set Inherited: (None)
Malware and File Pohcy Inherited: (None)

9 X

Enabled @)

Edit

Edit

FERAEN2:CTB Web Ul ( EARERE2MWKE )

THREEAEANEERE




S

Cal

Enabled @ )

Application Settings Edit
Application Name CTB
External URL https://ao-ctb.cisco.local
Application URL https:/fao-ctb.cisco.local
IPvd NAT Source ZTNA_NAT_CTB

ation Certificate ao-ctb.cisco.local
lication Group Azure_apps

SAML Service Provider (SP) Metadata

Configurations are derived from Application Group ‘Azure_apps’

SAML Identity Provider (IdP) Metadata
Configurations are derived from Application Group 'Azure_apps

Re-Authentication Interval

Configurations are derived from Application Group ‘Azure_apps’

Security Zones and Security Controls Edit

Security Zones Inherited: (Outside)

Inherited: (None)
Inherited: (None)

Malware and File Policy Inherited: (None)

Intrusion

Variable Set

EECEEE  HREEARARER , BRER "ZTNA NAT _CTB. BEAIPv4 NATER, BBt
BE 6 RREAENRIPHIUGERACEEHRANIPHIL K AREZBLERTERINERE
o

HETHEERRAERARER(CTB)ERKHERRZEHABZANERE , At RERERE
FIEREAE, BIBUNATEEZ  CEEALEEFEERE , £ FHZTNA NAT CTBRIEL
BB AMEHRE.

BEFEAENER K EMAREESEEENEARENAT,

ZTNA-TAC ~# Taegeted: | devics
Groups: 3 Applications:
\ppircatir Saetting:
Add Appiication
Extennsd L Appbeatian L SAML Entity B Securiey Zones pnirusion Pellcy Mishware and Fae oy
= Azure_apps |1 A t Pitps:fsts 8 .. Outside rited Mone 10 None £ u
CTB it ffa0-Gib isco. local LD /901D CISCO ot Cutsige . Hone 1 Nona True * AW
- Extornal_Dus [ 4 b Filtps /550 B e = . Outsice e Nona None s u
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BEERME , BEiRfEAETUERASBURLGSEEARER , B MRMEEIdP MR,

FERAE1
1.EAERBWebBI BRI ST EARINIHAIBURL, EEBHERT , AAZBURLA "https:/ao-

fmc-ztna.cisco.local/ J

N B ABURLEBLERFBERBNE LB BN TP, EABI | THEN B
N EIPH#E1E(192.0.2.254)

2. HRERMFME  AEAEREEQIARARARENIIPEAFF,

Single Sign-0On

Log in

3.MfE A & Ei%Push for MFA ( EBUARIIP LELERIMFAR L ) o



Are you logging i o External
Applications ZTHAT

@ Global VPN TAC



2. ARERMFME  BEAEREEQIARARARENIIPEAFF,

& loginmicreseftonling.com

BE Microsoft
Sign in

Can't access your account?

€Y sign-in eptions

© @ loginmicresoftontine.com;

B Microsoft
Approve sign in request

9 Opon your Authenticator app, and enter the
number shawn to sign in,

Mo numbers in your app? Make sue 1o upgrada 1o
the latest version,

3. fE A EEiAPush for MFA ( EBUARIIP LEERNMFAKE ) o
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https://www.cisco.com/c/zh_tw/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/zh_tw/support/web/tsd-cisco-worldwide-contacts.html
https://community.cisco.com/t5/vpn/bd-p/6001-discussions-vpn
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