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5ign in to access this site

Authorization required by hitps://10.88.243.36:43162
Your connection to this site is not secure

Usermame

Password

Sign in
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' A\ Nosequro | https://10.88.243.36:43162/api/api-explorer/ A as oy (= I TR+ ) I (b)

alualn Download OAS 2.0 Spec  Download OAS 3.0 Spec | Logout

Cisco

Cisco Firewall Management Center Open API Specification ©2 %

Specifies the REST URLs and methods supported in the Cisco Firewall Management Center API. Refer to the version specific REST AF| Quick Start Guide for additional information.

[ clobal g
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fapi/fmc_config/vl/domain/{domainUUID}/policy/accesspolicies/{objectId}

fapi/fmc_config/vl/domain/{domainUVID}/policy/accesspolicies/{objectId}

Im Japi/fme_config/vl/domain/{domainUUID}/policy/accesspolicies/{objectId}
m Japi/fmec_config/vl/demain/{domainUUID}/pelicy/accesspolicies
fapi/fmc_config/vl/domain/{domainUUID}/policy/accesspolicies

m Japi/fmc_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerWID}/accessrules/{objectId}
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Japi/fmc_config/vl/domain/{domainUUID}/policy/accesspolicies

Retriavas, deletes, creates, or modifies the access control pO“ﬁr associated with the specllled ID. Also, retrieves list of all access control pnlieles.

—

Name Description
name
string If parameter is specified, only the policy matching with the specified name will be displayed. Cannot be used if object ID is specified in path.
(query)
name - If parameter is specified, only the poli
filter _ . _
string alue is of format (including quotes). "locked:{true|false}"
e locked query parameter when set to true’ returns list of Access Policies which are locked and when set to 'false’ returns policies which are unlocked.
filter - Value is of format (including quotes): <
offset
integer($int3z) Index of first item to return.
{query)
offset - Index of first item to retumn,
limit
integer($int3z) Number of items to retum.
{query)
limit - Number of items to retum.
expanded
boclean If set to true, the GET response displays a list of objects with additional attributes.

fFlan |, BRFTEAPIFL | domainUUIDEB R4 FER , {BFEAPI Explorer £ , @ B B)IEFRZE,
T —% 2% — TExecutet: 1T ILE FEAY

name
string If parameter is specified, only the policy matching with the specified name will be displayed. Cannot be used if object ID is specified in path.
(query)
name - If paramater is specified, only the poli
filter )
string alue is of format (including quotes): “locked:{true|false}”
s locked query parameter when set to “true’ returns list of Access Policies which are locked and when set to “false’ relurns policies which are unlocked.
filter - Value is of format (including quotes): =
offset
integer($int3z) Index of first item to retumn.
(query)
offset - Index of first item to return,
limit
integer($inta2) Number of items to return.
(query)
limit - Mumber of items to refurn.
expanded
r e If set to true, the GET response displays a list of objects with additional aftributes.
(quary)
domainUUID * =t
string Domain UUID
(path)

e276abec-e012-11e3-8169-6d9ed49b6251
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Code Description Links
200 No links
OK
Media type Examples
application/json ~ ] | Example 1 : GET ffime_config/ivi/domain/DomainUUID/policy/accesspolicies | Test GET ALL Success of Acc v

Controts Accept header

Example Value | Schema

d_of_default_action”,
"AccessPolicyDefaultAction™

ITAPIFFILER | R ESERARUREERAEHE, EflF5200 , HEROKHER., EESER
R BT R FFIUAYCURLMURL, MREEEBINERE Fim/ERET I |, WEFARIEERA,

FIEBHNEREEBEFMCHIRENACPK HobjectD, FEWFERT , LAINE T —EAEHNLES
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Responses

8. 88,243, 36:43161 fapi/fmc_config/vl/domain/el76abec - e@f1-11e3-8169 -6d9eddIb615f /policyfaccesspolicies’ \

Server response

Code Details

200

Response body

/policy/accesspolicies ?offset=8Elimit=25"

276abec-eBf2-113-8169-6d9ed49b825F /policy faccesspolicies /00505603 - 1B6A -Bed - D00 - 804294067290

: “ACP_cchanes®,
“BO5SE5EE3- 164 -Bedl-0006- 00429496

ItobjectiDREEFTES RILACPHFIL R ARE, Hltn , FHHACPREIRA,



BEAFEIM} < EBENURIZETHFUAMENE, FBicfE , domainUUIDZEM—BBIERME.

m fapiffmc_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUUID}/accessrules/{objectid}

| PUT | fapiffmc_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUUID}/accessrules/{objectld}

[m fapi/fmc_config/vl/domain/{domainUUID} /policy/accesspolicies/{containerUUID}/accessrules/{objectId}

m fapiffmc_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUUID}/accessrules

- PuT fapiffme_config/vlfdomain/{domainUUID}/policy/accesspolicies/{containerUUID}/accessrules

fapiffmec_config/vl/domain/{ domainUUID policy/accesspolicies f{containerUUID}/accessrules

[m fapi/fme_config/vl/domain/{domainUUID} /policy/accesspolicies/{containerUUID}/accessrules

m /apiffmec_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUUID}/defaultactions/{objectId}

| PUT fapiffmc_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUUID}/defaultactions/{objectld}

m fapiffmec_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUUID}/loggingsettings/{objectId}
'T—__\ fapiffmc_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUVID}/loggingsettings/{objectId}
m /apiffmec_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUUVID}/operational/hitcounts

| PuT fapiffme_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUUID}/operational/hitcounts

|m Fand Ifme ronfiafvil ldomain/fdamainiiliThL/nnlirvlarracennlicriae /f rantadinarilliThl fanaratinnal Jhi frannte

SRR BN EETUEA RIS, BERUACPHME , ZEEFERD , MTEAR

m Japi/fmc_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUUID} /accessrules

m Check the response section for applicable examples (if any).

reates, or modifies the access control rule associated with the specifiedpolicy IDjand rule ID. If no ID is specified, retrieves list of all access rules associated with the

Itpolicy|IDIE 5 E AcontainerUUIDEY B hE A , POSTHZEN S —BEXERUREHRBEREX
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containerUuIp * ooued
The container id under which this specific resource is contained.

string
(path)

005056B83-1B6A-0ed3-0000-004294967299
domainUUID * i
ST Domain UUID
(path)

e276abec-e0f2-113-8169-6d9ed49b625¢
Request body ™" ad

The input access conirol rule model.

Examples:

[ applicationjson

[ Example 1 : POST ffmc_config/vi/domain/DomainUUIDIpolicylaccesspolicies/containerUuID ules ( Test POST of Access rule )

"action”: "ALLOW",
"enabled”: true,

"t.\fpo"- "&%%R!.!E!!.}ﬁ",
“name"” Rule!
“sendEventsToFMC": false,
~legFiles”: false,
~logBegin”: False,
“logEnd”: false,

"mame": "Default Set",
"4d": "NariableSetUUID",
“type”: "VariableSet"

"type": "VlanTag",




ERRNAEH R

{ "action": "ALLOW", "enabled": true, "type": "AccessRule", "name": "Testing API rule", "sendEventsToFMC": false, "logFiles': false,
"logBegin": false, "logEnd": false, "sourceZones': { "objects": [ { "name": "Inside_Zone", "id": "8c1c58ec-8d40-11ed-b39b-f2bc2b448f0d",
"type": "SecurityZone" } ] }, "destinationZones": { "objects": [ { "name": "Outside_Zone", "id": "c5e0a920-8d40-11ed-994a-900c72fc7112",

"type": "SecurityZone" } ] }, "newComments': [ "comment1”, "comment2" ] }

AR TRAESRAEIDALERT —BEHAES.

Japi/fmc_config/vl/domain/{domainUUID}/ /object/securityzones



AT E— @RI | LGSR FI201E RN , RPFRERIBIER,

Server response

Code Details

201 Response body

90505683 - 1864-Bed3-0000-984294967299"
t "AccessPolicy”

“https://18.88.243.36:43162 /api fme_config/vl/domain/e2T76abec-0812-1103-81659-6d9edd9b625¢/policy /accesspolicies /BO585683 - 106/ -Bed3-0000-004294967299 /accassrules /0858
56B3-1BEA-Bed3- 0000 - M0 268435456
b

"enabled”: true,

efault Set”,
6faB3ea=-c972-11e2-8be8 -Bed5bb1343c0",
"VariableSet"

=gourcaZonas™1 {
"objects": [

Ri%  BORETHE  ELBEFEEACPEERMIFTDREN.

Rl ELXRENCEBEFBEEINKRERTE.

GET fapi/fmc_config/vl/domain/{domainUUID}/deployment /deployabledevices

Retrieves list of all devices with configuration changes, ready to be deployed.

ZRPIEE—HESTANFERENEKE. BL4RIBEHHANID , NRARBUKE K BHLARMEXERENID,

Responses

.243.36:43162/spi/fee_config/vl/domain/e276abac-a0f2-11a3-8169-649ad496625¢ /deplaymant /daplovabledevicas® \
: nfjsen’ \
=H 'X-suth-sccess-tokan: 41f2edan-c681-4064-Bede-617347854ba9"

Request URL

https://18.88,243. 36: 43162 /api fmc_config,/ vl /domain /e276abec -8 2-11c3 - B169-6d9edd0bE25 /deployment /deplayabledevices

Server response

Code Details

2 Response body

~type"1 "DeployableDevice"

EERHANEEIDFTENEHNT :



m Jfapi/fmc_config/vl/domain/{domainUUID}/devicehapairs/ftddevicehapairs

Retrieves or modifies the Firewall Threat Defense HA record associated with the specified ID. Creates or breaks or deletes a Firewall Threat Defense HA pair. If no ID is specified for a GET,
refrieves list of all Firewall Threat Defense HA pairs.

FEBREEIDMIERAS: , BAUSMEHT —EFLUREAINERER , LB FURAITIIE,

[/api/fmc_config/vl/domain/{domainUUID}/deployment/deploymentrequests

Creates a request for deploying configuration changes to devices. Check the response section for applicable examples (if any).
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A Nosequro | hitpsy/10.88.243.36:44178/# api-explorer Aoas @M@ oD s - @
T e i o E= ] 9 admin linilie =
Firewall Device age Monitoring Policies Objects Davica: i - @ @ Adminisirator i cisce SECURE

Threat Defense Secure Firewall Threat Defense REST API
REST APl

The following is a list of resources you can use for programmatic access to the device using the Secure Firewall Threat Defense REST APl The resources ang

AP| Explorer organized into groups of related resources. Click a group name to see the available methods and resources. Click a method/resource within a group to see detailed
information. Within a method/fresource, click the Model link under Response Class to see documentation for the resource.

You can test the various methods and resources through this page. When you fill in parameters and click the Try it Out! button, you interact directly with the system.
GET calls retrieve real information. POST calls create real objects. PUT calls medify existing objects. DELETE calls remove real objects. However, most changes do
not become active until you deploy them using the POST /operational/deploy rescurce in the Deployment group. Although some changes, such as to the
management IP address and other system-level changes, do not require deployment, it is safer to do a deployment after you make any configuration changes.

The REST APl uses OAuth 2.0 to validate access. Use the resources under the Token group to get a password-granted or custom access token, to refresh a token,
or o revoke a token. You must include a valid access token in the Authorization: Bearer header on any HTTPS request from your AP client.

Before using the REST AP, you need to finish the device initial setup. You can complete the device initial setup either through Ul or through InitialProvision AP,
You can also refer to this page for a list of APl custom error codes. (Additional errors might exist.)

NOTE: The purpose of the AP| Explorer is to help you learn the API. Testing calls through the AP| Explorer requires the creation of access locks that might interfere
with regular operation. We recommend that you use the APl Explorer on a non-production device.

Cisco makes no guarantes that the AP version included on this Firepower Threat Davice (the “API™) will ba compatible with future releases. Cisco, at any time in its
sole discretion, may modify, enhance or otherwise improve the APl based on user feedback.

AAASetting
ASPathList

AccessPalicy

EERFER , BNAER-TEHER , AREAUUZE - THREM—ERRATEEE, ESEREPRINE -SRI LUK
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AccessPolicy Show/Hide List Operations  Expand Operations

[policy/accesspolicies/{parentld}/accessrules
[policy/accesspolicies/{parentld}/accessrules
balad  [policy/accesspolicies/{parentld}/accessrules/{objld}
[policy/accesspolicies/{parentid}/accessrules/{objld}
/policy/accesspolicies/{parentld}/accessrules/{objld}

[policy/accesspolicies

Response Class (Status 200)

Model Example Value

- »

“items™: [
{

"version”: “string",

“name”: "string”,

“defaultAction™: {
“action™: "PERMIT",
“eventlLoghction™: “LOG_FLOW_START™,
“intrusionPolicy™: {

"id": “"string”,

Ftem s Fmtend =™ ’

BETREINNHRZTARREFUERNSIZ. FiE  RERBRALENRA S s T i BT,



Response Content Type | application/jsonv

Parameters

Parameter Value

offset

limit

sort

filter

K%, SERILFUEREE A Re 8RR,

Response Messages
HTTP Status Code Reason

401

403

Response Model

Description

An integer representing the
index of the first requested
object. Index starts from 0. If
not specified, the returned
objects will start from index 0

An integer representing the
maximum amount of objects to
return. If not specified, the
maximum amount is 10

The field used to sort the
requested object list

The criteria used to filter the
models you are requesting. It
should have the following
format: {keyHoperatorHvalue}[;
{keyHoperatorf{value}].
Supported operators are: " 1"
(not equals), ":" (equals), " ~"
(similar). Supported keys are:
"name", " fts". The " fts" filter
cannot be used with other
filters.

Example Value

"status_code”: o,
"message”: "string”,

“internal_error_ccde": 8

Example Value

“status_code": @,
"message”: "string”,
"internal_error_code": @

Parameter Type Data Type

Query

query

query

query

integer

integer

string

string

Headers

MREBETUFW  XER—TTry It Oute ERFIWERE , LA TRBEEKRI KRG , RATCHRSEFUNEE.
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520
Model Example Value

"status_code”: @,
"message”: "string”,
“internal_error_code": @

¥

Illiﬁiiiiiiillll

B—T "Tryltout (A ) o &R IRFUSFTEESHN , RIFUS AT M HERE,

Hide Response
TRY IT OUT!

Curl

curl -X GET --header 'Accept: application/json’' 'https://10.88.243.36:44178/api/fdm/v6/policy/accesspolicies’

Request URL

https://10.88.243.36:44178/api/fdm/v6/policy/accesspolicies

Response Body

items": [
{
"version": "kadesjod4iebr",
"name”: "NGFW-Access-Policy",
"defaultAction": {
"action": "DENY",
"eventLogAction": "LOG_NONE",
"intrusionPolicy™: null,
"syslogServer": null,
"hitCount™: {
"hitCount™: 8,
"firstHitTimeStamp": "",
"lastHitTimeStamp": "",
"lastFetchTimeStamp": ™",

bad 3713
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T—EREEXREEHEBRENERER  BHERRRBHMEY.

Responses

.243.36:43162/api /Fme_config vl donsin/el76abec -e8f2-11e3-8169-649ed49b625F (policy /accesspolicias” \
sppliestion/jsen’ \
uth-sccess-token: d1594a58-3798-4519-8750-5870b454552"

Request URL

hittps://18.88.243.36:43162/api/ fmc_config/vl/domain fekT6abec-e@f2-11e3-B169-6d9ed49bE25F /policy faccesspolicies

Server response

Code Detalis
01
Errer: 401
Response body

"masasges”: [

"description™: “"Access token invalid.®

THERFUALUREHHTTPEERIER RHA

o 2R BiTh. ARFETEHFLETE ( 200 ( GETHIPUT ) . 201 (POST). 202, 204 (DELETE), EfiF&RTAPIFFALA I,
« 3R : EfEM, TRAREFiRRYERAHTTPIL R EE @ EIHTTPSH,

o AxRF REFHEEIAKBOAPFURNEFREE, RERSERTEREAEFORIVIOVRERBNERT
A ER 403K,

o HxxFR5: AREE. KEIRBFRHRE. EVHRANKEAPIREHEANELRE PERSBNERNER
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