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HCDOBRURLE & B fAARES.
#ERE
Mg E xR

ISP 1

FTD cdFMC

ISP 2

Y S
REANEEFEANERNE

BREFEEAEE | R% A MHconfigure network management-data-interface® © A E B HBE &
—BERNE :

<ttroot>

>

configure network managenent-data-interface

Not e: The Managenent default route will be changed to route through the data interfaces. |If you are conr
interface with SSH, your connection nay drop. You nust reconnect using the console port.

Data interface to use for managenent:

G gabi t Et hernet 0/ 0

Specify a nane for the interface [outside]:

out side-1

| P address (nanual / dhcp) [dhcp]:

manual



10.6.2. 4

255.255.255.0

10.6.2.1

FioE, EREENEFEREAFEHADHCP, A $show network ¥t E1TERTE
EFACDOEAFTD
WiBREEBECDOMWAzZUre FTDHFRE | LMETHERTHWFMCEIE, iBREFEHACLIZMEE

, MREBWEEFEBDHCPHEL T IPHhut , BRItk £#\AEIEEBA. RBFirepower 1000, Firepower
21005, Secure Firewall 3100 F & X EHEMAZEMSE , 1 B FHEFE N 7515

HER 1.7ECDOPIFH , EMEIEE , ARIERTEF !

O 8 &= https://www.defenseorchestrator.com/device
Inventory Q search

= Hide M r n

= HdeManu T [Devices | Templates] [ Q vice M M Displaying 0 of 0 results . | +

|! Dashboard 2
All

~~  Multicloud

(i New

Catanis D Name & Configuration Status & Connectivity =

= Inventory 1

@) Policies

@ Objects

o VPN

-J'lr Analytics > Mo devices or services found, You must enboard a device or service to get started

(& Change Log

£ Jobs

% Tools & Services

@} Sattings

EERE

SER2IR—TFTDH A :



Select a Device or Service Type

Mo Secure Device Connector found to communicate with some types of devices, Set up a Secure

Device Connector

ASA Multiple ASAs FTD
Acaptive Security Appliance Adaptive Security Appliance Cisco Secure
(B.4+) [B.4+) Firewall Threat Defense
Meraki Integrations AWS VPC
keraki Security Appliance Enable basic CDO functionality for Amazon Virnual Private Cloud
mtegrations
| D
-.| . T l(—\_/[\
Duo Admin Umbrella Organization Import

Duo Admin Panel View Umbrella Organization Policies import configuration for offline

fram CODG managament

BAFTD

3%  BEEMEACLIEMEREE

£ Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device

manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices from

fter on rding. Learn more (£
Firewall Threat Defense 2Dl

= &= =

Use CLI Registration Key
Onboard a device using a registration

Use Serial Number Deploy an FTD to a cloud
Use this method for low-touch environment
key generated from CDO and applied provisioning or for onboarding Deploy an FTD to a supported cloud
an the device using the Command configured devices using their seral environment; AWS, GCP and Azure
Line Interface. number.
(FTD 7.0.3+ & 7.2+) (FTD 7.2+)

fEFACLIEMEE

$ B 4. #®configure managerfi SRR ERCLIERE -



FTDv-Azure

Access Control Policy: Default Access Control Policy

Performance Tier: FTDv, License: Threat, Malware, URL License

Ensure the device's initial configuration is complete before trying to apply the registration key. Learn more (47

Copy the CLI Key below and paste it into the CLI of the FTD

configure manager add cisco-cisco-systems--slkaau.app.us.cdo.cisco.com
t67mPgCBcANEGHZNRhhTUDApoWARdRr7 YJgFWzmpnfbJEWANBeHTARXnod9E7cle cisco-cisco-
systems--slkaau.app.us.cdo.cisco.com

it CLIZREERAREFMCEEMFTDREANB XM TE , #EMBES  BUUAKE



NAT-ID , AEEZEREMNNANATEE 2R RFFEEM : configure manager add <fmc-
hostname-or-ipv4> <registration-key> <nat-id> <display-name>

TR 5EMSEEAFTD CLl, MBEARI , B EZWILER -

Manager cisco-cisco-systems--slkaau.app.us.cdo.cisco.com successfully configured.
Please make note of reg_key as this will be required while adding Device in FMC.

S8 6.REICDO , RBRE—TT—% :
ﬂ Subscription License Performance Tier: FTDv, Licen:

o LI Registration Key e
[ ] ] e e
v/ Ensure the device's initial

'::F:j Copy the CLI Key below al

configure manager adc
t67mPqCE8cANGGHZNRRATL
systems--slkaau.app..

#—TF TF—%,

CoOE#ERTAAMEN , YR T —AAL  BEHEERREEI TN, LU AMEREEEF
MR EEFERBEEMBENRE,

FR7FEBTENERHEESRIFMC,



% Tools & Services Tools & Services Migrations

@ Dynamic Attributes Connector il Firewall Migration Tool ' New
{E:_Zf} Settings %
= Secure Connectors @ Migrate FTD to cdFMC
& Firewall Management Center
1FHicdFMC

# — T DevicesiE#E,

Management

Objects
NAT

Site to Site VPN
Remote Access VPN

Platform Settings

=
@
<«
o
o
i

B—T T£E,

EMFTDREEZACDO , THEREMHRNFMCERE, FEET—ERGTHNEREZB T IIHNO-
IP. EEMACLIEMESMNBITRABRESR , ERBAMER.
C pefenseomhemrﬁor . Analysis Policies Devices Objects Integration 3 RetumHome Deploy QO @ O @ Al SECURE

Drrglcsrvienit History

View By: Graup v
AN(1)  ®Emor(0)  ®Waming(0) Offine(0)  ®Mormal(1)  © Doployment Pending (0)  ® Upgrade (0)  ® Snort 3 (1) 2 Search Davice | Acd - |
Collapsn A
Maeme Model Verslon Chassls Licenses Access Controd Pollcy Auio Rolillack

~ Ungrouped (1)

o 3 FTOw for Azure .34 M Essontials, IPS (2 more,.) Lot Aenss Contiol

- B Policy



FEEFTD

AManagersf BB E LA E RN E
BERAEESEIEE=—FEERNE,

HER 1. % DevicesZ 5| BEBYF , H—TREERUFIFTDREER :

sfans
C Defense Orchestr.ator Analysis Policies Devices Objects Indpgration = Aeten Home  Dopioy @, @ 4 @ el
) ——
Wiew By Group
A1)  ®Emac(0)  ® Warning (0) Offiine (0)  ® Marmal {1) Deployment Pending (0] ® Upgrade (0)  ® Snart 3 (1) Q, Search Device Ex

——

HNama Maods Varshon Chassis Liconses Access Control Pollcy Auto RollBack

w Ungroupsd (1)

FTDv-Azure Snort 3

FTOn for Azure T.AA HiA Essernisis, IP5 (2 more,.) L0 0ult Ancoss .
= 40
fREEFTD

HER 2 EInterface BB H , MEX ST BEATKREENENNE. MRZAREERMY , FERENHE
ERBMIPHbiL,

BB 3.7 Manager Access EEH , Bt Enable management on this interface for the manager
AR

Edit Physical Interface Q

General IPv4 IPvG Path Monitoring Hardware Configuration Manager Access Advanced

Enable management on this interface for the Manager

Available Networks C + Allowed Management Networks
Q, Search any
any-ipvd
any-ipve [ Ada

IPv4-Benchmark-Tests
IPv4-Link=Local
IPv4-Multicast

IPv4-Private-10.0.0.0-8

MAEEEFEN

TRAEERERD K BESNTHAIEGREES  RRE-THEE :



Edit Physical Interface 7]

General IPvd IPvE Path Monitoring Hardware Configuration Manager Access Advanced
[

Marme:
outside-2
Enabled

Management Only

Description:

Mode:

None -

Security Zone:
I| outside2-sz v I

THERNMTENZEES

SR S5FEEE , BEMENEAEManager AccessiZH., Lt
ENRLES :

T

BECKETEEHNEERET

FTDv-Azure
Cisco Firepower Threat Defense for Azure
Device Routing Interfaces Inling Sets DHCP WTEP
——
Q, Search by name Sync Device Add interfaces «
Interface Logical N. Ty Security Z.. MAC Address (Active/Standby) IP Address Path...  Virtual Re..
@ Diagnosticdfo diagnostic Phy Disa.. Global ra
@ GigabitEthernatd/q i outside-1 Phy outsidel-sz 10.6.2.4/255,255,255.0(5tatic) Diza... Global ra
@ GigabitEthernat/ outside-2 Phy outside2-sz 10.6.3.4/255.255,255.0(5tatic) Disa... Global ra
AN
NTHEERE

ET—g , TReEZERI0ANE EMESEERIEHALLENECDO |, 5183 B EH B I K SLAR
HOEREIR, SLARMBEMREFEEAXERNEECAFMCEFRhRER K,

SEREMIKBER , RAER2EECMPEETRY I EMENEHFECMPET :



Add ECMP

Name

outside-acmp

Ayailable Interfaces Salected Interfaces

autside-1

outside-2

[ Cancel

Bl EECMPE1H

¥ —TOK #Save,
S BB 7.7ERouting EEF , BfinZlStatic Routes,
HENSBETURESNEIERB, RBIR—TNEIIEIMFTHISLARKBEE KR -



FTDv-Azure

Cizco Firepower Threat Defensze for Azure

Davice Raouting Interfaces Inkine

Netwo

¥ |Pwt
any-ipy

¥ IPvt

fmEE = E % B LB INSLARR Bt

HER 8. INAEMSLARMATENSIBET —REPREE TR, =NE

B, BREMER,

Edit Static Route Configuration

Type: * IPvd IPyG
Interface*
outside=1 -

{Interface starting with this icon [%Bsignifies it is available for route leak)

Available Network C +

0, Search Add any-ipvd

IPvd-Benchmark-Tests
IPv4-Link-Local
IPvd-Multicast
IPv4-Private-10.0.0.0-8
IPvd-Private-172.16.0.0-12

Ensure that egress virtualrouter has route to that destination

Gateway
10.6.2.1 - +

Metric:

1

Tunneled: (Used only for default Rowte)

,m3

Route Tracking:

Selected Network

LT ...

4 Add Route

latric Tracked

L1}
%]
Gl

IERLVRREMERE , MERE



Edit SLA Monitor Object

Frasquincy (seconds):
&0

i

Threshold (milliseconds);

S000

Data Size (bytes):
28

Mumber of Packets;
1

Available Zones
0, Search

outside?=-sz

AISP 18l & SLARR it

Dascription;

LA Monator 1D

1

Timaoast [milliseconds);

2000

ToS:

Manitor Address®:

Selected Zones/interfaces

]

| cancel | B



EA&HIH | Google DNS IPA R E2EBoutside1 T E 35 fInternet ( MICDO ) WFTDIMAE, %EfHRL
WEF , R — Toko

BiEE : D RIEEIEH CEFTDAERN EBRTE A WIERMVIP, SR E K ERVIPEREEME AT
REEMEILFTDRNARIRHAEFER , RARBEECDOBEFANEN.

S 9 #—TSave , LHRITMISLARMED S BAL 513 A ERIBS 6 -
Route Tracking:

outsidel-sla v —



SAER1 B SLARR it

B—TOK# , #ER—EBRHEN , HPE2 T —HREBEHEE :

Warning about Static Route

This Static route is defined on the
Defense Orchestrator Access Interface.
Ensure the change is not affecting
connectivity to the device

BliE

3

s
=

S ER 10.F —TAdd RouteiBIEATTHRE RN EEMFEEB. T2, T —EAMRKR+ , FKEHD
MetriclEAE[E ; It , SLARMEEFREMID :



Add Static Route Configuration L7

Type: @ IPva () IPvB

Interface*

l outside-2

(Interface starting with this icon |% signifies it is available for route leak)

Available Network C + Selected Network

o/

[ Q, Search any-ipv4
'

IPv4-Benchmark-Tests

IPvd-Link=-Local

IPv4-Multicast

IPvd-Private-10.0.0.0-8

IPv4-Private-172.16.0.0-12

Gateway*
‘ 10.6.3.1

(1 - 254)

Tunneled: j (Used only for default Route)

Route Tracking:

outside2-sla v | 4+

Cancel (0].4
=3



Edit SLA Monitor Object (7]

Description:

outSide -l

Frequency (Seconds): SLA Monitar ID*:
60 2

Thegshold (milliseconds); Timeout (milliseconds):
000 SiE0

Data Size (bytas): ToS:
28 1]

Mumbér of Packats: homator Solddress

1 [
Avallable Zones
O Search Selected Zonesfinterfaces

L L

I Cancal | m

Be B JTERE KL T T A BR Bt



¥ —TSave,

SER 11.8%F , B LA Device > Management Ti5 EH BN ER T EIP, ENfEML , HAERNE
HMAEFEATCLIZFMESWMBRE , EXTELER

FTDv-Azure

Cisco Firepower Threat Defense for Azure

Routing Interfaces Inline Sets DHCP VTEP

Rules: UTC (UTC+0:00)

Health Management
Status: ] Remote Host Address: NO-IP
Policy: nitial_Healih_Policy 2023-06-29 17:28:08 Secondary Address:

Excluded: Monge Status

Manager Access Interface: Data Interface

(T ) EEEM R BTRERN TIEEIP
TR 12HBEE,
(AL ) REFD/BONERXNTERA

BERELT , ERNMALNAKREECARARIERE N AZE 7 EEERE. IE , MRER
WANSERWEEL S —RES , YELSEZNBFEATEREE K mE5 —REARANER , B
AL EEBNFERER , SXEAEBNFEERER2, ET—@TREYH , ME
GigabitEthernet0/0fR 88 A = EiSAHEES , M GigabitEthernet0/1 F{EfR 0 BB 843K -

1. B F|#E> FlexConfigi##E I 2 1 flexConfigik B, #0R B2 E it 5 B4 FTDAYflexConfig SR B
, B HEITIREE

Devices Objects Integration
Device Management VPN Troubleshoot
Device Upgrade Site To Site File Download
NAT Remote Access Threat Defense CLI
QoS Dynamic Access Policy Packet Tracer
Flatform Settings Troubleshooting Packet Capture
FlexConfig Site to Site Monitoring
Certificates

1ZElFlexConfigZh #E



2. B FHIFlexConfig¥l# :

A FlexConfigI 18 E & B,

« 7£Deployment Typef 7 7 BliZFEverytimeFAppend,
WME22FR , EAT —EGSRENENREE.

- #&—TSave,

<#root>

interface G gabitEthernet0/0

policy-route cost 1

<=== A cost of 1 means this will be the primary interface for management communication with CDO tenant.

interface G gabitEthernet0/1

policy-route cost 2

<=== (Cost 2 sets this interface as a backup interface.

Add FlaxConfig Object

L]

& Cogy-pasting nny fich tnxt might introcuce ling breaks whils penemting CLIL Phease verily the CLI befors deployment.

Inset = Daployrrent | | Everytime - Ty | Append

intacface GlgabitEthersatds/o
policy-Toute cost §

Lnuerface GlgabitErhernetds] 4
policy=route cost 2

# AFlexconfig¥i &

3. EEREEVMYM YR THEEWEF R "THINEMAR BR, MEERANELRE.



Defense Orchestrator

Flemzanfia Policy Edito

o

MyFlexconfig

Entar Description

Analysis

Palicias

Davices Objects

Intagration

"8 Selected Prepend FlexConfigs

Available FlexConfig e

FlexConfig Object

x

User Dafined
_.I 1

~ System Defined

"3 Default_DNS_Configure

=2 Default_inspection_Protocol_Disable

*& Defaultl_inspection_Protocol_Enable

"8 DHCPvE_Prafoc_Delegation_Configure
- DHCPwE_Prefix_Delegation_UnConfigure
*3 DNS_Configure

2 DNS_UnConfigure

] Mame

2

o7 Selected Append FlexConfigs

] MNama

*3 Return Home | Deploy

Description

Description

Q O & @
S

| Preview Config

4 E=Z8

Palicy Assignments (1)

1 InterfaceCost

¥ Eigrp_Unconfigure_All
& Inspect_IPvE_Configura

=7 Inspact_IPvE_UnConfigure
"B 1515 _Configure

"2 1515_Interface_Confguration

<8 1515 _Unconfigure

=7 1515_Unconfigura_All
.
164 #1846 Flexconfig R Bl

4 BERE,
B

1. BERE

> show network

<<—————————- output omitted for
==[ ethO ]

State EnabTed

Link : Up

Channels : Management & Events

Mode : Non-Autonegotiation

MDI/MDIX Auto/MDIX

MTU : 1500

MAC Address 60:45:BD:D8:62:D7

e [ IPv4 ]--

Configuration : Manual

Address 10.6.0.4

Netmask : 255.255.255.0

a= £ Ashow network@s & FERITEREE T HE R FTHITR



[ GigabitEthernet0/0 ]

State : Enabled

Link : Up

Name : outside-1

MTU : 1500

MAC Address : 60:45:BD:D8:6F:5C

Configuration : Manual
Address : 10.6.2.4
Netmask : 255.255.255.0
Gateway : 10.6.3.1

Configuration : Disabled

[ GigabitEthernet0/1 ]

State : Enabled

Link : Up

Name : outside-2

MTU : 1500

MAC Address : 60:45:BD:D8:67:CA

Configuration : Manual
Address : 10.6.3.4
Netmask : 255.255.255.0
Gateway : 10.6.3.1

Configuration : Disabled

 ZNERERsftunneliZify —E85 . &R LEBshow sftunnel interfaces Fshow running-config
sftunnel mEHERE—#

<ffroot>

>

show sftunnel interfaces

Physical Interface Name of the Interface
GigabitEthernet0/0 outside-1
GigabitEthernet0/1 outside-2

>

show runni ng-config sftunne

sftunnel interface outside-2

sftunnel interface outside-1

sftunnel port 8305

sftunnel route-map FMC_GEN_19283746_RBD_DUAL_WAN_RMAP_91827346



. BN HEEEHE. MREKREENHERME , Aladaptive-interfacei® IH & 5% & & 5 R B LA
EETFERNENEZENEERE

<ffroot>

>

show runni ng-confi g route-map

route-map FMC_GEN_19283746_RBD_DUAL_WAN_RMAP_91827346 permit 5
match ip address FMC_GEN_056473829_RBD_DUAL_WAN_ACL_165748392
set adaptive-interface cost outside-1 outside-2

>

show access-1ist FMC_GEN_056473829_RBD_DUAL_WAN_ACL_165748392

access-1list FMC_GEN_056473829_RBD_DUAL_WAN_ACL_165748392; 1 elements; name hash: 0x8e8cb508
access-1ist FMC_GEN_056473829_RBD_DUAL_WAN_ACL_165748392 1ine 1 extended permit tcp any any eq 8305 (hi

4. {# Fshow running-config interface <interface> S S MENHERE :

<tfroot>
>

show runni ng-config interface G gabitEthernet 0/0

|
interface GigabitEthernet0/0
nameif outside-1

security-level 0

zone-member outside-ecmp

ip address 10.6.2.4 255.255.255.0
policy-route cost 1

>

show runni ng-config interface G gabitEthernet 0/1

|
interface GigabitEthernet0/1
nameif outside-2

security-level 0

zone-member outside-ecmp

ip address 10.6.3.4 255.255.255.0
policy-route cost 2

REHasTARRECEERHVRE



<ffroot>
>

show track

Track 1
Response Time Reporter 2 reachability
Reachability is Up <============= Ensure reachability is up for the monitored interf

2 changes, Tast change 09:45:00
Latest operation return code: OK
Latest RTT (millisecs) 10

Tracked by:

STATIC-IP-ROUTING 0O

Track 2

Response Time Reporter 1 reachability
Reachability is Up <============= Ensure reachability is up for the monitored interf
2 changes, Tast change 09:45:00
Latest operation return code: OK
Latest RTT (millisecs) 1

Tracked by:

STATIC-IP-ROUTING 0O

>

show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2

ia - IS-IS inter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of last resort is 10.6.3.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.6.3.1, outside-2

[1/0] via 10.6.2.1, outside-1
255.255.255.0 is directly connected, outside-1
255.255.255.255 is directly connected, outside-1
255.255.255.0 is directly connected, outside-2
255.255.255.255 is directly connected, outside-2

=
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https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator/m_get-started-device-management.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator/m_get-started-device-management.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator/m_get-started-device-management.html
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