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FRLLIE,
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« AzurefTEIEMCDBERER T 2 E 2 HIT,

o AzurehEZHERERAMEIEHRI ( MRIERAzuretR FEHIXEAMCD ) o
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BRERERAELLT TE -

« Microsoft AzurePd 5 19 E i

* Microsoft Entra ID(Azure AD)FE AIE X EEMAMER A &K FH 12 (RBAC)
+ Cisco Multicloud Defense(MCD)

- BERlL el RIBR B EER(FTDY)

BRA T

RXHFRABTTRASEREBNRERA,

AXFHNEARBBREEERERREANKENREL. XHEAINMERERRCER (R
) BVAAREREAE), MRENEREET , FRACEBEMESIRERNTE,

i 18 1B FE #E B Microsoft Azure. #§AzuretR FiEEEIMCDLA K EFEBFTDVEE

FMEARER
1. A AzureP3 F 18 £ #E i EIMicrosoft Entra ID,
Microsoft Azure O Microsoft Entra 10| X |
m Services (68) Microsoft Entra ID (2) Filters +4
Azure services
Services (68) See more

_|_ K PN

2 Microsoft Entra ID
Create a Virtual Virtual »

2. #—TAdd , AREZEEFEApp registration,



Home

w cxsecurity | Overview

Overview

Preview features

Diagnose and solve problems
Manage

Monitoring

v v v X H @

Troubleshooting + Support

>

&«

-+ Add v £33 Manage tenants What's new

User

Group

Enterprise application

App registration

Basic information

Name

Tenant ID

Primary domain

3 % TEMERES, REL BALTE:
. EBEARRNSRRRINEE,

- XENRFEBHEERESS

RIEHRIE, WNEEFHERF,

pler,_integrated experier

Properties Recorr

cxsecurity

af42bac0-52aa-429f-92

cxsecurity.onmicrosoft.

Home : cxsecurity | Overview

Register an application

* Name

The user-facing display name for this application (this can be changed later).

| Multicloud Defense Controller

Supported account types

Choose the account types that can use this application or access this AP

Single tenant anly - cxsecurity

A

Single tenant only - cxsecurity

Multiple Entra 1D tenants
Any Entra ID Tenant + Personal Microsoft accounts

Personal accounts only

Help me choose

nticating the user. Providing this now is

optional and It can be changed later, but a value 1s required Tor most authentication scenarios.

Select a platform v || eo https://example.com/auth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

4. SHEEME@URI ( ALE ) |, BEEARENRENEER, AXEREEEE@URI,



Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is
optional and it can be changed later, but a value is required for most authentication scenarios.

Select a platform ~ l I e.g. https://example.com/auth

Public cliemt/native (mobile &'deskton) grate gallery apps and other apps from outside your organization by adding from Enterprise applications.

Web

Single-page application (SPA)

5. #%—T "Registers o
6. EMEARXRE , SERSAEHE. SEAEX(ZFFix)DME &GP DERLRFELS
7,

Home - cxsecurity | Overview

2 Multicloud Defense Controller =

IR ) Deactvate [i] Delete @ Endpoints
| B overview
A Essentials
& Quickstart
Display name + Multicloud Defense Controller Client credentials + Ak 3 cortificate or secret
A Integration assistant
Application [chent) 1D © eSeDd63d-6162-4ff9-ased-2eabdB50ciT2 Redirect URIs edirect LR
A Disgnose and solve problems Object 1D + ec174604-bd16-4a00-2a7d-IbBeTe52496a Application 1D URI an Application 1D URJ
> Manage Directary (tenant} ID : abaZbacD-52aa-4291-92db-925819967d 17 Managed application in .. : Muliclous) Defense Controller
» Suppont + Traubleshooting Supported account types : M h State : @ Activated

0 Welcome to the new and improved App registrations. Lacking to leam how it's changed from App registrations (Legacy)? Leam mors.

Azure Active Directory Authentication Libwary (ADAL) snd Azure AD Graph no longer receive new feature updates. W continue to provide technical support and security updates. Applications should be upgraded to Microsoft Authentic
L)
Libeary (MSAL) and Microsoft Graph. Leam meare

Get Started  Documentation

7 EEARXEENESENMT , SREEE-FFNER,



Home > cxsecurity | Overview

] Multicloud Defense Controller »

‘,O Search ‘ 0 & () Deactivate [ii] Delete Endpoints

| i Overview
-~ Essentials
&4 Quickstart

Display name : Multicloud Defenst

4

Integration assistant

3{

Application (client) ID : e5e0d63d-6f62-4ff

#< Diagnose and solve problems Object ID . ec1746e4-bd16-4a
' Manage Directory (tenant) ID - af42bac0-52aa-42¢
&= Branding & properties Supported account types : My organization ol

3) Authentication (Preview)

o Welcome to the new and improved App rec
Certificates & secrets w

'I' Token configuration
o Azure Active Directory Authentication Librai
-9~ API permissions Library (MSAL) and Microsoft Graph. Learn i

& Expose an API
. Get Started  Documentation
& App roles —

44 Owners

& . Roles and administrators

I Manifest The Mi

> Support + Troubleshooting

8. #&— T New client secret,



Home - cxsecurity | Overview - Multicloud Defense Controller

Multicloud Defense Controller | Certificates & secrets =

I;U Search ‘ s« 27 Got feedback?
i Overview
&4 Quickstart

#" Integration assistant . ) o o o . .
Credentials enable confidential applications to identify themselves to the authentication service when receiving to
A

/< Diagnose and solve problems scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credent

“ Manage
B8 Branding & properties o Application registration certificates, secrets and federated credentials can be found in the tabs below.

2 Authentication (Preview)

Certificates & secrets Certificates (0) Client secrets (0)  Federated credentials (0)

!I' Token configuration
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as

<~ APl permissions

& Expose an API ~+ New client secret
55 app o bores Vo
o Owners

No client secrets have been created for this application.

4. Roles and administrators
1 Manifest

> Support + Troubleshooting

9. f£Add a client secretEE £ , AU T{E , REIK—TAdd:
- R FFIRFBNIEEER,
- BFHRRTHRLRES | BRERESTRENIEE,

S
MiE EASWRBME  KARTH LR,

Copilot 5] L-o on| swesnitz@cisco.com
. - - CHSECURITY (CMSECURITY.OMMI...

Add a client secret X

Description | swesnitz-mcd-secret |

Expires | Recommended: 180 days (6 maonths) ' |

an (



iR
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=

10. #&ValueFSecret IDER Y FEFRIFEEA,
A

R
BN/

L
N Be

HEM e RnEE.

Certificates (0) Client secrets (1)

@ ~pplication registration certificates, secrets and federated credentials can be found in the tabs below.
-+ New client secret

Federated credentials (0)

Description
swesnitz-med-secret

save the secret when created befare leaving the page,

3/14/2027

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password
Value @

Client secret values cannot be viewed, except for immediately after creation. Be sure to
Expires

p BR:EF

Lill =

Uity 22}

ﬁ%EUEValueﬁu EF o
BIBERASE®

Home

1. fEAAzureFIFE SWEME

Microsoft Azure

Subscriptions.
Create a custom role

cx-tac-rtp-fw-azure (cxsecurity) | Access control (IAM)

2. B—TEMFTE,
Home

Q. suyf
Services (19)
Services (19)
Subscriptions
Subscriptions =

Resources (30)

+ Add

Subscriptions

9

cxsecurity (cxsecurity.onmicrosoft.com)

Filters +4

Manage Policies

See more
Compare the different Azure subscription types
= View Requests

£ Search for any field...

> View eligible subscriptions
Showing subscriptions in cxsecurity directory. Don't see a subscription? Switch directories

D Subscription name T,

Forecast my cost for next billing period

L Exportto CSV
Global administrators can manage all subscriptions in this list by updating their policy setting here.

Subscriptions : Filtered (1 of 1)

i Analyze

D cx-tac-rtp-fw-azure (cxsecurity)

My role == all
Subscription ID T

Status == all
560f3235-2739-42bf-947e-ebeelcc2b999

5 Add filter
My role T,

3. #&—T TAccess control(IAM), o

Current cost
Specified access

$1,418.01



Microsoft Azure Q) Search resources, services, and docs (G+)

Home : Subscriptions

Subscriptions « cx-tac-rtp-fw-azure (cxsecurity) st - ®  show me recentresour
cxsecurity (cxsecurity.onmicrosoft.com) Subscription
+ Add @ Manage Policies - | £ Search I ¢« lil Cancel subscri ption & Rename — Change directory £
Global administrators can manage all | ST A\ Change service administrator functionality is no longer suppc
subscriptions in this list by updating their ) o
policy setting here. B Activity log A Essentials
“hoving ubserpsions ineceouity R Access control (IAM) Subscription ID . 560f3235-2739-42bf-947e-e6eeTcc2b
directory. Don't see a subscription? Switch
directories @ Tags Directory . oxsecurity (cxsecurity.onmicrosoft.con
L Search for any field Subsci 7 Diagnose and solve problems My role . Specified access
Tl © Security Offer . Enterprise Agreement
. —_— Offer ID : MS-AZR-0017P
o <.« Resource visualizer
i Parent management group : Americas
+ Events
7 Adi

4. —TAdd , RERTHIREHEIZEAJI custom role,

azure (cxsecurity)

cx-tac-rtp-fw-azure (cxsecurity) | Access control (lAl

Subscription

[,O Search ‘ ¢ K + Add ~ ' Download role assignments == Edit
Overview Add role assignment
w Activity | Add custom role
ctivity fog — e o = m e~ USErS have elevated access in your tenz

| %3\ Access control (IAM) root scope thali R R ul el mded. View role assignme

€ Tags

5. mALLTE :
- BEEZACER BEEZACNESHRIIERE,
- RE:-AGKHRE,
o ELAREFOIRE: 0 5R i RiBIEStart from scratchEiR %8 | Fik—T.

Microsoft Azure () Search resources, services, and docs (G+/)

Home : Subscriptions - cx-tac-rtp-fw-azure (cxsecurity) | Access control (IAM)

Create a custom role

Basics  Permissions Assignable scopes  JSON Review + create

To create a custom role for Azure resources, fill out some basic information. Learn more o

Custom role name * (0 [ Multicloud Defense-contraller-role v

med azure test swesnitz
Description

Baseline permissions () O Clone a role @ Start from scratch O Start from JSON

%



BEE : BRHMISON (MAR "FHHH#,. HR ) RAEHERABG DR &,

6. ##— T JSON,
7. #—T TEdita .
8. UL TR HAE LRSI | EBITITRE:

"Microsoft.ApiManagement/service/*",
"Microsoft.Compute/disks/*",
"Microsoft.Compute/images/read",
"Microsoft.Compute/sshPublicKeys/read",
"Microsoft.Compute/virtualMachines/*",
"Microsoft.ManagedIdentity/userAssignedIdentities/read",
"Microsoft.ManagedIdentity/userAssignedIldentities/assign/action",
"Microsoft.Network/loadBalancers/*",
"Microsoft.Network/natGateways/*",
"Microsoft.Network/networkinterfaces/*",
"Microsoft.Network/networkSecurityGroups/*",
"Microsoft.Network/pub1icIPAddresses/*",
"Microsoft.Network/routeTables/*",
"Microsoft.Network/virtualNetworks/*",
"Microsoft.Network/virtualNetworks/subnets/*",
"Microsoft.Resources/subscriptions/resourcegroups/*",
"Microsoft.Storage/storageAccounts/blobServices/*",
"Microsoft.Storage/storageAccounts/1istkeys/action",
"Microsoft.Network/networkWatchers/*",
"Microsoft.Network/applicationSecurityGroups/*",
"Microsoft.Compute/diskEncryptionSets/read",
"Microsoft.Insights/Metrics/Read",
"Microsoft.Network/Tocations/serviceTagDetails/read",
"Microsoft.Network/Tocations/serviceTags/read",
"Microsoft.CognitiveServices/*/read",
"Microsoft.CognitiveServices/accounts/1listkeys/action",
"Microsoft.Network/virtualHubs/*",
"Microsoft.Network/virtualHubs/hubRouteTables/*",
"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreements/*",
"Microsoft.Authorization/roleAssignments/read",
"Microsoft.Authorization/roleDefinitions/read"



Home - Subscriptions - cx-tac-rtp-fw-azure (cxsecurity) | Access control (IAM)

Create a custom role

o If you change tabs and have unsaved edits, those changes will be discarded.

Basics

Permissions. Assignable scopes  JSON  Review + create

Here is your custom role in JSON format. Learn maore

B o~ LA B W b e

bbb g peb ek
B R ® B

16

i}

BT 2

{
“properties": {
“roleName": "Multicloud Defense-controller-role”,
“description”: "mcd azure test swesnitz",
“assignableScopes": [
"fsubscriptions/56@13235-2739-42bf-947e-ebeelcc2b99g™
1
“permissions”: [
i
"actions": [1,
"notActions": [],
"dataActions": [],
"notDataActions™: []

BiEE : BREEJSONIRAYEE N ERE S IEH#.

EXKHAGERN R

[oscri o | [HEZI

"id": "/subscriptions/redacted/providers/Microsoft.Authorization/roleDefinitions/redacted”,
"properties": {

"roleName": "Multicloud Defense-controller-role",
"description": "mcd azure test swesnitz",
"assignableScopes": [

"/subscriptions/redacted"
] )
"permissions": [

{

"actions": [
"Microsoft.ApiManagement/service/*",
"Microsoft.Compute/disks/*",
"Microsoft.Compute/images/read",
"Microsoft.Compute/sshPublicKeys/read",
"Microsoft.Compute/virtualMachines/*",

"Microsoft.ManagedIdentity/userAssignedIdentities/read",
"Microsoft.ManagedIdentity/userAssignedIldentities/assign/action”

"Microsoft.Network/ToadBalancers/*",
"Microsoft.Network/natGateways/*",
"Microsoft.Network/networkinterfaces/*",

"Microsoft.Network/networkSecurityGroups/*",

"Microsoft.Network/pub1icIPAddresses/*",



"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

THREERAR

Network/routeTables/*",
Network/virtualNetworks/*"
Network/virtualNetworks/subnets/*",
Resources/subscriptions/resourcegroups/*",
Storage/storageAccounts/blobServices/*",
Storage/storageAccounts/1istkeys/action"
Network/networkWatchers/*",
Network/applicationSecurityGroups/*",
Compute/diskEncryptionSets/read",
Insights/Metrics/Read",
Network/locations/serviceTagDetails/read",
Network/locations/serviceTags/read",
CognitiveServices/*/read",

1. EETBIRA BB HI(IAM)EEAH , & — T Add role assignment,

zure (cxsecurity)

%)\ cx-tac-rtp-fw-azure (cxsecurity) | Access control (IAM)

Subscription

2 Search

Overview
B Activity log
| A Access control (IAM)

€ Tags

Add role assignment

Add custon@CERETS assignment

— e o mem s g — e

2 EEREERIBEZACHIEINAR,

Home - Subscriptions - cx-tac-rtp-fw-azure (cxsecurity) | Access control (IAM)

Add role assignment

Role” Members™

A role definition is a collection of permissions. You can use the built-in roles or you can create your own custom roles. Learn more '

Assignment type  Review + assign

@ [ Copilot can help pick a role

Job function roles  Privileged administrator roles

Grant access to Azure resources based on job function, such as the ability to create virtual machines.

| el mcc‘

“ Type:All Category : All

Name T

Multicloud Defense-controller-role

Showing 1 - 1 of 1 results.

3. E—TT—% , #§Assign accessiZE AUser, groupiservice principalo

Description TJ

mcd azure test swesnitz

j X K ~+ Add ~ i Download role assignments == Edit columns Q) Refre

elevated access in your tenant. You should take ii
root scope that are no longer needed. View role assignments



Home - Subscriptions - cx-tac-rtp-fw-azure (cxsecurity) | Access control (IAM)

Add role assignment

Role  Members” Conditions  Assignment type Review + assign
Selected role Multicloud Defense-cantroller-role

. a) . .
Assign access to @) User, group, or service principal

O Managed identity

Members + Select members

Name Object ID Type

Mo members selected

Description Optional

4. ¥ —T TSelect members. o

Home - Subscriptions - cx-tac-rtp-fw-azure (cxsecurity) | Access control (IAM)

Add role assignment

Role  Members® Conditions  Assignment type Review + assign

Selected role Multicloud Defense-controller-role

Assign access to @ User, group, or service principal
O Managed identity

Members + Select members

Name Object ID Type

No members selected

Description Optional

5. MBERVAERACHITEYNAR,



Select members

‘ S Multi

E—3 Multicloud - Azure - RTP

i Application

E—3 Multicloud Defense Controller
Application

Selected members:

3 Multicloud Defense Controller
S Application

6. B—TTF—% , RRERFTHID,



Home : Subscriptions @ cx-tac-rtp-fw-azure (cxsecurity) | Access control (IAM)

Add role assignment

Role  Members  Conditions  Assignmenttype  Review + assign

A you changed your role or member selection, your assignment type might have changed. Please review the assignment before submitting.

Role Multicloud Defense-controller-role

Scope /subscriptions/560f3235-2739-42bf-947e-ebeelcc2b999

SR e Name Object ID Type
Multicloud Defense Controller 309bad3d-eb32-4c16-b2bb-0289b3d491f6 App

Description No description

Assignment type Active

Assignment duration  Permanent

7. #—T "Review + assignJ o



Home - Subscriptions - cx-tac-rtp-fw-azure (cxsecurity) | Access control (|JAM)

Add role assignment

Role  Members  Conditions  Assignment type  Review + assign

A if you changed your role or member selection, your assignment type might have changed. Please review the assignment before submitting.

Role Multicloud Defense-controller-role
Scope /subscriptions/560f3235-2739-42bf-947e-ebee1cc2b999
Mombers Name Object ID
Multicloud Defense Controller 309bad3d-eb32-4c16-b2bb-0289b3d491f6
Description No description
Assignment type Active

Assignment duration  Permanent

Review + assign Previous | Next

8. RKBERTAINBIREE., RERAEES , EfE|Overviewl & Subscription 1D,




Home : Subscriptions

Subscription

_/'3' Search ‘ & &
Overview

E Activity log

Aq Access control (IAM)

@ Tags

#. Diagnose and solve problems

© Security

1« Resource visualizer

Events

o cx-tac-rtp-fw-azure (cxsecurity) W ﬁ Show me recent resource deployments in this Subscription. Can you help me

[l Cancel subseription ¢ Rename ctory 27 Feedback

A\ Change service administrator functionality is no longer supported. Learn more. For any other issues, contact support.

~ Essentials Copy to clipboard
Subscription ID : 560f3235-2739-42bf-947e-e6ee1cc2b999 My
Directory © cxsecurity (cxsecurity.onmicrosoft.com)

My role . Specified access

Offer . Enterprise Agreement

Offer ID : MS-AZR-0017P

Parent management group : Americas

EHE TR Azure & R H LU AzuretR B #7118 ZIMCD, ELBREIER 7T BIBMCDHE S FIBE,

#&AzuretR FIEMREIMCD

1. EEZESCC > Multicloud Defense,



asco Security Cloud Control

&> Organization H
= cisco-swesnitz > (

%4 Home

Platform services

gy Favorites >

fgm Security Devices

.—?—. Platform Management >



2. EEEHIEMRTF , ¥ — T Cloud AccountsBE# H #IAdd Account,
Dashboard

Cloud Accounts Discover X

1 aws oA
1

Cloud Accounts (0) D (0) s

Add Account

View More

3. IB— T Azure B,



Select Your Cloud Account

Please select Account Type you want to set up

aws h A a

4. 7£ TiEBRAzuretRFL BEL , WALTE :
« Azuretk F 2R EMCDR AR EFEAzuretR FH B T,
- BERID:FE "EEMERAREN. HoFHEENB KD,
- ;5TEID:E T EBERAR, o FREEFENETEID,
- ERAREXID:&AE "EMEAREN. Br+RERENEARERID,
- BEEREE . £ "HMEAER, BrPREFENE.



Connect Your AZURE Account
Prepare your cloud account for integration with Cisco Multicloud Defense Controller with following steps:
@ Orenup Azure Cloud Shell in bash mode.

e Download and execute Cisco Multicloud Defense onboarding script in the bash shell. This script creates an App Registration for Cisco
Muticloud Defense Controller,

Click here to see the privilege for the App created.

Copy

bash <{ curl -Ls https://raw.githubusercontent.com/valtix-security/cli-azure-setup/master/azure-setup.
sh ) —w "https://prodl-webhook.mcd.us,cdo. cisco.com: 80893 /webhook/ciscoswesnitz-US_htztw/azure"

Azure Account Name * @

[ )

Description @

Description (optional)

Directory ID* ©

Subscription ID* ©

[ J

ApplicationID* ©
[ ]

Client Secret* ©

[ Show l

]

5. MCDE B WHE RAzure EE, & "Nexts (F—%F ),



A

Discovering Assets

Doing our magic to discover all of your assets. Please give us a minute...

1Cboud Accounts ::glons ;«lemork ACL ;ielwork ACL Rules
;ppllcaﬂon Security Groups (Azure) ;\I Inventory ;"PCsNNets -Suhnets

:%cuhy Groups Load s :"‘ : Interfaces
;’xgs ;!nute Tables ;pplicaﬁuns t-':ertiﬁcates

Cancel

6.#%—T TClose] »




Success!

VPCs and VNets.
Step1 ° Step 2
Connect Account Enable Traffic Visibility
K
Connect a cloud account with the Enable traffic visibility on specific VPCs
Multicloud Defense Controller to allow for more insight into the traffic in

and out of your account

7. RE , BU L REREE> CSPIRFRESEMIRS,

Mow that you have added an account, you can take full advantage of our feature set to view traffic and secure your

Step 3

Secure Your Account

Setup a Service VPC and Multicloud
Defense Gateway to secure your Account

Secure Account




asco Security Cloud Control

= Infrastructure X
&> Organization
= cisco-swesnhitz > Qateways
Gateways
< .
Fationmimeny Service VPCs/Vnets
Multicloud Defense [
Account
2N
g ? CSP Accounts v
= Inventory >
Profiles
il Investigate > Packet Capture
@ Policies > Log Forwarding
'E' Birastchira Metrics Forwarding :
FW
Reports % Network
f38 systemand Accounts > Ll '
IPSec
Platform services BGP
py Favorites > VPN Connections

[~ Security Devices

=
'_?_r Platform Management >

EVNet



1. By Bl Infrastructure > Service VPCs/VNets,

]

asco Security Cloud Control

— Infrastructure X
o
U5 Organization
~  cisco-swesnhitz > CEELEE
Gateways
bl Service VPCs/Vnets R
Multicloud Defense
Account
AN
Lo ke ? CSP Accounts
s_  Inventory >
Profiles
il Investigate 4 Packet Capture
@ Policies > Log Forwarding

«$3 Infrastructure Metrics Forwarding L

Hegiens ? Network
@ System and Accounts > NTP
IPSec
Platform services BGP
i Favorites > VPN Connections

2. & —T TCreate, »



Service VPCs/VNets: 1

Quick Filters Advanced

Name v [ All Accounts v] [ CSP Type

) Name ~ : D~

Account ~

) mcd_test_vpc-swesnitz 1

3.HMALTE :
- B AMBREAFTDVEEZEIHNVNet ZABBINZ T,
- CSPIRFE:fE "#Azuretk FiEHREIMCD, oo EHBERE,
- [EEPBFTDVEEN [EE,
- CIDR¥#%:E2VNet BB #Y S Ha {8 B RY I — PR,
- JHEZEVEEMETHESAERRERD,
- ERERTARERRE+ETERE
- EREEEERENERE,
- EFEEEEA TEiE, BENESHEENES,

#—T TSave, ,

AWS-CXLABS-RTP-FW



Create Service VPC X

Name* @

[ mcd_azure_vnet ® ]

CSP Account* ©

cx-tac-rtp-fw-azure X v |

Region* ©

[EastUS eastus ® v]

CIDR Block * ®
| 10.4.0.0/16 ® ]

Availability Zones * ©
1
2
Os

Resource Group *

[ + Create Resource Group ® "]

Resource Group Name *

[ mcd_swesnitz ® ]

Resource Group Region *

[EastUS eastus ® v]

(3 Use NAT Gateway

vWAN Attachment

C’ Enable vWAN Attachment

Cancel BEEVE

4. RIFASHR R E B

@ Success

Service VPC/VNet created successfully.




MR Azurelm 2 I VNet , EfinE|Network foundation > Virtual networks overview > Virtual

Networks,

Home - Network foundation

Preview

:/'3 Search l s «
Overview
v Virtual network

4% Virtual Network overview

4> Virtual networks ¥

4} NAT gateways

=5 Public IP addresses
il Network interfaces

& Network security groups

@ Application security groups

A Network foundation | Virtual Network overview

/.5 Virtual network

Metwork foundation

Service to provision private networks. Build an isolated, secure environment to run virtual machines (VMs) and
applications.

~ Enhanced security through isclated, secure environments,
+" Flexible, scalable without physical changes.

~/ Secure connectivity across Azure regions

Learn maore '

ETTTTE

CAannactivitu

Home - Network foundation

Overview

~  Virtual network
£ Virtual Network overview
4> Virtual networks
<> NAT gateways

=

&2 Public IP addresses

® Katuwnark intarfarac

LN Networl( foundation I V|rtua| networks ﬂ Check health of virtual networks Check the s
Preview
I,O Search ¢« )
+ Create 33 Manage view ~ () Refresh | ExporttoCSV §° Openquery | <

I Y mcd X I Subscription equals all Resource Group equals all >

D Name 1

Ij 4> mcd_test_vnet-swesnitz

—BEYVNet, EREEEA TEH, RE

Mame ~ H D~
] :

Account = : CSP Type ~ : Region ~ : State -

O med_test_vnet-swesnitz g

cx-tac-rtp-fw-azure AZURE eastus ACTIVE

3 Azure MCD FTDV#8E3



1. B B Infrastructure > Gateways,
[

‘asee’ Security Cloud Control
= Infrastructure s
S
&> Organization
~+  cisco-swesnitz > Gataways
Gateways Y
e L Service VPCs/Vnets v/
Multicloud Defense [
Account
4
 home / CSP Accounts
== Inventory >
Profiles
il Investigate > Packet Capture
@ Policies > Log Forwarding
*E' Infrastructure Metrics Forwarding -
3N
Reports > Network '
ni
Q System and Accounts > NTE
IPSer

2. %&—T TAdd Gateway, »



asco Security Cloud Control

Gateways: 1

& Organization
~¥  cisco-swesnitz >

[ Quick Filters Advanced
< Platform menu

Multicloud Defense l ‘
Name v CSP Account

@ Home >

2= Inventory >

il Investigate > Add Gateway © Recommende
@ Policies >

(] Name |1 : State

-B' Infrastructure >

I l e med lale aliiadbaw - ATir

3. HWALTE :
- IRFPMETHHEESR  BERE "HAzuretRFEREIMCD, 7o FEZENAzuretk Fo
. {ARAREL B RIBFTDV Gateway,
- BWFTDVEENZREBIETE,
o GIERBEESEBRENFIERE,
- R/MPIERTHEETEREZD —EHIE,
- BRAGIEEIREFFENRAFTDVHIER, AHFNKEAXES10,
+ HealthCheckig:F85%{E 565534, ANERERILE,



Create Gateway X

-
Gateway Information

Properties

Accounts * @

cx-tac-rtp-fw-azure X v

Gateway Type *

[ FTDv Gateway ® V]

Name* ©

[ mcd-azure-lab ® ]

Description

Optional

Instance Type™* @

[ 8 Virtual CPU | AZURE_D8S_V5 ® v]

Minimum Instances * @

L -]
Maximum Instances * @

E -]
HealthCheck Port* ©

[ 65534 ® ]

Cancel m

N
MfEE : HealthCheck Port2 Z EFEE B TS ARNREFEREMRRIES, PEHEHIE

MERRERSESARFIE ENRE,

4. BMALLTE :
- B #EEgressHiEast-West,
« FTDVRRA: RB & ZIRERV BB IRA,
- KRB RIS EE AL FTDVEF 1Y 5h R 12 % SR B§ (ACP),
- BRI FTDVAIENZEE,
o FTUFEE  PTENFTFTER,



- MEB HANEHEERHENE.

« ARG ATEBENTFUERR,

o R BIELFTDVAIER EH,

« VPC/VNet ID:#£ 231 VNetZB 4 2 31 B9 AR 75V Neto

Create Gateway X

Security * ©

[ East West X ® v I

FTDv Version *

i [ 10.0.0 ® v]

Policy Ruleset* ©

[ Default Access Control Policy X w I

FTDv

Password Requirements:

« © Must be between 12 and 72 characters long
[ sssssssssssses ® Show } « ® Uselowercase and uppercase characters, and numbers
. @ Atleast one special character (excluding \ and -}

« & No more than 2 repeating or sequential characters

Admin Password

License Model ®

[ Smart Licensing | Multicloud Defense

Performance Tier* @

[ FTDv20 v ]

License Types * ©
[ Base X ® v I

Location
Region*

[ East US eastus ) v]

VPC/VNetID* ®

. B -
[ med_test_vnet-swesnitz | med_test_vnet-swesnitz X w I

Key Selection

) 2

5. BY A\, HBMEWindows 2 SSHE ¥ MUBIILE.
: [~ ] r PE

The gerprint

6. B ASSH B ME RANE,


https://learn.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows
https://learn.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows
https://learn.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows
https://learn.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows
https://learn.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows

Create Gateway

Key Selection

[ SSH Public Key | SSH Key Pair
SSH Public key *

ssh-rsa

Resource Groups *

{ mcd_swesnitz | eastus ® V]

User Assigned Identity ID ©

[ Enter User Assigned Identity ID ]

Mgmt. Security Group * @

mcd_test_vnet-swesnitz-mgmt-sg | mcd_swesnitz

Datapath Security Group 1* @

mcd_test_vnet-swesnitz-datapath-sg [ mecd_sw...

Datapath Security Group 2 *

mcd_test_vnet-swesnitz-second-datapath-sg | ...

Disk Encryption * ©

Azure managed encryption v ]

Instance Details

You can only modify availability zones for gateways deployed in edge mode for GCP, Azure, and OCI
environments

Availability Zone > Mgmt. Subnet > Datapath Subnet 1 Datapath Subnet 2

1 mead test vnet- .~ med test vhe. o med test vne. o

7. FRALRHIP, REE—TNexto



Create Gateway

© © ©

Gateway Information Gateway Details Advanced Settings

Public IP

@D Dpisable Public IP

8. BELEENAMBE.



Create Gateway

Gateway Information

Name
Gateway Type
Min Instances
Max Instances
HealthCheckPort
Policy Ruleset ID
Property
Instance Type
FTDv Version
Gateway Details  Edit
License Model
Performance Tier
License Type
Region
VPC/VNetID

SSH Public Key

Resource Groups
Mgmt. Security Group
Datapath Security Group 1

Datapath Security Group 2

Cancel

9. @RELENERTAHAR , B—TEM.

Edit

mcd-azure-lab

FTDv Gateway

1

3

65534

Default Access Control Policy
East West

AZURE_D8S_V5

10.0.0

Smart Licensing

FTDv20

Base

eastus

mcd_test_vnet-swesnitz | mcd_test_vnet-swesnitz

ssh-rsa AAAAB3NzaClyc2ZEAAAADAQABAAABAQChHvSIgyDF

mcd_swesnitz
mcd_test_vnet-swesnitz-mgmt-sg
mecd_test_vnet-swesnitz-datapath-sg

mcd_test_vnet-swesnitz-second -datapath-sg



m

fe

Create Gateway

Performance Tier
License Type
Region
VPC/VNet ID

SSH Public Key

Resource Groups

Mgmt. Security Group
Datapath Security Group 1
Datapath Security Group 2

EBS Encryption

Instance Details

FTDv20

Base

eastus

med_test_vnet-swesnitz | med_test_vnet-swesnitz

ssh-rsa AAAAB3NzaClycZEAAAADAQABAAABAQCHvSIgyDF

med_swesnitz

mcd_test_vnet-swesnitz-mgmt-sg

mcd_test_vnet-swesnitz-datapath-sg

mecd_test_vnet-swesnitz-second-datapath-sg

AZURE EBS encryption key

Datapath Subnet 1

Datapath Subnet 2

Availabilit
y Mgmt. Subnet
Zone
1 mcd_test_vnet-
swesnitz-mgmt-1
9 mcd_test_vnet-
swesnitz-mgmt-2
Recommendations
loading...
Resources Info J
loading...

Advanced Settings  Edit

Disable Public IP

Cancel

BAERRBERRMRR

mcd_test_vnet-swesnitz-
datapath-1

mcd_test_vnet-swesnitz-
datapath-2

enabled

mcd_test_vnet-swesnitz-
second-datapath-1

mcd_test_vnet-swesnitz-
second-datapath-2



10.

Fy

Instance Details

Availability

Zone Mgmt. Subnet Datapath Subnet 1 Datapath Subnet 2
1 mcd_azure_vnet- mcd_azure_vnet- mecd_azure_vnet-second-
mgmt-1 datapath-1 datapath-1
2 mcd_azure_vnet- mcd_azure_vnet- mcd_azure_vnet-second-
mgmt-2 datapath-2 datapath-2
Resources Info ~
Sesouice Limit In Min Usage for Max Usage for

Use Gateway Gateway
s o :
Elastic IPs 1000 51 1 3
Load Balancers 1000 8 1 1
Instances 25000 31 2 6
Virtual CPUs 350 0 16 48

Advanced Settings Edit

Disable Public IP enabled

R ENERRER.

1w

R

Create Gateway

Deploying FTDv gateway

Creating your FTDv Gateway

WEMREYR , SHR—RAIER. B—T "OK, (#E ).

Recommendation



@ Success

Successfully created.

HEMCDEHEART , IREBRBH.

O med-azure-lab # ENABLING ¥ a w.oo @ Updated Default Access Control Polic

#eSummary#instances B & ES IR ARRE,,



Details [ X
Summary Cloud Details Interfaces Instances Settings Troubleshooting Terraform
W mcd-azure-lab
1 State ENABLING
N Description
Instance Type AZURE_D8S_VS
Type FTDv Gateway
) Min/Max Instances 1/3
Mode HUB
B Security Type East West
; Policy Rule Set Default Access Control Policy
FTDv Version 10.0.0(9
i License Model Smart Licensing
Performance Tier FTDv20
License Types Base
Date Created (Local)  2026-09-15 16:22:37.053
Last Modified (Local) 2026-09-15 16:23:32.156
L
FRAHRE , BELANHEERT EEER,
- EAzureWETE>EEMERT , BERFTDVHIE, AREHXCreating® X ARunning.
H[;mclti;;::ti:“i::r::tructure | Virtual machines -~ @ | ety vis with natwerk connoctivty issuas | | Anslyze slarts across virtual machines | | Get workload temgiatos for Vhis
g ) st G Bewades Gekn o S B AP s D T
s @ — —— e P —— ,
e Compalta Flest ] East U Creating Linu Standard D8 v5 I

B Arc Machines

- {EMCD#HIERFEF MM R




Summary

Availability Zone

Cloud Details

Interfaces

Instances

Settings  Troubleshooting  Terraform

Number of Instances

1

1

AVAILABILITY ZONES DETAILS

Instance: 13

Instance ID

Instance Name

Datapath Private IP

Datapath 2 Private IP

Datapath 2 Public IP
Mgmt Private IP
Mgmt Public IP
State

Created

Last Heartbeat

Image Version

MHEAE A

B RFEVPCHVNet
FTDVEESER

B (& 47 BE St SRR ¢
Azure % E R E IR
BAzure P I LinuxE &

[subscriptions/560f3235-
2739-42bf-947e-
eBeelcc2b999/resourceGr
oups/mcd_swesnitz/provid
ers/Microsoft.Compute/virt
ualMachines/ciscomcd-
mcd-azure-lab-psprorne

ciscomcd-mcd-azure-lab-
psprorne [

ul

e INIT

2026-09-15 16:26:05.71
(LOCAL)

NA
10.0.0

F iy % B 8 4 - Cisco Systems

Instance Actions v

Policy Updates
Please check cdFMC for policy update status.
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https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!t-create-a-service-vpc-or-vnet.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!t-ftdv-integration-procedure.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!t-ftdv-integration-procedure.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!c-configure-gateway-prereq.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!c_azure-overview.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!c_azure-overview.html
https://learn.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows
https://learn.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows
https://learn.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows
https://learn.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows
https://learn.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows
https://learn.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows
https://learn.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows
https://www.cisco.com/c/zh_tw/support/index.html
https://www.cisco.com/c/zh_tw/support/index.html
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