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) BVHERERRE) . MRIEHEEREFT | BRARCHEAETAESTRERNTE,

HRAA

AEREN BB Cisco FDMEEN ERFTD LR ESEZER T (ECMP) AR B BRI E
RIEEMBENP SLA)e ECMPAFEEFTD LN HEREHE , YEZENEACBFEREER
o IPSLAR—EEBRMNERERTRERIHIFERNVME, IP SLATEECMP—REEE , AT
RT—BOTAME, EXFGH , ECMPAREMEInternet RIF IR A (ISP)ER L FI9 7 BERS
o [EEF , IP SLAZRMHER , BRELE R ERENERBEIFMTRAER,

AENREERTHE

- FREREESHTENERERFHEEE
- BRI ARREERR7 1 RHESRA

E—

Ax AE

RS

EAHIF | Cisco FTDEMEINZBANE : outside1Foutside2, F{EELRZISPHERIR outside1 F
outside2 B & AoutsideRI B EECMPE 1F,

READBERNRESEBFTOETHE , WEBRKEISPHEE M E I BEREEE .

BB , FTDEERIP SLAREZEZEISPRENER, MREMISPERHLBEKE , FIDERFER
35 —EISPRBUESERERNM.

15t gateway
10.1.1.224
N
o outside1 -
Test-PC-1 EQ Inside 10.1.1.024 "%t GatewafB0/1
10.1.3.2/24 Gon 1013124 __ Gigabito/1 o
<0 GO0 GigabO/e T '>le GO EO e
e ° - 'q}igabith 2nd gateway 1O — &
G2 gwitch FTD 10.1.2.224 GO |nternet Internet-Host
outside?
. E0 10.1.2.1/2¢4 GO0 o T\ Gon 10.1.5.224
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Test-PC-2 2nd Gateway
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SROARENEH/ER
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Monitoring Policies Objects Device: firepower . Administrator

Model Software VDB Intrusion Rule Update Cloud Senvices High Availability
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Interfaces Routing Updates System Settings

Management: Merged 2 static routes Geolocation, Rule, VDB, System Upgrade, Nansgement Access

Enabled 4 of 0 Security Inteligence Feeds Logging Settings
DHCP Server | Relar

View Allinterfaces » View Configuration > View Configuration b o R
DDNS Service

FDMEENE

s SECURE

BR— T EREN YN Y REE R (
)o TEARBIF |, GigabitEthernet0/1,



™ - . il T ==m .
"] Firewall Device Manager - ° : @ @ I e ‘thts’ SECURE
g : Monitoring Policies Objects Device: firepower . Administrator

Device Summary

Interfaces

Interfaces Virtual Tunnel Interfaces

@ Fterdaces [ ) Y Fin +

3 GigabltE thernet0/0 outside L 3 Routed Enabled
» Cga batl thermet0/ 1 outside | Q Routed 10.1.1.1 Enamiea £ g |
FHBRONEGI0/1

f£Edit Physical Interface®@ 0 # :

1. 5% EInterface Name , £l & Boutside1,

2. #EIRRETB AT R E A BUA BV ER RE (
)o

3. # — TIPv4 Address EHE 3t B B IPvA ity i (25510 510.1.1.1/24)

4, E_-F rOKJ ( ﬁEEE ) o



GigabitEthernet0/1

Edit Physical Interface

interface Name Mode Status

outside? Routed Ml o

Description

Pvd Address IPvE Address Advanced

IP Address and Subnet Mask

10.1.11 / 255.255.255.0

Standby IP Address and Subnet Mask

CAMNCEL

S EBORB\ENEGI0N



i RERBENEULEECMPIEE A,

EREUSER , ABBISPEREENE , EIRHIP¥E N H AGigabitEthernet0/2, FEEdit
Physical Interface®& O :

1. 5% ElInterface Name , £ 244l & Boutside2,

2. BREEB TR E A RUA YRR E(



)o
3. & —TIPv4 Address B & i fit B IPv4 it 31t (A5 P 510.1.2.1/24),
4. ‘.T'Zi_-F rOKJ ( EEF:_ ) o

GigabitEthernet0/2
Edit Physical Interface ’

interface Name Mode

outside2 Routed W O

Description
|
.
Pvwd Address IPvE Address Advanced
Type
Static w

IP Address and Subnet Mask

10.1.21 ] 24

Standby 1P Address and Subnet Mask

SRR HEGI0/2

ERELSR , ARBERRENE , EXTRAF , YENEAGigabitEthernet0/3, FEEdit
Physical Interface® O :



1. 5% ElInterface Name , £ lt.fl & Binside,

2. BARREB TR E AR A B RRE(
o

3. #— FIPv4 Address B B0 L B IPv4 it 31k (A4 1 2510.1.3.1/24),

4.3—T "TOKy (HEE ).



GigabitEthernet0/3

Edit Physical Interface

interface Name

inside

Description

IPvd Address IPv6 Address Advanced

Type

Static v

IP Address and Subnet Mask

10.1.3.1 f 24

Standby IP Address and Subnet Mask

S EBRORENHGI0/3

BN R-BREB>HEE , RBEEINER()

Mode

Routed

CANCEL

Status

@)
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_ Eiranaall Meanrire b . -5 0 = [ |
Manitoring Paolicies Dbjects Device: firepower

ObjectTypes ¢ Network Objects and Groups

T Networks

8 objects

1 IPvd-Private-AR-RFC1018

2 IPwd-Private-10.0.0.0-8

3 IPwd-Private-172.16.0.0-12
4 IPvd -Private-192.168.0.0-16
s any-ipwd

o any-ipvl

SRR 1

Group

NETWORK

NETWORK

NETWORK

NETWORK

NETWORK

f£Add Network Object B A/ , BLE S —EISPHIES :

1. REHRWEE , EAHIF Hgw-outsideTo
2. ZBHRNER , PR ER,

3. REEZHMIPHYL , EAHIHFS10.1.1.2,
4.#—T "TOK, (HE ),

OO :

Administrator

IPyvd -Private-10.0.0.0-8, Pvd-Private-172.16.0.0-12, IPvd -Private-
192.168.0.0-16

10.0.0.0/8
172.16.0.012
192.168.0.0/16
0.0.0.0/0

1]

alaln
cisco [ =4 J

|




Add Network Object

Name

gw-outside

Description

Type
Network @ Host FQDN Range

Host

10.1.1.2

HSEROHR2
ERELSR , AE_RBISPHEBEES —ERBHER !

1. REHRWEE , EAHIF Hgw-outside2.
2. ZBYHRNER , PR EH,

3. REEZHMIPHLL , EAHIFS10.1.2.2,
4. #—T "TOK1 (HE ),



Add Network Object

Name

gw-outside2

Descrption

Type
Network i@) Host FQDN Range

Host

10.1.2)2

HEROHR3



A

Bt . BMAEFTDLREFIRHRER , TRAFRE , AERTEELET

S 1. B EECMPEE

EMIAEKE  ARMERABEPHER,

WMRRER T IERRE AR |, FEHIE A B RS AV R AR AV IR R B R (
Jo HERBRT , ERMBEFABA.
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Interfaces Routing Updates

Management: Merged 2 static routes Geolocation, Rule, VDB, System Upgrade,

Enabled 4 of 0 Security Inteligence Feeds

View AllInterfaces » View Configuration » View Configuration »
FE1HECMPIE1

2LEECMP Traffic ZonesEH# , A% Bi#addE R (
) A8 I =1,
& o

’___f‘l Firewall Device Manager =
Manitoring Policies
k

Objects Device: firepower

Device Summarny

Routing

Add Multiple Virtual Routers

Static Routing BGP OSPF BIGRP ECMP Traffic Zones

1 object

#1FECMPEHE2

System Settings
Managemant Access
Logging Settings
DHCP Sarver
DDNS Senvice
DNS Server

Relay

> @ : =
: Administrator
w >. Commands

vl

esco SECURE

cIsco

SECURE

£} BGP Global Settings




£Add ECMP Traffic Zone B8O :

1. :REECMPEHHNEZRE , YRIBFEERERHA,

2. BhE g hnE R (
), BEERZSENMNEUEHEHIEEREY . EATHF , ECMPEEAOutside , THE
outside1Foutside2i8 N ZI EF +

3.%—T "OK, (®ZE),



Add ECMP Traffic Zone

© Keep the member interfaces of a ECMP traffic zone in the same security zone to

prevent different access rules being applied to those interfac

Description

Interfaces

> [ mnsce (GigabnEthernetos3)

y  [@ outsige (GugabiEtherneto0)

@ cutsice 1 (GigabitEthernetos)

& ocutsiae2 (GuigabitEthernetos2)

Crealie oow SARDtartaoe CAMNCEL

$£1$5ECMPEIH3

7 Eoutside1Foutside2 & X Ih 18 i ZIECMP [E g outside.



AE  ECMPEHRAEESEZS ESERE, B ZSoutsidelfoutside2 TEINZ £ [EIF
T2 AECMPRHERAREESE,

FER 2. FEIP SLA¥ &



EEZANELISERRERNSLABRR , FEMIBR>-WRAF> SLAEERE | MiEEINER(

), &5 —{ElISPIEAR B INRTHISLAE 285



Object Types - SLA Monitors

% % @©o o 9

K
B
- P

(]

]

E2451P SLA1

F£Add SLA Monitor Object EO & :

1. RSLAESRBRH REZEName , I IF M i 5% E R B (£ 4] F Asla-outside1),
2. 5% EEMonitor Address , Lt Agw-outside1 ( 55— {EISPHERF ) o

3. EXE R B EE S BEAENTE , BBlH Boutside,

4. feA\  EULFAZRERANRE. &—T "OK, (HE),



Add SLA Monitor Object

Name

sla-outsidel

Description

y
Monitor Address
gw-outsidel v
Target Interface
outside1 (GigabitEthemet0/1) by

IP ICMP ECHO OPTIONS

o Following properties have following commelation : Threshold £ Timeout < Fregueancy

Threshold Timeout
5000 5000

Fraquency
60000

Type of Service Number of Packets Data Size
0 1 28



EEELIZLE |, 7£AJd SLA Monitor Object & A # &5 — {EISPERELE 5 —EISLA Monitor
Object :

1. %SLAE’:}"%TS‘{ % EName , MW 1E M i 5% E 57 B (A5 # Asla-outside2),
2. 2 EMonitor Address , A Bgw-outside2 ( 58 —{EISP#AEE ) .

3.5 ETE‘JE%’}’“%MHE’JEF H , LBl Houtside2,

4. B, BULARERNRE, &—T "OK, (EZE).



Add SLA Monitor Object >

Name

sla-outside?

Description

.
Monitor Address
gw-outside2 v
Target Interface
outside2 (GigabitEthemet(0/2) v

IP ICMIP ECHO OPTIONS

o Followang properties have following oosmelation: Threshold £ Timeout £ Fregquency

Threshold Timeout
5000 5000

Frequency
60000

Type of Service Number of Packets Data Size
0 1 28




E251P SLA3

HER 3.0 F B Eh IR Mt B B R B BR
EMIAKE  ARMERABEPHER,

MRRATEREER , FRE LT EFER B H R RRE R (
)o HIERIFAT , EHARRREA.
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Interfaces Routing Updates System Settings

Management: Merged 2 static routes Geolocation, Rule, VDB, System Upgrade, Managemant Acces
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IHCP Server / Relay

View AllInterfaces > View Configuration View Configuration > . ' N
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%34 Route1

EREREEEL , MR MNE R



) , 58— {ElISPHERE B INRTRY FRREER H

f£Add Static Route B O :

1.
2.

w

RERBENNameMERHA ( 7iE ) . EARHIFP , route_outside,
finterface THIREF | BEEZZRBHEARENNTE , FEEBNEFBEBibL, EXTR
fld | outside1 (GigabitEthernet0/1).

ORERE  ZRCANKRAPNHEREN B ERRS I, EATRAF , REEZMany-ipvd,
. ftGateway THLEES | BEARHEEEBEIPHUNBEE R |, Traffic is sent to this

address. FEARHIF | Agw-outside ( 58 —1EISPHIE ) .

ERER B Metric , MTA1FI254 2B, EAXRRH 14,
. #2SLA Monitor FHLIZE FiRESLAEZRERH R, EARHIG | #iEsla-outside,



7.%—T TOK, (®E ),

Add Static Route

Name

route_outside

Descnption

Interface

outside (GigabitEthemetD/1) w

Protoco
(@) P ) IPvG

Metworks

+

Gateway Metnc

gw-outsidel w 1

SLA Monitor

sla-outside w

CAMNCEL




ERFLUSER | H£Add Static Route & A A5 —{EISPEARE B 5 —EFFEIRA

1. FREHRBNameMERA ( & ) . EARRHIF |, route_outside2,

2. f¥interface THRLRER | BEEZRBHEXRENNE , EEEE N HFBEMEBEL, AR
i/ | outside2 (GigabitEthernet0/2),

OEERE  ERCANKAPNEBEN E SRS IR, EERTAF , REEZMany-ipvd,

. fEGateway THLIRER | BIZAAYEMEERE P U WA E R | Traffic is sent to this
address, TEARHIH , Agw-outside2 ( £ =MEISPH#EEE ) .

5. 5REB B Metric , TA1FI254 2B, EARH 14,

6. #£SLA Monitor FHLEE FIEIESLAERRE R, EARBERF , Asla-outside2,

7.%—T TOK, (®&E ),

A~ W



Add Static Route

MName

route_outside2

Descnption

interface

outside? (GigabitEthemet0/2) >

Protoco
@ Pud Y B

Networks

+

Gateway Metnc

gw-outside2 - 1

CAMNCEL O

SEE3IE A3



BE2REH , HiEB%E G AR MY outside1 Foutside2 /7 H o

Routing

Add Multiple Virtual Routers % >~ Commands ~ £ BGP Global Settings
Static Routing BGP OSPF EIGRP CMP Tr; Zon
2 rout h d +

1 route_outside1 outside1 Fvd 0.0.0.0/0 10.1.1.2 sla-outside 1

2 route_outside2 outside2 Pud 0.0.0.0/0 10.12.2 sla-outside2

HER3  HBH4

B EHERFTD,

i)

ZAFTDHICLI , BT showzone UBEHBMECMPREBHNET , SEBASERESN A .

<#root>

> show zone
Zone:

Qut si de
ecmp

Security-level: 0

Zone nenber(s): 2
out si de2 G gabit Ethernet0/2

out sidel G gabitEthernet0/1

iE1T show running-config route T PLAMEEEETHRHEELRE K FEEERT , BEMREEREBRNFERH.

<#root>
> show running-config route

route outsidel 0.0.0.0 0.0.0.0 10.1.1.2 1 track 1



route outside2 0.0.0.0 0.0.0.0 10.1.2.2 1 track 2

iB1T show route SR ER AR , WREMAETERE AR EBoutsidelMoutside2/ T H BB EEE | BRE U EM@EISPER B2
(i

<#froot>

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, |A - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i-1SI1S, su-1SISsummary, L1 - 1S ISlevel-1, L2 - IS-ISlevel-2

ia- ISISinter area, * - candidate default, U - per-user static route

0 - ODR, P - periodic downloaded static route, + - replicated route

Sl - Static InterVRF, Bl - BGP InterVRF

Gateway of last resort is 10.1.2.2 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.1.2.2, outside2

[1/0] via 10.1.1.2, outsidel

C 10.1.1.0 255.255.255.0 is directly connected, outsidel

L 10.1.1.1 255.255.255.255 1is directly connected, outsidel
C 10.1.2.0 255.255.255.0 is directly connected, outside2

L 10.1.2.1 255.255.255.255 1is directly connected, outside2
C 10.1.3.0 255.255.255.0 is directly connected, inside

L 10.1.3.1 255.255.255.255 1is directly connected, inside

BT show slamonitor configuration AR ZESLABSIR S ELE

<#froot>

> show slamonitor configuration
SA Agent, Infrastructure Engine-ll
Entry number: 1037119999
Owner:

Tag:

Type of operation to perform echo

Target address: 10.1.1.2

Interface: outsidel

Number of packets: 1



Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

Entry number: 1631063762
Owner:
Tag:

Type of operation to perform echo

Target address: 10.1.2.2

Interface: outside2

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

EITHH show slamonitor operational-state SAREFRSLABSIRERHAREE, FEEERBRT , B EG B E FHE "Timeout occurred :
FALSE. , RRFBENICVPEEEEZEE , At EBEENENERKAERNIBRELREERART.

<ffroot>

> show sla monitor operational-state

Entry number: 1037119999

Modification time: 04:14:32.771 UTC Tue Jan 30 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 79

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last timethis entry was reset: Never

Connection loss occurred: FALSE

Ti meout occurred: FALSE



Over thresholds occurred: FALSE

Latest RTT (milliseconds): 1

Latest operation start time: 05:32:32.791 UTC Tue Jan 30 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 1 RTTMin: 1 RTTMax: 1

NumOfRTT: 1 RTTSum: 1 RTTSum2: 1

Entry number: 1631063762

Modification time: 04:14:32.771 UTC Tue Jan 30 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 79

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Ti meout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 1

Latest operation start time: 05:32:32.791 UTC Tue Jan 30 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 1 RTTMin: 1 RTTMax: 1

NumOfRTT: 1 RTTSum: 1 RTTSum2: 1

BNTH

EBFTDNAIBRE , UBBECMPREHEECMPEFH MR MHREETEHGEH., EEERBRT , #£Test-PC-1(10.1.3.2)F
Test-PC-2 (10.1.3.4) Blinternet = 4(10.1.5.2) BUB) SSHIEAR , iE1Tn > show conn LAFEFRRI{E | SPHERE ~ B R E R R & |Gk aE
, Test-PC-1 (10.1.3.2)i&EBinterface outsidel , Test-PC-2 (10.1.3.4)&Ei@interface outside2,

<tfroot>

> show conn

4inuse, 14 most used

Inspect Snort:

preserve-connection: 2 enabled, 0 in effect, 12 most enabled, 0 most in effect

TCP inside 10.1.3.4:41652 outside2 10.1.5.2:22, idle 0:02:10, bytes 5276, flags U O N1

TCP inside 10.1.3.2:57484 outsidel 10.1.5.2:22, idle 0:00:04, bytes 5276, flags U O N1



AE  RERBMERRNBMIPLE, AXNE. BABE. REMNENERENEREE  EEENREZH
HREETEETE. THIEE  SEENRESRAMBRREZIMBHIMENRE  ERANNGR  28FE
6fE T/ ( FRIP, BHMIP, WENE, BAME. RFEHE, BNBERE ) PREME , UBEMHEER,

18 K A9 B% E

WMFERREE —BISPREBARYSERRBARA ( EADIT ) FFEMERKENSE —EREKAEE. MRFTDESLAERSZYHPEENRSRE
FHRERA, RAEBRERBE—BISPHENDEDE A MEKITHRABLIERI R RAME, FE—(EERRKNEGHBEHKH
RAAMER.

B1T88 % show slamonitor operational-state  LAREFISLABEIRBRMVERIIRRE, HEBBERT , BTN ERTEEHFRE "Timeout
occurred : Truey , RNEESE —EISPERBHNICMPERZEERE.



<ffroot>

> show slamonitor operational-state

Entry number: 1037119999

Modification time: 04:14:32.771 UTC Tue Jan 30 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 121

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last timethis entry was reset: Never

Connection loss occurred: FALSE

Ti meout occurred: TRUE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): NoConnection/Busy/Timeout

Latest operation start time: 06:14:32.801 UTC Tue Jan 30 2024
Latest operation return code: Timeout

RTT Values:

RTTAvg: 0 RTTMin: O RTTMax: O

NumOfRTT: O RTTSum: O RTTSum2: O

Entry number: 1631063762

Modification time: 04:14:32.771 UTC Tue Jan 30 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 121

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Ti meout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 1

Latest operation start time: 06:14:32.802 UTC Tue Jan 30 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 1 RTTMin: 1 RTTMax: 1

NumOfRTT: 1 RTTSum: 1 RTTSum2: 1

B1T show route W HREEFIIRAR , MR T EBoutsidel M E XI5 — ISP E , B —FKEBN Houtside2E) 58 — {8 SPHRE
H R B TRRRER A

<{froot>

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, A - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF externa type 2, V - VPN
i-1SI1S, su-1SISsummary, L1- 1S ISlevel-1, L2 - IS-ISlevel-2



ia- IS-ISinter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route, + - replicated route
Sl - Static InterVRF, Bl - BGP InterVRF

Gateway of last resort is10.1.2.2 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.1.2.2, outside2

C 10.1.1.0 255.255.255.0 1is directly connected, outsidel

L 10.1.1.1 255.255.255.255 is directly connected, outsidel
C 10.1.2.0 255.255.255.0 1is directly connected, outside2

L 10.1.2.1 255.255.255.255 is directly connected, outside2
C 10.1.3.0 255.255.255.0 is directly connected, inside

L 10.1.3.1 255.255.255.255 is directly connected, inside

E1T show comn % , BHAUEIREERPARIET. SSHEFEETest-PC-1 (10.1.3.2)FTest-PC-2 (10.1.3.4) L L R EENREE , T
o R A A A T

<ffroot>

> show conn

4 in use, 14 most used

Inspect Snort:

preserve-connection: 2 enabled, 0 in effect, 12 most enabled, 0 most in effect

TCP inside 10.1.3.4:41652 outside2 10.1.5.2:22, idle 0:19:29, bytes 5276, flags U O N1

TCP inside 10.1.3.2:57484 outsidel 10.1.5.2:22, idle 0:17:22, bytes 5276, flags U O N1



AR B Eshow connfVE HH FEER] | HAFEB N Houtsidel WTEERIR A SRR R FMER , B ETest-PC-1 (10.1.3.2)89
SSHEFEMER T Houtsidel, ERTEHNER , MEREEFT , EMRERLN Houtside2, WRRENHE Test-PC-1
(10.1.3.2) Flinternet =#4(10.1.5.2) WHTERR , BRI AR BMEREHMIEB N Houtside2,

SRR

ERIEHARKRER , HEITS debug ip routing.

EARGIF |, BEEE— I SPREN MR BB | EiB 1T Houtsidel Y % B AS 1L 3% B R MIBR.



<tfroot>

> debug ip routing
IP routing debugging is on

RT:

ip_route_delete 0.0.0.0 0.0.0.0 via 10.1.1.2, outsidel

ha_cTuster_synced 0 routetype 0

RT: del 0.0.0.0 via 10.1.1.2, static metric [1/0]NP-route: Delete-CQutput 0.0.0.0/0 hop_count:1 , via 0.

RT(mgmt-only):

NP-route: Update-CQutput 0.0.0.0/0 hop_count:1 , via 10.1.2.2, outside2

NP-route: Update-Input 0.0.0.0/0 hop_count:1 Distance:1 Flags:0X0 , via 10.1.2.2, outside2

iE1Ta 5 show route AFERR ERTIR .

<{froot>

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, A - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - 1SS, su- IS ISsummary, L1 - 1S-ISlevel-1, L2 - IS-ISlevel-2

ia- ISISinter area, * - candidate default, U - per-user static route

0 - ODR, P - periodic downloaded static route, + - replicated route

Sl - Static InterVRF, Bl - BGP InterVRF

Gateway of last resort is 10.1.2.2 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.1.2.2, outside2

C 10.1.1.0 255.255.255.0 1is directly connected, outsidel

L 10.1.1.1 255.255.255.255 is directly connected, outsidel
C 10.1.2.0 255.255.255.0 1is directly connected, outside2

L 10.1.2.1 255.255.255.255 is directly connected, outside2
C 10.1.3.0 255.255.255.0 is directly connected, inside

L 10.1.3.1 255.255.255.255 is directly connected, inside

EBEE — B SPAERIAY HEEX BIRIRER | 3EIB /M Houtsidel #9 B B A% 18 INE RS A &
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> debug ip routing
IP routing debugging is on

RT(mgmt-only):

NP-route: Update-Cutput 0.0.0.0/0 hop_count:1 , via 10.1.2.2, outside2

NP-route: Update-Cutput 0.0.0.0/0 hop_count:1 , via 10.1.1.2, outside2

NP-route: Update-Input 0.0.0.0/0 hop_count:2 Distance:1 Flags:0X0 , via 10.1.2.2, outside2
via 10.1.1.2, outsidel

BT84 show route LAREER E BIBE A K o

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, |A - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF externa type 2,V - VPN

i - 1SS, su- IS ISsummary, L1 - 1S-ISlevel-1, L2 - IS-ISlevel-2

ia- ISISinter area, * - candidate default, U - per-user static route

0 - ODR, P - periodic downloaded static route, + - replicated route

Sl - Static InterVRF, Bl - BGP InterVRF

Gateway of last resort is 10.1.2.2 to network 0.0.0.0

S* 0.0.0.00.0.0.0[1/0] via10.1.2.2, outside2

[1/0] via10.1.1.2, outsidel

C 10.1.1.0 255.255.255.0 is directly connected, outsidel

L 10.1.1.1 255.255.255.255 is directly connected, outsidel
C 10.1.2.0 255.255.255.0 is directly connected, outside2

L 10.1.2.1 255.255.255.255 is directly connected, outside2
C 10.1.3.0 255.255.255.0 is directly connected, inside

L 10.1.3.1 255.255.255.255 is directly connected, inside
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