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Firewall Management Center

Onerview Analysis Policies Devices Objects Integration
Cisco Security Cloud Current Cloud Region Tenant Cloud Onboarding Status
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Cisco Al Assistant for Security

Powered by generative artificial intelligence and natural language processing, Cisco Al Assistant fo
Security is your virtual companion, assisting you in efficiently managing the Secure Firewall Threat
Defense devices in your network. The Al Assistant helps you understand and create firewall policy
rules and configurations, and generates custom guides to walk you through common administration

tasks. Learn more (§

Enable Cisco Al Assistant for Security
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Welcome to your Al Assistant

Powerad by generative artificial intelligence and natural language processing,
the Al Assistant serves as your virtual companion, dedicated to assisting you in
efficiently managing your Cisco Security products starting with Secure Firewall

Threat Defense (FTD).
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The Assistant does not share your personal data

The Al Assistant operates based on a lange language
madeal (LLM] which is designed to provide responses
based on the guestions it receives. It does this without
cedlecting or storing any of your personal (PIl) data. It
does, however, retain past conversations you have had
50 you can easily reference them in the future.

The Assistant strives for transparency

Where it can, the Al Assistant provides the sources of
information used 10 answer your question. All data
sources used in improving the Al Assistant are
documented and accessible via our FAD's.

The Al Assistant is committed to your Privacy

Cancel
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How do | schedule a recurrin...

How can | help today?

Choose a suggestion or use the text field to ask a gquestion. | have limitations and won't

always get it right, but your feedback will help me improve.

How do | create a basic security policy for FTD?

How do | upgrade my FTD/FMC to latest version?

How do | schedule a recurring backup?

How do | configure/troubleshoot VPNS?

8 x

Assistant can make mistakes. Verify responses. Learn how the Al Assistant handles personal data at Al Assistant disclosures -
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February

where can i find CdFMC suppo...

where can i find CdFMC suppo...

November 2025

how can i check file and malwa...

where can i check the file and ...

July 2025 How can | help today?

€Can you create a rule in Edge A... Choose a suggestion or use .lhg text field to ask a question. | have |I.IT11laIIOFIS and
won&apos;t always get it right, but your feedback will help me improve.

What does the access control policy default action do? How do | view a summary of my end points?

How can | protect my network with Cisco Security

What are the differences between Snort 2 and Snort 37
products?

Assistant can make mistakes. Venty résponses, Learn how the Al Assistant handles persanal data at Al Assistant disclosures.
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You

Can you create a rule in Default Access Control Policy, Name: Allow Youtube, Action: Allow, Source network: Test, Destination network:
any, Application Youtube

@ Al Assistant @ Confirmation 07/18/2025

Here is your rule recommendation. This rule will be added in policy Default Access Control Policy.

Source Action Policy Name Rule Name Applications Destination Section
Networks Networks

IPv4-Benchmark-  ALLOW Default Access Allow Youtube YouTube any-ipv4 DEFAULT
Tests Control Policy

Congratulations, your rule named Allow Youtube is successfully created in policy Default Access Control Policy. The rule is created in a disabled state as
of now. You can enable it from your policy detail page.
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You

open a case with TAC

O Al Assistant 11:49 am
| can certainly help you open a TAC case. Could you please provide the following information?

1. A detailed description of the problem you are facing.

2. A brief title for the TAC case.

3. The device name, serial number, or IP address that the case is related to.
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https://www.cisco.com/c/en/us/td/docs/security/cdo/ai-assistant/cisco-ai-assistant-guide/m_prompt-guide-for-cisco-ai-assistant.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/ai-assistant/cisco-ai-assistant-guide/m_prompt-guide-for-cisco-ai-assistant.html
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