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1. Value — b B IRt Network value with CIDRZEEEA |, flan | B R AT LA x x X1EB
P, #88% AT LA x x.x/<prefix>1E & CIDRH F#3,
2. Type — kBHRERHEBANEEH R, #HK. k. @EMFQDN)VEHREBEENER

3. Name — [t B R EHEHREBNENR
4. Description — LB AT ARRRMEFAHRN —EEREASTE

5. Overrideable - HRBZEARHEABRERENE , RRSULEAREENEE. ERTAR
BYHARNALEBMS,

EFMCLRBAAAPI

1£Cisco FMC EEYFIREST API, BE "t REST APl M "REER , NFEFMAER , E2H8
fECisco FMC_EE{HREST API

EfnF|System > Configuration > REST API Preferences > Select "Enable REST API"
APl ExplorerBtBEEEF L L , AIBBEEPR O :

https://<management_center_IP_or_name>:<https_port>/api/api-explorer
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Code Details

401
Error: 401

Response body
{

"error”: {
“"category”: "FRAMEWORK™,
"messages”: |

r
L

"description”: "Access token invalid.”
|

}
1,
"severity”: "ERROR™
h

¥
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"name": "API_1",

"type": IIHOStII’

"value": "10.5.3.20"
"description": "Test Description"



fapi/fmc_config/vl/domain/{domainUUID}/object/hosts

Refrieves, deletes, creates, or modifies the host object associated with the specified ID. If no ID is specified for a GET, retrieves list of all host objects. Check the response section for applicable examples (if
any).

Parameters | Cancel Reset

Nama Dascription

Enables bulk create for host objects.

Domain UUID

domainUuID *
string

(path)

e27Gabec-e0i2-11e3-8169-6d%9ed49b 6251

Request body I applicationjson ~ l

Input representation of host object

Examples:
[Medified value] w
{
“name” sty
“type™: “Host~,
“walue T19.5.3.207
“description™: “Test Descriptiom™

BEIUHRIISONFE R RA

Code Details

422

Error: 422

Response body

“description™: “Unpr able ity - Unexpected character ("\"™" (c ject entries at line » column: 47

1.

“severity”: "ERROR™
1
}

HRBRASENR | JSSONEFE K B



MIEE : JSONE R PR AEERER , KZSEIER THHER LR, EARBIH("value™ T
10.5.3.20, R EEBUIL KKHENR. R EISONER W HRER —EAttribute TEER IS , A
T AR EEBK,

SEVHRSEANE AR

"name": "net2",

"value": "1.1.0.0/24",
"overridable": false,
"description": "Network obj 2",
"type": "Network"



curl -X 'POST" \
"https:// I/ api/fmc_config/vi/domain/e276abec-edf2-11e3-8169-6d9%ed49b625f/object/hosts™ \
-H 'accept: application/json" \
-H 'Content-Type: application/json”™ \
'X-auth-access-token: eS5ebd@a@-0960-4fe3-a9f9-71e91cf5478d" \

"1.1.0.0/247,
"overridable”: false,
"description”™: "Network obj 27,
"type”: "Network™

}

Request URL

1/domain/e276abec-e8f2-11e3-8169-6d9ed49b625f object/hosts

Server response

Code Details

400

Error: 400

Response body

{
“error”: {
"category”: "FRAMEWORK™,
"messages”: [

{

1
1,
"severity”: "ERROR"

}

"description™: "Input type mismatch. You have entered an invalid value 1.1.0.8/24 for selected type Host.”

}

EWHISONEFE & BL



MEE : FELb RGBS |, FHETENetwork Objectty EHJSONE M Hosts BRI BT HR |, &
RHERTEER : Input type mismatchy » FRASEMERER(EH, BK. FQDN, MR
KA EE)EEN ERER.

4 ERGETH REREHETHR

"Tinks": {
"self": "https://10.197.207.3/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-6d9ed49b625f/0bj
"parent": "https://10.197.207.3/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-6d9ed49b625f/0
},
Iltypell: llHostll’
"name": "API_2",
"id": "00000000-0000-0ed3-0000-034359741703"



Responses

Curl

curl -X "GET™ \
I i/ fmc_config/vl/domain/e276abec-e@f2-11e3 -8169-6d9ed49b625f /object/ ho: ffset=281imit=1" \
ept: application/json’ \
‘X-auth-access-token: eSebd@ad-806@-4f03-a0f9-T1e01cf5478d"

Server response

Code Details

200

Respense body

_config/vi/doma 449 C 00000 -2000-0ed3 -0000-034359741703"
api/fmc_config/vi/domain/e276abec-edf: 3 addresses™

3509741783

EMEHERPVGETAER

Code Details

400
Error: 400

Response body
{

“error™: {
“category”: "FRAMEWORK",
"messages”: [
I
L

"description™: "The wvalue is mandatory as override is not enabled .

1

1
1,
"severity”: "ERROR"

RARDEBM | JSONEELHK



Code Details

422

Error: 422

Response body

{
"error”: {
“category”: "OTHER",
"messages”: [

{

"description”: "Unprocessable Entity - Unrecognized Field ‘items” in request payload”

H

1
"severity”: "ERROR"
H
h
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REATRME. BRYREY , JSSONEHFAREFE - LEXFNEY  ELEBMERASZH
MR R(EH, Wiz, BE. REMFQDN)WEE, EBANE, ERAGETHENISONE
HEUHRE  FEERARitemsBERANEREBEET , LAMERIdEME , SMETHR
UUID®&E %R,

BUFTHER

EEEHER

¥ ZObject > /api/fmc_config/v1/domain/{domainUUID}/object/hosts > POST , A& EETry it
Out,

RAR#EEEEEHERIISONER :

{

"name": "Obj_API_100.1.1.1",

"type": "Host",

"value": "100.1.1.1",

"description": "Host Object Pushed via API"
}

Server response

Code Detalls

201

Response body

B - (000

B EHEROPOSTRAE



MEE - HERAETHYREAPOSTRER , EHAERMN "#X5I8L

INER - FIE

B ¥ Z Object > /api/fmc_config/v1/domain/{domainUUID}/object/hosts > POST , A EBEETry it
Out,

RARHEERR EMB RAISONER :

{

"name": "Obj_API_172.16.0.1",
"type": "Host",

"value": "172.16.0.1",
"description": "Bulk API Operation"
1,

{

"name": "Obj_API_172.16.0.2",



lltypell: "Host"’

"value": "172.16.0.2",
"description": "Bulk API Operation"
}

MName Description

bulk

Baolean Enables bulk create for host objects.
true v

domainUuID *

string Domain UUID
(= )

e276abec-e0i2-11e3-8169-6d9ed49b625¢

Request body applicationfjaon £
Input representation of host object
Examples:
[ [Modified value] = ]
[
{
“name”: "Obj_API_172.16.8.1%,
“type”: “Host",
“value™: “172.16.8.17,
“deseript “Bulk APT Operation”
name”: "Obji_API_172.16.8.27,
“Host",
S T172.16.8.27,
“description®: “Bulk APT Operation”
1
1
&

BEUHIREREISONFE R RHI

Thabe Bf2-11e3-8165-Gdaed - e thulk-true' \

1-aab1sefoersn’ \

vifdomainfe276abec - edf2-11e3-§169 - 6d9edd9b625f fobjec t/hosts fbulks

Server response

Code Details

201

Response body




BMiEE : MR EHHRE |, SFEREHRRCIBERE, EEMEBulk Push? |, ATLEHR
POSTh ZE M &% 10001@% E o

BYMAERHER

EEMRER

B ¥ ZObject > /api/fmc_config/v1/domain/{domainUUID}/object/networks > POST , RZBEETry it
Out,

FATA #E 3% B (B AR B% Y RAVJSONAE =X

{
"name": "Obj_API_network",



"value": "7.0.0.0/24",

"overridable": false,

"description": "Single Network object
"type": "Network"

Name Deseription
bulk
boolean Enables bulk create for network objects.

(query)
= -

domainUUID * o= )
string Domain UUID

(path}

e276abec-e0f2-11e3-8169-6d%ed49b625f

Request bady """

The input network object maodel

Examples:

created",

applicationi|son R

[Meodified value]

{
“name”: “0bi API ne k",
mrateet: St etk
“overridable”: false,
“description”: "Single Metwork object created®,
“type™: “Metwork™

B BEERH KRN ISONFERRHI

BRI E R

BB FObject > /api/fmc_config/v1/domain/{domainUUID}/object/networks > POST , AZEETry it

Out,

R HEE IR MR H RAYJSONIE R

[

{
"name": "Obj_API_netl",
"value": "1.0.0.0/24",
"overridable": false,
"description": "Bulk Operation",
"type": "Network"

}!

{

"name": "Obj_API_net2",

"value": "1.1.0.0/24",
"overridable": false,
"description": "Bulk Operation",
"type": "Network"



Hame Description
bulk .
Pechean Enables bulk create for network objects.
{query)

e =]
string Domain UUID
(path)

e276abec-e0f2-11e3-8169-6d9ed49b625f

Request body "7

The inpul network object model.

Examples:

application/json

[ Modified value)

name”: “Obj_API_netl”,

“walue™: “1.8.0.8/24%,
“everridable”: false,
“deseription™: “Bulk Operation”™,
“type”: "Network™

“name": "0bj_APT_netd”,

“description®: “Bulk Operaticn®,
Ttype”: "Metuork”

Clear

B R R JSONFER R



WS BIHRERERE | SBEHR S| BIEBTrue, EEMEBulk Pushd , T LUE
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B ¥ Z Object > /api/fmc_config/v1/domain/{domainUUID}/object/ranges > POST , REEETry it
Out,

AR X EEHEHRISONER :

"name": "Obj_API_TestRange",

"value": "10.2.30.40-10.2.30.50",

"type": llRangell’

"description": "Create Single Range Object"



R BEEEEH R

B ¥ Z Object > /api/fmc_config/v1/domain/{domainUUID}/object/ranges > POST , REEETry it
Out,

AR #EE#REEH RAISONER -

[

{
"name": "Obj_API_TestRangel",
"value": "10.4.30.40-10.4.30.50",
"type": "Range",
"description": "Bulk Operation"

},

{
"name": "Obj_API_TestRange2",
"value": "10.5.30.40-10.5.30.50",
"type": "Range",
"description": "Bulk Operation"

}



Mis: . B X REBEYHRE | BIEBulk ParameterfE & True. £ E{#Bulk Push®d |, aJ A
APOSTAHEEI HFZ10001E8% B -

EIFQDNE®R
EEFQDNE &

BB Z Object > /api/fmc_config/v1/domain/{domainUUID}/object/fqdns > POST , AAKZEETry it
Out,

FA A $#3% BE AR B Y RAVJSONAE =

{
"name": "TestFQDN",
"type" : n FQDNII ,
"value": "cloud.cisco.com",

"dnsResolution": "IPV4_ONLY",



"description": "Create Single FQDN Object"
}

HXFQDNE %

B Z Object > /api/fmc_config/v1/domain/{domainUUID}/object/fqdns > POST , SRAEEETry it
Out,

R A #ER A ER T RATISONAE =

[

{
"name": "Obj_API_FQDN_1",
"type": "FQDN",
"value": "downloads.cisco.com",
"dnsResolution": "IPV4_ONLY",
"description": "Bulk Operation"

1,

{
"name": "Obj_API_FQDN_2",
"type": "FQDN",
"value": "support.cisco.com",
"dnsResolution": "IPV4_ONLY",
"description": "Bulk Operation"

3



AEEAUHURFQDNE RE | BEMXEIEATrue, FEEM@EBuUlk Push?d |, ATLAEHA
POSTH £ I &Z1000181%K B .

B RBHR
EERBHR

BB F Object > /api/fmc_config/v1/domain/{domainUUID}/object/protocolportobjects > POST , &
HEETry it Out,

FATA A B MR IR 5 3 RAVJSONAE =

"name": "Obj_API_Telnet_Port",
"protocol": "TCP",

"port": 23,

"type": "ProtocolPortObject"



RAR#EEFHENEERBERIISONER !

"name": "Obj_API_objl",
"protocol": "UDP",

"port": "1025-65535",
"type": "ProtocolPortObject"

AE  BERLJISONKA EREHER |, saFERAEE5RAM "porty : "1111-11155 & A
ARESBERERN  "REEIRENER — E/AFER(- (KB4 ) ) ZEERERDRBITH
WEREE -4, 5 17"



HIXRIBH R

BB FObject > /api/fmc_config/v1/domain/{domainUUID}/object/protocolportobjects > POST , &
HEETry it Out,

AR R IRFEH RAVISONIE R -

[
{
"name": "Obj_API_UDP_Port",
"protocol": "UDP",
"port": 123,
"type": "ProtocolPortObject"
3,
{
"name": "Obj_API_TCP_Range",
"protocol": "TCP",
"port": "1025-65535",
"type": "ProtocolPortObject"
}



EREMHURRBHRE |, HEFEHRIREI B ATrue. EE@Bulk Push/ , BJEAfE
POST AR M &% 100018 E -

%S HE AR

. BESRAXEBRBHTTPREN I (REST APIERE A5 )

- FAERBTERKAMRREST APIFIGUINE , NRERAREMENT , AIFERAEKESE
BENER TR

- FTEREST#ERAPFHFIIFMC LR EME B FER+, ESEAURLIM.../object/hosts) , LA
RIERNBREMREBEGETREFTEHER  BEARECHNBFRE TGET .. HR/EH)

tail -f /var/opt/CSCOpx/MDC/tomcat/Togs/stdout.logs
tail -f /var/opt/CSCOpx/MDC/Tog/operation/usmsharedsvcs.log
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