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ping <peer-ip-address>, WS A ARBRERAEE 2B AEEM,

netstat -an | grep 8305, Ltin HHEETEMREIESI05WEE,




& : #83052Firepower# & FFIEMTEERIE , AREZEFMCHERAEBIE,

ERFMC-HAETMR MR EBBEGHEER , 4% T LUESTIE S #troubleshoot_HADC.pl

<{froot>

> expert

admin@firepower:~$

sudo su

root@firepower:/Volume/home/admin#

pi ng xx.xx. 18. 102

PING xx.xx.18.102 (xx.xx.18.102) 56(84) bytes of data.

64 bytes from xx.xx.18.102: icmp_seq=1 tt1=64 time=0.533 ms
64 bytes from xx.xx.18.102: icmp_seq=2 tt1=64 time=0.563 ms
64 bytes from xx.xx.18.102: icmp_seq=3 tt1=64 time=0.431 ms
AC

--- XX.xx.18.102 ping statistics ---

3 packets transmitted, 3 received, 0% packet Tloss, time 59ms
rtt min/avg/max/mdev = 0.431/0.509/0.563/0.056 ms

root@firepower:/Volume/home/admin#

netstat -an | grep 8305

tcp 0 0 xx.xx.18.101:8305 0.0.0.0:* LISTEN

tcp 0 0 xx.xx.18.101:8305 xx.xx.18.253:48759 ESTABLISHED
tcp 0 0 xx.xx.18.101:8305 xx.xx.18.254:53875 ESTABLISHED
tcp 0 0 xx.xx.18.101:8305 xx.xx.18.254:49205 ESTABLISHED
tcp 0 0 xx.xx.18.101:60871 xx.xx.18.253:8305 ESTABLISHE

root@firepower:/Volume/home/admin#

t roubl eshoot _HADC. pl
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Show HA Info Of FMC

Execute Sybase DBPing

Show Arbiter Status

Check Peer Connectivity

Print Messages of AQ Task

Show FMC HA Operations History (ASC order)

Dump To File: FMC HA Operations History (ASC order)
Last Successful Periodic Sync Time (When it completed)
Print HA Status Messages

10 Compare active and standby device Tist

11 Check manager status of standby missing devices

12 Check critical PM processes details

13 Get Remote Stale Sync AQ Info
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14 Help
0 Exit
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Enter choice:
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ping system <fmc-IP> , ##FTDEENEELICMPHRE,

show managers than &5 HEBFMATENEERNER.

sftunnel-status L TRBFERECLBEVNBEARE, BEERKsftunnelfyEH.

<tfroot>
>

pi ng system xx. xx. 18. 102

PING xx.xx.18.102 (xx.xx.18.102) 56(84) bytes of data.

64 bytes from xx.xx.18.102: icmp_seq=1 tt1=64 time=0.595 ms
64 bytes from xx.xx.18.102: icmp_seq=2 tt1=64 time=0.683 ms
64 bytes from xx.xx.18.102: icmp_seq=3 tt1=64 time=0.642 ms
64 bytes from xx.xx.18.102: icmp_seq=4 ttl1=64 time=24.4 ms

64 bytes from xx.xx.18.102: icmp_seq=5 tt1=64 time=11.4 ms

AC

--- XX.xx.18.102 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss, time 128ms
rtt min/avg/max/mdev = 0.595/7.545/24.373/9.395 ms

> show managers

Type : Manager

Host : xx.xx..18.101

Display name : xx.xx..18.101

Version : 7.2.8 (Build 25)

Identifier : fc3e3572-xxxx-xxxx-xxxx-39e0098c166c
Registration : Completed

Management type : Configuration and analytics

Type : Manager

Host : xx.xx..18.102

Display name : xx.xx..18.102

Version : 7.2.8 (Build 25)

Identifier : bb333216-xxxx-xxxX-xxxx-c68c0c388b44
Registration : Completed

Management type : Configuration and analytics

> sftunnel - status



SFTUNNEL Start Time: Mon Oct 14 21:29:16 2024

Both IPv4 and IPv6 connectivity is supported
Broadcast count = 5

Reserved SSL connections: 0

Management Interfaces: 2

eth0 (control events) xx.xx..18.254,

tap_nlp (control events) 169.254.1.2,fd00:0:0:1::2

TSNl fdeh Nl fdhddhdd i

*%RUN STATUS*##*¥*XX.XX..18.102% %%k widiiiiii

Key File = /var/sf/peers/bb333216-xxxx-xxxx-xxxx-c68c0c388b44/sftunnel-key.pem
Cert File = /var/sf/peers/bb333216-xxxx-xxxx-xxxx-c68c0c388b44/sftunnel-cert.pem
CA Cert = /var/sf/peers/bb333216-xxxx-xxxX-xxxx-c68c0c388b44/cacert.pem

Cipher used = TLS_AES_256_GCM_SHA384 (strength:256 bits)

ChannelA Connected: Yes, Interface ethO

Cipher used = TLS_AES_256_GCM_SHA384 (strength:256 bits)

ChannelB Connected: Yes, Interface ethO

Registration: Completed.

IPv4 Connection to peer 'xx.xx..18.102' Start Time: Tue Oct 15 00:38:43 2024 UTC
IPv4 Last outbound connection to peer 'xx.xx..18.102' via Primary ip/host 'xx.xx..18.102'

PEER INFO:

sw_version 7.2.8

sw_build 25

Using light registration

Management Interfaces: 1

eth0O (control events) xx.xx..18.102,

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to 'xx.xx..18.102' via 'XX.XX..
Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to 'xx.xx..18.102' via 'xx.xx..18

*%RUN STATUS*##¥*XX.XX. .18 101 ** s

Key File = /var/sf/peers/fc3e3572-xxxx-xxxx-xxxx-39e0098c166c/sftunnel-key.pem
Cert File = /var/sf/peers/fc3e3572-xxxx-xxxx-xxxx-39e0098c166c/sftunnel-cert.pem
CA Cert = /var/sf/peers/fc3e3572-xxxx-xxxx-xxxx-39e0098c166c/cacert.pem

Cipher used = TLS_AES_256_GCM_SHA384 (strength:256 bits)

ChannelA Connected: Yes, Interface ethO

Cipher used = TLS_AES_256_GCM_SHA384 (strength:256 bits)

ChannelB Connected: Yes, Interface ethO

Registration: Completed.

IPv4 Connection to peer 'xx.xx..18.101' Start Time: Mon Oct 14 21:29:15 2024 UTC
IPv4 Last outbound connection to peer 'xx.xx..18.101' via Primary ip/host 'xx.xx..18.101'

PEER INFO:

sw_version 7.2.8

sw_build 25

Using light registration

Management Interfaces: 1

eth0 (control events) xx.xx..18.101,

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to 'xx.xx..18.101' via 'XX.XX..
Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to 'xx.xx..18.101' via 'xx.xx..18

**RPC STATUS*# *XX_XX__18_102*************
'uuid' => "bb333216-xxxXX-XXXX-XXXXx-c68c0c388b44",

'uuid_gw' => ,
'last_changed' => 'Wed Oct 9 07:00:11 2024',



'active' => 1,

'name' => "xx.xx..18.102',

"ip' => 'xx.xx..18.102"',

"ipve' => 'IPv6 is not configured for management'

#*%RPC STATUS***¥*xX . XX. .18, LQL%* %ok
'uuid_gw' => "',

'uuid' => "fc3e3572-xxXXX-XXxXX-xxxx-39e0098c166¢c",
'last_changed' => 'Mon Jun 10 18:59:54 2024',
'active' => 1,

"ip' => 'xx.xx..18.101',

"ipv6' => 'IPv6 is not configured for management',

'name' => 'xx.xx..18.101'

Check routes:
No peers to check
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« df-h
df -Th
df -kh

* du-sh*

<ttroot>

FTD upgrade failure nessage

R e R R R R R R R R R R o FAILURE SCRIPT- 1 Fededededh RN R R hfddddedededededededededed
[241006 15:10:00:063] SCRIPT NAME: 000_start/410_check_disk_space.sh

RECOVERY MESSAGE: Not enough disk space available in /ngfw(Filesystem:/dev/sda8) to perform the upgrade
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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show disk-manager, BERFTDHM L EREERREEENEA.
REZERRREFESSIH, AFEAERSERFTDHEE LW ERRET.

<{froot>

>


https://tools.cisco.com/bugsearch/bug/CSCwe44571

show di sk-

Partition:
:Temporary Files

:Action Queue Results
/ngfw/var:
/ngfw/var:
/ngfw/var:
/ngfw/var:
:0ther Detection Engine
/ngfw/var:
:0ther Events

/ngfw/var
/ngfw/var

/ngfw/var

/ngfw/var

/ngfw/var:
/ngfw/var:
:Archives & Cores & File Logs

/ngfw/var

/ngfw/var:
/ngfw/var:
/ngfw/var:
/ngfw/var:
/ngfw/var:

>

manager

Silo

User Identity Event
UI Caches

Backups

Updates

Performance Statistics

IP Reputation & URL Filtering
arch_debug_file

RNA Events

Unified Low Priority Events
File Capture

Unified High Priority Events
IPS Events

system support silo-drain

Available

- Other

Silos

Temporary Files

- Action Queue Results
- User Identity Events
- UI Caches

Backups

- Updates

Detection Engine

- Performance Statistics

NOONOOOOORrROOOOOo

10
11
12
13
14
15
16
17

OooNOOUVIh WN R
1

Other Events

- IP Reputation & URL Filtering
- arch_debug_file

- Archives & Cores & File Logs
- RNA Events

- Unified Low Priority Events

- File Capture

- Unified High Priority Events
- IPS Events

0 - Cancel and return

Select a Silo to drain:

HAREFEEUTEMHENEREERERE R, EFMCHEAE R,
EWHBRBREFMCHE |, 1SR IEFMCAE R EHERRIE R
EETACTEMALRKBRAERR  MEMEHERE , YFRBRATHFTE.

Used
621 KB

KB
KB
KB
KB
KB
KB

.325 GB

KB
KB
KB
KB
KB

.185 GB

KB
KB

92 KB

Minimum
108.588 MB
108.588 MB
108.588 MB
325.766 MB
868.710 MB
1.273 GB
651.532 MB
217.177 MB
434.354 MB
542.943 MB
2.121 GB
868.710 MB
868.710 MB
1.060 GB
2.121 GB
3.181 GB
2.545 GB

Maximum
434.354 MB
434.354 MB
434.354 MB
651.532 MB
2.121 GB
3.181 GB
1.273 GB
1.485 GB
868.710 MB
1.060 GB
12.725 GB
.483 GB
.485 GB
.302 GB
.242 GB
.423 GB
.363 GB
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<ffroot>

FMC Dat abase error

Fatal error: Database integrity check failed. Error running script 000_start/110_DB_integrity_check.sh.

B A AFirepowerZ 2 f1 /08 Cisco Firepower BB Bh & FHRIERT,



https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/upgrade/management-center/710/upgrade-fmc-710/upgrade-mgmt-center.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/upgrade/management-center/710/upgrade-fmc-710/upgrade-mgmt-center.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/upgrade/management-center/710/upgrade-fmc-710/upgrade-mgmt-center.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/upgrade/management-center/710/upgrade-fmc-710/upgrade-mgmt-center.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/upgrade/management-center/710/upgrade-fmc-710/upgrade-mgmt-center.html
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