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112 $ZF policies > Intrusiono

2. FERIZ R Intrusion PoliciesiZ B .o

3. — T oot 3versonEMIA RIFEN AR KIS 2, BEAEHNSnontEBRENIER.
4 32 — I Group Overridesf& o
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MITRE_ATTACK

Base Policy: Balanced Security and Connectivity Mode: | Prevention

Description MITRE_ATTACK

Base Policy J Group Overrides ' Recommendations Not in use + Rule Overrides Summary

Group Overrides @

2 items Overrid... t
»earch through all Rule Groups

~  MITRE (1 group) ]
MITRE

»  ATT&CK Framework (1 group) 1 Groups

Group Mamae Security Lewel

ATTECK Framework

- mixed
MITRE ATTE&CK is a globally-ageessible knowledge base of adversary tactics and techn..,
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Base Policy: Balanced Security and Connectivity Mode:  Prevention

Description test_policy

Base Policy — Group Overrides — Recommendations Notin use — Rule Overrides Summary

Group Overrides @

101 items All +

Search through all Rule Groups

ule Groups

>  Rule Categories (9 groups) 0 1o optimize intrusion policy configuration, you can configure the various rule group categories
enable or disable groups and increase or decrease security levels, thus enriching intrusion eve

8.FEMITRET , F— Tatrack TEZR, BSEHEMR.

Base Policy: Balanced Security and Connectivity Mode: Prevention

Description test_policy

Base Policy . Group Overrides . Recommendations  Not in use d Rule Overrides Summary

Group Overrides @

101 items All o
Search through all Rule Groups
~  MITRE (1 group) o
4 MITRE /| ATT&CK Framework
ATT&CK Framework (1 group) 1 Groups
Group Name Security Level B
»  Enterprise (13 groups) L

9.fEATT&CK Framework I~ , — T "%, BHEERM.



Base Policy: Balanced Security and Connectivity Mode: | Prevention

Description test_policy

Base Policy — Group Overrides — Recommendations Not in use — Rule Overrides

Group Overrides @

101 items All +
2, Search through all Rule Groups

w  MITRE (1 group) 0
< MITRE | ATT&CK Framework / Enterprise

v ATT&CK Framework (1 group) o 13 Grouwpe

Group Name
Enterprise (13 groups)

10.Bedit () BRAZEN "Z2MBIL BBH , ¥ enerprisei RIFELE B,

Baga Policy — Group Overrides = Recommendations  Not in use = Rule Overrides Summary

Group Overrides @

101 items All +
%, Search through all Rule Groups
~  MITRE (1 group) e
< MITRE [ ATTECK Framework | Enterprise / Gollection (taooas)
~  ATT&CK Framework (1 group) L 1'de0e
Group Kama Sacurity Level @ Override Rule Count
~  Emerprise (13 groups) o

Imput Capture (T1055)

Advarsaries may use methods of Eapluing user ingut 15 obtain credentials or collect Inf... s Inuee

mEZ R AE

11.45030 | FEARE IR IFE R £ R B 3Edit Security Level , SR I — T saves

Edit Security Level @

Higher security with more detections for administrators who are
willing to tolerate some network latency and low level of false
positives, in an effort to catch more attacks.

+> Revert to default Cancel
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12.fEEnterprise I, 32— T Initial Accessis EL B B o

13.fE nitial Access N , 38 — T Exploit Public-Facing Application , 15 & 5% & —{E &40,

Base Policy = =3 Recommaendations Mot in use — Rube Overrides Summary

R Coenwcied 1o Bangalons Duo - 551
Group Overrides @

101 items Al +*
Search through all Rule Groups
3 LETENSE EVASION (£ Groups) w
. i Socurity Leval
> Discovery (4 groups) o MITRE / ATT&CK Framework / Enterprise [ Initial Access (raoco) wcurity Lavel @
5 Groups oooo 4
*  Exacution (3 groups) o Group Nams Sacurity Lavel @ Ovarride Ruls Cont
> Exhitration (1 group) L Drive-by Compromise (T1133) cooa / 783 sl
Adversaries may gain access to & system through a user visiting a webisite over the nor...
> Impact (3 groups) L
[Exploit Public-Facing Application (T1150) ———. 11976
Adversaries may atiempt to take advantage of a weakness in an Intemet-facing comput.. nclude
External Romote Services (T1133) —
Drive-by Compromise o Adversaries may leverage extemnal-facing remote services to initially access andfor per.. X4 sl lazhidg
Exploit Public-Facing i [ ] Phlshing {1500}
pefl=l memee S 304 i

Application Adversanies may send phishing messages o gain access to victim systems. All forms 6.
Extamnal Remote [ ]
Services Valid Accounts (T1078)

oooo
JAudversarias may obtain and abuse credentials of existing accounts as a means of gaini...
Phishing L

#REh R

1432 —TF View Rulesin RuleOverridesiZ @R R REIR AR REHR A, HAFFMHER., HARES,

This group does not contain any children.
0 Groups / Group contains 8783 rules

View Rules in Rule Overrides

BABEFHRA
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DR PR EREERBNREAEE, ESEA.



Base Policy — Group Overrides — Recommendations — Rule Overrides Summary

Cisco Recommended Rules @

Start using recommendations

You can use Cisco Recommended Rules to target
vulnerabilities associated with host assets detected in the network

178

Cisco Recommended Rules 0 X

Security Level (Click to select)

Accept Recommendation to Disable Rules €

Higher Efficiency- Keeps existing rules that match potential vulnerabilities on
discovered hosts and disables rules for vulnerabilities not found on the network.

Protected Networks @

| (peat ]

Cancel Generate ’ Generate and Apply
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Base Policy . Group Overrides * Recommendations  Not Inuse x Rule Overrides
Summary @
Rute Distribution Report and Exporting

Active Rules 16591

Alart - i Overridden Rules 4 Sendrita Fapon
Block — 10879 © \View Effective Policy

Dizabiad ke Disabled Rules 33478
Othars — 5067 Export Policy
Total Rules 50069
Baze Confguration Group Overmides Rule Overrides
Base Policy: Balanced Security and Connectivity
Total 4 rula overridas
Total 2 group overrides © 1:62647 & Hlock * L Alent
4 Non-Applcation Layer Pratocal + - © 161683 ¥ Dvop . A Adart
Recommandations 4 Malizious File Me——— o 161681 ? Dvop ' @ Block
© 161684 § Orop * §Drop
Usage:

RERHE

BEAREH

#10] LA £ Classic Event Viewer#lUnified Event Viewer iy AB S 4 HEMITER ATT&CKH: il
#7AI%E . TalosEﬁ#ﬁiSnOl’tﬁE\U(G|DZS|D)§|JM|TER ATT&CKE T FIR BIAE AV AR, ELHMEIES
BAZLE(LSP)H —2oRE,

R Al , XEEBEBARMAREGRE , SRR E28kSnortiR R BN S 4,
1.3% — N Analysis> Intrusions > Eventso

2.3 —T TableViewof EventsE & , HNEFIRo

Events By Priority and Classification tats s

1l 2022-07-19 09:05:58 - 202

Mo Search Gonstraints (Edit Search)

Drilldowen of Fyant, Priority, and Classification | Tahla View of Fvants Packnts
Jump to...

+ Time ® Priority ®  Impagtx 0 % Reasonx ¥ Source P % HOUCE o pestination B x

i ot R 5 Lt S - Tty o :

* 2022-07-19 1111790 high 2 Would block  Interface in Passive of Tap mode 00 182.168.0,227 1 146.112.255.59
- 2022-07=1911:17:06  medium 2 Would block  Intarface in Bassive or Tap mode 03 152 1B 5254 L 1921684106
- 22-07-19 1117208 medium 5 Waould binck  Irterface in Passive or Tap made BAGERATF.240 mg UEA C1192.168.7. 214
- 2022-07-1911:47:058  medium -] Would block  Imterface in Passive or Tap made © 122.168.3.254 1 192.166.7.241
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Access
. Network MITRE Rula
Access Control Policy X gﬁn;;tml X Analysis Policy x ATTRCK b 4 Group

AC_with_security_intelligence_file_file TestRuleFile Simple NAP Policy | 1 Technique] 1 Group

AC_with_security_intelligence_file_file TestRuleFile Simple NAP Policy 1 Group
AC_with_security_intelligence_file_file TestRuleFile Simple NAP Policy 1 Group
REHIEE

4. B8 1Techniquet@REMITER ATT&CKHE AT , MNEIFTFR. EAHIA |  Exploit Public-Facing Applicationih 22 F%
7o

MITRE ATT&CK Techniques

+« Enterprise
k |nitial Access
» Exploit Public-Facing Application

| Close |

MITER ATT&CKH: fiff

51& - _FC|OSGO
6.3% — N Analysis > Unified Eventso

7 38R LR — T 5 2R B R U A MITRE ATTa.ck FRule Group5l o

Wiews... < | Q, Select
() Showirg all 5,112 events (G 4,518 § 594) + B3 2022-07-19 10:19:00 EDT
ﬁ Tinne Event Type Davice MITRE ATTECK Rule Group
[ ) 2.168.7.115 GEroug
Q, mitre * i !
Desealect 1 filtered Select default 2.168.7.115
2. 168.7.1
MITRE ATTECK T 1S
W L.1638.7.115
?.168.7.115
2. 168.7.115 1 Group
2.168.7.115

14 selectad m S —
[2.168.7.115
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Views. .. \ 4, Select

(&) Showing all 5,112 events (4 4,518 @ 594) &+ I, 2022-07-19 10:19:08 EDT — 2022-07-11

i Tima Evant Typa Device MITRE ATTECK Rule Grouwp

¥ 2022-07-19 111902 ance 1921887115 1 Gioup

¥ A0F2-07-1911:18:59 & Connection ance  1921688.7.115
¥ AOE2-07-1911:18:59 5 Connection ance 1921887115
HAIE

9.6t , BRI LR RIGE ( RFAE ) RETHIDNSHK A,

Winws, ul Q Select...

() Showving all 5,112 evarits (5 4 518 @ 504) + B, 2022-07-19 10:19:09 EDT — 2022
ﬁ Tirie Event Type D MITRE ATTECK Ruile Groiig

¥ 202Z-07-19 11102 & Intrusion anc: 192.168.7.115 1 Group

¥ 202E-07-19 111859 G Connection gnce TH2.1B8.7.115

»  Prglacol

¥ 2U2E-07-191108:59 5 Connection znce 1921687115 o DNS

»  202F-07-19 11:18:59 5 Connectio 2nce 182 16R.7.115

¥ 202Z-07-19 11:18:59 5 Connection Bnco 1HZ21EBH.7115

mERHE

10. A/ B — Trrotocol , BEEDEF—ER BB ARSEH | Blrotoco >DNs LLEFHFETRES
R, WML TFRHIFR.

Wiews... v-.l QI Rula Grossp Pronacal Ix Salect = _F

@ Shawing all 501 evenis (@ 010 * BR 2022-07-19 1021900 EOT - 202307 - 18 1:19:08 ELT 1k
m Tiena Ewaril Ty Dhervicm MITRE ATTRCEK Riila Oroup Snaet D

¥ 2022-07-19 11:19:08 = Inirusion arce 192.168.7.115 1 Croup 1:254:16

¥ MFP=07-1911:19:07 P Intriz=Eon gre: 197168.7 115 . 1R 6

«  Hmabzea)

0 2022-07-19 11:19:03 = Intrusior g 192.168.7.115 oS 1:254:16

¥ A22-07-19 117802 $ Intrusion g 192168,7.115 . 1260416

yo 2022-07-19 171859 o Iniresior arce THRIGE 11 1 Group 12086

¥y 2022-0G7-19 11:1B8:38 T Intrisine are 192.16R.7.115 1 Groug 1254016

0 MZP-0F-1911:18:35 T Intrusion arc 1971687 115 1 Group 1200010

»  2022-07-19 11:1B:31 BTN arc 1920 16B.7.115 1 Croup 12540168
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