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> expert

admin@fmc:~% sudo su

Password:

root@fmc: /volume/home/admin# /etc/init.d/rpcbhind start
starting rpcbhind daemon. . . done.

root@fmc: /vVolume/home/admin# /etc/init.d/rpcbhind status
/usr/sbin/rpcbind (pid 30904) 1is running...

root@fmc: /Volume/home,/admin#

B &Erpcbind
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EERBUTFBARERBRNIPVABUHERE | £ B ERULTFBAREEINRE,

i# i System Usage T 9 Use for BackupsEBRER 7R , AR#%& % — T Save,

Storage Type MNFS v

Connection
Host 192.168.192.76

Directory C:A\Shares\FirewallBackups)

Advanced
Use Advanced Options
S"y’S tem USEIQL’J

Use for Backups

Use for Reports

Disk Space Threshold S0 %

NFSEE
5%555?, ]jJ E’g gé"'& B success Saved Remote Storage Device configuration successful Iy]Eg ~— 13&@*@ °

Firewall Management Center i
S i 9 Overview Analysis Policies Devices Objects Integration Deploy Q. @ £+ @ adminv
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Connection
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New Task

Job Type

Schedule task to run

Start On

Repeat Every

Run At
Repeat On
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Backup Type

Backup Profile

Comment

Email Status To

MER

Backup

Once

September

2:00

29

Monthly Full Backup

8 Recurring

| ® Management Center|

Fuil_Ea:‘kuE

Mot available. You must set up your mail relay host.

Device

2023

Hours Days

» | Day of the Month

- Amencafiew York

Weeks Manths

. Cancel |Im

SR RER , EROIEHEEF , TN EERSELREN R TETR.



Firewall Management Center :
SehadUing . Overview  Analysis  Policies  Devices  Objects  Integration Deploy O, @ 4 @ adminw

ih

i

Sun. Mon. Tues. Wed. Thurs. Fri. Sat.

1 2

Weekly Software Download

3 4 5 G 7 B 9
Wieekly config only backup Waekly Software Download
10 1" 12 13 14 15 16
Weekly config only backup Weekly Software Download
17 18 13 20 21 22 23
‘Wieekly config only backup Weekly Software Download
24 25 26 27 28 29 30

Waekly config only backup

BHE

ZHEMEH A RAFTD

HER1 BT system (3F) > Tools> Scheduling.

vices  Objects  Integration Deploy Q E © admin~
I Configuration Health Menitoring

Users Monitor Audit

Domains Policy Syslog

Updates Events Statistics

Exclude
Licenses Monitor Alerts Tools
Smart Licenses Backup/Restore

Classic Licenses

SE 2. #—"TFAdd a Task,

Scheduling

Import/Export

Diata Purge

Monthly Full Backup

Weekly Software Downboad



- Firewall Management Center

Scheduling

Overview  Analysis  Policies  Devices  Objects  Integration Deploy Q @ £+ @ adminv

MEER

S ER3. i&#ERecurring/E® "Scheduled, £ , A ERBEEETMRESE,
HAERE R |, B ERKIE2023F9ARK , LHEFAM4:00 (EA298 ) EE IR
wAEEER.

New Task
Job Type Backup .
Schedule task to run Once (® Recurring
Start On September v 2023 - AmericalNew York
R E 1 * e
t
epeat Every 5 Hours Days Weeks Months

Run At | 4:00 v || Am -

Repeat On 29 » | Day of the Month

Job Name FTD102 MonthlyBackup

B

$E83.1.18#F DevicetE BBackup Type , AEEZXATETHRONEE,
E 1R Retrieveto Management Center }E ) %?ﬁE—TSave(ﬁﬁ-)o
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- BREFMCREAUIERRAEAFTRE., FHEFMCHSSHER , SMBEREKENX , REREH
FlsudoFF A, [EERRFREEEping.

> expert

admin@fmc:~% sudo su

Password:

root@fme : /Volume,/home/admin# ping 192.168.192.76

PING 192.168.192.76 (192.168.192.76) 56(84) bytes of data.

64 bytes from 192.168.192.76: icmp_seq=1 ttl=128 time=3.02 ms
64 bytes from 192.168.192.76: icmp_seq=2 ttl=128 time=0.444 ms
64 bytes from 192.168.192.76: 1cmp_seq=3 ttl=128 time=0.754 ms
64 bytes from 192.168.192.76: icmp_seq=4 tt1=128 time=1.07 ms
64 bytes from 192.168.192.76: icmp_seq=5 tt1=128 time=0.585 ms
AC

--— 192.168.192.76 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss, time 21ms
rtt min/avg/max/mdev = 0.444,/1.174/3.020/0.946 ms

root@fme : /Volume /home fadming |

Pingifl&
B EREH B 55 REEFMCHE B Fivariogbackup.loge MR EEA SRR BEK KB IIZEK , A
DR SRS E.

root@tmc : Vo lume/home/admin#
root@fmc: Volume/home/admin# less /var/log/backup. log

DDA
B WS



Fri Sep 29 17:09:25 2023 Mounted and chdir: /mnt/remote-storage/sf-storage/c57c072e-ed75-11lec-aeec-c53595860d06/backups

Fri Sep 29 17:09:25 2023 Parent Process ID ... 14353
Fr-i Sep zg 1?:09:26 2023 R R R AR R TR TR AR AR ARAREAE AR R RS

Fri Sep 29 17:09:26 2023 m@m

Fri Sep 29 17:09:26 2023 Backup config: 1

Fri Sep 29 17:09:26 2023 Backup events: 1

Fri Sep 29 17:09:26 2023 Backup tid: 1

Fri Sep 29 17:09:26 2023 Backup initiated from FMC
Fri Sep 29 17:09:26 2023 Backup storage type : NFS

Fri Sep 29 17:09:26 2023 Entering: main::update_status
Fri Sep 29 17:09:26 2023 Update Task: Checking the database
Fri Sep 29 17:09:26 2023 Exiting: main::update_status
running database integrity check with the following options:
- use exception directory /usr/local/sf/etc/db_exceptions
- check refererences
- check enterprise objects
- check schema
- check required data
- log to stderr
getting filenames from [/usr/local/sf/etc/db_updates/index]
getting filenames from [fusr/local/sf/etc/db_updates/base-7.2.5]
Rt RwRwRR Ry App‘ly-lng dynam-ll: update -r:-l'les L2221 2.3 218 L k]
Dynamic update files directory: /usr/local/sf/etc/dynamic_db_updates
Applying file remove_ref_check_rna_ip_os_map.yaml.
Status: Success.
Applying file rule-comments.yaml.
/Backup started

backup.log

Ebﬁﬁﬂﬁ'ﬁﬁ&ﬁfé , ‘&%T:EFTD'#‘?&E‘Jo E‘&E‘JTﬁlngfw/varlloglbackup.logo

> expert

admin@firepower:~% sudo su

Password:

root@firepower:/home/admin# less /ngfw/var/log/backup. log

DA
E WD

Fri Sep 29 17:09:25 2023 mounted and chdir: /mnt/remote-storage/sf-storage/c57c072e-ed75-11ec-aeec-c53595860d06/backups

Fri Sep 29 17:09:25 2023 Parent Process ID ... 14353
EFri Sep 29 17:00:20 2023 sttt e s b ad b d b d b a bbb A A A h AR S S AR SR h A AR E AL R A b A S

Fri Sep 29 17:09:26 2023 maﬂm

Fri Sep 29 17:09:26 2023 Backup config: 1

Fri Sep 29 17:09:26 2023 Backup events: 1

Fri Sep 29 17:09:26 2023 Backup tid: 1

Fri Sep 29 17:09:26 2023 Backup initiated from FMC
Fri Sep 29 17:09:26 2023 Backup storage type : NFS

Fri Sep 29 17:09:26 2023 Entering: main::update_status
Fri Sep 29 17:09:26 2023 Update Task: Checking the database
Fri Sep 29 17:09:26 2023 Exiting: main::update_status
running database integrity check with the following options:
- use exception directory /usr/local/sf/etc/db_exceptions
- check refererences
- check enterprise objects
- check schema
- check required data
- log to stderr
getting filenames from [/usr/local/sf/etc/db_| updates/1ndex]
getting filenames from [/usr/local/sf/etc/db_updates/base-7.2.5]
Tededededr et d el fe App1y1ng dynam1c update Files #osddfiidits
Dynamic update files directory: /usr/local/sf/etc/dynamic_db_updates
Applying file remove_ref_check_rna_ip_os_map.yaml.
Status: Success.
Applying file rule-comments.yaml.
/Backup started

backup.log

- FIDREHBRMENERRREELRLN , ERESEEAIFMC , BEEIERFEFERE.

Fri Sep 29 17:24:50 2023 Update Task: Copying backup from remote.
Fri Sep 29 17:24:50 2023 Exiting: main: update status
Fri Sep 29 17:24:50 2023 Entering: ma1n pdate_status
=1 =il Update Tas L
F\it|nq

sep =2 EXTting: main::update_status
Fri Sep 29 17:25:00 2023 Sending SIGUSR1 to process 29582 to notify of success
Fri Sep 29 17:25:00 2023 Received success notification from sf-backup-inator
Fri Sep 29 17:25:07 2023 Exiting... (0)
[((ZD)
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