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9 . | Overview Analysis Policies Devices Objects Integration Deplay QO q.'P 3+ @ adminw Pl op,
Reporting
Summary Dashboard i
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eilkile

Depoy O @ £ @ adminv ful secuRe
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I
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w—EHEERG
Overview Analysis Policies Devices Objects Integration Deploy Q @ % @ adminv db cecupe
—
Qs Select... b4
(2 Showing 10,000 events (6 10,000) of tens of thousands & W 2023-10-04 15:11:29 EDT — 2023-10-04 168:11:20 EDT 1h @ Go Live
ﬁ Time Event Type Action :.‘-:L:l:::a::: Part Device Source IP ﬁ?::_:x" ! ::ir:l Rule '
¥ 2023-10-04 16:11:29 4 Connection @ Allow 53 (domain) fud; GW 10.18.19.111 55046 / udp allgw
¥ 2023-10-04 16;11:29 § 5 Connection @ Alow 53 (domain) fud; GW 10.18.19.105 44563 [ udp allaw
¥ 2023-10-04 16:11:29 5 Connection © Miow 443 (https) Jtop GW 10.18.19.166 53436 [ top allgw
¥ 2023-10=04 16:11:29 4 Connection @ Allow 443 (https) ftcp  GW 10.18.19.166 53437 | tcp allow
¥ 2023-10-04 16:11:28 ‘% Connection @ Allow 53 (domain) fud;  GW 10.18.19.105 57541 [ udp allow
¥  2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud:  GW 10.18.19.105 42318 [ udp allow
¥ 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fud; GW 10.18.19.110 38758 / udp allow
¥ 2023-10-04 18:11:28 & Connaction @ Allow 53 (domain) fud; GW 10.18.19.110 53922 [ udp allow
¥ 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fud:  GW 10.18.19.105 52776 [ udp allow
> 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fudp  GW 10.18.19.32 39366 / udp allaw
» 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud;  GW 101819111 47676 / udp allow
» | 2023-10-0416:11:28 & Connection © Allow 53 (domain) [ udy  GW 10.18.19.41 54037 / udp allow
> 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) f ud; GW 10.18.19.230 B0B02 | udp allow
» | 2023-10-04 16:11:28 45 Connection & Allow 53 (domain) fud: GW 10.18.19.230 59309 [ udp allow
» | 2023-10-04 16:11:28 4 Connection © Allow 53 (domain) f ud:  GW 101819111 39941 [ udp allow
¥ 2023-10-04 16:11:28 4 Connection @ Allow 443 (htps) ftcp - GW 10.18.19.230 34810 / tcp allow
» 2023-10-04 16:11:28 5 Connection O Allow 53 (domain) fud: GW 10.18.19.156 52564 [ udp allow
> 2023-10-04 16:11:27 4 Connection @ Allow 53 (domain) fud; GW 10.18.19.110 50552 / udp allow
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|rewaII|::Ianagelment Center Overview Analysis Policies Devices Objects Integration Deploy  Q, e £ @ adminv Ml cEcyRe
—
Q= Select... b4
(@ Showing 10,000 events (4 10,000) of tens of thousands  + % 2023-10-04 15:11:28 EDT — 2023-10-04 16:11:20 EDT 1h @ Go Live
ﬁ Time Event Type Action :.::;l::zall:: Portd Device Source IP ﬁ?;:_:;‘:" ! ::ir:l Rule '
E 2023-10-04 16:11:29 5 Connection © Allow 53 (domain) fud; GW 10.18.19.111 55046 [ udp allow
¥ 2023-10-04 16;11:22 § & Connection @ Allow 53 (domain) fud; GW 10,18.19.105 44563 [ udp allgw
» | 2023-10-04 16:11:29 5 Connection © Mlow 443 (https] / top GW 10.18,19.166 53436 | tcp allow
¥ 2023-10-04 16:11:29 4 Connection © Miow 443 (nttps) f tep GW 10.18.19.166 53437 | tcp allow
¥ 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud;  GW 10.18.19.105 57541 [ udp allow
» | 2023=10-04 16:11:28 4 Connection @ Allow 53 (domain) fud:  GW 10.18.19.105 42318 [ udp allow
y  2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud;  GW 10.18.19.110 38758 / udp
¥ 2023-10-04 18:11:28 & Connaction @ Allow 53 (domain) fud; GW 10.18.19.110 53922 [ udp v
¥ 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud; GW 10.18.19.105 52776 [ udp allaw
> 2023-10-04 16:11:28 5 Connection © Allow §3 (domain) fud;  GW 10.18.19.32 39366 / udp allow
y | 2023-10-0416:11:28 & Connection © Allow 53 (domain) f wdy  GW 10.18.19.111 47616 / udp allow
| 2023-10-0416:11:28 & Connection S Allow 53 (domain) f wdy  GW 10.18.19.41 54037 / udp allow
> 2023-10-0416:11:28 5 Connection S Allow 53 (domain) fud;  GW 10.18.19.230 60602 [ udp allaw
¥ 2023-10-04 16:11:28 45 Connection © Allow 53 (domain) fud; GW 10.18.19.230 59309 [ udp allow
» | 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud:  GW 101819111 39941 [ udp allow
¥ 2023-10-04 16:11:28 5 Connection © Allow 443 (htps) f tcp - GW 10.18.19.230 34810 / tcp allow
¥ 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fud; GW 10.18.19.156 52564 [ udp allow
> 2023-10-04 16:11:27 5 Connection © Alow 53 (domain) fud; GW 10.18.19.110 50552 [ udp allow _m_
e =. Shx =
B2 BRENNFRER,
FIFE\:MEH!.I'::fFIEIg.E.I:T'Ienl Center Overview Analysis Policies Devices Objects Integration Deploy G, e o @ admin» ';',',';2' SECURE
—
Qr Select, ® Refresh
@ Showing 10,000 events (5 10,000) of tens of thousands B 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:20 EDT 1h @ Go Live
Wi e Event Type Action ;':::r:;::: Partl | oavice Source IP :;'::\:}“ ! :“;:r’; s
w  2023-10-04 16:11:29 4 Connection © Allow 53 (domain) [ ut; GW 10.18.19.11 550486 [ udp allow
Evant Type: 4 Connection Business Relevance: Very High Ingress Virtual Router:  Glonal
Tirme: 2023-10-04 16:11:29 DNS Query: Cloud-53.0Mp.CiSco.com [Egress Virtual Router:  Glotal
Last Packet: 2023-10-04 16:11:39 DNS Response: Mo Ermor Initiator Packets: ©
Action: & Allow DNS Record Type: A Responder Packets: [
Source IP: 101819111 Intrusion Events: [ QoS-Drogpaed Initiator Packets: [
Source User: Mot Founct Files: 0 QoS-Dropped Responder Packets: [
Destination IP: 1018107 Access Control Polley: Initlator Bytes: 164
Ingress Security Zone: inscde Actess Control Rule: 20w Responder Bytes: (1
Egress Securlty Zone: ouiside Network Analysls Polley: Balanced Secuity and Connectivity QoS-Dropped Initlator Bytes: 0
Source Port | ICMP Type: 55046/ udp Prefilter Policy: allow QoS-Dropped Responder Bytes: 0
Destination Port [ ICMP Gode: 53 (coman) | uio Qo Polley: test Detectlon Type: Aspll
Client Application: DS Dornain: Global NAT Source IP: 1088 243 43
» 2023-10-04 16:11:29 5 Connection © Allow 53 (domain) [ ud; GW 10.18.19.105 44563 [ udp allow
¥ 2023-10-04 16:11:29 4 Connection @ Allow 443 (https) ftop  GW 10.18.19.166 53436 [ tcp allow
»  2023-10-04 16:11:29 5 Connection © Allow 443 (https) f tep GW 10.18.19.166 53437 [ tcp allow
¥ 2023-10-04 16:11:28 5 Connection O Allow 53 {domain) [ ud;  GW 10.18.19.105 57541 [ udp allow
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Firewall Management Center

Deploy  Q, e I @ admin~¥

o @ # @ adminv

wsiee SECURE

x | NG

*

Destination Port |
ICMP Code

53 (domain) / ud
53 (domain) / ud
443 (https) [ ep
443 (https) [ wep
53 (domain) | ud
53 (domain) / uc
53 (domain) | ud
53 (domain) / ud
53 (domain) | ud
53 (domain) / ud
53 (domain) / ud
53 (domain) | uc
53 (domain) / uc

53 (domain) / ug

Anahysis { Unified Events Overview Analysis Policies Devices Objects Integration
—
| Q= Select...
@ Showing 10,000 events (G 10,000) of tens of thousands  + IF 2023-10-04 15:11:29 EDT — 2023-10-04 18:11:28 EOT 1h
i frime Event Type Action :::;r:::: Port/ Device Source IP ﬁ?::_::::" ! ::::I P
y  2023-10-04 16:11:29 5 Connection © Allow 53 (domain) fud; GW 10.18.19.111 55046 / udp allow
¥ 2023-10-04 16;11:22 § & Connection @ Aliow 53 (domain) fud; GW 10,18.19.105 44563 [ udp allaw
» 2023-10-04 16:11:29 & Connection © Mlow 443 (https) f top | GW 10.18.19.166 53436 | tcp allow
¥ 2023-10-04 16:11:29 4 Connection @ Allow 443 (nttps) ftop GW 10.18.19.166 53437 | tcp allow
¥ 2023-10-04 16:11:28 4 Connection © Allow 53 (domain) fud;  GW 10.18.19.105 57541 [ udp allow
» | 2023=10-04 16:11:28 4 Connection @ Allow 53 (domain) fud;  GW 10.18.19.105 42318 [ udp allow
y  2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fud;  GW 10.18.19.110 38758 / udp allow
¥ 2023-10-04 18:11:28 & Connaction @ Allow 53 (domain) fud; GW 10.18.19.110 53922 [ udp allow
¥ 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fud; GW 10.18.19.105 52776 [ udp allow
¥ 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fud;  GW 10.18.19.32 39366 [ udp allow
¥ 2023-10-0416:11:28 5 Connection © Allow 53 (domain) f wdy  GW 10.18.19.111 47616 [ udp allaw
¥ 2023-10-0416:11:28 5 Connection © Allow 53 (domain) f wdy  GW 10.18.19.41 54037 / udp allow
»  2023-10-0416:11:28 & Connection S Allow 53 (domain) fud;  GW 10.18.19.230 60602 [ udp allow
¥ 2023-10-04 16:11:28 4 Connection © Allow 53 (domain) fud; GW 10.18.19.230 59309 [ udp allow
» | 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) f ud:  GW 101819111 39941 [ udp allow
¥ 2023-10-04 16:11:28 4 Connection o Allow 443 (https) / tcp ~ GW 10.18.19.230 34810 | tcp allow
¥ 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fud; GW 10.18.19.156 52564 [ udp allow
> 2023-10-04 16:11:27 5 Connection © Alow 53 (domain) fud; GW 10.18.19.110 50552 [ udp allow
SR EFLEER ENEHRAL
f_"ew_éltmggggiinem Center Overview Analysis Policies Devices Objects Integration Deplay
—
[ Qr Select.
& Showing 10,000 events (§ 10,000) of tens of thousands ¥ 5 2023-10-04 15:11:29 EDT = 2023-10-04 16:11:29 EDT 1h
m Tima Event Type Action Roason Sourceo IP Dastination IF ;nuur:;"J
Saved Column Sets ow 10.18.19.011 10.1.8.107 55046 [ udp
[setect... ow 10.18.19.105 10.1.20.51 44563 [ udp
ow 10.18.19.166 142.250.72.202 53436 / 1cp
IO\ Filter columns ow 10.18.19.166 142.250.72.202 53437 [ 1cp
Select none  Select default o 10.18.19.106 10.27.20.51 57541 | udp
Event Type oW 10.18.19.105 10.1.20.51 42318 [ udp
& Action o 10.18.19.110 10.1.9.38 38758 / udp
Reason o 10.18.19.110 1018101 53922 / udp
Source IP = 10.18.19.105 10.27.20.51 52776 [ udp
Destination 1P v 10.18.19.32 208.67.220.220 39366 [ udp
& Source Port | ICMP Type o 1 10.18.19.011 10.1.8.101 47616 / udp
Destination Port / ICMP Cade o 10.18.19.41 208.67.220.220 54037 [ udp
W 10.18.19.230 173.37.87.157 GOG02 | udp
Revert 11 selected m bw 10.18.19.230 173.37.87.157 59300/ udp
> O73-10-04 16:11:28 | Connechion mow 101819011 10.1.8.101 39941 / udp

HER3. (HE ) BESMAUNBLEE,

53 (domain) / ud|

® Go Live

® Go Live

Web Ap



Saved Column Sets

[ Select... |

&, Source X |

Select 14 filtered  Select default
Source P

Source Port / ICMP Type

[ | MAT Source IP

[ | NAT Source Port

[ ] NetFlow Source Autonomous System

Revert 7 selected

FRABR-TEMRM U EATREA,

Saved Column Sets

Select... l

2, Source * ‘

Select 14 filtered Select default

Source IP

| Source Port / ICMP Type

" | NAT Source IP
| NAT Source Port

| NetFlow Source Autonomous System

Revert 6 selected Apply

S EBR5.E—TApply.




Saved Column Sets

Select...

| Q. Filter columns

Select none  Select default
Event Type

Action

Destination Port / IGMP Gode
Source IP

Device

Revert 6 selected Apply

HER6. ( AHE ) BRI LUK EES B TENMLE , LEMEMI,

| Elﬂ?\f\la" Management Center Qverview Analysis Policies Devices Objects Integration Deploy Q @ i+ @ admin~w SECURE

Qr Select.. x
(&) Showing 10,000 events (5 10,000) of tens of thousands  + B 2023-10-05 12:02:15 EDT — 2023-10-0513:02:15 EDT 1n & Go Live
fl Tme Evant Type Action g::‘:"""'"" ] Davice 2:::; s
¥ 2023-10-05 13:02:15 5 Connectian O Allow 53 (domain) [ udp 10.18.1 Sewree P allow
»  2023-10-0513:02:15 5 Connection © Allow 53 (domain) [ udp 10.18.19.110 Y allow
> 2023-10-0513:02:116 5 Connection @ Allow 443 (htps) [ tep 10.18.19.230 GW allow
¥ 2023-10-05 13:0215 45 Connaction © Allow 53 (domain) [ udp 10.18.19.32 GW allow
> 2023-10-0513:02:14 5 Connection @ Allow 53 (domain) [ udp 10.18.19.105 GW allow
¥ 2023-10-0513:02:14 5 Connection © Allow 53 (domain) [ udp 10.18.19.111 GW allow
¥ 2023-10-051302:14 5 Connection © Allow 53 (domain) [ udp 10.18.9.411 GW allow
¥ 2023-10-0512:02:14 45 Connection © Allgw 443 (https) [ tep 10.18.19.230 GW allow
¥ 2023-10-05 13:02:14 ‘4 Connection  Allow 53 (domain) [ udp 10.18.19.105 GW allow
> 2023-10-05 13:02:14 ‘4 Connection © Allow 443 (https) [ tcp 10.18.19.230 GW allow
»  2023-10-0513:02:14 4 Connection @ Allow 10.18.19.230 GwW allow
»  2023-10-0513:02:14 4 Connection @ Allow 10.18.19.166 GwW allow
*»  2023-10-05 13:02:13 5 Connaction Q Allow 53 (domain) [ udp 10.18.19.110 GwW allow
>  2023-10-05 13:02:13 5 Connection @ Allow 53 (domain) [ udp 10.18.19.230 GW allow
¥ 2023-10-0513:02:13 5 Connection © Allow 443 (mips) [ tcp 10.18.19.166 GwW allow
» o 2023-10-0513:0213 5

Connection © Allow 443 (hips) [/ 1cp 10.18.19.166 GW allow m

$ 1.3 — T Saved Column Sets,



Firewall Management Center

Analysis J Unified Events Overview  Analysis  Policies  Devices  Objects  Integration Deploy Q. @ & @ adminv Wk sEcuRe
—
[ Qv Select... X ]
@ Shawing 10,000 events (% 10,000) of tens of thousands % B} 2023-10-04 15:11:29 EDT = 2023-10-04 16:11:20 EDT 1h @ Go Live

M Tme Evant Type Actlon Reason Source IP Destination IP ;DMI‘::“:"J :::;::n;:::Puﬂf Web Ag
Saved Column Sets e 10.1819.111 10.1.8107 55046 / udp 53 (domain] [ ug
[ select... | o 10.18.19.105 10.1.20.51 44563 [ udp 53 (domain) / ud
ow 10.18.19.166 142.250.72.202 53436 / 1cp 443 (htps) { tep
| Q, Filter columns |57 10.18.19.166 142.250.72.202 53437 [ 1cp 443 (hips) [ wep
Select none  Select default ow 10.18.19.105 10.27.20.51 57541 [ udp 53 (domain) / uc
Event Type oW 10.18.19.105 10.1.20.51 42318 [ udp 53 (domain) / ud|
& Action ow 101879110 10.1.9.38 38758 [ udp 53 (domain] / ud
— ow 10.18.19.110 10.1.8.101 53922 / udp 53 (comain) / ud;
Source IP pw 10.18.19.105 10.27.20.51 52776 / udp 53 (domain) / ud
Destiratinih ow 10.18.19.32 208.67.220.220 39366 / udp 53 (domain) | ud
s Source Port / IGMP Typs oW 101819111 10.1.8.101 ATB16 J udp 53 (domain) [ ud
Destination Port £ IGHP Gode ow 10.18.19.41 208.67.220.220 54037 [ udp 53 (domain) / ud
pw 10.18.19.230 173.37.87.157 60602 / udp 53 (domain) / ug
Revert 11 selacted m ow 10.18.19.230 173.37.87.157 59309 / udp 53 (comain) | uc

3 2023-T0-0416:1T:28 5 Connection T Hllow 101819111 10.1.8.10 39941 / udp 53 (domain) / ud

S B2 ¥ — T Create column set from current selection,

Firewall Management Center

Analysis | Unified Events

Cvendew Analysis Policies Devices Objects Integration Deploy @ @ % @ adminv

[ar select...
(2 Showing 10,000 everts (% 10,000) of tens of thousands I 2023-10-04 15:11:20 EDT — 2023-10-04 16:11:20 EDT 1h @ Go Live
" Dastination Port / Source Port [ Access
| E . Time | Event Type | Action Dastination IP ICMP Gode Davice Source IP ICMP Type Gontrol Rl
Saved Column Sats Dow 10.1.8.107 53 (domain) { wd; GW 10.18.19.111 55046 / udp allow
Rule match wo| bBw 10.1.20.51 53 (domain) / wdp GW 10.18.19.105 44563 [ udp allaw
oW 142.250.72.202 443 (hitps) [ tep  GW 10.18.19.166 53436 | tep allc
o 142.250.72.202 443 (htips) [ tep  GW 10.18.19.166 53437 | cp allaw
ow 10.27.20.51 53 (domain) § udp  GW 10.18.19.105 57541 [ udp allow
Saved Column Set 1
. . o 10.1.20.51 53 (domain) { ud; GW 10.18.19.105 42318 udp  aliow
Time | Event Type | Action |Reason |Souwrce IP| | Destination IP |
o 10.1.9.38 53 (domain) f ud;  GW 10,18.19.110 38758 / udp allow
—+ Create column set from current selection | ; .
bw 10.1.8.101 53 (domain) / wd;  GW 10,18.19.110 53922 | udp allow
& Source IP (1 10,27.20.51 83 (domain) f ud; GW 10.18.19,.105 52776 | udp allow
Destination IP (s} 208.67.220.220 53 (domain) f wdp GW 10.18.19.32 39366 / udp allow
1 E 1 { 1 k! Il
Souree Port / ICMP Type .mv 0.1.8.107 53 (domain) f ud;  GW 0.18.19. 47616 [ udp allces
- oW 20867220220 53 (domain) / udp  GW 10.18.19.41 54037 [ udp allow
Destination Port / ICMP Code |
o 173.37.87.157 53 (domain) / wdp  GW 10.18.18.230 60602 | udp allowe
Revert 11 selected m - 173.37.87.157 53 (domain) / wdy GW 10,18.19.230 59308 / udp allow
» | 2023-10-04 16:11:28 & Connection @ Allciw 10.1.8.101 53 (domain) / ud;  GW 10.18.19.111 39941 / udp allow
> 2023-10-04 16:11:28 £ Connection Allores 108.156.211.71 443 (https) | toy GwW 10.18.19.230 34810 / 1o allow
ps) /ep P

HER3. (I ) BEIIENEE,



Saved Column Sets I
Select... r
2 saved column sets r

| Rule match I
Time | | Event Type | | Action | | Reason | | Source P | | Destination IP !

L

[

-+ Create column set from current selection |

[

[ ] MetFlow Source Autonomous System ':

[ ] NetFlow Source Prefix 1

[
Revert 6 selected !
k, A
ZIN o] NP = 1=
SRABE-TERR(..) IUREREE,
Firewall Management Center ]
gt a i .“r:“ ag?_\_ ent C Overview Analysis Palicies Devices Objects Integration Deploy  Q @ £ @ adminv vl cEcuURE
- —
[ Q- Select... ®
& Showing 10,000 events (& 10,000) of tens of thousands  + B 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:29 EDT 1h @ Go Live
. ) o Destination Port | . Source Port | Access
E Time Event Type Action Destination IP lcm; Culdr,‘ Device Source IP |cm:r i P
Saved Column Sets W 10.1.8.107 53 (domain) / ud;  GW 10,1891 55046 | udp allows
Rule match R W 10.1.20.51 53 (domain) / ud;  GW 10.18.19.105 44563 [ udp allcw
142.250.72.202 443 (hups) / cp | GW 10,L18.19.166 53436 / 1cp allonw
142.250.72.202 443 (hups) [ tcp = GW 10.18.19.166 53437 | tcp allow
10.27.20.51 53 (domain) / ud;  GW 10,18.19.105 57541 [ udp allowr
Saved Column Set 1 Rename
10.1.20.51 53 (domain} / ud; GW 10.18.19.105 42318 | udp allow
Time| |Event Type | Action | Reason | Source IP| | Destinatil Dalete
P—— 10.1.9.38 53 (domain} / ud; GW 10.18.19.110 38758 [ udp allcner
~+ Greate column set from current selection peadoaleidlic ) _ _
p— 10,1810 53 (domain} / ud;  GW 10.18.19.110 53922 | udp allenwr
Source IP W 10.27.20.51 53 (domain} / ud;  GW 10.18.19.105 52776 [ udp allows
® Destination 1P W 208.67.220.220 53 (domain) / ud;  GW 10.18.19.32 39366 / udp allows
. i y 0.1 i .
Source Port { ICMP Type W 10.1.8.101 53 (domain} / ud;  GW 10.18.19.111 47616 | udp allow
ow 208.67,220.220 3 (domain) / ud;  GW 10,18.19.41 54037 | ud allowe
Destination Port [ ICMP Code ! ) ’ 2
o 173.37.87.157 53 (domain) / ud; GW 10,18.19.230 606802 [ udp allgwr
ERuRlt Qe ictad o 173.37.87.157 53 (domain) J ud; GW 10.12.19.230 59300 / utp allows
> 20E3-10-04 16:11:28 5 Connection & Allow 10.1.8.101 53 (domain} / ud;  GW 10.18.19.111 39941 [ udp allener

EHES

TR, EERRESBESH , FER—T Selects o



Firewall Management Center

esis { Unifie . Overview Analysis Policies Devices Objects Integration Deploy  Q, @ £ @ adminv Ml cEcyRe
—
I Q= Select... b4 Refrash I
@ Showing 10,000 events (5 10,000) of tens of thousands % i 2022T-10-04 15:11:29 EDT — 2023-10-04 168:11:20 EDT 1h @ Go Live
ﬁ Time Event Type Action :?IL:‘:::T:: Portd Device Source IP ﬁ?;:_:;::" ! ::Zr:l Rule '
¥ 2023-10-04 16:11:29 4 Connection @ Allow 53 (domain) fud:  GW 10.18.19.111 55046 / udp allow
¥ 2023-10-04 16;11:22 § & Connection @ Allow 53 (domain) f 10.18.19.105 44563 [ udp allgw
> 2023-10-04 16:11:29 5 Connection © Miow 443 (https) M top GW 10.18,19.1686 53436 | top allow
¥ 2023-10-04 16:11:29 4 Connection © Allow 443 (nttps) f tep GW 10.18.19.166 53437 [ top allgw
¥ 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud;  GW 10.18.19.105 57541 [ udp allow
» | 2023=10-04 16:11:28 4 Connection @ Allow 53 (domain) fud:  GW 10.18.19.105 42318 [ udp allow
y  2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud;  GW 10.18.19.110 38758 / udp allow
¥ 2023-10-04 18:11:28 & Connaction @ Allow 53 (domain) fud; GW 10.18.19.110 53922 | udp allow
¥ 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud; GW 10.18.19.105 52776 [ udp allaw
> 2023-10-04 16:11:28 5 Connection © Allow §3 (domain) fud;  GW 10.18.19.32 39366 / udp allow
» | 2023-10-04 16:17:28 5 Connection @ Allow 53 (domain) fud;  GW 10.18.19.111 47616 [ udp allow
| 2023-10-0416:11:28 & Connection S Allow 53 (domain) f wdy  GW 10.18.19.41 54037 / udp allow
> 2023-10-0416:11:28 5 Connection S Allow 53 (domain) fud;  GW 10.18.19.230 60602 [ udp allaw
¥ 2023-10-04 16:11:28 45 Connection © Allow 53 (domain) fud; GW 10.18.19.230 59309 [ udp allow
» | 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud:  GW 101819111 39941 [ udp allow
¥ 2023-10-0416:11:28 5 Connection  Allow 443 (htps) ftcp  GW 10.18.19.230 34810 / tcp allow
¥ 2023-10-04 16:11:28 & Conneciion S Allow 53 (domain) fud;  GW 10.18.19.156 52564 [ udp allow
» 2023-10-04 168:11:27 & Connection © Mlow $3 (domain) [ ud;  GW 10.18.19.110 50552 / udp allow _m_
SER2 RIEEEAEERNMAL
fll.:rE:'VElq.If::zI:lElgEI{'ﬂEHl Center Overview Analysis Policies Devices Objects Integration pepley O @ 1% @ adminv detls SECURE
—
| Qr source x ” Refresh |
(@ 5| NAT Source 1P s + B 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:20 EDT 1h @ Go Live
NAT Source Port Destination Port | N Source Port | Aecess
NetFlow BRI Autonomous System Azton 1EMP Coda Dhc Scarsstp ICMP Type Control fule
> | NetFlow SSUREE Prefix © Allow 53 {domain) [ ut  GW 10.18.19.111 55046 | udp allow
* | NetFlow Source ToS © Allow 53 (domain) [ ud;  GW 10.18.19.105 44563 | udp allow
* | Source Continent © Allow 443 (https) [ top - GW 10.18.19.166 53436 [ 1cp allow
* | Bauree Country @ Allow 443 (https) S tep - GW 10.18.19.166 53437 [ wcp allow
* | Sotres Device © Allow 53 {domain) [ ud;  GW 10.18,19.105 57541 [ udp allow
> | Source Host Criticality @ Allow 83 {domain) [ ud; GW 10.18.19.105 42318 [ udp alloww
» © Allow 53 (domnain) [ ud;  GW 10.18.19.110 3B758 [ udp allow
¥ =10 T, Connecrion © Allow 53 (domain) [ ud;  GW 10.18.19.110 53922 { udp allow
¥ 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) { ud;  GW 10.18.19.105 52776 [ udp allow
¥ 2023-10-0416:11:28 & Connection o Allow 53 (domain) fud;  GW 10.18.19.32 39366 / udp allow
> 2023-10-04 16:11:28 5 Connection o Allow 53 (dornain) [ ud; GW 10.18.19.111 47616 [ udp allow
> 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) [ ud;: GW 10.18.19.41 54037 [ udp allow
¥ 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) [/ ud: GW 10.18.19.230 60602 [ udp allow
¥ 2023-10-04 16;11:28 4 Connection @ Allow 53 {domain) [ud;  GW 10.18.19.230 59309 [ udp allow
¥ 2023-10-04 18:11:28 , Connection @ Allow 53 {domain) [ ud; GW 10.18.19.111 39941 [ udp allow
> 2023-10-04 16:11:28 5 Connection @ Allow 443 (nttps) f tep GW 10.18.19.230 34810 [ tep allow
¥ 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud;  GW 10.18.19.156 52564 | udp allow
¥ 2023-10-04 16:11:27 4 Connection o Allow 53 (domain) f ud; GW 10.18.19.110 50552 | udp allow

SRR B AEREENRBENE,

Qr

Source IP

¥ Select...

S ERA.3R— T Apply A

ARE BRE R



Far

@ Showing all 144 events (45 144) +

HERS. ((AIE ) AT LA BB ERR AR HTIE 2

-

") Showing 150 events (5 150)

Firewall Management Center

Seurce P 10.18.19.105 = X Select...

Firewall Management Center

Source IP 10.18.19.111 %

Time

2023-10-04 16:11:29
2023-10-04 16:11:29
2023-10-04 16:11:28
2023-10-04 16:11:28
2023-10-04 16:11:28
2023-10-04 16:11:28
2023-10-04 16:11:28
2023-10-04 16:11:27
2023-10-04 16:11:27
2023-10-04 16:11:27
2023-10-04 16:11:27
2023-10-04 16:11:26
2023-10-04 16:11:26
2023-10-04 16:11:25
2023-10-04 16:11:25
2023-10-04 16:11:25
2023-10-04 16:11:25

2023-10-04 16:11:24

2d Events

Overview

Ovarview

Analysis

Analysis

Policies

EO

Policies

10.18.19.105 X X Select..

I+

Event Type

Connection
Connection
Connaction
C

onnection

o S

Connection
5 Connection
5 Connection
 Connection
4 Connection
4 Connection
& Connection
4 Connection
4 Connection
5 Connection
4 Connection
5 Connection
G Connection

4 Connection

Action

© Allow
© Allow
© Allow
© Alow
© Alow
© Allow
@ Allow
@ Allow
© Allow
© Allow
© Allow
© Allow
© Anow
© Allow
© Allow
© Allow
@ Allaw
© Alow

Drestination Port [ ICMP
Gode

53 (domain) [ udp
53 (domain) [ udp
53 (domain) [ udp
53 (domain) [ udp
53 (domain) [ udp
53 (domain) [ udp
53 (domain) [ udp
53 (domain) [ udp
53 (domain) [ udp
53 (domain) [ udp
53 (domain) [ udp
53 (domain) [ udp
53 (domain) [ udp
53 (domain) [ udp
53 (domain) [ udp
53 (domain) [ udp
53 {domain) [ udp

53 (domain) [ udp

SER6. (WIE ) RIRFERME S EERKRMS,

ar

Firewall Management Center

Unified Events

Source IP 10.18.19.111 x

10.18.19.105 x X

(2 Showing all 106 events (4 106) &

Time

2023-10-04 16:11:01
2023-10-04 16:10:51
2023-10-04 16:10:11
2023-10-04 16:10:01
2023-10-04 16:09:21
2023-10-04 16:09:11
2023-10-04 16:08:31
2023-10-04 16:08:21
2023-10-04 16:07:41
2023-10-04 16:07:31
2023-10-04 16:06:51
2023-10-04 16:06:41
2023-10-04 16:06:01
2023-10-04 16:05:51
2023-10-04 16:05:11
2023-10-04 16:05:01
2023-10-04 16:04:21

2023-10-04 16:04:11

0

Event Type

5 Connection

ey

Connegction
Connecton
Connection
Connection

Connection

T ;S T R |

Connection

Connection

0

5 Connaction

&

Connection
4 Connection
4 Connection
4 Connection
4 Connection
4 Connection
f Connection
£ Connection

& Connection

COverview

Analysis

Policies

—

Destination Port / ICMP Code  B910

Agtion

© Allow
& Allow
© Allow
© Allow
O Mo
© Alow
& Allow
@ Allow
© Allorw
© Allow
© Allow
© Allow
& Allow
& Allow
@ Allciw
© Allow
© Allow
© Allow

x|

Destination Part | ICMP
Code

8910/ 1cp
8910/ cp
8910/ ep
8910/ 1cp
8910/ 1cp
8910/ 1cp
8910/ 1cp
8910/ tcp
8910/ cp
8910/ tcp
8910/ 1cp
8910/ 1cp
8910/ tcp
8910/ tcp
8910 tcp
8910/ tcp
8910/ tcp

8910/ 1cp

Devices

Devices

Device
GW
GW
GW
GW
GW
GW
GW
GW
GW
GW
GW
GW
GW
GW
GW
GW
GW

GW

Devices

Select...

Device

GW
GW
GwW
GwW
Gw
GwW
GW
GW
G

GwW
GwW
Gw
GW
GwW
GW
G

Gw

Gw

Ohbjects

Objects

Source IP

10.18.19.11
10.18.19.105
10.18.19.105
10.18.19.105
10.18.19.105
10.18.19.111
10.18.19.111
10.18.19.111
10.18.19.111
10.18.19.105
10.18.19.111
10.18.19.105
10.18.19.111
10.18.19.105
10.18.19.105
10.18.19.105
10.18.19.105

10.18.19.105

Objects Integration

Source IP

10.18.19.105
10.18.19.105
10.18.19.105
10.18.19.1058
10.18.19.106
10.18.19.105
10.18.19.105
10.18.19.105
10.18.19.105
10.18.19.105
10.18.19.105
10.18.19.105
10.18.19.105
10.18.19.105
10.18,19.105
10.18.19.105
10.18.19.105

10.18.19.105

Integration

Integration

Deploy

“ 2023-10-06 12:31:58 EOT — 2023-10-06 13:31:58 EOT 1h

Deploy Q @ 3 @ adminw

‘ 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:20 EDT 1h

Source Port ]
IGMP Type

55046 [ udp
44563 | udp
57541 [ udp
42318 [ udp
S2776 [ udp
47616 [ udp
39941 [ udp
46739 [ udp
56045 | udp
43523 [ udp
46938 / udp
41931 / udp
42734 [ udp
54464 | udp
45681 / udp
50585 / udp
48789 [ udp
45203 | udp

Deploy

‘ 2023-10-04 15:11:20 EDT = 2023-10-04 16:11:29 EOT 1h

Source Port |
ICMP Type

50786 [ tcp
45442 [ep
50784 [rep
A5440 [ tep
50782 [ cp
45438 [ 1cp
50780 [ cp
45436 [ top
50778 [ wep
45434 [ tep
50776 [ tep
45432 [ 1cp
50774 [ cp
45430 [ tcp
50772 [ tep
45428 [tcp
50770 ftcp

45426 [ tcp

a @ & @ sdminv W secure

Access
Gontrol Rule

allow
allow
allow
allow
allow
allow
allow
allow

allow

allow

allow

allow
allow

allow

a @ # @ adminv

Accoss
Control Rube

allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow

allow

® Go Live

‘Wi SECURE

= 1

® Go Live

asco SECURE

o

® Go Live
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Palicies Devices

Owverview Analysis

Firewall M.ajjlag.g.ment Center otjects

estination Port [ ICMP Code 8910 * X SourcelP 100819011 %  WLIBIRI05 % X Select

Saved searches Ea

Source IP

<+ Save search

» 3-10-05 13:52:14 o Allow 18
> i-10-05 13:52:04 @ Allow D18
.
HBR2 & — T Save Search,
Firewall Managemen nter
s _a_ age ent Cente Overview Analysis Policies Devices Objects
—
Dastination Port [ ICMP Code 8910 * X  SoucelP 101819111 x 10819005 % X Select
Saved searches (=0 |
Source IP

<+ Save search

3-10-05 135214 © Allow

@ Allow

3-10-05 13:52:04

SER3. (HR ) EREENEE,

Integration

Device

Integration

Device

peploy & @ £ @ adminv Ul sECURS

x Refresh

“ 2023=10-05 12:58:42 EDT = 2023-10-05 13:58:42 EDT 1h

Access
Control Rule

WO
allow
Deploy O, @ #t @ adminw RE
® Refresh
“ 2023=10-035 12:58:42 EDOT — 2023-10-05 13:58:42 EDT 1h Go Live
Access

Control Rule




Firewall Management Center .
. . g. N Overview Analysis Policies Devices Objects Integration Deploy Q@ @ £ @ adminw W cpcyuRe
—
SourcelP 101819011} 10.8.19.105 x X Dustination Port | ICMP Code 8910 | X Select.. o | Refrash
T
., 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:29 EDT 1h Go Live
Saved searches ED | saved search ~ B - i
a Source Port | Access
¥ Find L ] Dovics Source B IEMP Type Contral Rule
1 Filter Condition
| Betion = Whllow

haveueeamh‘ J]I
o kv a

By ] ER

BBENREEER , TAERSHRBREERBE N EESHNE
SRR, BEERSHNREER  FER-THHHEE,

F_Irewall Management Center Crarview Analysis Policies Devices Objects Integration Deplay Q4 @ L @ adminv Ml cecyRe
—
Qr Select... »® Reafrash
@ Showing 10,000 events (G 10,000) of tens of thousands  + [ WS 2023-10-04 15:11:20 EDT — 2023-10-04 16:11:29 EDT 1h I Go Live
M Time Event Type Action :Li::‘"::::: i Device Source IP ?;::’::;T" ::T_’:::I Bk '
» -10-04 16:11:29 4 Connection & Allow 53 (domain) GW 10.18.19.111 55046 [ udp allow
H -10-04 16:11:29 ¢ & Connection @ Allow 53 (domain) GW 10.18.19.105 44563 [ udp allgw
H 10-04 16:11:29 % Connection @ Allow 443 (https) J top  GW 10.18.19.166 53436 | top allaw
2 2023-10-04 16:11:29 4 Connection & Adlow 443 (https) [ top GwW 10.18,19.166 53437 | top allow
H 10=-04 16:11:28 © Allow 53 (domain) Gw 10.18.19.105 57541 [ u
¥ 2023-10-04 16:11:28 © Allow 53 (domair G 10.18.19.105 42318 [ udp
¥ 2023-10-04 16:11:28 @ Allow 53 (domain) G 10.18.19.110 38758 | udp allow
» 04 16:11:28 4 Connection © Allow 53 (domain) GW 10.18.19.110 53922 [ udp allow
¥ -04 16:11:28 4 Co elion Q Allow 53 (domain) 10.18.19.105 52776 | udp allow
» 0-04 16:11:28 5 Connection o Allow 53 (domain) GwW 10.18.19.32 38366 / udp
¥ -10-04 16:17:28 5 © Allow 53 (do Gw 10.18.19.111 47616 [ udp
¥ 10-04 16:11:28 5 Connection @ Allow 53 (domain) fud:  GW 10.18.19.41 54037 [ udp allow
> 10-04 16:11:28 5 Connection S Allow 53 (domain) GwW 10.18.19.230 60602 [ udp allow
3 -10-04 16:11:28 4 Connection o Allow 53 (domain) fud; GW 10.18.19.230 59309 [ udp allow
3 -10-04 16:11:28 5 Connection © Allow 53 (domain) GW 10.18.19.111 39941 [ udp allow
H -10-04 16:11:28 5 Connection © Allow 443 (I 10.18.19.230 34810 | tcp allow
H -04 16:11:28 4 Connection @ Allow 53 (domain) GW 10.18.19.156 52564 [ udp allow
» =10

-4 16:11;27 4 Connection @ Alow &3 domain) fud: GW 10.18.19.110 50552 [ udp allow m
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Firewall Management Center ; : - i : : :
Py . g . Overview Analysis Policies Devices Objects Integration Deploy Q @ & @ adminv Ul cecuRe
—
Qe Select... X || Refresh
") Showing 167 events (5 187) of tens of thousands % g 2023-10-04 15:11:29 EDT = 2023-10-04 16:11:20 EDT 1h @ Go Live
S -
i - Event Action Destination Port [ ICMP b s
I e vt Type e Code e = Sliding Time Range
0-04 18:11: f el famain) [ udp GW
»  2023-10-04 16:11:29 3 Connection @ Allow 53 (dormain) / udp GW 10 Start time End time Mow
¥ 2023-10-04 16:11:29 5 Connection @ Allow 53 (dornain) [ udp GW 10. }| 2023-10-04 - NARE - BEEL - 2023-10-04 168 T4 || 248
¥ 2023-10-04 16:11:29 5 Connection @ Allow 443 (https) [ ep GW 0. .
Select last: 5 minutes, 1 hour, 6 hours, 1 day, 2 weeks, 1 month
> 2023-10-04 16:11:29 5 Connection © Allow 443 (https) [ tiep GwW 10.
»  2023-10-04 16:11:28 45 Connection © Allow 53 (dornain) / udp GW []
< October 2023 > ¢ October 2023 >
» 2023-10-04 16:11:28 45 Conneciion o Allow 53 (domain) / udp GW 10
»  2023-10-04 16:11:28 ‘5 Connection D Allow 53 (domain) [ udp GW 10 Su Mo Tu We Th Fr Sa Su Mo Tu We Th Fr Sa
> 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) / udp GW 10 l F3 1 n 5
> 2023-10-04 16:11:28 4 Connection @ Allow 53 (dormain) [ udp GwW 10,
»  2023-10-04 16:11:28 4 Connection © Allow 53 (domain) / udp GW 10.
¥ 2023-10-04 16:11:28 & Connection © Allow 53 {chornain) [ udp GW 10.
> 2023-10-04 16:171:28 5 Connection © Allow 53 (domaan) [ udp GwW 10
> 2023-10-04 16:11:28 45 Connection o Allow 53 (domain) / udp GW 10
> 2023-10-04 16:11:28 4 Connection o Allow 53 (domain) / udp GwW 10
¥ 2023-10-04 16:11;28 4 Connection © Allow 53 (do ) udp GW 10 1h selected
¥ 2023-10-04 16:11:28 f Connection @ Allow 443 (https) [ top e 10.4 . - . —
»  2023-10-04 16:11:28 @ Allow 53 (darnain) [ udp GW 10.18.19.156 52564 [ udp allow
»  2023-10-04 16:11:27 5 Connection © Allow 53 (dornain) / udp GW 10.18.19.110 50552 [ udp allow

SRS (WR ) ERBEBRE

Fixed Time Range

Show the last

Select last:

18.19.110

18.192.110

Tt

B howrs, 1 day, 2 weeks, 1 month

BRI BEEREIENRBNSES,

HERA 12— T Apply UBIB AT E R B EE R SE 4,

Firewall Management Center

Unif

Qr Select...

() Showing 8,317 events (5 8,317) of tens of thousands %

Event Type

M Time
¥ 2023-10-04 16:11:29
»  2023-10-04 16:11:29

s 2023-10-04 16:11:29
> 2023-10-04 16:11:29
»  2023-10-04 16:11:28
> Z2023-10-04 16:11:28
» 2023-10-04 16:17:28
»  2023-10-04 16:11:28
s 2023-10-04 16:11:28
>  2023-10-04 16:11:28

»  2023-10-04 16:11:28
* 2023-10-04 16:17:28

> 2023-10-04 1&:71:28

> 2023-10-04 16:11:28

T S ST

5
&
5

Connection
Connecticn
Connection

Connection

3 Connection

Connection
Connection
Connecticn
Connection
Coennection

Connection

5 Connection

Connection
Connection

Connection

Owverview Analysis Policies Devices Objects Integration
—
Feion Eﬁi:'m" PR dovice 594 [ Fixed Time Range
53 (domain) / udp GW 0. epow the last
53 (domain) | udp GW 0. |8 hours
S Alow 443 (https) [ top GW 1 .
© Allow 443 (https) [ top GW
 Allow 53 (domain) / udp GwW
53 (domain) | udp GW
GW B0
& Allow 53 {domain) [ udp Gw 10.18.19.110
© Allow 53 {domain) | udp GW
@ Allow 53 (domain) [ udp GW
53 {domain) | udp GW
53 (domain) [ udp GW
53 (domain) [ udp GW 10.18.19.230
53 (domain) | udp GW 10.18.19.230
53 (domain) | udp GW 10.18.19.111

Deploy Q@ w £+ @ adminv

anee SECURE

b4 Refresh

“ 2023-10-04 15:11:20 EDT — 2023-10-04 16:11:28 EDT 1h
~

® Go Live

Select last: 5 minutes, 1 hour, G hours, 1 day, 2 weeks, 1 month

38758 [ udp allow
53922 f udp allow
52776 [ udp allow
39366 [ udp allow
47616 [ udp allow
54037 allow
60602 [ udp allow
59309 [ udp allow
39941 [ wdp allow




56
AR TRUAL DEEUENRERE N, SHEEKBET.
BE/RA , BFR-TRHA.

FII’eWa” Mahaggmel1t Center Overview Analysis Policies Devices Objects Integration Deploy Q GO If @ adminw el ceeuRs
Q- Select % || Refresh
@ Showing 10,000 events (5 10,000) of tens of thousands  + WS 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:29 EDT 1h

[ . = Destination Port | s N Source Port | Access |
I Time Suent Ty AEston ICMP Code Seiee SeCaE ICMP Type Control Rule

» 2023-10-04 16:11:29 4 Connection @ Al 53 (domain) £ we GwW 10.18.19.111 55046 | udp

» | 2023-10 16:11:2 h: @ Allow 53 (dom 44563 [ udp

» 2 16:11:29 e Al 443 ( tey 53436 / tcp

2 202 04 16:11:29 o Al 443 (https] 1 tor 53437 | tcp

» 202 4 16:11:28 oA 57541 / udp

»  2023=10=-04 16:11:28 o Al 42318 [ udp

H 1-04 16:11:28 & A 38758 | udp

» 04 16:11:28 & A 53822 | udp

¥ 2023-10-04 16:11:28 oA 52776 [ udp

»  2023-10-04 16:11:28 © Al 39366 | udp allow

| 2 4 16:11:28 S A 47616 / udp

Ll 0-04 16:17:28 © Allc 54037 [ udp

s | 9 oA 60602 [ udp

» 202 © Al 59309 / udp

» 202 @ Al 39941 / udp

¥y 2 @ Al 34810 | tcp allow

¥ | 202 & Al 52564 | udp allow

» | 2023-10-04 16:11:27 4 Connection @ Al 53 (domain) [ uc 50552 [ udp allow -m

BA% , eg@RLive—&,

2023-10-05 21:55:25 EDT — 2023-10-05 21:56:04 EDT 39s @ Live

AR BAlLive®  EMEBURERE, BEEAREARE , FABXR-TUER "B,
BIE,

HEHTRA ERDRECSY)
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C»  Destination Port [ ICMP Code 8910 X ¥ SowrcelP 100813711 % 101819008 X X Sel

| [Reresn |

& Shawing all 144 events (& IME W 2023-10-05 12:58:42 EDT — 2023-10-05 13:58:42 EDT 1h @ Go Live
M Tme Event Type Action g::‘;"m"" POrt/ICME | corce P Device x:f:. -
> 2023-10-05 13:58:04 5 Connection o Allow 8910 / 1cp 10018.19.105 GwW allow
> 2023-10-05 13:57.54 5 Connection @ Allow 8910/ 1cp 10.18.19.105 GW allow
» 2023-10-0513:57:14 45 Connection & Allow 8910/ 1cp 10.18.19.105 GW allow
> 2023-10-0513:57.04 5 Connection @ Allow 2910 [ tcp 10.18.19.105 Gw allow
> 2023-10-05 12:56:24 5 Connection @ Allow 8910/ tcp 10,18.19.105 Gw allow

»  2023-10-05 13:56:14 @ Allow 8910/ tcp 10.18.19.105 GW

»  2023-10-05 13:55:34 ;-1  Allow 8910/ 1cp 10.18.19.105 GW allow
»  2023-10-05 13:55:24 5 Connection & Allow 8910 / ep 10.18.19.105 GW allow
> 2023-10-05 13:54:44 4 Connection o Allow 8910/ 1ep 10.18.19.105 Gw allow
> 2023-10-05 13:54:34 5 Connection © Allow 8910/ tep 10.18.19.105 GW allow
> 2023-10-05 13:53:54 45 Connection © Allow 8910/ tcp 10.18.19.105 GW allow
»  2023-10-05 13:53:44 4 Connection @ Allow 8910 / 1p 10.18.19.105 GW allow
*»  2023-10-05 13:53:04 4 Connection @ Allow 8910/ tcp 10,18.19.105 W allow
¥  2023-10-056 13:52:54 4 Connection @ Allow 8910/ tcp 10.18.19.105 GW allow
> 2023-10-0512:52:14 5 Connection @ Allow 8910/ 1cp 10.18.19.105 GwW allow
> 2023-10-0513:52:04 5

Connection © Allow 8910 [ 1ep 10.18.19.105 GW allow m
SE2BEETHENRNMERE , ARIE—TSave,
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Time Event Type Action Destination Port/ICMP Code Device Source IP Source Port / ICMP Type Access Control Rule

2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GW 10.18.19.105 37412/ udp allow
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GW 10.18.19.105 54766 / udp allow
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GW 10.18.19.166 54279/ udp allow
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GW 10.18.19.105 55185/ udp allow
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GW 10.18.19.105 46312/ udp allow
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GW 10.18.19.105 36785/ udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GW 10.18.19.110 57394 / udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GW 10.18.19.156 57395/ udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GW 10.18.19.111 38278/ udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GW 10.18.19.105 44865/ udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GW 10.18.19.156 58387 /udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GW 10.18.19.110 49873/ udp allow
2023-10-05 15:21:27 | Connection Allow 53 (domain) / udp GW 10.18.19.105 51060/ udp allow
2023-10-05 15:21:27 | Connection Allow 53 (domain) / udp GW 10.18.19.105 34103/ udp allow
2023-10-05 15:21:27 | Connection Allow 53 (domain) / udp GW 10.18.19.31 60020/ udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GwW 10.18.19.110 43410/ udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GW 10.18.19.111 47406/ udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GwW 10.18.19.105 43358/ udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GW 10.18.19.111 43336/ udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GwW 10.18.19.111 42658/ udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GwW 10.18.19.156 52923/ udp allow
2023-10-05 15:21:25 | Connection Allow 53 (domain) / udp GW 10.18.19.110 46485/ udp allow
2023-10-05 15:21:25 | Connection Allow 53 (domain) / udp GwW 10.18.19.201 52178/ udp allow
2023-10-05 15:21:25 | Connection Allow 53 (domain) / udp GW 10.18.19.111 55864 / udp allow
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https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/workflows.html#Cisco_Task_in_List_GUI.dita_a834592d-be65-4897-970d-ee11e0c133c4
https://www.youtube.com/watch?v=YMIK0I-NN3Y
https://www.cisco.com/c/zh_tw/support/index.html?referring_site=bodynav
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