ES A AR FARFMC

H &

KB

AIERN B LS 7 A M (HA) FH#k Secure Firewall Management Center (FMC)IRIE #2588,

AR

=K

BREBEEAELLT TE

- BUAMER
- Z2FMCEE

BRA T
AXEFHNEAERERLZEFMC 7.1.0M%.
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B, EEHSBCEANES.
RE  FEEAERARXTERAR , RARBEEFBHFMCH TR AR,

L ERAUSEBREERRE/RZER K MEBSRIMVRIEDRE ; EBWAF D Kk

FiREGTEEAUER. FUHHE A EERRFEEMEE.
MRETTEMNEEENR , IEEFRBRLSREEREE.

Tt wi

1. REABERE. EFMCEESR , BELFAMRFMC , ARAMEZERE., FHLHAEER
AT 7 BE AR , AR T — @AKo

2. BEMAAREREREEEEN,
3. MEHRR, MRENEENMKEFUTARERERFIFNER.



4. BEEHERER
5. EF#R AT % HP4E%E, System > Backup / Restore > Firepower Management backup. #{i#
7 T EEI AR E

6. AMEREH, BELETEREMAHVMwarelF | ERHLFER,
7. BERE,
8. RENTPRS .

FMC : i###System > Configuration > Time,

& . £ fshow time CLITT &,

0. MERMZTH,
10. BPEEE, EFMCEAMISES K LRAFERX THHERIETIE,
M. BEEEHTH I, BREIEHENITE,

FrigREN
SR 1. EERS

EEBE T L , BfZEIFMC _E#IHigh Availability B .

Ri-BE>57 Ak
Deploy Q B admin~
Configuration Logging Maonitoring
Users Security Analytics & Logging Audit
Domains Syslog
Health Statistics

SecureX RUET Monitor

| Updates Policy Tools

Events Backup/Restore

Licenses Exclude Scheduling
Smart Licenses Monitor Alerts Import/Export
Classic Licenses Data Purge

Reboot



cisco

alan. Firepower Management Center

Cloud Senvices Realms Iidentity Sources High Avaiability eSTneamar Hiost Inpast Client
f—— —

Crurvire Anatysis Polichs. Dwricas Dnjects AMP

Inteligence

Smart Software Manager On-Prem

System Status

Operating System

Saoftwaen Vorsion

poply @ @ & @ admin~

Peer Manages

B Switch Prer Ao Broak HA Il Pause Synchronization
Loeal Remote:
Active = Primary Standby = Secondary
(10.4.11,84) (19.4.11.85)
700 710
7.1.0-90 7.1.0-90

Summary

Status Synchronization task is in progress

Symchronization oK
10.4.11.84

A emere { M\ syncheoniization time - Tue Jul 18 02-06:47 2023 )

Standby System 10.4.11.85

| B symchroiization time : Tue Jul 18 02:06:00 2023 )

EERY. BESURAM

iZ#EPause Synchronization,

almp, Firepower Manageu_nenl Center

cisco b

Analysis

Cloud Services Realms Klerity Sources High Avadlability eStreames

Sumnmary
Statuss

Synchronization

Active System

Policles

Devices

Host Input Chert

Objocts  AMP

Smart Software Manager On-Prem

Healthy
[+

10.4.11.84

| HA synchronization Bime : Tee Jul 18 0232:23 2023 )

Standly Systen

10.4.11.85

I HA synchronization tim ; T Jul 18 02:27:29 2023 )

gEFRS

FEHRLSERE.

Summary

Status

Synchronization

Active Systemn

Standby System

SEEAENDS KRGS AR S
SR 2. ELBHRENS
BAIBAKEY LEFRE.

System > Updates > Upload Update

TRl , RELARERELE,

Modal

Infeligence

System Status

Cporating System
Saftware Version

Model

Cisco Fiepiwer Mansgement Center for  Cisco Firepower Management Cenlir
wane T Whhware

Beploy @ & @ admin~

Peer Manager

& Suitch Pasr Rokes & Bresk HA
Local Rermatn
Active - Primary Standhy - Secondary
{10.4.11.82) (10,811 55}
ERE] T8
7.1.0-90 1.1.0-90

Cisco Fnpower Management Centar for  Clsca Firepowar Mansgament Canser
Vitware for Vidware

A Degraded- Synchronization incomplete
( Both Management Centers are configured to run in standalone mode , Database

is not configured for high availability , Synchronization paused. )

A Paused by user

10.4.11.84

( HA synchronization time : Tue Jul 18 02:32:23 2023)

10.4.11.85

( HA synchronization time : Tue Jul 18 02:27:29 2023)



Hmim FMC

CI5CO  Product Updates

Devices  AMP o @ # @ adminv

Product Updates

Download Updates Upload Update

Currently running software version: 7.1.0

Currently installed VDB version: build 346 ( 2021-08-24 21:48:15)

Available Updates Readiness History

Type Version Date Reboot

Cisco Firepower Mgmt Center Patch 7.1.0.1-28 Tue Feb 22 23:32:26 UTC 2022 Yes ]

Cisco FTD Upgrade 7.0.4-55 Sun Aug 7 19:43:24 UTC 2022 Yes . = i
LEARESH

BB L TEHNEARRANEH

Currently running software version: 7.1.0

Updates

Upload software updates and patches here.

Action (@ Upload local software update package

! | Specify software update source (FTD devices only)

Package | Browse... | Cisco_Secure_FW_Mgmt_Center_Upgrade-7.2.4-169.sh.REL tar

Cancel Upload

BT
SR I EMEERE

HEARHEEETHREERSE.
HEREEAREEEAZENTEETR.



T mm FMC

CISCO  Product Updates Devices AMP

Product Updates

Currently running software version: 7.1.0

Currently installed VDB version: build 346 ( 2021-08-24 21:48:15)

Available Updates Readiness History
—
Type Version

Date

Cisco Secure FW Mgmt Center

Upgrade 7.2.4-169 Wed May 10 12:48:58 UTC 2023

REAMIUETRERS

BEERENEE | REB IR — T Check Readiness,

Q @ I+ @ admin~

Download Updates Upload Update

Reboot

B

Hmm FMC

c1sco  Uploa ! Devices AMP

Product Updates

Currently running software version: 7.1.0

Selected Update

Type Cisco Secure FW Mgmt Center Upgrade
Version 7.2.4-169

Date  Wed May 10 12:48:58 UTC 2023
Reboot  Yes

Readiness Check
Results

firepower
1 1.85 - Cisco Firepower Management Center for Viiware lity check passed. Proceed with

s  Ungrouped (1 total) Compatibility Check

RIERERMN
AEEEROFREEE,
HESER>ET

Q d’ I+ @ adminv

By Group -
Readiness Check Estimated i
Completed Upgrade Time
35 min (]

o [



Q ﬁ? i+ @ adminv

Upgrades A Health @ Tasks

20+ total 0 waiting m 0 retrying 20+ success 5 failures

Local Readiness Check

Readiness Check For version: 7.2.4-169
[50%] Running script 000_start/110_DB_integrity_check.sh...

Mo more older tasks

RRRERERTH
TRE , BULEREEREERPREMRE,
MERT , MEATURERKEERNE,

TR AZEHREHN
BEEABRWEE, &— Tinstall,

Product Updates
Currently running software version: 7.1.0
Selected Update
Type Chice Secure FW Mgem Caenor Upgendn
Version  7.2.4-169

Dabe  Wed May 10 12:48:58 UTC 2023
Ruboot  Yes

- [

‘_,‘. o x Succoss

RERAMES

HRDEIRBENES | FE—TOK,

Filter

2023-07-18 00:05:22

3m 17s

By Group -

k Check Readiness



@h 10.88.243.115:43085

After both FMCs are updated, FMC high availability will be in split
brain. Click "Make Me Active' after choosing the right Active FMC
to resolve split brain.

KSR

HE AT LAZE A H B>

Q @ I+ @ adminv

Upgrades A Health O Tasks

| 0 waiting 1 running 0 retrying 20+ success 1 failure Q, Filter
“': Local Install
Installing Cisco Secure FW Mgmt Center Upgrade version: 7.2.4-169 Tm 7s
Installing Cisco Secure FW Mgmt Center Upgrade version: 7.2.4-169
69
t Tue

© Local Readiness Check

Readiness Check For version: 7.2.4-169 4m 18s X
Success. OK to upgrade to 7.2.4-169 version.

BTRRE



AR REARWEEI0DES BT Ko

WMRETLASHRECLI , BITLAE AR E R K /var/log/sfhREERE ; FFEBlexperttE = A # A root

acCesso

> expert

admin@firepower:~$ sudo su

Password:

root@firepower:/Volume/home/admin# cd /var/log/sf/

root@firepower:/var/log/sf# 1s
Cisco_Secure_FW_Mgmt_Center_Upgrade-7.2.4

root@firepower:/var/log/sf/Cisco_Secure_FW_Mgmt_Center_Upgrade-7.2.4# 1s
000_start AQ_UUID DBCheck.log exception.log flags.conf main_upgrade_script.log status.log status

root@firepower:/var/log/sf/Cisco_Secure_FW_Mgmt_Center_Upgrade-7.2.4# tail -f status.log



FHRERE , FMCEHE.

ui:[100%] [1 minsto go for reboot]Running script 999_finish/999 zzz_complete upgrade message.sh...
ui:[100%] [1 minsto go for reboot] Upgrade complete

ui:[100%] [1 minsto go for reboot] The system will now reboot.
ui:System will now reboot.

Broadcast message from root@firepower (Tue Jul 18 05:08:57 2023):
System will reboot in 5 seconds due to system upgrade.

Broadcast message from root@firepower (Tue Jul 18 05:09:02 2023):
System will reboot now due to system upgrade.

ui:[100%] [1 minsto go for reboot] Installation completed successfully.
ui:Upgrade has completed.

state:finished

Broadcast message from root@firepower (Tue Jul 18 05:09:25 2023):

The system is going down for reboot NOW!

EfRE% , WEFMCAETEFMCHZE R ERRBEE,

GUI >T&Bh, > "B,



dses’ SECURE
Firewall Management Center

Version 7.2.4 (build 169)

Model Secure Firewall Management Center for VMware

Serial Number None

Snort Version 2.9.20 (Build 4004)

Snort3 Version 3.1.21.400 (Build 24)

Rule Pack Version 2869

Module Pack Version 3245

LSP Version Isp-rel-20230717-1542

VDB Version build 353 (2022-03-07 22:13:19)

Rule Update Version 2023-07-17-001-vrt

Geolocation Update Version Country Code: 2023-07-17-100, IP: 2022-12-19-101

0s Cisco Firepower Extensible Operating System (FX-0S)
2.12.0 (build 499)

Hostname firepower

For technical/system questions, email tac@cisco.com phone: 1-800-553-2447 or
1-408-526-7209. Copyright 2004-2023, Cisco and/or its affiliates. All rights reserved.

FMCH AU B B2 R AN & FAL

a>maAk



Firewall Managemen nter :
EWa anageme IC.E. I_e " Overview Analysis Palicies Davices Objects Integration Deploy Oy -@ L @ adminvy | lwl ceeyng
—
Pear Manager
Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On-Prem

B3 Make Me Active dF  Break HA I» Resume S

Thiz high availability pair s in split brain. Make one Management Center active by clicking "Make Me Active’.

Summary System Status

A Split Brain - Management Center is active on both peers, Local Remote

[ Both Management Centers are configured to run in standalone Split Brain - Secondary Split Brain - Primary
Status mode , Database is not configured for high availability , No {10.4,11.85) (10.4.11.84)
synehronization 1ask running between high availability )
management centers , Synchronization paused. ) Operating System 724 710
Synchronization A Paused by user Saftware Version 7.2.4-169 7.1.0-90
10.4.11.85 Model Secure Firewall Managerment

Active System { HA synchronization time : Software versions do not match Center for Vkiware

(7.2.4 vs 7.1.0) VDB versions do not match (353 vs 346) )

10.4.11.84
Standlby System { HA synchronization time : Software versions do not match
(7.1.0 vs 7.2.4) VDB versions do not match (346 vs 353} )

EARIBERAFMCENHARE

HECLI L |, BSEULABR AT LUBERRA,

Copyright 2004-2023, Cisco and/or its affiliates. All rights reserved.
Cisco is aregistered trademark of Cisco Systems, Inc.
All other trademarks are property of their respective owners.

Cisco Firepower Extensible Operating System (FX-0S) v2.12.0 (build 499)
Cisco Secure Firewall Management Center for VMware v7.2.4 (build 169)

>
> show version

------------------- [ firepower ]--------------------

Model : Secure Firewall Management Center for VMware (66) Version 7.2.4 (Build 169)
uuibD : 1c71ae24-1e60-11ed-8459-9758e19f1a24

Rulesupdate version  : 2023-01-09-001-vrt

LSPversion : Isp-rel-20220511-1540

VDB version : 353

SREFREHHEE

EEBERPEESR2ESH

. LEABREH.

ERBERRE.



RERFHREN

SR 6. BARTENFMC

EMBEFMCLERAKE , BEAEMALEBENFMCIIZIEMake Me Activei®1E,

E>a At BAR

FII’E‘.'\:l'ElII M.a.a nagem.ent (;e nter _ o Analysis Feisis

Drevices Objects Integration Deploy O, ﬁ 4+ @ admin~

Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On=Prem

B3 Make Me Active L] Break HA I» Resume Synchronization

This high availability pair is in split brain, Make ane Management Center active by clicking "Make Me Active’. X

Summary
A Split Brain - Management Center is active on both peers.
Status ( Both Managemant Centers are configured to run in standalone
mode , Database is not configured for high availability .
Synchronization paused. )
Synchronization A Paused by user

10.4.11.84

Bt
ciive System { HA synchranization time : Tue Jul 18 16:57:35 2023 )

10.4.11.85

Standby Syst
s Syssm: { HA synchronization time : Tue Jul 18 16:57:07 2023 )

BAMmEKRFMC

ERESUESERAYSFRT TN EARE  RERRE.

System Status

Local
Split Brain - Primary
(10.4.11.84)
Operating System 7.2.4
Software Version 7.2.4-1689

Secure Firewall Management

M 1
ode Center for Vihware

Remote
Split Brain - Secondary
{10.4.11.85)
7.2.4
7.2.4-169

Secure Firewall Management
Canter for Viwane




Warning

This operation may affect critical processes running in
the background. The local peer will be active and the
other peer will become a standby. The active peer will
overwrite configuration and policies present on the
standby peer. Do you want to continue?

FRRAEER N EDEERENES

Make Me Active

Do you want to make this Management
Center active and peer standby?

Cancel l




BEEEE

Resolving split brain, making this
Management Center active.

Please Wait...

BRR KB 0

SHEIRSEFMD , Y HEREMFMCEYIRAFHER.

[ E,'re‘.'\_rfll .M,E,"-ﬁ?fme"_t CH:PE:E:| = Ovendiew  Analysis  Policies  Devices  Objects
viegration | Other Integ 15 [ High Awvailability

Integration Deploy @ € £ @ adminv W secure

Peer Manager
Cloud Services Realms: Identity Sources High Awvallability eStreamer Host Input Client Smart Software Manager On-Prem
I ————
Ed Make Me Active | [ 4p  Break HA ] [ Il Pause Synchronization
High 1y arg in progress, The status

Summary
Status
Synchronization
Active System

Standby System

FMCE %

These operations inclede file copy which may take time to comphite.

and alents on this page are lemporary, Please check after high availabiity operations ane complete, ><

A Temporarily degraded- high availability operations are in
Progress.

4k Failed

10.4.11.84
{ HA synchronization time : Tue Jul 18 17:27:28 2023 )

10.4.11.85
{ HA synchronization time : Tue Jul 18 17:26:56 2023 )

System Status

Operating System
Software Version

Model

Local
Split Brain - Primary
(10.4.11.84)
7.24
7.2.4-169

Secure Firewall Management
Center for Vidware

Remaote
Split Brain - Secondary
(10.4.11.85)
7.24
7.2.4-169

Secure Firewall Management
Center for ViMware
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EFMC Active# B F EBHEMNE U TR ARIBIE.

B

EMEFMCERMERRABERSTRE , HA SummaryE B4 2 FATR ¢
S-S At



Cloud Samvices Realms
Summary
St

Synchronization

all Management Center

Overview

Identity Sources High Availability

| HA synchronization time

& synchronization time

Analysis Policias

aStreamar st Input

hronization task is in progress

10.4.11.84
: Tue Jul 18 17:27:28 202

: Tue Jul 18 17:

Devices Objects Integration Deploy

Smant Software Manager On-Prem

System Status

Losey
Active - Primary
(10.4.11.84)

Operating System 724

o @ t @ adminv

-
Standby - Secondary
(10.4.11.85)
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