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1T show running-config failover F show failover @i LAREFRFTDL_FTDO1 ( EHIEO1 ) HHAMREE,

<#root>
/I confrim HA status of FTD1_FTDOL1 (Instance01 of Primary Device) >
show runni ng-config fail over
failover failover lan unit primary failover Tan interface ha_link Ethernetl/4 failover replication htt
show fail over

Failover On Failover unit Primary Failover LAN Interface: ha_Tlink Ethernetl/4 (up) ...... This host: P
...... Other host: Secondary - Standby Ready <---- Instance0l of FPR0O2 is Standby Interface diagnostic

1T show running-config failover Hl show failover @nF AREFRFTDL FTD11(Primay Instance02) FWHARRRE,

<#root>
// confrim HA status of FTD1_FTD11 (Instance02 of Primary Device) >
show runni ng-config fail over
failover failover lan unit primary failover Tan interface ha_link Ethernetl/8 failover replication htt
show fail over

Failover On Failover unit Primary Failover LAN Interface: ha_Tlink Ethernetl/8 (up) ...... This host: P
Other host: Secondary - Standby Ready <---- Instance02 of FPR0O2 1is Standby Interface diagnostic (192.16

iE 1T show running-config failover 1 show failover #3<=SARERRFTD2_FTDO2 ( #E15ITHO1 ) BIHAARRE,

<#root>
/I confrim HA status of FTD2_FTDO02 (Instance01 of Secondary Device) >
show runni ng-config fail over
failover failover lan unit secondary failover lan interface ha_link Ethernetl/4 failover replication h
show fail over

Failover On Failover unit Secondary Failover LAN Interface: ha_link Ethernetl/4 (up) ...... This host:
Other host: Primary - Active <---- Instance0l of FPRO1l is Active Active time: 31651 (sec) slot 0: UCSB-



T show running-config failover 1 show failover fn< BAFEFRFTD2_FTD12 (Seconday |nstance02) I HA R BE,

<#root>
/Il confrim HA status of FTD2_FTD12 (Instance02 of Secondary Device) >
show runni ng-config fail over

failover failover lan unit secondary failover Tlan interface ha_link Ethernetl/8 failover replication h

Other host: Primary - Active <---- Instance02 of FPRO1l is Active Active time: 31275 (sec) slot 0: UCSB-
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P 1EE S 192. 168. 240, 253 192, 168, 250, 253 192. 168. 40. |
VLANH 1240 VLANE | 241
El/I conl=inside - === EI/2 conl-outside
192. 168. 10. 253 Instance01 g7 63,20, 253
| 1 T
VLAN#1239 _I nstanceﬂé VLANK1238
El/5 con2-inside - El/6 conZ-outside
Segaent-A 192, 168. 30, 253 ES=S9 192.168.40.253 Segnent-8
RAEHAM
VLAN# 1240 \\ VLANE | 241
EI/I conl-inside In e01 El/2 conl-outside
192, 168, 10, 253 1G2. 168. 20. 253
nnvo | | (O | — _—
& NG5 18: : VLANKI239 Instance02 VLANG#1238 : 192. 168.20. |
P EI/5 con2-inside | mmmmmmmm]: E!/6 conZ-outside i
+ 192, 168. 30. 254 I-!-IE"JEZ. 168. 40. 254 'E
El/4 fover EI/8 fover_link
192, 168. 240, 254 192. 168. 250. 254
quiTLg_gg | El/4 fover EI/& fover_link winl0-04
RS 192, 168, 240, 253 192. 168, 250, 253 192. 168. 40. |
. Active TP . Active IP
. VLAN# 1240 R VLAN# 1241 H
i L L
. /1 conl-inside Inst 01 El/2 conl-outside H
B B RLGSR TreE
VLANE 1239 'm| VLANH1238
EI/5 con2-inside |n3tanceOE El/6 con2-outside
Seament-A 192. 168. 30. 253 iy 192. 168. 40. 253 Segnent -8
WEEZ O HR

S 1.4EWin10-01FIWinl0-02Z 2 FTPE LR

SR 2.8 1T show conn 55 LARESRTE InstanceO1 MBI TE R #f 22 3 7 FTPE#R

<tfroot>




/I Confirm the connection in Instance01 of FPRO1 >

show conn

TCP outside 192.168. 20. 1: 21 inside 192.168. 10. 1: 49723, idle 0:00: 11, bytes 529,

show conn

TCP outside 192.168. 20.1: 21 inside 192.168. 10. 1: 49723, idle 0:00: 42, bytes 530,

S 3.48Winl10-03EIWin10-043 2 FTPEAR

BB 43817 show conn &5 LARERRAE InstanceO2 M B I 1B R ER 3 T FTPERR

<ttroot>

/I Confirm the connection in Instance02 of FPR0O1 >

show conn

TCP outside 192.168.40.1: 21 inside 192.168. 30. 1: 52144, idle 0:00: 02, bytes 530,

show conn

TCP outside 192.168.40.1: 21 inside 192.168. 30. 1: 52144, idle 0:00: 13, bytes 530,

flags UONL // Confirr

flags U O NL

flags UONL // Confirr

flags U O NL

S BR8 5.3E1T connect ftd FTDOLM system support diagnostic-clifs 5 SAE AASA CLI, &4T enablefll crashinfo force watchdog #% B3

HIfE £ /£ A E iV Instance01 57 &

<#root>

Firepower-modulel>

connect ftd FTDO1

>

system support diagnostic-cli
FTDO1>

enabl e

Passwor d: FTDO1# FTDO1#
crashinfo force wat chdog

reboot. Do you wish to proceed? [confirni:

SR 6. W EYIH 4 7EInstance01F |, FTPERATE, 1E1T show failoverFl show conndi & LATERRInstance01#E FPRO27H B AR B,



<#root>
>
show f ail over

Fail over On Failover unit Secondary Failover LAN Interface: ha_link Ethernetl/4 (up) ...... Thi s host:
O her host: Primary - Failed Interface diagnostic (192.168.80.2): Unknown (Mnitored) Interface inside (

show conn

TCP outside 192.168.20.1:21 inside 192.168.10. 1:49723, idle 0:02:25, bytes 533, flags U N1

S BB 7 .7EInstance01 7 8% 4 1Y B 5B ¥ Instance02 R B & &, BT show failoverFll show connds 4 LARE R nstance02fY iR &

<#froot>

>
show f ail over

Fail over On Failover unit Secondary Failover LAN Interface: ha_link Ethernetl/8 (up) ...... Thi s host:
O her host: Primary - Active Interface diagnostic (192.168.81.1): Normal (Mnitored) Interface inside (!

show conn

TCP outside 192.168.40.1: 21 inside 192.168. 30. 1: 52144, idle 0:01:18, bytes 533, flags U O N1

SR BEFMCLEEMTIEE > 28, BEEHAME,
FTD1_FTDOL : EfHEH#E=

FTD2 FTDO2 : RE. &Eh

FTD2_FID02{Secendary, Actve] Sncs

FTD_FT0N1[Primasy, Active) Snor

EFRHAREE

SER9. ( WE ) FEFPROLMY Instance0 IR B E E# , BRI F EBIBHARAEE, ELUEIBFMC GUISFRPCLIZREHE,

EFMCLE | EfTHEE > 288, 3 — T Switch Active Peer AIt1#2FTDOL_FTD02_HAKIHAAREE,



FTD2_FID2{Secondary, Acthve] Snom 3

FTD,FTD 1 [Primary, Astive] | Snoe 3

R BEH AR RE

TEFirepower CLI L , 1T connect ftd FTDO1H] system support diagnostic-cli®i & A AASA CLI. iE4T enablefl failover active f55A
HIHRFTDOL FTD02 HABIHA.

<#root>

Firepower-modulel>

connect ftd FTDO1

>

system support diagnostic-cli

Attaching to Diagnostic CLI ... Press "Crl+a then d' to detach. Type help or '?" for a list of avail al
enabl e

firepower#

failover active

bt 3213

EERREHERAREE | F5IE1T show failover Fl show failover history @

<tfroot>

>
show fail over

Fail over On Failover unit Secondary Failover LAN Interface: ha_link Ethernetl/8 (up) ...... Thi s host:
O her host: Primary - Active Interface diagnostic (192.168.81.1): Normal (Mnitored) Interface inside (!

>

show fail over history



From State To State Reason -

iE 1T debug fover <option>#5 = LARK A BE Y R0 3B B 5%

<{froot>

>

debug fover

auth Failover Coud authentication cable Failover LAN status cnd-exec Fail over EXEC conmand execution

8E

https://www.cisco.com/c/en/us/support/docs/security/firepower-management-center/212699-configure-ftd-high-avail ability-on-firep.html

https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/multi-1nstance/multi-Instance_solution.html

https://www.cisco.com/c/en/us/support/docs/avail ability/high-avail ability/217763-troubl eshoot-firepower-threat-def ense-hi.html#toc-hl d-
46641497



https://www.cisco.com/c/en/us/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/multi-instance/multi-instance_solution.html
https://www.cisco.com/c/en/us/support/docs/availability/high-availability/217763-troubleshoot-firepower-threat-defense-hi.html#toc-hId-46641497
https://www.cisco.com/c/en/us/support/docs/availability/high-availability/217763-troubleshoot-firepower-threat-defense-hi.html#toc-hId-46641497
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