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- IP#11E192.0.2.65 =& F i

- IPi#b1E192.0.2.6 =fAlfR 2%

E1%5  EEBSYNACKHIBF A EEE FFER LS SRECu addEEZENEE, ECLIEmEH
, JHERERAAI flow,

firepower# show capture CCL decode

3 packets captured

1: 08:14:20.630521 127.2.1.1.51475 > 127.2.2.1.4193: udp 820

BEASPH AL 524 11 BcE

ATHR A H L A B0 & 50

ifc_in INSIDE(7020a7), ifc_out INSIDE(7020a7)

TCP:7192. 0. 2. 65/37468, dest 192.0.2.6/80

824 | REISYN/ACKER B TR EBNRME R

firepower# show capture CAPI packet-number 1 trace

13 packets captured

1: 08:14:20.628690 802.1Q vlan#200 PO 192.0.2.6.80 > 192.0.2.65.37468: S
2524735158:2524735158(0)ack 2881263901 win 65160 <mss 1460,sackOK » timestamp 611712900
970937593, nop ° wscale 7>

4w : CAPTURE

Subtype:

Result: ALLOW



B AR 17085 4)

Config:

Additional Information:

MAC Access Tist

Fe gt 2

A% @ ACCESS-LIST

Subtype:

Result: ALLOW

AR 1085 )

Config:

Implicit Rule

Additional Information:

MAC Access Tist

4w : INPUT-ROUTE-LOOKUP

Subtype:ﬁi#ﬁﬁﬂﬂﬁé

Result: ALLOW

EHEPERF 213664 ns



Config:

Additional Information:

e difc INSIDE(vrfid:0)45 31T - 1+192. 168. 200. 140

Feg i 4

4] w] : CLUSTER-EVENT

Subtype:

Result: ALLOW

EHERERF 216104 ns

Config:

Additional Information:

#~ 4 : TINSIDE

A s R

MO T
FREL DD

4| =] : OBJECT_GROUP_SEARCH
Subtype:

Result: ALLOW

EEERF 019520 ns

Config:



Additional Information:

DR S SR ou |

ANSG™ fie st i 1 0

pENSG™ feidict 0

P R T T 3N

WET

S ‘i‘?’%\ = - ]ﬁa;'l'ﬁi : 4

Feb t 6

Al w] © ACCESS-LIST

Subtype:

Result: ALLOW

B 366504

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268436480

access-1list CSM_FW_ACL_ remark rule-id 268436480: ACCESS POLICY: mzafeiro_empty — ¢

access-1ist CSM_FW_ACL_ remark rule-id 268436480: L4 RULE: DEFAULT ACTION RULE

Additional Information:



Pt e BB DISNOrt I iR (Fik— H FUEST > A PLEARY #1023 %

Fege T

4] %] : CONN-SETTINGS

Subtype:

Result: ALLOW

R 36644

Config:

class-map tcp

match access-Tist tcp

policy-map global_policy

class tcp

set connection conn-max 0 embryonic-conn-max O random-sequence-number disable syn-cookie-mss
1380

service-policy global_policy global

Additional Information:

Fege t 8

%]+ NAT



Subtype : & B ¢ #

Result: ALLOW

PR 36654

Config:

Additional Information:

Fege t 9

A %] : IP-OPTIONS

Subtype:

Result: ALLOW

F AP 0 3665

Config:

Additional Information:

Result:

input-interface: INSIDE(vrfid:0)

input-status:up

input-Tine-status: up

output-interface: INSIDE(vrfid:0)



output-status: up
output-line-status: up
Action: drop

0% pERE 1 54168 ns

Drop-reason: (tcp-not-syn)First TCP packet not SYN: Drop-location: frame snp_sp:7459 flow(NA)/NA

- Add flowsH B EIiZ K& 508:14:20.630521 , MSYN/ACK ~2Z ) Z B #Y I & £308:14:20.628690.
&R F R o

B X & R FAtep-not-syn ASPIREIEZE TSYN/ACKE RS, FHEE , EHR4RER , BFABERERR
AREEHNRES , BRERIFTMRMESE. Hit , CEEKARMES.,

Lk R B A R AR B RFSYN/ACKHAY B BHE B0 B
firepower# show capture CAPI packet-number 3 trace
13 packets captured

3: 08:14:21.629560 802.1Q vlan#200 PO 192.0.2.6.80 > 192.0.2.65.37468: S
2540375172:2540375172(0)ack 2881263901 win 65160 <mss 1460,sackOK - timestamp 611713901
970938595, nop * wscale 7>

4w : CAPTURE
Subtype:
Result: ALLOW

P 17084 4



Config:

Additional Information:

MAC Access Tist

Fe gt 2

A% : ACCESS-LIST

Subtype:

Result: ALLOW

AR 1085 )

Config:

Implicit Rule

Additional Information:

MAC Access Tist

4w : CLUSTER-EVENT

Subtype:

Result: ALLOW

TR 34160

Config:

Additional Information:



#~ 4 : TINSIDE

Al w0 STUB

I(0) & if > §2e¥5 H (1)«

FEfe i 4

4w : CAPTURE

Subtype:

Result: ALLOW

E AR 180844

Config:

Additional Information:

MAC Access Tist

Result:

input-interface: INSIDE(vrfid:0)

input-status:up

input-line-status: up

Action: allow

A% g 14640 ns

1 packet shown
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