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<#root>

interface GigabitEthernet0/0



nameif outside
security-level 0

pppoe client vpdn group RTRL

ip address pppoe setroute

interface GigabitEthernet0/1
nameif outside2
security-level 0

pppoe client vpdn group RTR2

pppoe client route distance 10

ip address pppoe setroute

vpdn group RTR1 request dialout pppoe
vpdn group RTR1 Tocalname pppoe
vpdn group RTR1 ppp authentication pap
vpdn group RTR2 request dialout pppoe
vpdn group RTR2 Tocalname pppoe
vpdn username pppoe password #¥¥¥*
sla monitor 1
type echo protocol ipIcmpEcho 172.16.1.1 interface outside?2
num-packets 2
timeout 5
frequency 5

sla monitor schedule 1 Tife forever start-time now
track 1 rtr 1 reachability

object network net-192.168.1.0
subnet 192.168.1.0 255.255.255.0

nat (inside,outside) source dynamic net-192.168.1.0 interface
nat (inside,outside2) source dynamic net-192.168.1.0 interface

route outside2 172.16.253.0 255.255.255.0 172.16.1.1 1 track 1

FTD#H&E

AEENBFTDE EMNPPPoEELE., LA T RFTD EoutsideMoutside2T HIPPPoEARAERY LB |, LA K
HBEFNERNFEATS :



Edit Physical Interface
General IPvd IPwE Path Monitoring Hardware Configuration Manager Access Advanced

IP Type:

| use pepoE “ ]

VPDN Group Name *:

[rren ] vpdn group RTR1 request dialout pppoe
PPPOE User Name *: interface G0/0

[pppoe ] Fppoe client vpdn group RTRI

PPPoE Password *:

["“. ] vpdn group RTR1 localname DPPOE

Confirm Password *:

vodn username pppos password **xx¥

(oree

PPP Authentication:

[ pAP

vpdn group RTR1 ppp authentication pap

PPPoE route metric:

[-|'I 2z i)

Enable Route Settings:

IP Addrass:

interface GO/0
ip address pppRos SSLIQULES

[

1920217255285

Store Username and
Password in Flash:

O

255228 ar 192.0.2 1425

cnce (3

FMC Ul LKA EBPPPoE/ T EEL B




Edit Physical Interface

General IPwd IPvE Path Monitoring
IP Type:
[ Use PPPOE v ]

VPDM Group Name *;
| RTR2 |

PPPoE User Mame *:
oovoe )
PPPoE Password *:

= )

Confirm Password *;

| esens |

PPP Authentication:
[mp u]

PPPGE route metric:
10 l
(T -ZF55]

Enable Route Settings:

IP Address:

|

&g. 192.0.2.1/255.255 255 228 or 192.0.2.1/25
Store Username and
Password in Flash:

0

Hardware Configuration Manager Access Advanced

¥pdn group RTR2 request dialout pppos
interface G0/1

pppgoe client ypdn group RTR2

¥pdn group RTRZ localname pppos
vpdn username pppgog password *FEE*

vpdn group RTRZ ppp authentication pap
interface GO0/1

EEEEE~Cli&nt route distance 10

&E’address BEpCE. setroute

s (3

outside2 PPPoE/EFEFMC Ul LW ELE

HIRHEAYFRRERR M




Edit Static Route Configuration ®

Type: ® ieva O pve
Interface*
| outside? w ]

(Interface starting with this icon @ signifies it is available for route leak)

Available Network + Selected Network

Q, Search net-172.16.253.0

.

10.0.0.164
10144.81.0
10.199.60.96

10.62.184.23

|< < Viewing 1-100 of 2742 > |

Ensure that egress virtualrouter has route to that destination

Gateway

| 1721611 w | +

Metric:

E |
(1-254)
Tunneled: | | (Used only for default Route)

Route Tracking:

| trackl w “+

SLAEEZHREE



Edit SLA Monitor Object ®

MName: Description:
l trackl| J [ ‘
Frequency (seconds): SLA Monitor ID*:

: £ )
Threshold (milliseconds): Timeout (milliseconds):

5000 [ 5000 J
Data Size (bytes): ToS:

28 [ 0 ]
MNumber of Packets: Monitor Address®:

2 [ 1721611 ]

Available Zones/Iinterfaces

Yo

C} Search Selected Zones/Interfaces
inside_ig Add outside2_ig ]
outside_ig

csf1230 inside_ig
clupea
clupea-mobile

v001inside

D08 clupea-gast

SLAELE

BE%

RTR1FMRTR2% B2 G0/0RGO/14 HE LK 2{8VPDN#H,

Track 1/SLA1ERMEZIRTR2M AiEM . RE RBiBoutside2 N E AR B REKHEE,

pppoe client route distance 10 5518 R B K S B ER BE B 10 FE F A {ERTR21B U AV TE R 3% E
, Rt EE R AR ATEL,

BEiBoutside2 N EF45E FHAK K HELE T R,



- it , MEPPPoEEFHEAFEMNE , WHRBAPCHRERBRBHEEETARILA.

L

1. BIBAEEZEOERTR1E Y TPPPoEEEE :

<ffroot>

firewall#

show vpdn sessi on pppoe state

PPPoE Session Information (Total tunnels=2 sessions=1)

SessID TunID Intf State Last Chg
23 5 outside2 PADI_SENT 225 secs
14 4 outside SESSION UP 150 secs
firewall#

show vpdn pppi nterface

PPP virtual interface id = 1
PPP authentication protocol is PAP
Server 1ip address is 10.10.1.1

Qur ip address is 10.10.1.10

Transmitted Pkts: 33, Received Pkts: 33, Error Pkts: O

MPPE key strength is None
MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0O
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0O
Rcvd_Out_Of_Seq_MPPE_Pkts: 0

PPP virtual interface id = 2 was deleted and pending reuse

firewall#

show route

S 0.0.0.0 0.0.0.0 [1/0] via 10.10.1.1, outside



C 192.168.1.0 255.255.255.0 1is directly connected, inside
L 192.168.1.1 255.255.255.255 is directly connected, inside

Rk B

<{froot>

Mar 15 2026 20:23:26: %ASA-6-305009: Built static translation from outside:0.0.0.0 to inside:0.0.0.0
Mar 15 2026 20:23:26: %ASA-6-603108:

Bui |t PPPOE Tunnel, tunnel _id = 4, renpte_peer_ip = 10.10.1.1, ppp_virtual _interface_id = 1, client_dyn:

Mar 15 2026 20:23:26: %ASA-6-317077:

Added STATIC route 0.0.0.0 0.0.0.0 via 10.10.1.1 [1/0] on [outside] [G0/0] tableid [O

2. @1Boutside2 N E 2 EEARTR2HIPPPoEE EE -

<#froot>

firewall#

show vpdn sessi on pppoe state

PPPoE Session Information (Total tunnels=2 sessions=2)

SessID TunID Intf State Last Chg
24 5 outside2 SESSION UP 76 secs
14 4 outside SESSION UP 349 secs
firewall#

show vpdn pppi nterface

PPP virtual interface id = 1
PPP authentication protocol is PAP



Server 1ip address is 10.10.1.1

Qur ip address is 10.10.1.10

Transmitted Pkts: 67, Received Pkts: 67, Error Pkts: O
MPPE key strength is None
MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0O
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0O
Rcvd_Out_Of_Seq_MPPE_Pkts: 0

PPP virtual interface id = 2

PPP authentication protocol is PAP
Server 1ip address 1is 172.16.1.1

Qur ip address is 172.16.1.10

Transmitted Pkts: 54, Received Pkts: 54, Error Pkts: O
MPPE key strength is None
MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0
Rcvd_Out_Of_Seq_MPPE_Pkts: 0

firewall#

show route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP

S* 0.0.0.0 0.0.0.0 [1/0] via 10.10.1.1, outside

S 172.16. 253. 0 255.255.255.0 [1/0] via 172.16.1.1, outside2
C 192.168.1.0 255.255.255.0 1is directly connected, inside

L 192.168.1.1 255.255.255.255 is directly connected, inside
RE A -

<#root>

Mar 15 2026 20:27:59: %ASA-6-317077:

Added STATIC route 0.0.0.0 0.0.0.0 via 0.0.0.0 [10/0] on [outside2] [@0/1] tableid [0O]

Mar 15 2026 20:27:59: %ASA-6-305009: Built static translation from outside2:0.0.0.0 to inside:0.0.0.0



Mar 15 2026 20:27:59: %ASA-6-603108:

Bui It PPPOE Tunnel, tunnel _id = 5, renote_peer_ip = 172.16.1.1, ppp_virtual _interface_id = 2, client_dyr

Mar 15 2026 20:27:59: %ASA-6-305010: Teardown static translation from outside2:0.0.0.0 to inside:0.0.0.
Mar 15 2026 20:28:04: %ASA-6-622001:

Addi ng tracked route 172.16.253.0 255.255.255.0 172.16.1.1, distance 1, table default, on interface outs

Mar 15 2026 20:28:04: %ASA-6-317077:

Added STATIC route 172.16.253.0 255.255.255.0 via 172.16.1.1 [1/0] on [outside2] [G0/1] tableid [O0]

3.#PC IP#14£192.168.1.2510.10.253.2F1172.16.253 200 E ¥ A4 %, ERPAT , capture
capofcapo2F8 i /T E IPHb ik ( $fARHHE )

<tfroot>

Mar 14 2026 23:13:13: %ASA-6-305011: Built dynamic ICMP translation from

inside:192.168. 1. 2/ 2668 to outside: 10.10. 1. 10/ 2668

Mar 14 2026 23:13:19: %ASA-6-305011: Built dynamic ICMP translation from

inside:192.168. 1. 2/2669 to outside2:172.16.1.10/ 2669

firewall#

show cap

capture capo type raw-data interface outside [
Capturing - 456 bytes

]
match icmp any host 10.10.253.2
capture capo2 type raw-data interface outside2 [

Capturing - 456 bytes

]
match icmp any host 172.16.253.2



firewall#

show cap capo

4 packets captured

1: 23:13:13.409387

10.10.1.10 > 10.10.253.2 icnp: echo request

2: 23:13:13.417764

10.10.253.2 > 10.10.1.10 icnp: echo reply

3: 23:13:14.409799 10.10.1.10 > 10.10.253.2 1icmp: echo request
4: 23:13:14.415978 10.10.253.2 > 10.10.1.10 icmp: echo reply

4 packets shown

firewall#
show cap capo2
4 packets captured
1: 23:13:19.500584

172.16.1.10 > 172.16.253. 2 icnp: echo request

2: 23:13:19.506321

172.16.253.2 > 172.16.1.10 icnp: echo reply

3: 23:13:20.502201 172.16.1.10 > 172.16.253.2 icmp: echo request
4: 23:13:20.508076 172.16.253.2 > 172.16.1.10 icmp: echo reply

4 BHERTR1 LA EIRHER SR, BiBoutside2/ M EHERBRHHBEANEE1DE

RTR1:

<ffroot>

Mar 15 20:43:19.679: %1 NEPROTO 5- UPDOWN:  Li ne protocol on Interface G gabitEthernet0/1, changed state t



Firewall:

<{froot>

Mar 15 2026 20:44:17: %ASA-3-403503:

PPPoE: PPP | i nk down:

Mar 15 2026 20:44:17: %ASA-3-403503:

PPPoOE: PPP | i nk down: Peer not responding

Mar 15 2026 20:44:17: %ASA-3-403503:

PPPoE: PPP | i nk down:

Mar 15 2026 20:44:17: %ASA-3-403503:

PPPoE: PPP | i nk down: LCP down

Mar 15 2026 20:44:17: %ASA-6-603109:

Teardown PPPCE Tunnel, tunnel _id = 4, renote_peer_ip = 10.10.1.1

Mar 15 2026 20:44:17: %ASA-6-305009: Built static translation from outside:0.0.0.0 to inside:0.0.0.0
Mar 15 2026 20:44:17: %ASA-6-317078:

Del eted STATIC route 0.0.0.0 0.0.0.0 via 10.10.1.1 [1/0] on [outside] [Q0/0] tableid [O]

Mar 15 2026 20:44:17: %ASA-7-110007:

De

Entry:0.0.0.0/0.0.0.0 nh:10.10.1.1 nh_cnt:1 flags:0 tinestanp: 147 resol ver_cnt:0 ifcout: outside rest

Mar 15 2026 20:44:17: YASA-6-317077: Added STATIC route 0.0.0.0 0.0.0.0 via 172.16.1.1 [10/0] on [outsic

Mar 15 2026 20:44:17: %ASA-7-110006: Add Entry:0.0.0.0/0.0.0.0 nh:172.16.1.1 nh_cnt:1 flags:0 timestamp
Mar 15 2026 20:44:17: %ASA-6-305010: Teardown static translation from outside:0.0.0.0 to inside:0.0.0.0

firewall#

show route



0.0.0.0 0.0.0.0 [10/0] via 172.16.1.1, outside2
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ASAELE

<tfroot>

interface GigabitEthernet0/0
nameif outside
security-level 0

pppoe client vpdn group RTRL

pppoe client route track 2

ip address pppoe setroute

interface GigabitEthernet0/1
nameif outside2
security-level 0

pppoe client vpdn group RTR2

pppoe client route distance 10

ip address pppoe setroute

vpdn group RTR1 request dialout pppoe
vpdn group RTR1 Tocalname pppoe

vpdn group RTR1 ppp authentication pap
vpdn group RTR2 request dialout pppoe
vpdn group RTR2 Tocalname pppoe

vpdn username pppoe password #¥¥¥**

sla monitor 2

type echo protocol ipIcmpEcho 10.10.1.1 interface outside
num-packets 2

timeout 5

frequency 5

sla monitor schedule 2 1ife forever start-time now

sla monitor 1

type echo protocol ipIcmpEcho 172.16.1.1 interface outside?2
num-packets 2

timeout 5

frequency 5

sla monitor schedule 1 Tife forever start-time now

track 1 rtr 1 reachability
track 2 rtr 2 reachability

object network net-192.168.1.0



subnet 192.168.1.0 255.255.255.0
nat (inside,outside) source dynamic net-192.168.1.0 interface
nat (inside,outside2) source dynamic net-192.168.1.0 interface

route outside2 172.16.253.0 255.255.255.0 172.16.1.1 1 track 1

FTD#HE&E

REEREFTDRENPPPoERLE, BIESRE "HFRABSHLANEA — TARE) —H+HH
FTDEEHE , R REoutside /N 1811 T pppoe client route track x B8 I ZBE, HMRFMC UIZA
BT EHEFimBENERR , Btk 4AFEAFlexConfig.

BAREBIAT 3

1. FlexConfig R MBI ETRNEEE 2N ARE ., LEARRIFlexConfigk A MWElE R, TR
WEESERIIBAK , KMERMERETE. /A , FEERHILE , FEEITEFlexConfigE X
, M3 H R ERH,

2.ZREHEIR , FMCHBR{E I ELEX.. S B EFBIEFlexConfig. HRKEM |, B4 AR FlexConfighi &
BB E REverytime , W EHHFlexConfiglt R P HEITHE,

FlexConfiglit & £ B

1. 5N EN HBOSLAFIPPPoER Fin it Efl B U FlexConfigi R, HRG TSHB.L REA
Once , #Types& E AAppend. TELLRBIF | R TEE2, SLA2, FEE , HRDtrack 2 rtr 2
reachability@ ¥ :



Edit FlexConfig Object ®

Name:

[ pppoe_add_sla_pppoe_config ]

Description:

| |

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

EX Deployment: [Once ~ Type: [ Append ~

1.1 interface cutside

life forever stert-vime now

r zcheduls 2

nt route track 2

i A A SLAR FlexConfig

2.3 2 —{@FlexConfigf & , LAElEtrack 2 rtr 2 reachability@i ¥, #ERHEDeploymenti&E B

=n

Everytime , 3 # Typei& E AAppend:

Edit FlexConfig Object

Mami:

| pppoe_add_track_reachability |

Description:

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Ed Deployment: | Everytime - Type: | Append w
zoack 2 zzz 2 seachabilizy

iE A A R8BI FlexConfig

3. HGE REE EIFlexConfigiR b, FRERIS ( & ) £ MAtrack 2 rtr 2 reachability @ SR E R
, WEE R



fx1 [ Preview Config J Cancel

nier Description

Available FlexConfig C “4 Selected Prepend FlexConfigs

Peliey Assignments (1)

# Mame Description

User Defined

o ppp
System Defined
“BDefa _Configure

=2 Default_inspection_Protocol_Disabile

"B Default_inspection_Protocol_Enabile

i DHCPvE_Prefix_Delegation_Configure
=% DHCPVE_Prefix_Delegation_UnConfigure
" DNS_Configure

=7 DNS_UnConfigure

“a .U Selected Append FlexConfigs

i Mame Description

nspectIPvE_Configure 1 ppoe_add_sla_pppoe_config

.2 Inzpect_IPvE_UnConfigure
2 pp _add_track_reachability

“B1515_Configure

FlexConfig % B&

B

« RTR1FIRTR2% 5l 2G0/0FG0/147 H L #92{8VPDN4E.

« Track 2/SLA2BRMtRTR1BYAIZEM., pppoe client route track 2 &y 18 R Bh A #8718 Mt 2 B Eh B
BRABNELEEREB,

o Track 1/SLA1ERMtFIRTR2Y A iE M, BB RBEBoutside2 N EIARBRERHEE,

« pppoe client route distance 10 a8 518 R A fEAS EEIEBH10/EH U&RTRZ?%H&E’J?E pdizds

, Bt eF 2 ABEETEL.
- BEiBoutside2 T HE 4 E FHRAM K HEE T ERHEL,
- At , MEPPPoEEREHMEBATEME  WHRBAPCHRERBRAREETESHILA,

L

1.2UBBABNHERTRIHPPPOEEEE :

<tfroot>

firewall#

show vpdn sessi on pppoe state

PPPoE Session Information (Total tunnels=2 sessions=1)

SessID TunID Intf State Last Chg



12 3 outside SESSION UP 80 secs

12 4 outside? PADI_SENT 74 secs

firewall#

show vpdn pppi nterface

PPP virtual interface id =1

PPP authentication protocol is PAP
Server 1ip address is 10.10.1.1

Qur ip address is 10.10.1.10

Transmitted Pkts: 71, Received Pkts: 71, Error Pkts: O
MPPE key strength is None
MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0O
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0
Rcvd_Out_Of_Seq_MPPE_Pkts: 0

PPP virtual interface id = 2 was del eted and pendi ng reuse

firewall#

show route

S* 0.0.0.0 0.0.0.0 [1/0] via 10.10.1.1, outside

C 192.168.1.0 255.255.255.0 1is directly connected, inside

L 192.168.1.1 255.255.255.255 is directly connected, inside
RE A -

<{froot>



Mar 14 2026 22:54:46: %ASA-4-411001: Line protocol on Interface GigabitEthernet0/0, changed state to up
Mar 14 2026 22:54:50: %ASA-6-305009:

Built static translation fromoutside:0.0.0.0 to inside:0.0.0.0

Mar 14 2026 22:54:50: %ASA-6-603108

Bui |t PPPCE Tunnel, tunnel _id = 3, renpte_peer_ip = 10.10.1.1, ppp_virtual _interface_id = 1, client_d)
Mar 14 2026 22:54:51: %ASA-6-305010: Teardown static translation from outside:0.0.0.0 to inside:0.0.0.0
Mar 14 2026 22:54:52: %ASA-6-622001:

Addi ng tracked route 0.0.0.0 0.0.0.0 10.10.1.1, distance 1, table default, on interface outside

Mar 14 2026 22:54:52: %ASA-6-317077:

Added STATIC route 0.0.0.0 0.0.0.0 via 10.10.1.1 [1/0] on [outside] [G0/0] tableid [O]

Mar 14 2026 22:54:52: %ASA-7-110006: Add Entry:0.0.0.0/0.0.0.0 nh:10.10.1.1 nh_cnt:1 flags:0 timestamp:

2. @1Boutside2 N E 2 EEARTR2HIPPPoEE EE -

<#froot>

firewall#

show vpdn sessi on pppoe state

PPPoE Session Information (Total tunnels=2 sessions=2)
SessID TunID Intf State Last Chg

12 3 outside SESSION UP 412 secs

13 4 outside2 SESSION UP 89 secs

firewall#

show vpdn pppi nterface



PPP virtual interface id =1

PPP authentication protocol is PAP
Server 1ip address is 10.10.1.1

Qur ip address is 10.10.1.10

Transmitted Pkts: 238, Received Pkts: 238, Error Pkts: 0
MPPE key strength is None
MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0O
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0O
Rcvd_Out_Of_Seq_MPPE_Pkts: 0

PPP virtual interface id = 2
PPP authentication protocol is PAP
Server 1ip address 1is 172.16.1.1

Qur ip address is 172.16.1.10

Transmitted Pkts: 56, Received Pkts: 56, Error Pkts: O
MPPE key strength is None
MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0O
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0
Rcvd_Out_Of_Seq_MPPE_Pkts: 0

firewall#

show route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 10.10.1.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.10.1.1, outside

C 192.168.1.0 255.255.255.0 1is directly connected, inside

L 192.168.1.1 255.255.255.255 is directly connected, inside
S 172.16. 253. 0 255.255.255.0 [1/0] via 172.16.1.1, outside2
RIEBFE -

<tfroot>



Mar 14 2026 22:59:45: %ASA-4-411001: Line protocol on Interface GigabitEthernet0/1, changed state to up
Mar 14 2026 23:00:13: %ASA-6-603108:

Bui It PPPOE Tunnel, tunnel _id = 4, renote_peer_ip = 172.16.1.1, ppp_virtual _interface_id = 2, client_dy

Mar 14 2026 23:00:14: %ASA-6-305010: Teardown static translation from outside2:0.0.0.0 to inside:0.0.0.
Mar 14 2026 23:00:18: %ASA-6-622001:

Addi ng tracked route 172.16.253. 0 255.255.255.0 172.16.1.1, distance 1, table default, on interface out

Mar 14 2026 23:00:18: %ASA-6-317077:

Added STATIC route 172.16.253.0 255.255.255.0 via 172.16.1.1 [1/0] on [outside2] [G 0/1] tableid [0]

Mar 14 2026 23:00:18: %ASA-7-110006:

Add Entry:172.16. 253. 0/ 255. 255. 255. 0 nh:172.16.1.1 nh_cnt:1 flags: 0 timestanp: 339 resol ver_cnt: 0 ifcout

3.#PC IP#h4£192.168.1.2510.10.253.2F1172.16.253 200 E ¥ A4 Ei% . EIRPAT , capture
capofcapo2 8 i /T E IPHbab ( $fARHHE )

<tfroot>

Mar 14 2026 23:13:13: %ASA-6-305011: Built dynamic ICMP translation from

inside:192.168. 1.2/ 2668 to outside:10.10. 1. 10/ 2668

Mar 14 2026 23:13:19: %ASA-6-305011: Built dynamic ICMP translation from

inside:192.168. 1. 2/2669 to outside2:172.16.1.10/ 2669

firewall#

show cap

capture capo type raw-data interface outside [
Capturing - 456 bytes

]
match icmp any host 10.10.253.2
capture capo2 type raw-data interface outside2 [

Capturing - 456 bytes



]
match icmp any host 172.16.253.2

firewall#

show cap capo

4 packets captured

1: 23:13:13.409387

10.10.1.10 > 10.10.253.2 icnp: echo request

2: 23:13:13.417764

10.10.253.2 > 10.10.1.10 icnp: echo reply

3: 23:13:14.409799 10.10.1.10 > 10.10.253.2 1icmp: echo request
4: 23:13:14.415978 10.10.253.2 > 10.10.1.10 icmp: echo reply

4 packets shown

firewall#

show cap capo2

4 packets captured

1: 23:13:19.500584

172.16.1.10 > 172.16.253. 2 icnp: echo request

2: 23:13:19.506321

172.16.253.2 > 172.16.1.10 icnp: echo reply

3: 23:13:20.502201 172.16.1.10 > 172.16.253.2 icmp: echo request
4: 23:13:20.508076 172.16.253.2 > 172.16.1.10 icmp: echo reply

4 ERTR1 LEHE R HHER MR, BiBoutside2 ) HE & FE 412 2@ 17 B8 R EUR PAtrack 1 FY 5TEF 2T -

RTR1:

<ffroot>



Mar 15 21:06:11. 608:

Firewall:

<tfroot>

Mar

Mar

Mar

15 2026 21:06:

15 2026 21:06:

15 2026 21:06:

15 2026 21:06:

15 2026 21:06:

15 2026 21:06:

KSEC-CSF1210-1#

show route

0.0.0.0 0.0.0.0 [10/0]

MIEE -

14:

14:

14:

14:

14:

14:

%.1 NEPROTO- 5- UPDOVN:  Li ne prot ocol

%ASA-3-317012:

YASA- 6- 622001:

YASA- 6- 317078:

Y%ASA- 7- 110007:

YASA- 6- 317077

%ASA-7-110006:

via 172.16.1.1,

on Interface TenG gabitEthernet0/0/0, changed st

Interface IP route counter negative - Ethernetl/2

Renovi ng tracked route 0.0.0.0 0.0.0.0 10.10.1.1, distance 1, table

Del eted STATIC route 0.0.0.0 0.0.0.0 via 10.10.1.1 [1/0]

on [outsic

Del

Entry:0.0.0.0/0.0.0.0 nh:10.10.1.1 nh_cnt:1 flags: 0 timnestanp:

Added STATIC route 0.0.0.0 0.0.0.0 via 172.16.1.1 [10/0] on [outsic

Add Entry:0.0.0.0/0.0.0.0 nh:172.16.1.1 nh_cnt:1 flags:0 timestamp

out si de2
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interface GigabitEthernet0/0
nameif outside
security-level 0

pppoe client vpdn group RTRL

pppoe client route track 2

ip address pppoe setroute

interface GigabitEthernet0/1
nameif outside2
security-level 0

pppoe client vpdn group RTR2

pppoe client route distance 10

pppoe client secondary track 2

ip address pppoe setroute

vpdn group RTR1 request dialout pppoe
vpdn group RTR1 Tocalname pppoe

vpdn group RTR1 ppp authentication pap
vpdn group RTR2 request dialout pppoe
vpdn group RTR2 Tocalname pppoe

vpdn username pppoe password #¥¥¥*

sla monitor 2

type echo protocol ipIcmpEcho 10.10.1.1 interface outside
num-packets 2

timeout 5

frequency 5

sla monitor schedule 2 Tife forever start-time now

track 2 rtr 2 reachability
object network net-192.168.1.0
subnet 192.168.1.0 255.255.255.0

nat (inside,outside) source dynamic net-192.168.1.0 interface
nat (inside,outside2) source dynamic net-192.168.1.0 interface

FTD#H&E
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Edit FlexConfig Object ®

Name:

|' pppoe_add_secondary |

Description:

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

| Deployment: | Once v Type: | Append

i# Fi A SLAR FlexConfig
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Edit FlexConfig Object @

M

pppoe_add_track_reachability

Description:

A Copy-pasting any rich text might inroduce ling breaks while generating CLI. Please verily the CLI before deployment.

Insert v | E Deployment: | Everytime “ Type: | Append
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Enter Description

Available FlexConfig C “ii Selected Prepend FlexConfigs
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Policy Assignmants (1)

# MName Description

User Defined

o

"0 pppoe_add_sla_pppoe_conlig

= pppoe_remove_config

System Defined
“f DefaultDNS_Configure
=¥ Default_lnspection_Protocol_Disable
B Default_Inspection_Protocol_Enable
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"8 .9 Selected Append FlexConfigs

. # Name Deseription

1 popoe_add_secondary

“Binspect_IPvE_Configure
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=% Inspect_IPvE_UnConfigure
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<tfroot>

firewall#

show vpdn sessi on pppoe state

PPPoE Session Information (Total tunnels=1 sessions=1)

SessID TunID Intf State Last Chg
13 3 outside SESSION UP 72 secs
firewall#

show vpdn pppi nterface

PPP virtual interface id = 1
PPP authentication protocol is PAP
Server ip address is 10.10.1.1

Qur ip address is 10.10.1.10

Transmitted Pkts: 60, Received Pkts: 60, Error Pkts: O
MPPE key strength is None
MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0
Rcvd_Out_Of_Seq_MPPE_Pkts: 0

PPP virtual interface id = 2 was del eted and pendi ng reuse

2.38iBoutside T EIZIRTR1MIPPPoEEFE A ( Hltn , AV ENERERHE ) . BIEIB
outside2 M H ZIRTR2HIPPPoEE€ 5%,

%\I LH%\:

<{froot>

Mar 14 2026 23:40:50: %ASA-3-403503: PPPoE:PPP Tink down:Peer not responding
Mar 14 2026 23:40:50: %ASA-3-403503: PPPoE:PPP Tink down:
Mar 14 2026 23:40:50: %ASA-3-403503:

PPPoE: PPP | i nk down: LCP down



Mar 14 2026 23:40:50: %ASA-6-603109:

Tear down PPPOE Tunnel, tunnel _id = 3, renote_peer_ip = 10.10.1.1

Mar 14 2026 23:40:50: %ASA-6-305009: Built static translation from outside:0.0.0.0 to inside:0.0.0.0
Mar 14 2026 23:39:44: %ASA-4-411002:

Li ne protocol on Interface G gabitEthernet0/0, changed state to down

Mar 14 2026 23:39:44: %ASA-7-713906: IKE Receiver: Interface 3(outside) going down
Mar 14 2026 23:39:44: %ASA-3-317012: Interface IP route counter negative - GigabitEthernet0/0
Mar 14 2026 23:39:44: %ASA-6-317078:

Del eted STATIC route 0.0.0.0 0.0.0.0 via 10.10.1.1 [1/0] on [outside] [G0/0] tableid [O]

Mar 14 2026 23:39:44: %ASA-7-110007: Del Entry:0.0.0.0/0.0.0.0 nh:10.10.1.1 nh_cnt:1 flags:0 timestamp:
Mar 14 2026 23:39:48: %ASA-6-622001:

Renmovi ng tracked route 0.0.0.0 0.0.0.0 10.10.1.1, distance 1, table default, on interface outside

Mar 14 2026 23:39:48: %ASA-6-305009: Built static translation from outside2:0.0.0.0 to inside:0.0.0.0
Mar 14 2026 23:39:48: %ASA-6-603108:

Bui It PPPOE Tunnel, tunnel _id = 4, renote_peer_ip = 172.16.1.1, ppp_virtual _interface_id = 2, client_dyr

Mar 14 2026 23:39:48: %ASA-6-317078: Deleted CONNECTED route 172.16.1.10 255.255.255.255 via 0.0.0.0 [O
Mar 14 2026 23:39:48: %ASA-6-317077:

Added STATIC route 0.0.0.0 0.0.0.0 via 172.16.1.1 [10/0] on [outside2] [GO0/1] tableid [0]

Mar 14 2026 23:39:48: %ASA-7-110006: Add Entry:0.0.0.0/0.0.0.0 nh:172.16.1.1 nh_cnt:1 flags:0 timestamp

firewall#

show vpdn sessi on pppoe state

PPPoE Session Information (Total tunnels=2 sessions=1)

SessID TunID Intf State Last Chg
13 3 outside PADI_SENT O secs

14 4 outside2 SESSION UP 82 secs



firewall#

show vpdn pppi nterface

PPP virtual interface id = 1 was del eted and pendi ng reuse

PPP virtual interface id = 2
PPP authentication protocol is PAP
Server 1ip address 1is 172.16.1.1

Qur ip address is 172.16.1.10

Transmitted Pkts: 56, Received Pkts: 56, Error Pkts: O
MPPE key strength is None
MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0
Rcvd_Out_Of_Seq_MPPE_Pkts: 0

firewall#

show route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF

Gateway of last resort is 172.16.1.1 to network 0.0.0.0

S 0.0.0.0 0.0.0.0 [10/0] via 172.16.1.1, outside2

S 172.16. 253. 0 255.255.255.0 [1/0] via 172.16.1.1, outside2
C 192.168.1.0 255.255.255.0 1is directly connected, inside

L 192.168.1.1 255.255.255.255 is directly connected, inside

3.44PC IP#4F192.168.1.2%110.10.253.2F1172.16.253. 2 E R AW EE, ARERE KK , B
ERai@iBoutside2 NEMEE, LIk, FRPAT , capture capo2 SRl i N EIPHE AL ( HBR byt



<{froot>

Mar 14 2026 23:46:07: %ASA-6-305011:

Built dynamic ICWMP translation frominside: 192. 168. 1. 2/ 2677 to outside2:172. 16. 1. 10/ 2677

Mar 14 2026 23:46:09: %ASA-6-305011:

Built dynamic ICVMP translation frominside: 192. 168. 1. 2/ 2678 to outside2: 172. 16. 1. 10/ 2678

firewall#

show cap

capture capo type raw-data interface outside [Capturing - 0 bytes]
match icmp any host 10.10.253.2
capture capo2 type raw-data interface outside2 [

Capturing - 912 bytes

1
match icmp any host 172.16.253.2
match icmp any host 10.10.253.2

firewall#

show cap capo2

8 packets captured

1: 23:46:07.533694

172.16.1.10 > 172.16.253.2 icnp: echo request

2: 23:46:07.541842

172.16.253.2 > 172.16.1.10 icnp: echo reply

3: 23:46:08.534075 172.16.1.10 > 172.16.253.2 icmp: echo request
4: 23:46:08.540621 172.16.253.2 > 172.16.1.10 icmp: echo reply
5: 23:46:09.773031

172.16.1.10 > 10.10.253.2 icnp: echo request



6: 23:46:09.780034

10.10.253.2 > 172.16.1.10 icnp: echo reply

7: 23:46:10.773946 172.16.1.10 > 10.10.253.2 icmp: echo request
8: 23:46:10.778569 10.10.253.2 > 172.16.1.10 icmp: echo reply

AGEBBADBNENERE , EHEIIRTRIVPPPOEE:E, EiBoutside2 /M E M & E S E T
Y EEFEAAMRRE:

<ffroot>

firewall#

show vpdn sessi on pppoe state

PPPoE Session Information (Total tunnels=1 sessions=1)

SessID TunID Intf State Last Chg
17 3 outside SESSION UP 89 secs
firewall#

show vpdn pppi nterface

PPP virtual interface id = 1
PPP authentication protocol is PAP
Server 1ip address is 10.10.1.1

Qur ip address is 10.10.1.10

Transmitted Pkts: 58, Received Pkts: 58, Error Pkts: O
MPPE key strength is None
MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0O
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0O
Rcvd_Out_Of_Seq_MPPE_Pkts: 0

PPP virtual interface id = 2 was del eted and pendi ng reuse



firewall#

show route

S* 0.0.0.0 0.0.0.0 [1/0] via 10.10.1.1, outside

C 192.168.1.0 255.255.255.0 1is directly connected, inside

L 192.168.1.1 255.255.255.255 is directly connected, inside
RE A -

<#root>

Mar 15 2026 00:04:36: %ASA-4-411001:

Line protocol on Interface G gabitEthernet0/0, changed state to up

Mar 15 2026 00:05:27: %ASA-6-603108:

Bui It PPPOE Tunnel, tunnel_id = 3, renpte_peer_ip = 10.10.1.1, ppp_virtual _

Mar 15 2026 00:05:35: %ASA-6-622001:

Addi ng tracked route 0.0.0.0 0.0.0.0 10.10.1.1, distance 1, table default,

Mar 15 2026 00:05:35: %ASA-6-603109:

Tear down PPPCE Tunnel, tunnel _id = 4, renpote_peer_ip = 172.16.1.1

Mar 15 2026 00:05:40: %ASA-6-622001:

Renmovi ng tracked route 172.16.253. 0 255.255.255.0 172.16.1.1, distance 1,

Mar 15 2026 00:05:40: %ASA-6-317078:

interface_id = 1, client_dyne

on interface outside

table default, on interface ol

Del et ed STATIC route 172.16.253.0 255.255.255.0 via 172.16.1.1 [1/0] on [outside2] [G0/1] tableid [O]



5.#¢PC IP#:1£192.168.1.2%110.10.253.2F#1172.16.253.209 & #l @B outside interface ( K
) B% | AL, HRPAT |, capture capof /RE H N EIPH3E ( SRk )

<#froot>

Mar 15 2026 00:17:27: %ASA-6-305011:

Built dynamc ICVWP translation frominside: 192.168. 1. 2/ 2685 to outside: 10. 10. 1. 10/ 2685

Mar 15 2026 00:17:29: %ASA-6-305011:

Built dynamc ICVWP translation frominside: 192.168. 1. 2/ 2686 to outside: 10. 10. 1. 10/ 2686

firewall#

show capture

capture capo type raw-data interface outside [
Capturing - 912 bytes

1
match icmp any host 10.10.253.2
match icmp any host 172.16.253.2
capture capo2 type raw-data interface outside2 [Capturing - 0 bytes]
match icmp any host 172.16.253.2
match icmp any host 10.10.253.2

firewall#

show capture capo

8 packets captured

1: 00:17:27.680247

10.10.1.10 > 10.10.253.2 icnp: echo request

2: 00:17:27.688761

10.10.253.2 > 10.10.1.10 icnp: echo reply

3: 00:17:28.680415 10.10.1.10 > 10.10.253.2 1icmp: echo request
4: 00:17:28.683405 10.10.253.2 > 10.10.1.10 icmp: echo reply
5: 00:17:29.732673



10.10.1.10 > 172.16.253.2 icnp: echo request

6: 00:17:29.739799

172.16.253.2 > 10.10.1.10 icnp: echo reply

7: 00:17:30.732979 10.10.1.10 > 172.16.253.2 icmp: echo request
8: 00:17:30.736656 172.16.253.2 > 10.10.1.10 icmp: echo reply

8 packets shown
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https://tools.cisco.com/bugsearch/bug/CSCwt39430
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