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- WMEZ(r80)
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RASAE HPKIZE L EAEE DO
FEANTHSBBCLEHSRIPKIFESRASAR B E HFIPKCS12E R ¢
ASA(config)#crypto ca export <trust-point-name> pkcs12 <Z 5 E &>

A& BPKIEEEABEDR L (HREEPKIER ), EBFHEN , 52 BFirepowerEE 0
BB IERE R HIPKIE R,

BZEAnyConnectEl BB MEEER
AnyConnectBl EfE R IEN , TUBBEEFRLFLZLHABEBRIE HE,

FRU TSI ENEEaSRRASAEREFTPRTFTPEARES :
BR<FEHREMNE : [RES> <BE>

ASA# copy disk0:/anyconnect-win-4.10.02086-webdeploy-k9.pkg tftp://1.1.1.1 <-----#8 %
Anyconnect® 88 Z# Rl

ASA# copy disk0:/ external-sso- 4.10.04071-webdeploy-k9.zip tftp://1.1.1.1 <----- 8 HH\ EB B E 2T 8k
o =el,


https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/reusable_objects.html#ID-2243-00000b21
https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/reusable_objects.html#ID-2243-00000b21
https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/reusable_objects.html#ID-2243-00000b21

ASA# copy disk0:/ hostscan_4.10.04071-k9.pkg tftp://1.1.1.1 <& Hostscan‘Z i 7R Hl,
ASA# copy disk0:/ dap.xml tftp://1.1.1.1. <--—--#8&Dap.xmI#y 7Rl

ASA# copy disk0:/ sdesktop/data.xml tftp://1.1.1.1 <#8-----Data.xml#9 745l

————— ASA# copy disk0:/ VPN_Profile.xml tftp://1.1.1.1 <# & Anyconnect®i & & R 1Y R Hl,
BTHENERBRIEAEERLEREE > VPN > AnyConnectig ).

W ZEHEReview and Validate > Remote Access VPN > AnyConnect File—&iF #9Secure Firewalli®
B I Ef-Dap.xmifData.xml LERIEE ),

b-AnyConnectfi EfE R AT B 1Z L EREER L, BBREZMEBFE > RinsABVPN >
AnyConnectig 285 F#ISecure Firewali BB T E L&,
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Software Download

Downloads Home [ Security / Firewalls | Secure Firewall Migration Tool / Firewall Migration Tool (FMT)- 7.0.0
X Search.. Secure Firewall Migration Tool
Expand Al Collapse All Release 7.0.0 Related Links and Documentation
A My Notifications : i
Latest Release v Reles o
Install des
7.0.1
All Release v
. G File Information Release Date Size
Firewall Migration Tool 7.0.0.1 for Mac 04-Sep-2024 41.57 MB LR 1
7.0 Fin n_Tool_v7.0.0.1-11241.command
A
7.0.0
Firewall Migration Tool 7.0.0.1 for Windows 04-Sep-2024 30.64 MB + \3’ .
Fire yration_Toel_v7.0.0.1-11241.exe
Addvisar
Aug-2 J LTS
05-Aug-2024 39,23 MB + \___;' i
h el &
HETH
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" NON | < Downloads

Favourites Name Size

@ AirDrOp  Nj_Lai_1vduel (2).usel.)s
fmc_License(1).log

wblv-ip-fw-2-pri-show-tech (3)(1).cfg
@ Recents VPN_conf.txt
> T resources

2 Applications

(= Desktop - .
app_config.txt
[ Documents Firewall_Migration_Tool_v7.0-11136.command
@ Downloads - fmc_License(1)(1).log
unparsed.txt
=

" NON | wdhaar — Firewall_Migration_Tool_v7.0-11136.command — Firewall_Migr... |

ontext migration.'], 'FDM-managed Device to Threat Defense Migration': ['migrate

the Layer 7 security policies including SNMP and HTTP, and malware and file pol
icy configurations from your FDM-managed device to a threat defense device.'], '
Third Party Firewall to Threat Defense Migration': ['Check Point Firewall - migr
ate the site-to-site VPN (policy-based) configurations on your Check Point firew
all ( R80 or later) to a threat defense device (Version 6.7 or later)', 'Fortine
t Firewall - Optimize your application access control lists (ACLs) when migratin
g configurations from a Fortinet firewall to your threat defense device.']}, 'se
curity_patch': False, 'updated_date': '25-1-2024', 'version': '6.0-9892'}}"

2025-01-16 16:51:36,906 [INFO | views] > "The current tool is up to date"
127.0.0.1 - - [16/Jan/2025 16:51:36] "GET /api/software/check_tool_update HTTP/1
.1" 200 -

2025-01-16 16:51:40,615 [ | 1>

2025-01-16 16:51:40,622 [INFO | common] > "proxies : {}"

2025-01-16 16:51:41,838 [INFO | common] > "Telemetry push : Able to connect t
o SSE Cloud server : https://sign-on.security.cisco.com"

127.0.0.1 - - [16/Jan/2025 16:51:41] "GET /api/eula_check HTTP/1.1" 200 -
2025-01-16 16:51:41,851 [INFO | cco_login] > "EULA check for an user"
2025-01-16 16:51:46,860 [ | 1>

2025-01-16 16:51:46,868 [INFO | common] > "proxies : {}"

2025-01-16 16:51:48,230 [INFO | common] > "Telemetry push : Able to connect t
o SSE Cloud server : https://sign-on.security.cisco.com"

iZ?.G.B.l - — [16/Jan/2025 16:51:48] "GET /api/eula_check HTTP/1.1" 200 -

EHEAR
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END USE

LICENSE AGREEMENT
Migrate policies from Cisco ASA or Cisco ASA with FPS
This 15 an ageeement Detween You and Cisco Systems. In. o its amikates ("Cisco”) and Qovenns your Uise of Cisco Software. or Check Point or PAN or Fortinet to Cisco FTD

“You Your” means the indnidual of legal entiy ikensing the Soffeane under this EULA. "Use” or "Using” 5 0

QoWrigag, INstal, ACINALE, BCOESS OF OINETWESE USE S e, “Software” means e G0 ooy ProgranTs ang any

Upgrades made avakablé 16 You by an Appioved Source and Marsed 16 You by Ceeo. “Documentalion” i the CiLes wber of - sss

g MARENals, SPECACAONS. oF SINEr BOCUM

Sofware
And quansty prowided in & product 1D (FID) putished on CEco's price |51, CLEm CRrmficaie of nght bo use nob
“Upgrades” means all updales, upgraces. bug SNes, €rof COMeCtons, enhancements and other ModMCAlions to the Software
and backup copees hereol. This agreement. any supplemental Boenss 1EMs and any SPEck peoduct 1ems at

W CHCO. COMGO/SOMareteTs (Colletivery, the "EULA’) gavern Your Use of the Sofware

1. Accaptance of Terms. By Lising the Software, You agres b be bound & ferns of e EULA If you are entering into

this EULA on behalf of an entty. you represent that you have authery 1o bind that ent & harve such authority or

¥OU 30 HOL BGEE 10 e 1EIMS o thi ELILA, DEMNE! YOU NP INE &Nty My USe e Somaaie and i may be (eumad 1 M

Approwed Source for  refund within Ehirty (30} days of the ®ate you acquired the Solwane or CISCo product. Your nght to

Tedum and refund appiies only i you are the onginal end user koensee of the Software Extract Source Information

2. Licknsa. Subiect 10 payment of the: applicatie fees and complance with th A, CisCo rants You 2 Bmaed, non-
ExciUSive and nondransferabie OERse 10 Uise Bl Co0e versons of the Software and I Doour o Sckety BoF Your

Ml DRETARGRS and In ACCoRtance wih the Entmement and the Documentation. CISco IERSES You the right to Use only
i S.nfhurman Vins seeuslon been an Aeewruin Sourea. Liskaas eaniean in annleohia i Yea ars sl Reassad in Lisa ha  won >

Aty asaional isfemation explaining his

| hawe: read the content of the EULA and SEULA and agres 1o temms isted

EULA
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Continue

Don't have an account? Sign up now
Or

Other login options

System status  Policy statement
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cisco Firewall Migration Tool (Version 7.0)

Select Source Configuration @

Source Firewall Viandor

Select Source ~

Cisco Legacy Firawalls

Cisco ASA (8.4+)

Cisco ASA (8.4+) Pre-Migration Instructions

progress.

20000

@ This migration may take a while. Do not make any changes to the Firewall Management Center (FMC) when migration is in

Session Telemetry:

Cisco ASA (9.2.2+) with FirePOWER Sarvicas

Cisco Secure Firewall Device Manager (7.2+)

related migration analylics.,

Third Party Firewalls

Check Point (r75-r77)
Check Point (r80-r81)
Fortinet (5.0+)

Palo Alle Matworks (8.0+)

HERPB K&

6. EZEZR N BB ERVIRINT &

1. FB EFEERELARunning config ".cfgy 2 M.ixty BN EEASAER,

2. BRI ASANE BB X

cleen Firewall Migration Tool

FMT: Firewall Migration Tool

Acronyms used:

FTD: Firewall Threat Defense

Stable IP Connection:
Ensure that the connection is stable between FMT and FMC.

FMC Version:

FMC: Firewall Management Center

Cigeo collects the firewall telemetry set forth below in connection with this migration. By completing the migration, you consent to
Cisco's collection and use of this telemetry data for purposes of tracking and following up on firewall device migrations and performing

Before you begin your Adaptive Security Appliance (ASA) to Firewall Threat Defense migration, you must have the following items:

Ensure that the FMC version is 6.2.3 or later. For optimal migration time, improved software quality and stability, use

the suggested release for your FTD and FMC. Refer to the gold star on CCO for the suggested release.

FMC Account:

Create a dedicated user account with administrative privileges for the FMT and use the credentials during migration.

FTD (Optional):

To migrate the device configurations like interfaces, routes, and so on, add the target device to FMC. Skip this step if

you want to migrate only the shared configurations like objects, NAT, ACL, and so on,
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Extract Cisco ASA (8.4+) Information ©
Extraction Mathods -
Marual Upleasd Conmect to ASA
Fis formal i ' g o0 " bt Enler Ihe management 1P addiéss and conned using admin
credensals
Far Muti-contix uplasd 8 show 16ch
For Single-contex! upload Show naning IF format showid be: <P Ports
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000

e ::s'cllol- Firewall Migration Tool
Source

Extract Cisco ASA (8.4+) Information
ASA IP Address: i 1921 1
Single Context Mode:

Gollect HAcounts: M

8 2 0 0 0
Q 1 1 0 Q
o ©
BE
8 EEZFEANEBHNEEFMC,
RHUFMCHIP, TERM—EEHRE , R REEWAFMCHEARRE.
didh Firewall Migration Tool 900
— Source:

Select Target

'_';\ On-Prem/MVirtual FMC Cloud-deliversd FMC

1 FTD(s) Found

FMC IP
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el Firewall Migration Tool

Select Target ©

l Firewall Management

FMC WP Address/Hostname. 152 1651 18
Choose FTD A |
@ Select FTD Device Proceed without FTD
FTD (152 168 1 17) - VidWare (Native}
L]
g
If Procesd
’ ot >
varsion/ Proce >

BAEFTD

10. BEEBRBNEE , EF8E LERRRE,

cisco  Firewall Migration Tool

Select Target ©

| Firgwall Management

)]
FMG IP Addressibostname: 192 168.1.18
| Choosa FTD > |
Selected FTD: FTD
| Select Features

Device Configuration

Interiaces

Fowes

Stalic

Shared Configuration
Aeress Contred

Populate desInation Secunty Zones

Optimization
Migrase Oty Referenced Objects

Obpect Group Search (1)

Roube-lockup leghc |s Bmited to Static Routes and Connecied Aoutes. POR, Dynamic. Foutes

B HAT are not considered

BAigrate unneted ruks a5 Prefner
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‘elsen’ Firewall Migration Tool 000
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CISCco

Pre-Migration Report Date: 16 January 2025 20:25 PM

L. Crverall Summary:

A ssmmsmary of the isppérted ASA configuratien clements thil 230 b ieten 10 10 Fireporwes Thieat Defense

Collection Mesbod Comneet ASA
ASA Configunteon Name asalive clscoasa 20725.01-18 02.04-31bet

Cemtent Made Deteeted

ad1)

AsA Nt Avaslable

ASA Device Model ASAY, 2048 MB RAM. CPU Xeom 4100 6100 8100 sevies 2200 MHz
Consst Feanuse e

P SLA Mo

Total Extesded ACES 0

ACEs Migraabie ]

Sabe o Sibe VBN Tumnels
FMC Type On-Prem FMIC
Logical Inerfaces 1
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-_— Source:

Map Security Zones and Interface Groups © Target FTE:

( asaszaic ) ( awo-create )
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Map Security Zones and Interface Groups @ Target FTD;

| S . W e ™y
g ABISZ 8 IC ] . Auto-Create »
T T — [ e

management GIgaGEE hemetiT

managemant,_ig (A

HBEIYITE

15. R Y BRBETER TR LEBNERE.
1. MREEZTREENRBEMZENL , FE— Tvaidae



cisc  Firewall Migration Tool

Optimize, Review and Validate Configuration ©
Access Control Obpects Interfaces Roules

( Access List Objects m Part Objects | VPN Objects | Dynamic-Reute Objts 3

Setect il 1 erines  Seleced 01
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Bourca: Cisco ASA (S 4+

Target ETD: 1L

O Seareh v

Q
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Mot Poputate the areas highighted in Yellow in EXGRE Sie 1o 5ke and Remoe ACCEss VPN SEC0NS %0 valkiale and proceed with migration
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Firewall Migration Tool
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