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1. NEHEE :

BiE =Ry H O T

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 10.10.10.10 255.255.255.0

2. IKEV2EKRE -

EEE T IPSectiiEiBRER 5 1B ERAY 5| B

crypto ikev2 policy 10
encryption aes-256
integrity sha256
group 20
prf sha256
Tifetime seconds 86400

3. B&iE#E -

TEZRVPNERWSI . BEABREERMIUINVPNEFEEE  RACHISAEHSR. 5
R ENSEER S| B ER,

tunnel - group 10.20. 20. 20 type ipsec-1 2|
tunnel - group 10.20. 20. 20 i psec-attributes
i kev2 renot e-aut hentication pre-shared-key *****
i kev2 | ocal -aut hentication pre-shared-key *****



4. INZACL :

CER T L AEBREEMNRNEENTE.

object-group network Tocal-network
network-object 192.168.0.0 255.255.255.0

object-group network remote-network
network-object 172.16.10.0 255.255.255.0

access-1list asa-vpn extended permit ip object-group local-network object-group remote-network

5. INZIPSeciE& :

CER T IPsecHR , XHRIEEIPsectihm 2R IMEMTEMER %

crypto ipsec ikev2 ipsec-proposal IKEV2_TSET
protocol esp encryption aes-256
protocol esp integrity sha-256

6. INZHIREE

TEZKIPSec VPNERA KR , SREEMBNRE, BEEURZAEENipseciEE. TEREE
EEVPNRERNITEH,

crypto map outside _map 10 match address asa-vpn
crypto map outside_map 10 set peer 10.20.20.20
crypto map outside_map 10 set ikev2 ipsec-proposal |KEV2_TSET

crypto map outside_map interface outside

EER KN REERB I E NI HAFEE !

1. MERBEENERKKAVPNEE
B, MBREENERKEHVPNEE, HhaEZHSRNINBHMEE . ACLUREMHE

BAEXE.



no crypto map outside_map 10 match address asa-vpn
no crypto map outside_map 10 set peer 10.20.20.20
no crypto map outside_map 10 set ikev2 ipsec-proposal IKEV2_TSET

2. BBIPSecE BHER :
{5 FH I BIKEV2 ipsec-proposal=transform-setiE #|PsecHil B =R,

crypto i psec profile PROPCSAL_I KEV2_TSET
set ikev2 ipsec-proposal |KEV2_TSET

. REEBEBENE(VTI) :
B EBRBENE(VT)EIPSecE B RERARZNE.

interface Tunnel 1

nanei f VPN BRANCH

i p address 10.1.1.2 255. 255. 255. 252

tunnel source interface outside

tunnel destination 10.20.20.20

tunnel node ipsec ipv4

tunnel protection ipsec profile PROPOSAL_| KEV2 _TSET

4. BEEFEHHNBERHBE
BinFEREREDERHIGEEBRENHRERE. FtEsP  BNEANREE
BR

TRRERE A

route VPN-BRANCH 172.16.10.0 255.255.255.0 10.1.1.10

£ FCisco ASA LMV IEHBRE M E (VT EER KW VPNEB I ENIRAMNVPNE  BREBERE
BB EEETEREE, UATREBASRMeT , L7 LR IE LS REFIREL E L ERHE
1TEFEHEER

1. BERRRE T H
BREBENENMRE , LERHE BupikiE,

<ffroot>



ciscoasa# show interface Tunnell
Interface Tunnel 1 "VPN-BRANCH', is up, line protocol is up

Hardware 1is Virtual Tunnel Interface
Description: IPsec VPN Tunnel to Remote Site
Internet address s

10.1.1.2/24

MTU 1500 bytes, BW 10000 Kbit/sec, DLY 500000 usec

65535 packets input, 4553623 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants, O throttles

0 input errors, 0 CRC, 0 frame, O overrun, 0 ignored, 0 abort
65535 packets output, 4553623 bytes, 0 underruns

0 output errors, 0 collisions, 0 interface resets

0 late collisions, 0 deferred

0 input reset drops, 0 output reset drops

Tunnel source 10.10.10.10, destination 10.20.20. 20

Tunnel protocol/transport IPSEC/IP
Tunnel protection

| Psec profil e PROPCSAL_| KEV2_TSET

o TREAMBENENFMER  SEEETRE, IPHUENBER BE, SKTIER:
' ﬁﬁﬂﬁ%kﬂupo
- KRR TSR RE B upo

2. Baf¥IPsecZ £ B (SA)
BWEIPSec SARREE , BRERINHEREE,

<#root>

ciscoasa# show crypto ipsec sa

interface: Tunnell
Crypto map tag: Tunnell-head-0, seq num: 1, local addr:

10. 10. 10. 10

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer:

10. 20. 20. 20



#pkt s

#pkt s

#pkts
#pkts

Tocal
10. 10
/500,
10. 20

/500

encaps: 1000, #pkts encrypt: 1000,

decaps: 1000, #pkts decrypt: 1000,

compressed: 0, #pkts decompressed:
not compressed: 1000, #pkts compr.

crypto endpt.:
.10. 10
remote crypto endpt.:

.20. 20

#pkts digest: 1000

#pkts verify: 1000

0
failed: 0, #pkts decompress failed:

path mtu 1500, ipsec overhead 74, media mtu 1500
current outbound spi: O0xCOA80101(3232235777)

curre

i nbou

spi:

nt inbound spi

nd esp sas:

0xC0A80102(3232235778)

: 0xCOA80102(3232235778)

transform: esp-aes-256 esp-sha-256-hmac no compression

in us

e settings ={Tunnel, }

slot: 0, conn id: 2001, flow_id: CSR:1, crypto map: Tunnell-head-0

sa timing: remaining key lifetime (kB/sec):

IV si
repla

Statu

out bo

spi:

ze: 16 bytes
y detection support: Y

s: ACTI VE

und esp sas:

0xC0A80101(3232235777)

(4608000/3540)

transform: esp-aes-256 esp-sha-256-hmac no compression

in us

e settings ={Tunnel, }

slot: 0, conn id: 2002, flow_id: CSR:2, crypto map: Tunnell-head-0

sa timing: remaining key lifetime (kB/sec):

IV si
repla

Statu

ze: 16 bytes
y detection support: Y

s: ACTI VE

(4608000/3540)

WS ERIPsec SAMREE  SREHEMBHER IWETEET. R
- BEEEFEERSA,
- HEMAREEITEEEEMN , RAEER,



MEEZFHFMER , LTUER :

<#froot>

ciscoasa# show crypto ikev2 sa

IKEv2 SAs:

Session-id: 2, Status:UP-ACTIVE

, IKE count:1, CHILD count:1

Tunnel-id Local Remote Status Role
3363898555

10. 10. 10. 10/ 500 10. 20. 20. 20/ 500 READY | NI TI ATOR

Encr: AES-CBC, keysize: 256, PRF: SHA256, Hash: SHA256, DH Grp:20, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/259 sec

S ERIKEV2 SARAREE | ©EEMAREADYREE,

3. ERER A
WE R B R OAERER B ERE S BEE N H .

<{froot>

ciscoasa# show route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF Intra, IA - OSPF Inter, E1l - OSPF External Type 1

E2 - OSPF External Type 2, N1 - OSPF NSSA External Type 1, N2 - OSPF NSSA External Type 2

i - IS-IS, su - IS-IS summary null, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route, H - NHRP, 1 - LISP

+ - replicated route, % - next hop override

S 0.0.0.0 0.0.0.0 [1/0] via 203.0.113.2, outside

C 10.1.1.0 255.255.255.0 is directly connected, Tunnell

S 172.16.10.0 255.255.255.0 [1/0] via 10.1.1.10, Tunnell
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1. RERASAK E R IR ER &,
2. EHERRIKEV2BEER MR |, ATLUER TR !

debug crypto condition peer <peer IP address>
debug crypto ikev2 platform 255

debug crypto ikev2 protocol 255

debug crypto ipsec 255

3. EHIBRASALREME , FHEEN I RERE,
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