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interface g0/0

ip address 198.51.100.1 255.255.255.0

nameif OUTSIDE

FEFRLASA EELIBIKEV25| 8K
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crypto ikev2 policy 1
encryption aes-256
integrity sha256

group 21

prf sha256

Tifetime seconds 86400

(The number is locally significant on the
(Defines the encryption parameter used to
(Defines the integrity used to secure the
(Defines the Diffie-Hellman group used to

device, this determine the order i
encrypt the initial communication
initial communication between the
protect the key exchange between d

(Pseudo Random Function, an optional value to define, automatically chooses

(Controls the phase 1 rekey, specified in

2

BIIIKEV2 IPsecZ A E & AR RERER F 20 R 512,

crypto ipsec ikev2 1ipsec-proposal NAME
protocol esp encryption aes-256
protocol esp integrity sha-256

B a@EIPsecEEMNIPseclil EER,

crypto ipsec profile NAME
set ikev2 ipsec-proposal NAME

seconds. Optional value, as the de

(Name is locally signicant and 1is used as a refer
(specifies that Encapsulating Security Payload an
(specifies that Encapsulating Security Payload an

(This name is referenced on the Virtual-Template Interface

B VIR O NE SRR E

interface loopback 1

ip address 172.16.50.254 255.255.255.255

nameif LOOP1l

interface Virtual-Template 1 type tunnel

ip unnumbered LOOP1
nameif DVTI

tunnel source Interface OUTSIDE

tunnel mode ipsec ipv4

tunnel protection ipsec profile NAME

(This is the name previously used when creating the ipsec-

(This IP address is used for all of the Virtual-Access

(Borrows the IP address specified in Loopbackl for a

(Specifies the Interface that the tunnel terminates

(Specifies that the mode uses 1ipsec, and uses ipv4)

(Reference the name of the previously created ipsec
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tunnel-group DefaultL2LGroup ipsec-attributes

virtual-template 1

BREE AR ERRE R B & 1D BT 75 0%

('DefaultL2LGroup' is a default tunnel-group
(This command ties the Virtual-Template previ

ikev2 remote-authentication pre-shared-key ciscol23 (This specifies the remote authentication as
ikev2 local-authentication pre-shared-key ciscol23 (This specifies the local authentication as a

ikev2 route set Interface

EHOASALEEEIGRPEEH

router eigrp 100
network 172.16.50.254 255.255.255.255

BlE D XASALHAE
Bl EWANS T H .
interface g0/1

ip address 203.0.113.1 255.255.255.0
nameif OUTSIDE-SPOKE-1

ELELANS T H,

interface ¢g0/0
ip address 10.45.0.4 255.255.255.0
nameif INSIDE-SPOKE-1

BLERESH.

interface loopbackl
ip address 172.16.50.1 255.255.255.255
nameif Loopl

(Advertises the VTI Interface IP over IKEv2 e

(Advertise the IP address of the Loopback used for the Vi
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crypto ikev2 policy 1
encryption aes-256
integrity sha256
group 21

prf sha256

Tifetime 86400

B HRERES LS| BITEAIKEV2 IPseciZiE.

crypto ipsec ikev2 ipsec-proposal NAME (Name is locally signicant, this does not need to matc
protocol esp encryption aes-256
protocol esp integrity sha-256

B aEEIPsecEEMNIPseclil ERER,

crypto ipsec profile NAME (This name is locally significant and is referenced in the SVTI
set ikev2 ipsec-proposal NAME (This is the name previously used when creating the ipsec-propo

KO XASALE EFREERBENH
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interface tunnell

ip unnumbered loopbackl

nameif ASA-SPOKE-SVTI

tunnel destination 198.51.100.254 (Tunnel destination references the Hub ASA tunnel source. C
tunnel mode ipsec ipv4

tunnel protection ipsec profile NAME

02

B PRIEHI EIBIKEV2 Exchange BEREE N THIP

tunnel-group 198.51.100.1 type 1ipsec-121 (This specifies the connection type as 1ipsec
tunnel-group 198.51.100.1 ipsec-attributes (Ipsec attributes allows you to make changes
ikev2 remote-authentication pre-shared-key ciscol23



ikev2 local-authentication pre-shared-key ciscol23
ikev2 route set Interface

E29XASALEEEIGRPEEH
BYEIGRPEARGILEREE LN EMS,

router eigrp 100
network 10.45.0.0 255.255.255.0 (Advertises the Host-A network to the hub. This allows the hub t
network 172.16.50.1 255.255.255.255 (Advertises and utilizes the tunnel IP address to form an EIGRP

BB X LAV

interface g0/0
ip address 192.0.2.1 255.255.255.0
no shut

interface g0/1
ip address 10.12.0.2
no shut

interface loopbackl
ip address 172.16.50.2 255.255.255.255

7249 % £ 3% B I IKEV25| BAIAAA
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crypto ikev2 proposal NAME (These parameters must match the ASA IKEv2 Policy.)

encryption aes-cbc-256 (aes-cbc-256 is the same as the ASA aes-256. However, AES-GCM of any v
and 1is not a matching parameter with plain AES.)

integrity sha256

group 21

B TV IKEv2ER g LA N2 58



crypto ikev2 policy NAME
proposal NAME (This is the name of the IKEv2 proposal created in the step ikev2.)

EXZ”’(EVZEE%%O

crypto ikev2 authorization policy NAME (IKEv2 authorization policy serves as a container of IKEv2 loc
route set Interface

ERE LRAAAA,

aaa new-model

BIYAAARERE

aaa authorization network NAME Tlocal (Creates a name and method for aaa authorization that is refere

BUIKEVEERR , ZEERRIEIKE SAT A HENSIBNREEFE , flnAbRERT MBS
P EEH *,.

crypto ikev2 profile NAME

match identity remote address 198.51.100.1 (Used to match the address of the Hub VTI source Interfa
identity local address 192.0.2.1 (Defines the local IKE-ID of the router for this IKEv2 p
authentication remote pre-share key ciscol23

authentication Tocal pre-share key ciscol23

no config-exchange request (Applies to Cisco I0OS, Cisco IOS-XE devices do this by d
which is unsupported on the ASA.)
aaa authorization group psk Tist NAME NAME (Specifies an AAA method Tist and username for group. Th

ByESRE  NERARNRERERENINZENMEZESIH.

crypto ipsec transform-set NAME esp aes 256 esp-sha256-hmac

B AR B NEIRENIKEV2E E 18RI M2 IPsecE EE R,

crypto ipsec profile NAME (Define the name of the ipsec-profile.)



set transform-set NAME (Reference the name of the created transform set.)
set ikev2-profile NAME (Reference the name of the created IKEv2 profile.)

ESxBAR L EEFEERRBENE
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interface tunnell

ip unnumbered loopbackl

tunnel source g0/0

tunnel mode ipsec ipv4

tunnel destination 198.51.100.1

tunnel protection ipsec profile NAME (Reference the name of the created ipsec profile. This applie
and transform set parameters to the tunnel Interface.)

Eo XA FAEEIGRPEHA
BIUEIGRPEARKY FEAEBES M EMRE,

router eigrp 100

network 172.16.50.2 0.0.0.0 (Routers advertise EIGRP networks with the wildcard mask.
This advertises the tunnel IP address to allow the device to form an E
network 10.12.0.0 0.0.0.255 (Advertises the Host-B network to the hub. This allows the hub to noti

Ty
FRASAE , BAECNEERREEERE,
ASAEH :

show run router
show eigrp topology
show eigrp neighbors

show route [eigrp]

ASAINZE :

show run crypto ikev2



show run crypto ipsec
show run tunnel-group [NAME]
show crypto ikev2 sa

show crypto ipsec sa peer X.X.X.X

ASAEBR RN E B A

show run interface virtual-template # type tunnel

show interface virtual-access #

Cisco I0OS Routing:

show run | sec eigrp
show ip eigrp topology
show ip eigrp neighbors
show ip route

show ip route eigrp

Cisco 10S Crypto:

show run | sec cry
show crypto ikev2 sa

show crypto ipsec sa peer X.X.X.X

Cisco IOSEBENME :

show run interface tunnel#

5E SRR
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ASAFRE :

debug
debug
debug
debug

debug

crypto

crypto

crypto

ikev2 platform 255
ikev2 protocol 255

ipsec 255

ip eigrp #

ip eigrp neighbor X.X.X.X

Cisco IOSFE :

debug
debug
debug
debug
debug
debug
debug

debug

HEBE

crypto

crypto

crypto

crypto

crypto

crypto

ikev2

ikev2 error
ikev2 packet
ikev2 internal
ipsec

ipsec error

ip eigrp #

ip eigrp neighbor X.X.X.X

RERETERR
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