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New to Secure Firewall 7.7
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Inline Sets - before 7.7.0

Inline Sets with Hardware Bypass

FDM 7.4.1 7.7.0
REST API 7.4.1 7.7.0
Platforms 1000, 2100 (up to 7.4 only), and 3100 Series equipped with a network module:

3100 Series

= 8 Ports:

o FPR=-X-NM-6X1SXF
* 6 Ports:

o FPR-X-NM-6X10SRF
FPR-X-NM-6X10LRF
FPR-X-NM-6X25SRF
FPR-X-NM-6X25LRF

o I o B o]

BYEE : 3100 51 #1488 55 B 49 & 51



https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/hardware/3100/fw-3100-install/m-overview.html#id_80729

XENEAMSE

FDM
Inline Sets Inline Sets with Hardware Bypass
Licenses Required Essentials Licenses Required Essentials
Works in Evaluation Mode Yes Works in Evaluation Mode Yes

IP Addressing Not required IP Addressing Not required

Supported with HA'd devices Yes Supported with HA'd devices No

Other (only routed mode) Yes Other (only routed mode) Yes

Multi-instances supported? Not Supported on Multi-instances supported? Not Supported on
3100 Series 3100 Series

Supported with clustered devices? | Not Supported on Supported with clustered devices? Not Supported on
3100 Series 3100 Series

RS
ThAe 5% B FUE AR
ThEEZhRERR BA

- RIREMEEX

Inline Pair

1

Interface A &

@

Router 1

RERE MR B &

FDM

&

1

Interface B

- REEMEAYEERERNTEANBRER HER 1R HERR2,
- FDMABSENSRERER

@

Router 2




. NHEREE :
- YIE A EMEtherChannel X BB,

- FEEERK
C EREENYENEE LXEREEERERNABE
Z A H1F12
Z A #82F13
Z A #4F5
Z K #85F16

s MTEXE:
- AEARNBREE —ZBOHNNE -
HEWRo
R E1E{TiP. DHCPEPPPoERE &,
TRERERHEBEN,
THEREENEH,

—RRBEAR—ERREH,

- REREXFHER
- NEBEXTARYENE. EtherChannelflZ £ &1,
- ERAREYEPERANEMEtherChannelly , EEBAHERERHRER,
- RHERE R AR I AERIM M E M EtherChanne TR E | B CMRRBREH FBE

- BERABEANNETAERESNBERNZ £ EEHEE,

« AWREKEAGUI

- Edit Interface¥17% 5 # IR B /T E S EtherChannel R R R E##E =
- BENHERABERE , TAFENELER. Edit Physical Interface ( SEdit
EtherChannel ) 5 5 A R &,



Ethernet1/5
Edit Physical Interface

Description

IPv4 Address IPv6 Address Advanced

€) This interface is a member of an inline set. You cannot configure IP addresses on inline set members.

EGUIRREN T

- Hik. EANEL. BRER. B
- FHREE
{85 3 & BT LA 32 2471 PR il s FH AR FDM,
RPHRAARE  REABREH RO EEHSEMALE ADisabled,
CEO/EORE
FE A FIEE HH A EREE R,
- e /MRE
EiRPIEFRPEBEEAREER.

HE
HRERHE.
#iE 7 RBEE.

AIE

W% B =



Inline Pair

v v
[Ethernet2/1] E E | Ethernet 2/4 |
- -

Router 1 FOM Router 2
REEE xR
i ; Create
Sample Inline Set Creation Flow Security Zone

Edit interface Create Inline Set Create
Create security
Inline Set Zone
Edit Interface S
Set name Set Inline
Name the mode
interface Set MTU
(optional)
Remove any Add the

IP config Interfaces

Set Routed
mode

More Set Bypass
interfaces (Optional)
needed?

WEREE IR

HERE
RENHBHEFDOM LB BRI S5 BR A D BR
$B15 BN H.

« ZAFDMANEMRE NEHEE,
o FEFDMEHIMRAF |, #— Tinterfaces .
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Interfaces Routing Updates System Settings

Management: Merged Geolocation, Rule, VDB, System Upgrade,
Enablod 3 of 2 Security Intolligence Foeds

View All Interfaces > View Configuration > View Configuration *

Smart License

@ Backup and Restore Troubleshoot

View Configuration > View Configuration » renl Ll G

Site-to-Site VPN Advanced Configuration Device Administration
Thare o Includes: FlexConfig, Sman CLI Audit Everits, Doployment History,
Downdand Configuration
View Configuration > Configure > View Configuration > View Configuration >
N AN
BENE
= He AN
- WEBAREFEANNH,
RENH , FRHIENHARE (hE
- BERENH , BEENENRE ( )
i =0 ¥ admin |
T— . . Ll
P Manager . ioring Policies  Objects Device: FPR-3110-Pair @ @ @ . Administrator asco SECURE

> O Ethemnetl/é Rauted Enabled
b] O Ethematl/7 Routed Enabled
> © Ethernetl/s Routed Enabled
> O Ethematl/9 Rauted Enabled
> © Ethermnet1/10 Routed Enabled
> O Ethermet1/11 Rasited Enalsled
> © Ethemetl/12 Rauted Enabiled
> © Ethermet1/13 Routed Enabled
> © Ethernetl/14 Routed Enabled

> O Ethomet1/15 Routed Enabled
> © Ethermnetl/16 Routed

> O Ethernet2/1 firstimerface Rauted Enabled
> © Ethemet2/2 secondinterface Rauted Enabled
> O Ethernet2/3 thirdinierface Routed Enabled
> O Ethermnet2/d founhinterface Rauted Enatsled
> © Ethemet2/s Rauted Enabled
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2 EERAEN,
3.MIBREMIPEE,

Ethormat2/1

Edit Physical Interface
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MiEE : SN EMEIAREHPR  EXEEDHEES "inlinel -

SR 2EITR]RE,

« EffiZE|Device > Interfaces > Inline setsE .



ce Manager m o - ==

Device Summary

Interfaces

Cisco Secure Firewall 3110 Threat Defense 0
Y] g [ [
BE® COO00

Interfaces Bridge Groups EtherChannels Virtual Tunnel Interfaces

25 Interfaces

Monitoring Policies Objects Device: firapower

o [

Inline Sets

©eeo

=. ¥ Filter

admin aliafe.
Administeator ¢3¢0 SECURE

5+ Ethermet11 outside & Routed Enabled
3 o Ethernenfz inside [ o] Routed 192.168.95.1 Enabled
> © Ethemetj3 @) Routed Enabled
3 O Ethernetl/a @ FRouted Enabled
3 O Ethemet1s @) Routed Enabled
> © Ethemetlfs @) Routed Enabled
b} © Ethemnetl/7 (] Fouted Enabled
> © Ethemnet1/8 @ ) Routed Enabiled
B Blinline SetsBH
B HTHY R SR
° %ﬁiﬁ Y o
=1 — . iy
- #&—T+E R Create Inline Setik i,
— .
ca Manager o = == @ @ admin atlvaln
=& Manage Monitoring Palicies Objects Device: firepower Administrator asca SECURE

Device Summary

Interfaces

Cisca Socuro Firawall 3110 Throat Dofenss )

Interfaces Bridge Groups EtherChannels Virtual Tunnel Interfaces Inline Sets

B PeEE DUDU 0000
EEE® CO0f., 2000«

Y Filter

CREATE INLIN




- BEEEARRE,
1. REB B,
2. REMTBHUMTIU ( WIE ) . FERER1500 , ERXZENR/PMTU,
3. E#Ehardware Bypass ( T—# 7RI THMEF ) . KABypassHig 7 — @K THLE
B,
4. fInterface PairsEf 4 HiEFinterfaces,
5. EMBW N EIHEE, MREEFSHY | 5% — TAdd another pairE#E.

Create New Inline Set

Name MTU
inline_example 1500
General Advanced
Bypass l
Standby v \

Interface Pairs

@ firstinterface (Ethernet2/1) v _@_ (@& fourthinterfa... (Fthernet2/4) ~

Add another_pair O

T B8 55 3%

ThRe M PR
- BEZERUTRANEHERE/EEABMTEE <EARD. WIHETARERENRE LR
[R B RIF R BRE AR

- AAEABEXEFERERE,



- SUAMBERX T EEEEZIR,
- EEERER
- DISABLED — EXENMH LEZAZR, FEIENMEHERER,
- STANDBY — Efg AMRET , NHERFEEETRE  ERREBBREMH,
- BYPASS FORCE — ?Eéﬁﬁ%ﬂﬁﬁ%ﬁﬁﬁ%%*ﬁéo

MIEE - FTIDSTEE BIFAEEEITH

Snort 5k % BE B B2 58 B 55 3%

- FRSHRIIEATREAERHAERERD , S Z2HENELERRNEKEBHIE,
- f8% "Snort K MFML WRBHETSZER TEEBK.

TERES AR ER
FEUTHER T A LAG S ERE 555K
- BRAREARER

- RRARXENRD
- HERBE
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- REEMBMB AR
- RERER
- FEIEE

ERGE ML N E X EHardware Bypass:

- EFDM GUIH |, tNSREH M558%
- XETHNAHEITEN,
C AEENNTHEREET.
. EAEHF |, Ethernet1/3E TEFERBKE :

Bypass

Bypass-Force N

Interface Pairs

Please select hal H interface3 (Ethernet1/3) i

Y Filter

(m] fifthinterface (Ethernet2/5)

(m] firstinterface (Ethernet2/1)

You cannot select this interface because is CANCEL “

not bypass capable.

Create new_EtherChannel

SR IEENRESHRE.

- EfiR|Device > Interfaces > Inline setsEH& , SRECET W ABIE,
« BEZFAdvancedi#HEF,
FEfk, BEBEAFLCEEABENRIERE,
- ¥ —TAdvancedE#.,



Create New Inline Set

Name MTU
inline_example 1500
ﬁl Advanced I
Bypass
Standby v

Interface Pairs

(@) firstinterface (Ethernet2/1) v _@_ (@] secondinterf... (Fthernei2/a) ~

- Tap:RERABRD REFER , WRBA DT RFER |, BIZEAHSnort R MBI



Create New Inline Set

Mg MTL
indine_exampla 1500

General Acvanced

Mode

() Tap (@) Inline

) Enabsing * Snor Fail Dpen” might alow aie unresinched

sno Fail Opan Buisy Down

Propagate Link State

e (R

EEER
- Snort kB MERE .

- BIEFTERISnort K MBI ER E o

- | —ERmE, TLAFREBusyFDowniEE,

- Snort kMM AT ESnortE R E IR BT REN B ERERKCRER BB
(B ) REE(ZA),



Create New Inline Set

Mame MTU
inding_examplhe 1500

Gerwrral Bchancod

Moda

:ﬂ] Tap I:E:I i

ﬂ Enabling * Sncet Fal Open® might alow radfic unrasiricted

Snont Fail Open Busy Chonaeni

Propagate Link State

-

Snort sk 3B A B & AR A

U

- BEEERE.

- BER—ENHEERE , EHEGRES A BERAANREHPHEZENE
EWBEANTEREETE  F-EA T EtEEEBRE,

- B—T TOKy BB A#RE.
B4L  BRARZ2ES (L&),

1. REFEMWMEMEH R,
2. REMBEHEESecurity Zones:
- B—T+UHFER2ESE,



R o ==

Manitoring Policies

i

Duvice: firepawor ® & @ i = 4 SECURE

Administratos

Security Zongs

L=}

2 objects

5 Ports

@ Security Zones 1 inside_zone Routed

ingide

2 outside_zone Routed outside

MR EE

BELZEESE ( °E)
1. mBLLEH,
2. iZ#Inline Mode,
Z2EFN N EAEEEGHERNER,
3. ##EInterfaces , EXNMHRABEN —ZB5 .
4.3 —T TOKy (HEE ),



Add Security Zone

Name

test_sz

Description

Mode

(O Routed () Passive 2

Interfaces |
+ P

CANCEL

REZZESE



M : BRTE , ST EFEIRREHR , RXEEBHERAKInlne,

HER 4 HE

- BEZEDeploymentR 5| BE I ZE,



Firewall Device Manager - o ’ = £ @ @ : Ll w el CECURE

Monitoring Policies Objects Device: firepower (] Adrrinistrator
Modol VDE Intruslon Rule Uipdate Cloud Sondcos High Availability
Cisco Secure Firewall 3110 Thr 7.7.0-1358 Inz0 20240724-1901 @ Not Registered | Register Nat Configured

R

& internet

|
°g-

Cisco Secure Firewall 3110 Threat Defonse

aye— EeeE CU00
BEE® o000

B ons Senver

(e I

m
L

Interfaces Routing Updates System Settings

) Shatic roules yet Gealocation, Rule, VDB, System Upgrade, Management Access
Security Intelligince Feeds Logging Settings

DHCP Server / Rty

Management: Merged
Enabled 3 of 25

View All Interfaces > View Configuration » View Configuration >
DONS Sendce
DNS Server
Smart License @ Backup and Restore Troubleshoot
Evaluation expires in 90 days No files creat

View Configuration » Visw Gonfiguration 3 REQUEST FILE TO BE CREATED

Site-to-Site VPN Remote Access VPN Advanced Configuration Device Administration

Thare &6 10 CORRBCHONS " o Includas: FlexConfig, Smart CLI Auddit Events, Deployment History,
Download Configuration

View Configuration > Configure > View Configuration > View Configuration >

HEENR

. MREFMERABIE,
- EfZE|Device > Interfaces > Inline setsE &,

- TRREEL A TMIER. EREAARABISE,

Device Summary

Interfaces
Ciseco Secure Firewall 3110 Threat Defense o
@ AEEE COU0UD OOoD
EEEE OO00 O000o

Interfaces Bridge Groups EtherChannels Virtual Tunnel Interfaces Inling Sets

1 inline set Y Fiter +

inline_oxomple Infing 1500 firstintorface + secondinterface

fmEE M ER R R SR

FDMZ&EREST API

REST APl 25

« YEHY : /devices/default/inlinesets

BEFrERBERHRERNBE,




» GET :/devices/default/inlinesets/{objID}
BREEAREHRVIDERZE R,

+ POST:/devices/default/inlinesets
BRI RS

» PUT:/devices/default/inlinesets/{objID}
REDEHRREAREH R,

- MIBX : /devices/default/inlinesets/{objID}
REIDRRBEEABREH R,

» GET :/operational/interfaceinfo/{objlD}
YEEUF B Interfacelnfoentities #9552

« B 7T X #EHardware Bypass , [@Interfacelnfo APIFTI8 T — BT 4L,

NEEFAREST API B 5

« #1877 —EFH B LIbypassinterfacePeerldd A B BHEBE S IR A
c WHINRTENNENERSENEENID,
- B

- B —NMTEAXESE,

- ID— NMEXESE,



{ "interfacelnfolist”

[ 1

“interfaceld"™ "

string"”,
"hardwareName": "Stri.l'l.g",
"bypassinterfacePeerld”: "string”,
"speedCapability™: [ "SFP_DETECT" ),
"duplexCapability™: [ "AUTO" ],
"interfacePresent™: true,
"splitinterface": true,
"autoNegCapable™: true,

'lI_ _;FI., I’Sl.‘l",i.l'lg“,

"type": "InterfacelnfoEntry”

}],

: "string”,
l:-._.’: e "Interfacelnfo",

"links":
{

lI 11 L1

string”

NEEFREST API
Interface Info REST APIR= 4

- NEEFAREST APIRAI,
- EIERE IR X B (Ethernet 1/4),
- TEWEHESRANEEY ( Ethernet2/1FEthernet 2/2 ) .



{ "interfacelnfoList™: |

:
"interfaceld"; "da%edc2d-58ba-11¢f-b764-ffealbBd9fal2",

"hardwareName™: "Ethernet]/4",
"bypassinterfacePeerld”: null,

“interfaceld": "dbeRd2c]-58ba-11ef-bT764-396644d1¢752",
"hardwareMame™: "Ethemet2/1",
"bypassinterfacePeerld”: "dc74ibc3-58ba- 1 lef-bT64-114423dbcbd 7",

"interfaceld"; "deTd4fbe3-58ba-1 1ef-bT64-11d423dbebd 7",
"hardwareMName™: "Ethernet2/2",
"bypassinterfacePeerld": "dbeSd2c]-58ba-11ef-b764-396644d1c752",

th
"id": "defanlt”,
"Iype": "interfaceinfo",
"links"™: § "seli™: "hitps:fuS0cDdp2-
vrouter.cisco.com:25455/api/fdm/va/operational/interfaceinfo/ 1 /'default”
'
i

Interface Info REST APIR4l



BiEE : AR A/, ERRETEFUMARE,

WHEREREST APIZLSR

- ARERBTHE
- HHAE
- B
- Tap Mode
- MTU
- EBERAMRRE
- KRB K Snorttt
- #1818 : DISABLED, STANDBY. BYPASS_FORCE



{
"i1d"™; "string",
"type": "string”,
"name”; "string”,
"tapMode": "boolean”, /{optional) false by default
"mi"™: "integer”, /Moptional) 1500 by default
"propagateLinkState"; "boolean”, /Moptional) false by default
"failOpenSnortBusy™: "boolean”, //{optional) false by default
"failOpenSnortDown®: "boolean”, /{optional) false by default
"bypass™; "string", /{optional) DISABLED by default

MinlinePairs™

I
"first"; {
"1d"; “E-tring",
“type™: "physicalinterface”,
"name": "string"
b

“second™: {
H'.LI."; Hﬁntl'iiﬂg“-..
"type":"physicalinterface”,
"name": "string”
}s
"type™: "inlinesetpair”
], /7 list can be empty
"links"; {
"self™; "string"”
5 Saec PN 7.7.01FT TOI: FDM HW Bypass with
} Inline Sats  Page 58

AWHREEREST API

AHREREST APIR I
- EXRREBERSG




- —ER#REH

I3 AL
- SSRRFWm



1, §

"name": "inline_set_example”®,
I'lt}rp-E:ll: "iI'I].iTlEE'E:t“;
"tapMode”: false,
"mtu”: 1500,
"propagateLinkState": false,
"failOpenSnortBusy™: false,
"fallOpenSnortDown"; true,
"bypass™: "STANDBY™,
"inlinePairs"; [

{

e A {

"id": "12345-6789-1234-56789",

M, 1k

"type": "physicalinterface™

"second”: {
"id": "12345-6789-1234-56T89",
"type": "physicalinterface”

|

L1

i
]

ype": "inlinesetpair”



2BV NEE ( BEEEAHTH , 552 RAPI Explorer )

POST/devices/default/inlinesets
JEBNRLERE (BEAERTH , 552 RAPI Explorer ) ( &),
POST/HR/RL R
AEBIEE (EBEEHTG  F2EAPIEREESE)
POST/#&E/EBE

EREESREEMEEABSE

1 BN EIDMEEERZERNEENER (FBREEATH , 552 RAPI Explorer ) o
GET/operational/interfaceinfo/{objld}
2EVRBRE (BEAETRA , 552 RAPI Explorer ) o
POST/devices/default/inlinesets
JBUZLEEE (BHEAERTE , F23RAPI Explorer) (&),
POST/IR/Z 2B
ARBIRE (EBEARTY , F2RAPIEREESR )
POST/&{E/EBE

fmEE R SR

1. EID (EREHE RS, 5528 RAPI Explorer ) ,
GET/devices/default/interfaces
2B NHE,

GET/devices/default/inlinesets

IMmMEABE (EBEHTH , 52 RAPI Explorer ) ,
PUT/devices/default/inlinesets/{objld}

ARBIRE (BEEARTY , F2RAPIEREESR )
POST/#1E/Z8E

<ffroot>

> show runni ng-config inline-set

inline-set test_inline_0
interface-pair test2 testl
inTine-set test_inline_1l

har dwar e- bypass st andby

interface-pair test27 test28
inline-set test_inline_2



hardware-bypass bypass
interface-pair test26 test25

> show i nline-set

InTine-set test_inline_0
Mtuis 1600 bytes
Fail-open for snort down is off
Fail-open for snort busy is off
Tap mode is off
Propagate-link-state option is off

har dwar e- bypass node i s di sabl ed

Interface-Pair[1]:
Interface: Ethernetl/3 "testl"
Current-Status: DOWN
Interface: Ethernetl/4 "test2"
Current-Status: DOWN
Bridge Group ID: 519

> show i nline-set

Inline-set test_inline_1

Mtuis 1500 bytes

Fail-open for snort down is off
Fail-open for snort busy is off
Tap mode is off
Propagate-link-state option is off
hardware-bypass mode is standby
Interface-Pair[1]:

Interface: Ethernet2/7 "test27"
Current-Status: DOWN

Interface: Ethernet2/8 "test28"
Current-Status: DOWN

Bridge Group ID: 618

> show i nline-set

Inline-set test_inline_1

Mtuis 1500 bytes

Fail-open for snort down is off
Fail-open for snort busy is off
Tap mode is off
Propagate-link-state option is off

har dwar e- bypass node i s bypass

Interface-Pair[1]:

Interface: Ethernet2/6 "test26"
Current-Status: DOWN

Interface: Ethernet2/5 "test25"
Current-Status: DOWN

Bridge Group ID: 610



> show i nterface

Interface Ethernetl/7 "", is admin down, Tine protocol is down
Hardware is EtherSVI, BW 1000 Mbps, DLY 10 usec
AvailabTle but not configured via nameif

Interface Ethernet2/7 "", is admin down, Tine protocol is down
Hardware is EtherSVI, BW 1000 Mbps, DLY 10 usec

Har dware bypass is supported with interface Ethernet2/8

AvailabTle but not configured via nameif

Interface Ethernet2/8 "", is admin down, Tine protocol is down
Hardware is EtherSVI, BW 1000 Mbps, DLY 10 usec

Har dware bypass is supported with interface Ethernet2/7

AvailabTle but not configured via nameif

5E SRR

* show running-config inline-set
* show inline-set

- BRNE

R EIR M

Inline Set — B KFAYERTE

- BEMLIHGUI LISRERER,
- HRAERER,
- MTUR/MBAZE D H15000
- SREEE PR R E T .



Edit New Inline Set

MErTHE MATL)
[ ] [ 150
Cipniicd B Bliak Thidh BATL ivsigie el Belanian

1500 and 9158,

e raerl dudvanced

Bypass

Disabled et

Interfsce Pairs

[ fifthinteriace [Erhemet?/; b Ploase - t w.-]

Indiripes Pair con' s partially iy,

Hkd angther maer

e

MTUR
ERZK — BEVRRE

- BUAERE  SEBMNGUI LESRE RS
- FTEN E#4 B X EBypass.
- BRETTEZENNE.
- MIENEEBLEEREENNEL.
- BRUHERRUTANEZSRNAEY,



Edit New Inline Set

€@ Invalid interface pair for Bypass. Interface Ethernet2/4 can be paired with
Ethernet2/3.

€@ Invalid interface pair for Bypass. Interface Ethernet2/5 can be paired with
Ethernet2/6.

€ Bypass is not available for Interface Ethernet1/3.

€ Bypass is not available for Interface Ethernet1/4.

Name MTU
test 1500
General Advanced
Bypass
Standby v

Interface Pairs

@ firstinterface (Ethernet2/1) v —@— @] secondinterf... (Ethernet2/2)

@ fourthinterfa... (Ethernet2/4) _@_ (@ fifthinterface (Fthernet2/5) v

This pair of interfaces does not support the selected bypass mode.

(@) interface3 (Ethernet1/3) e —@— (@] interfaced4 (Ethernet1/4) v

This pair of interfaces does not support the selected bypass mode.

Add another pair

e

GUIERH



MEE . 5 — ¥ (Ethernet2/1-Ethernet2/2)8 ¥

REST API&ERREHR

- REST APIE R RIRIER,
- B, MTUBEZEN.



Hesponse Body
f

"error': {
"severity": "ERROR",
"key™: "Validation",
"messages”: |
"description”™: "Invalid MTU value, The MTU should be greater
than or equal to 1500.",
"eode”: "mvalidMuValuelnlnhneSet",

W, W i

"location™: "mitu

p—

L

i

Response Code

422

REST API&&: 3%

It AR AN By B AR PR

- RERE : ETTARAYEN EHEtherChannels,
- FRERSKRNOARE : REEARYENTE , YEEERKEE,

RS £ ERIB K A8 ZhEE

« DHCPfRIBRES
- DHCPH
- DHCPfERA &%
- TCPH#E

- B{H

 NAT

VPN

- FEH

- BE

* Qos

* Netflow
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- A #E/ngfwl/var/log/cisco/ngfw-onbox.logH ¥ E B 5%
EERARE.
£ BREFBR BV A sEEHRR R A
MBI T E R X EE K
- MENEFRERNZRY,

root@FPR-3110-Pair:/home/admin# cd /ngfw/var/log/cisco/
root@FPR-3110-Pair:/ngfw/var/log/cisco# cat ngfw-onbox.log | grep "InlineSet"
2024-08-28 12:35:00 ajp-nio-8009-exec-1: ERROR InTlineSetValidator: 548 - Invalid
interface pair for Bypass. Interface Ethernet2/4 can be paired with Ethernet2/3.
2024-08-28 12:35:00 ajp-nio-8009-exec-1: ERROR InlineSetValidator:548 - Invalid
interface pair for Bypass. Interface Ethernet2/5 can be paired with Ethernet2/6.
2024-08-28 12:35:00 ajp-nio-8009-exec-1: ERROR InTlineSetValidator:541 - Bypass
is not available for Interface Ethernetl/3.

2024-08-28 12:35:00 ajp-nio-8009-exec-1: ERROR InTlineSetValidator:541 - Bypass

is not available for Interface

- BRBRBGUINRE,
- BHEGUILETR,
- LR AT CABS IR B i A IE R
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- i) ] =
i1 Firewall Device Manager © - —
= : Monitoring Policies Objects Device: firepower

Ciseo Secure Firowall 3110 Thieat Defense @

(% Dashboard

S @ EaEE 0000
EEEE OO0

Average Throughput

Al Interfaces =

©eeo

Events CPU Usage Memory Usage
_ | i LT
Currart Evert Rste O K :::::: i ’ , :: :: & 2 j] ,,

Oeps

admin
Administrartor

Disk Usage

3308 Used
833 GB Fren

B usen

B Froe

—1 : ,rl )

ik SECURE

FDMEE#2

- ECLIBARMERY IEMEM,

<#root>

> system support trace

Enable firewall-engine-debug too? [n]:
Please specify an IP protocol: ICMP
Please specify a client IP address:
Please specify a server IP address:
Monitoring packet tracer debug messages

[ packets show up here ]

w REE

Q:FDM LRy A E R B X EHA?
A AXEFEERIABE.

T EFREEHHABIE,
QRBEARBREY L H#H T EEMAHR B $BPDU?
AT, efRAEHEL.

Q:31002 A X EFTWR ?




AR , B3M00RFIE71/Q17HHHIR , —EXEFTWHEEEE, 1£7.7.0MKBRHERESZRK,
Q:¥ 3100 FTW %ES‘ZEFMCL’%@FE SRS A EINEZRE ?
A:fR7.7.0B81 3100A§EJ:E'JFTW‘F§T§EE§—EE§O
QURFEFEBELHRIFHEN  REXETEEBENARE ?
AR EEPortChannel EERERREHTER , AU RAEFTDXERE , IS EZEY,
Q MR SnortfEEETHRA , 2B X Efailopen?
A:552 B Firepower Management Centerfit & 155 P A BA L 58 & 1Y 3%

MHEAEGA

- ERABREEHER TEE FTD N E

« Firepower &2 A1/ fip & $5 6.3k

« Cisco Secure Firewall 3100& 5|/ L& i5E
« BRRSHARE3100R 5 E @ F



https://www.cisco.com/c/en/us/td/docs/security/firepower/630/configuration/guide/fpmc-config-guide-v63/inline_sets_and_passive_interfaces_for_firepower_threat_defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/630/configuration/guide/fpmc-config-guide-v63/inline_sets_and_passive_interfaces_for_firepower_threat_defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/630/configuration/guide/fpmc-config-guide-v63/inline_sets_and_passive_interfaces_for_firepower_threat_defense.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200924-configuring-firepower-threat-defense-int.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200924-configuring-firepower-threat-defense-int.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200924-configuring-firepower-threat-defense-int.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/630/configuration/guide/fpmc-config-guide-v63/inline_sets_and_passive_interfaces_for_firepower_threat_defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/630/configuration/guide/fpmc-config-guide-v63/inline_sets_and_passive_interfaces_for_firepower_threat_defense.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/hardware/3100/fw-3100-install/m-overview.html#id_80729
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/hardware/3100/fw-3100-install/m-overview.html#id_80729
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/secure-firewall-3100-series-ds.html

BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



