HEBR 22 F B BH R i Y B RE AR E
B 8%

AR AAAEWindows 8 LR AIBEIEAR | 318 F CiscoR £ 421 o0 0 E HH5 A MERELLE 1,
AR

FXR

+ Host FirewallB&Secure Endpoint AdvantageF1Premier#i B8 212 £,
- XENBEERMRA

- Windows(x64):Z £ #isWindows B} #£ 858.4. 2% F & kR A,

- Windows(ARM): Z £ #& i Windows B 5 258.4.4 % B & M AN,

BRA T
XA FTRAR TR E R AE R

ANHHEARBBEREERTRRANKEMEL. XHEAINAMERERRERKR (HR
) WARREREE) . MRENMBIEFD  FRACHBETMESTREKNTZE,

eI

ANERHEEARNLSKRIR I IBELEEZERNIER. ATETIR K BEANEER
malware.wicar.org(208.94.116.246) & M i BEHEBRIE T

7 | M1 P L BB BB AR AV 5 BR



1. 8%, CEEREEREMELAURLSEIPHbIL, HRLLRGI , FEHR
consider malware.wicar.orgo

2. BB R BYZURLIEAE S R Bsuccessful. malware.wicar.org , BEFHE @B EMURL , 0
&P 7R o

0 B TestMalware! - WICAROrg - Test X = -+ / — O 4
.

e iy Ilfl Zr‘|?.'.p5'_.-"_;'w1.w.r.wicar.nrg.-‘:es:-rﬁa:x*;are.htr*‘-lI A = @ '-,;

WICAR.org - Test Your Anti-Malware Solution! HOME  TEST MALI|

Select a test payload...

Each test will open up a new browser window at nttp://malware.wicar.org/. You may wisr|
all tests should be blocked by your anti-malware defences. If a blank window loads, then |
.ﬁ-.
EICAR TEST-VIRUS M514-064 XP and below
e SSL] A dows NT/95/98/2000/XP |E3+
ernet Explorer Windows OLE Automatior

:\Users\Administrator»>nslookup malware.wicar.org
Server: dns-nextengo

Addr : 18.2.9.164

Non-authoritative answer:

MName: Jyicarmalware.nfshost.com
Addres » 2607:f118:86:6: :6a68

288.94 .116.246
Aliases: malware.wicar.org




4.—BENESIPH#E , FEA Snetstat -ano@ =R % £ EENELR,

or»netstat -ano

State
LISTENING

Proto
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP I
TCP 7 LTSTENING
TCP L TSTENING
TCR ESTABLI
TCP ESTA

TCP CLO

TCP STA

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP 192.168.8.61:5
TCP 1 61 ;
TCP

CF

TCP
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s B B v B v e R e s R L B i |
TR TR TR T R e e g ey

OO 00000000 M

- m

DD DD EDDED D D3

LISTENING
LISTENING
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ENING
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DD 00000 D
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=
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LA lun
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o
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¥,

5./ TRECEENER  FEABRSHEUERRSEMAER,



C:\Usersh\Administrator:netstat -ano findstr ESTABLISHED
TCP ESTABLISHED
TCP ESTABLISHED
TCP ESTABLISHED
TCP ESTAELISHED
TCP ESTABLISHED
TCP ESTABLISHED
TCP ESTABLISHED
Tcp ESTABLISHED
TCP ESTABLISHED
Tcp ESTABLISHED
ICE ESTABLISHED
TCP ] 168.68.61:58635 788.94.116. 24 . ESTABLISHED
TCP 1 B.61:5 ; 14.116.: % ESTAELISHED
TCP 192.168.8.61:58637 788.94.116. 246 44 ESTABLISHED

C:\Users\Administrator:

6.7 L —{E i H & fEthenslookupcommand EEU M 1Pt . FEEIRIP. BEVIP, JREF B ML,

ZS151P:192.168.0.61
RiR1P:208.94.116.246
Aih38  FiE A

B Kt #E80F1443

7B ERE  BREBRRSKRIEFTS UL EMH N ERE,
= B MR B & A AR R L

1. BE EManagement > Host Firewall , 8% B &New Configuration,

2. BEZBWMDefault Action, FTEEEBBERT , FBBE "R, o



BYEE : FBRCIE , BEMY T —EELERR , EXAAFHURERRH S ZERELR
ﬂo

3. RERABERMUFAXMRA , RREBAJD Rule.

4. PELBBIERET —ESI& -
. (UiE: Bl
« Mode:EHE
« Action: 84
« Direction: A&
- BIAWHE : TCP



L Secure Endpoint

Dashboard

Inbox

Overview

Events

Analysis
Outbreak Control

Management

Administration

RABHSIH

New rule in: MaliciousConnection

General

Rule name

BlockMaliciouslPs

Position

Top

Enforce

Direction

Out

Protocol

TCP




Mzt . EREBERAISRIFHINLBEE (EFEiInternet ) WEZERZE |, [
B #& AOut,

5. I8 E A F B £ZIP:
o Z#11P:192.168.0.61
« JRIFIP:208.94.116.246
« #&Local Portfield& %=,

« #Destinationi® 5% E 580443 , EMEEE ERHTTPFIHTTPS,

6.%% , B—T "7 o
T SR B P RUA MR AR 3 50 B T G B
1. BEZ2RHMAFF , BREEE>RE , ARRFEEE I ESTEBHN R IREIBRY K.

2. B—TiREBYEMIFTEHABEER,
3. BtAHost FirewallhgE M B FRIAMEE |, A4+ AMaliciousConnection,



‘el Secure Endpoint

¢ Policies

Edit Policy: TZ

ER Windows
Name | TZ

Deescription

Modes and Engines
Host Firewall &

Host Firewall Configuration |

Outbreak Control
Device Control
Product Updates

Advanced Settings

T 22 4 i 2 5 B PP A E B Ko

4. j’fi—-F rsaVeJ o

5. &% , RERGRRECERARKENR,
R EH B

EARERELRE

1. EBIE R P FEAURL malware.eicar.org , R E B4 1E,
fHER | RN BBERS B RS

2. TR E BB REAREINER, B Snetstat -ano | findstr ESTABLISHEDATE{REZE
EURL(208.94.116.246) BBt IPF A R,



BB
1IERIER E  SREIER

C:\Program Files\Cisco\AMP\<Ej#& 88 ki 4~>\FirewallLog.csv

MIEE : HESERMN <R B $>\Cisco\AMP\<Connector version>\FirewallLog.csv& £l 5
o

2. FARMCSVIERLUERRE "ML, BERAUNTEIR, FRBRBRESD "5 M THLE, ER.

5 F Orbital® ZRPH X & B i

1. #Secure Endpoint Portal® , EffiZIManagement > Computers , & 2#&kix , REE—T
Retrieve Firewall Logs in Orbital, WtRESKEEERZEHEMFS,



wluile Secure Endpoint

Common Vulner: ies and Exposures

u

Hostname

nitio:

Host Firew!

Sort By

Mac Linux

DESKTOP-NUIBOTG in group TZ
DESKTOP-NUIBOTG

Windows 10 Pro (Build 19045.5917)

00 UTC

-acde-4175-872e-77b805473e10

0 07:10:46 UTC
0 08:17:52 UTC
Enabled

M/A

R EEE AR R Py A B SR Rl

2. £Orbital Portal® , BhiE&E

RBEETEH

*‘”?&L

JEEAGER

ZE A EResultstabF A B

A AT E R

Apply Filters

Definitions Up To Date

2025-06-10 08:52:.

TETRA 64 bit (daily version:

defs.amp.cl

(Updated : 2025-06-10 08:41:42 UTC)
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EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



