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Connect Cisco Web Security Appliance to Secure Endpoint Appliance

Step 1: Web Security Appliance Setup

. Go to the Web Security Appliance Portal.
. Navigate to Security Services > Anti-Malware and Reputation > Edit Global Settings..
. Enable the checkbox for Enable File Reputation Filtering.

. Click Advanced » Advanced Settings for File Reputation and select Private Cloud under File Reputation Server.

DN AW =

. In the Server field paste the Disposition Server hostname: disposition.vpcl.nanganath.local .
. Upload your Disposition Server Public Key found below and select the Upload Files button.

Disposition Server Public Key & Download

Step 2: Proxy Setting

1. Continuing from Step 1 above, find the Proxy Setting for File Reputation section.

2. Choose Use Uploaded Certificate Authority from the Certificate Authority drop down.

3. Upload your Appliance Certificate Root found below and select the Upload Files button.
4. Click the Submit button to save all changes.

u Appliance Certificate Root & Download
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Edit File Reputation and Analysis Settings

= Adva

| File Reputation Filtering: Enable File Reputation

File Analysis: (2] | M gnable File Analysis

Advanced Malware Protection

File Reputation Server:

Private reputation cloud v

SSL Communicaticn for File Reputation:

Heartbeat Interval:
Query Timeout:
Processing Timeout:

Fila Reputation Cliant ID:
File Ratrospective:

Server: |disposition.vpcl.nanganath.local
Fublic N e
Key: |Browse.. | No file selected. Upload File

Use SSL (Part 443)

Tunnel Proxy (Optional):

Server: I
] Relax Certificate Validation for Tunnel Prosxy (7
15 minutes

20 seconds

Username:
Passphrase:

Retype Passphrase:

120 seconds
cb1b31fc-9277-4008-2396-6cd486ecc621

[ Supprass tha vardict update alarts (7

Port:
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Tue Feb 20 18:17:53 2024 Info: conner.tmg to /tmp/reporting_listener.sock.root [try #0 of 20]
Tue Feb 20 18:17:53 2024 1 . cted to /tmp/reporting listener.sock.root [try #0 of 20]
Tue Feb 20 18:17:53 2024 Info: File reputation service wnitialized si

Tue Feb 20 18:17:53 2024 Info: Ine Tollowing Tlle Type(s) can be sent Tor rFile HHBlySIS Executables, Document,
Microsoft Documents, Database, Miscellaneous, Encoded and Encrypted, Configuration, Email, Archived and compress
ed. To allow analysis of new file type(s), go to Security Services > File Reputation and Analysis.
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Access Policies

Add Policy...
Protocols and
Order | Group User Agents URL Filtering Applications | Objects Anti-Malware and Reputation HTTP ReWrite Profile  Clone Policy | Delete
AP.Users Web Reputation: Enabled
Identification Prefile: ID.Users | (global policy) (global policy) | Monitor: 342 | (global pelicy) Secure Endpoint: Enabled (glebal policy) r. i}
All identified users Anti-Malware Seanning: Dizabled



https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01010.html

Access Policies: Anti-Malware and Reputation Settings: AP.Users

Web Reputation and Anti-Malware Settings

| Define Web Reputation and Anti-Malware Custom Settings w |

Web Reputation Settings

Web Reputstion Filters will automatically block transactions with a low Web Reputation score. For transactions with & higher Web
Reputation score, scanning will be performed using the services selected by Adaptive Scanning.

If Web Reputation Filtering is disabled in this policy, transactions will not be automatically blocked based on low Web Reputation Score.
Blacking of sites that contain malware or other high-risk content is controlled by the settings below.

Enable Web Reputation Filtering

Secure Endpoint Settings

Enable File Reputation Filtering and File Analysis

File Reputation Fifters will identify transactions containing known malicious or high-risk files. Files that are unknown may be forwarded to the cloud for File Analysis.

T
Monitor Block

File Reputation o 8

€3 Known Malicious and High-Risk Files o
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1708320236.640 61255 10.106.37.205 TCP_DENIED/403 2555785 GET
http://static1.1.sgspcdn.com/static/f/830757/21908425/1360688016967/Bombermania.exe.zip?token=gsF
- DEFAULT_PARENT/bgl11-lab-wsa-2.cisco.com application/zip BLOCK_AMP_RESP_12-
AP.Users-ID.Users-NONE-NONE-NONE-DefaultGroup-NONE <"IW_comp" , 3.7,1 ,"-, -, -, -, -
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IW_compy . -. "AMPEREk, . "ERMBEERMERK, . "0, "KRHL . "RHAL . "KRA
o T-1.33379, 0, -, T-oy Ty 5,037, T

Win.Ransomware.Protected : : Trojan.Agent.taloss . 0, 0, "Bombermania.exe.zips . ©
46ee42fb79a16 3763e8e34a047018bd16d8572f8d31c2cdecae3d2e7a57a8" , 3, -, "-" , -, -> -
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"verdict_fromy : "TE, HRABBENMLHEMS , EUFRE—HEN. TESEEBERALAZENR
Ro

2024528190 E#—10:53:56R 88 : FAEBEBMEIR- {category' : 'amp', 'spyname’ :
'Win.Ransomware.Protected : : Trojan.Agent.talos' , 'original_verdict' : 'MALICIOUS' ,
‘analysis_status' : 18, 'verdict_num': 3, 'analysis_score': 0, 'uploaded' : False
'file_name' : 'Bombermania.exe.zip', 'Verdict_source' : None , 'Exit_file_verdict_verdict' .
'verdict_from' : 'Cloud', 'analysis_action': 2, 'file_type' : 'application/zip', 'score': 0,
'upload_reason' : 'File type is not configured for sandboxing' , 'sha256' : '46ee42fb79a1
61bf3763e8e34a047018bd16d8572f8d31c2cdecae3d2e7a57a8' , 'verdict_str' : 'MALICIOUS',
'malicious_child' : None}
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1 DISP_UNKNOWN#E R4 E R A,

2 DISP_CLEANLEERFER AR BN,

3 DISP_MALICIOUSR AZERREEMN,

7 DISP_UNSEENfERMERA , EREME —XFEEHER,

13 DISP_BLOCK R BEHITIE R,

14 DISP_IGNORE XXX

15 DISP_CLEAN_PARENTR AZEREEMN , CEINEMNESERERFL AR AKRA,
16 DISP_CLEAN_NFMBEAZEREEMN , EEFHL EAERERRRE.
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Incoming Mail Policies

Find Policies

Email Address: | | @ Recipient | Find Policies |

() sender

Add Policy...
Order | Palicy Name Anti-Spam Anti-Virug Advanced Malware Protection Graymail Content Filters | Outbreak Filters | Advanced Fhishing Protection | Delete
amp-testing-policy |Disabled Disabled File Reputation {use default) {use default) (use default) {use default) =

Malware File: Drop

Pending Analysis: Deliver
Unscannable - Message Error: Deliver
Unscannable - Rate Limit: Deliver
Unscannable - AMP Service Not ...




Mail Policies: Advanced Malware Protection

Advanced Malware Protection Settings

Policy: | amp-testing-policy

Enable Advanced Malware Protection for I

This Policy: (®) Enable File Reputation

Enable File &nalysis

1
O Use Default Settings (AMF and File Analysis Enabled)

OND

Message Scanning

{recommended) Include an X-header with the AMP results in messages

Unscannable Actions on Message Errors

Action Applied to Message: | [ peliver As 1s v |
I Adwvanced | Optional settings for custom header and message delivery.

Unscannable Actions on Rate Limit

Action Applied to Message: | [ Deliver As 1= v |

I Adwvanced | Optional settings for custom header and message delivery.

Unscannable Actions on AMP Service Not Available

Action Applied to Message: | [ Deliver As Iz v |

I Adwvanced | Optional settings for custom header and message delivery.

Messages with Malware Attachments:

Action Applied to Message: | [ Drop Message v |

Archive Original Message: | (O No ® Yes
Drop Malware Attachments: Mo Yes
Modify Message Subject: Mo Prepend Append

I:'\".-;El'-lll'-lG: MALWARE DETECTED]
b Advanced | Optional settings.

Messages with File Analysis Pending:

Action Applied to Message: | | Deliver As Is v |

Archive Original Message: | O No @) Yes
Drop Message Attachments with File Analysis ® No O Yes

-

‘ferdict Pending : (2)
Modify Message Subject: | () No (@®) Prepend O append

I[WARNING: ATTACHMENT(S) MAY CONTAIN
b Advanced | Optional settings.

EfFAFEEERBESAEIT T AIE., ERCSVER,
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202428208 Ef=11:57:01 2024 &5 : #Cloud B EREBEHNEE, EE= Training
Details.csv , MID = 660 , #£E= FILE UNKNOWN , EE#E=F 2#B825=0, sha256 =
90381c261f8be3e933071dab96647358c461f6834c8ca0014d8e40decdf19dbe , upload_action =2
EEXERETOM , verdict_source = AMP |, AT 5Bl= None
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{"pv": 3, "ip" : "10.106.72.238" , "si" : 0, "ti" : 14, "tv" : 6, "qt" : 42, "pr" : 1, "ets" : 1708410419 , "t
9277-4008-a396-6cd486ecc621" , "ai" : 1, "aptus”

295 | "ptus" : 2429102 , "spero" : {"h" : "00" , "fa" : 0, "fs": 0, "ft" : O, "hd" : 1} , "sha256" : {"h" : "90
“,"fa":0,"fs":0,"ft":0,"hd": 1}, "hord" : [32,4] , "rd" : 1, "ra" : 1, "n" : 0}
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