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import base64
import requests

# ESA management IP address or FQDN
host = "

# Dictionary name to create
dictionary_name = "

# AsyncOS API endpoint (HTTPS recommended)
url = f"https://{host}:6443/esa/api/v2.0/config/dictionaries/{dictionary_name}?device_type=esa"

payload = {
"data": {
"ignorecase": 0,
"wholewords": 1,

"words": [
["*credit", 2, "prefix"],
[ll.":aball] ,
["Example Term"]
1,
"encoding": "utf-8"
}
3
# Basic authentication header
username = "
password = "

creds = base64.b64encode(f"{username}: {password}".encode()) .decode()

headers = {
"Content-Type": "application/json",
"Authorization": f"Basic {creds}"

}

response = requests.post(url, headers=headers, json=payload, timeout=30, verify=False)
print(f"Status code: {response.status_code}")
try:



print(response.json())
except ValueError:
print(response.text)

if response.status_code != 201:
raise SystemExit("Dictionary creation failed.")
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API log example
Thu October 5 12:58:19 2023 Info: 198.51.100.10 - - 05/0ct/2023 12:58:19 +0000 POST /esa/api/v2.0/confi
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{"data": {"message": "Added Successfully"}}
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API log example

Thu October 5 13:00:31 2023 Info: 198.51.100.10 - - 05/0ct/2023 13:00:31 +0000 POST /esa/api/v2.0/confi
TEHAERE -
{"error": {"message": "Dictionary already exists.", "code": "409", "explanation": "409 = Request confli

MHEAERA

ERAATHABERRAEEMAER (AXETHNBERAZEN )

£ FAREST API + Python¥ig = 8

AXEDEAMEN S OBRIBL ENR/DBERE. FAEEERAthorizationfIHTTPE ARG M 4+
<baseb4 (username:password) >’ %Eﬁﬁiﬁ6443t #HTTPS,

REST APIHICisco ESA

A tiBFE S FE A PythonfR BB AT LA fEPostmanH12El, MR EE | EMRRLE FHIE -

Postman — #1{a/ 4 B Pythong T 1%



https://www.youtube.com/watch?v=LHranoFP2AE
https://www.youtube.com/watch?v=LHranoFP2AE
https://www.youtube.com/watch?v=LHranoFP2AE
https://www.youtube.com/watch?v=4QlvBYB_g8o
https://www.youtube.com/watch?v=4QlvBYB_g8o
https://www.youtube.com/watch?v=4QlvBYB_g8o
https://www.youtube.com/watch?v=Mqmqkk1vdDA
https://www.youtube.com/watch?v=Mqmqkk1vdDA
https://www.youtube.com/watch?v=Mqmqkk1vdDA
https://www.youtube.com/watch?v=Mqmqkk1vdDA

BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



