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€ User List

e

User - ciscotac@cisco.com

Prole o Courses Quizzos
W és Phighing Sirmulator Role Save Changes
Dashboards » = User Is a standard role that all users and administrators have by default. The User role grants access to the
. = Leaming Zone, where users can take the courses and quizzes they are assigned,
Phishing Templ Global Administrator
Sirmulations IPhighing Administrator
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EREBREPHERAENEFEE

SER3.BAHREAPI

B E F 1ZEnvironments > Setti ngs > Report API I8+ 3 A)iEEnable Report APl > Save Changes o
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o (!..‘ Phishing Simulator Sanirgs Emall Template Fopmtack Pags Ribcipient List

Cuirzes

Dashboards [ T Import From Filers || & Import From Simulation | | @ Clear List

Phishing Tempilates

Simulations

~ & Emall Center

Sand
History It's a bit empty here.
Gilobal Emall Tomplates No recipient has been added yet.

v [ Anabytics
Global Dashboard
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Saved Reparts
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w I Admin
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Filter Users

Search for fiter criteria in the following sections and acd them to the results tigs

~ Default Filiers

Language(s) Faset Filter

English =

Manager(s) aAcd il | Resst Filer

Seadch and select this fiter calied Managers) ...

Total number of selected recipients - 5
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Message @

15 SRS e QR & O B-b @

Delete Archive Reply Reply Forward @7 aptachment Move Junk Rules Move to Read/Unread Categorise Follow Send to
to All Other Up OneNote

Your Ship EXpress Order was shipped

o o AppleService <apple-service@apple-service.com> Today at 12:52 PM

To: © Ramanjaneya Devi Madem (ramadem)

/i, To protect your privacy, some pictures in this message were not downloaded. Download pictures

Dear Customer,

We thought you'd like to know that your item has shipped, and that this completes your order.
Your order is on its way, and can no longer be changed.

Your estimated delivery date is: Your order was sent to:
Friday, April 8 Home address on file

Shipment Details

Insured value: $300.00
Shipping and handling: To be paid on delivery

If you did not make that order, let us know as soon as possible to make sure we do not
charge you by visiting the Customer Service.

Click on the link below to track you package or notify us of an error:

We hope to serve you again soon!
Ship Express

Copyright 2016 Ship Express Inc. We understand the importance of privacy to our customers.

& BAPNWRRERDAE T BA4H RE

EWRMHFAREZURLE  ZRBEESRERAERT , YARFEAESERRCSAT 'ERMEE
1 RE ( BEHMBEZERNAMIEURL ) 9—85



Beware of the warning signs!

0 From: do-not-reply@intlshippingexpress.com

YOU'VE BEEN T
PHISH ED! Subject:  Your Ship EXpress Order was shipped

Company-wide simulation SHl P EXF)TSS.

in progress!

0 Dear Customer,

We thought you'd like to know that your itern has shipped. and that this completes your order.
Your order is on its way, and can no longer be changed.

Your estimated delivery date i Your order was sent to:
Friclay, April 8 Home address on file

Shipment Details
PLEASE DO NOT TELL YOUR irvsured vaue $ 30000

CO-WORKERS ABOUT THIS ik el Bl

" did ke that order, | kn sibl e di
PHISHING SIMULATION. e i s g esoind el it s

Click on the link below to track you package or notify us of an error:
https/fwww.shipment-expre m/en/tracking.htmi?

We hope to serve you again soon!
Ship EXpress

ee

We'd like to see if we can
hook them, too!

ALWAYS REMEMBER

ERENEZERNABHHHURLEAE N R ERE RS

ECSALEH

FEEE - -F;)’Q%(J 5%$@T_\T£Analytics> Standard Reports > Phishing Simulations > Repeat Clickersas shown in the image.
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REAPITHEERE , BEATNELARIBEE DI
TR ERLETFBHBEEPRAZNLLRARE

Efé%?iﬂ#ﬁ%ﬁGUlt , igﬂﬁi%curityServiC$>CiscoSecurityAwaren%s> Enable. rﬁlEﬁEJ %ﬂCSA'%
F (RCSAZERBEBMMN AT , W ERFRBAR ) , ARRINRRER.

Cisco Security Awareness Settings :

Make sure that you have a valid Cisco Security Awareness token before you enable the Cisco Security Awareness cloud service on your email gate
You can obtain a Cisco Security Awareness token from the Cisco Security Awareness portal.

Enable Cisco Security Awarenesd

I CSA Server |p.MEp_n:A5 w |

CSA Token (7) sssssssssens

Repeat Clickers List Polling interval (7) [1a

| Cancel
ANZeBAER LN ENLLRARERANEFEE

CLIfERE

88 A csaconfig , BIBCLIELECSA,

ESA (SERVICE)> csaconfig

Choose the operation you want to perform:

- EDIT - To edit CSA settings

- DISABLE - To disable CSA service

- UPDATE_LIST - To update the Repeat Clickers Tist

- SHOW_LIST - To view details of the Repeat Clickers Tist
[]> edit

Currently used CSA Server is: https://secat.cisco.com
Available 1ist of Servers:

1. AMERICAS

2. EUROPE

Select the CSA region to connect

[1]>

Do you want to set the token? [Y]>



Please enter the CSA token for the region selected :
The CSA token should not:

- Be blank

- Have spaces between characters

- Exceed 256 characters.

Please enter the CSA token for the region selected :

Please specify the Poll Interval
[1d]>

SER2. 7URT R B CSAE R R R B % 2 R B4+

MIEE : FEERTE N T cYBERSEC AWARENESS ALLOWED,Mailflows R B E iRt B8R EA
Off N IER FEILMW , I TR,

Spam Detection: Use Default {On) On O Off
AMP Detection Use Default {On) On Q Off
Virus Pratection: Use Default {On) On Q Off

Sender Domain Reputation Use Default (On) On Q Off
Verification:

Virus Outbreak Filters: Use Default (On) On Q Off
Advanced Phishing Protection: Use Default {On) On Q Off
Graymail Detection: Use Default (On) On O Off

Content Filters: Use Default {On) On O OfFf

Message Filters: Use Default {On) On  Off

m

HATLLIEEN "CYBERSEC_AWARENESS ALLOWED ) B4 HhEBNEER

B RECSAERKNERERNATHETBHEELZETHHRE LLNFIERIESIE
HATUAT R -

a. B ETHY B4 A 4E 3 9 B BB 7R SR B CYBERSEC_AWARENESS ALLOWED, &1 ElMail Policies > HAT
Overview > Add Sender Group , 1Z 32 5K B CYBERSEC_ AWARENESS ALLOWED , WASIEFERE A1 , A% submitand
Add Senders.

b. ﬁiﬁﬁ'ﬁ:AIP/domaijeo Locatlonﬁf_ﬁﬂﬁﬁ']m\/ﬁib% %EBFFE’”_L

3

>

EEEMQI Polices> HAT Overview > Add Sender Group > Submit and Add Senders > Add the sender IP > Submitj]?CommitﬁE

, T BT Ro




Sender Group Settings '

Name: ICy berSec_Awareness_Allowed

Comment: | CyberSec_Awareness_Allowed
| Policy: [CYBERSEC_AWARENESS_ALLOWED VI]
SBRS (Optional): I— o I—

[) include SBRS Scores of "None”
Recommended for suspected senders only.

External Threat Feeds (Optional):
For IP lookups only Source Name Add Row |

[ Select Source | 1~ |

DNS Lists (Optional): ' 7) I
(e.g. 'query.blocked _list.example, query.blocked_list2.example’)

Connecting Host DNS Verification: [_] Connecting host PTR record does not exist in DNS.
[_] Connecting host PTR record lookup fails due to temporary DNS failure.
[_] Connecting host reverse DNS lookup (PTR) does not match the forward DNS lookup (A).

Submit and Add Senders >>

#EH "TCYBERSEC_AWARENESS_ALLOWED . ##RK#EHI CyberSec_Awareness_Allowed % # A B &R IR,

Sender Details

Sender Type: | @) 1p addresses O Geolocation

Sender: (7) |52 242.31.199 |
(IPv4 or IPvE)

Comment: | (Configured as CSA NAM(AMERICA) ]

AR BHBR LN ENR2RAREAANEREE

CLIELE :
1 gﬂﬁf; listenerconfig > Edit > Inbound (Publiclnterface) > HOSTACCESS > NEW > New Sender Group .

2.1 F B4 SR RS 22 3 — {E#TCcYBERSEC AWARENESS ALLOWEDRY 2844 A4H |, W18 R PR BAR VAT
BE F 44 AP/,

3;‘{%%)?%#)&%&!3’91!@%%&%%1 ) ﬁﬁﬁﬁ?@ﬁ"JMoveiglﬁ listenerconfig > EDIT > Inbound (Publiclnterface) >

HOSTACCESS > MOVE .

43R,

MiEE : BEFIPRCSAMIPHLE , EREEENEE. F2EXR  BEEEANERIPHEL
o SURFBE KB HIRSE B443MISEG 14.0.0-xxxHY B LLIPH#h it/ E #E F B AR FICSAE IR



AMERICA REGION

hostname IPv4 IPv6
https://secat.cisco.com/ 52.242.31.199
Course Notification (Outbound) 167.89.98.161

Phishing Simulation (Incoming Email Service) 207.200.3.14,
173.244.184.143

Landing and Feedback pages (Outbound) 52.242.31.199
Email Attachment (Outbound) 52.242.31.199
EU REGION:
hostname IPv4 IPv6
https://secat-eu.cisco.com/ 40.127.163.97
Course Notification (Outbound) 77.32.150.153

Phishing Simulation (Incoming Email Service) 771:32.150.153

Landing and Feedback pages (Outbound) 40.127.163.97

Email Attachment (Outbound) 40.127.163.97

CSAZMMBER M EIPH It MEHWEN EFEE

SRR HSECH ERMBHATRF

—BEATHEBNABG  YAESEGHERTESMEESTE , B IUEYRBHNEA B4R
, UBHEIAIG1E 45 E fE & BB AT IRAF

BEUFHEEREA B E & EBH R B include Repeat Clickers List, I 7 Y44 A BB 70 BUA BRER 5 .o

ZEGUIF |, Effi2Mail Policies> Incoming Mail Policies > Add Policy > Add User > Include Repeat Clickers List > Submit 3 88 o

Commito



(® Any Sender | Only if all conditions match v
(_} Following Senders ) Any Recipient
) Following Senders are Not @ Following Recipients

Email Address:

(e.g. user@example.com, usern@®, @example.com,

P
@.example.com)

(e.g. user@example.com, user@®, @example.com, @.example.com)

LDAP Group: Include Repeat Clickers List

' {From Cisco Security Awareness)
Query:
Group: I

LDAP Group:
Query: | testLdapServer.group v |

Group: I Add Group | Remove J

Following Recipients are Not

Email Address:

ig‘_

BEREABHRENEREE  ZIXREEAREEFEERENEHF

SEHFEIEE

1. TE L B csaconfig > SHOw_LISTAR EE IR — T B BENFMEA.

ESA (SERVICE)> csaconfig

Choose the operation you want to perform:

- EDIT - To edit CSA settings

DISABLE - To disable CSA service

UPDATE_LIST - To update the Repeat Clickers 1ist

- SHOW_LIST - To view details of the Repeat Clickers 1ist
[1> show_1l1ist

List Name : Repeat Clickers
Report ID : 2020

Last Updated : 2021-02-22 22:19:08
List Status : Active

Repeat Clickers : 4

2. 01 R BB HI T Hesaconfig> UPDATE LisT TEEE—T &, BE , FEME,

ESA (SERVICE)> csaconfig



Choose the operation you want to perform:

- EDIT - To edit CSA settings

- DISABLE - To disable CSA service

- UPDATE_LIST - To update the Repeat Clickers Tist

- SHOW_LIST - To view details of the Repeat Clickers 1ist
[I> update_list

Machine: ESA An update for the Repeat Clickers Tist was initiated successfully.

3.MRHtcsaAF , RARAE THEER —TENEESLREFEEER. LT R working setup:

tail csa

Tue Jan 5 13:20:31 2021 Info: CSA: Connecting to the Cisco Security Awareness cloud service [https://s

Tue Jan 5 13:20:31 2021 Info: CSA: Polling the Cisco Security Awareness cloud service to download the

Tue Jan 5 13:20:31 2021 Info: CSA: Trying to get the Ticense expiry date: loop count 0

Tue Jan 5 13:20:31 2021 Info: CSA: Connecting to the Cisco Security Awareness cloud service [https://s

Tue Jan 5 13:20:31 2021 Info: CSA: Trying to download Repeat clickers 1ist: loop count O

Tue Jan 5 13:20:31 2021 Info: CSA: The update of the Repeat Clickers 1ist was completed at [Tue Jan 5
6

Wed Jan 13:20:32 2021 Info: CSA: Polling the Cisco Security Awareness cloud service to download the

Hereis an output when you have entered the incorrect token:

tail csa

Fri Feb 19 12:28:39 2021 Info: CSA: Connecting to the Cisco Security Awareness cloud service [https://s
Fri Feb 19 12:28:39 2021 Info: CSA: Trying to get the Ticense expiry date: loop count 0

Fri Feb 19 12:28:39 2021 Info: CSA: Polling the Cisco Security Awareness cloud service to download the

Fri Feb 19 12:28:43 2021 Info: CSA: Connecting to the Cisco Security Awareness cloud service [https://s
Fri Feb 19 12:28:43 2021 Info: CSA: Trying to download Repeat clickers 1ist: loop count 0

Fri Feb 19 12:28:44 2021 Warning: CSA: The download of the Repeat Clickers 1ist from the Cisco Security

ARGUIL AT AT R EE ENBRBUEEMFTE, E B = security Services > Cisco Security AwarenessHl T Bl P 7R o



ﬂ Manitor Mail Policies Security Services Network System Administration

Cisco Security Awareness

Cisco Security Awareness

Cisco Security Awareness | Enabled
Repeat Clickers List Poll Interval @ | 1d

Repeat Clickers List Settings

List Name Report ID Last Updated Status Repeat Clickers Update
Repeat Clickers 2020 Tue Feb 23 02:24:14 2021 IST Active 4 Update List

Cisco Security Awareness Updates

File Type Last Update Current Version New Update

Cisco Security Awareness Config MNever Updated 1.0 Not Available

Cisco Security Awareness Engine MNever Updated 1.0 Not Available

No usces i rogrese.
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https://www.cisco.com/c/zh_tw/support/index.html
https://www.cisco.com/c/zh_tw/support/index.html
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