B ZL B 4N LENURL RN EE MR

AERERAURLEBRPEANBENEEQREZBNEZR | LR NAE hrefB MM XA EA
ARANERRIE,

DB R

&R

E%EURLE%F?HMTE , REUBHANARBRRERIESINEARK , LASEERAERS
@;*%&Ibﬁgo

;AT



AN EFARRIFA T SR ANERIRA

. Eﬂi’ié*%ﬁﬁ#ﬁﬁ
. WE%HEB#@)I%EE
AXHHNEARBRBEEERERREANKENRRL. Iqﬂfiﬁi FMFAEREERCEAER (F
) BVIERERE B, MRIEHVMREREET |, FERERBEMESTRERNTZE,

HREA

URLIBIBIIEETIRE 2 — R BB AEEN/HA B BRBFRIBFEURLEBHERRITE. RIBURLE
HiER (URLMEERME ) , AAUEAURLEN =BT AREL— -

- FEEXURL
- EFEMERNLTLNRE
- BURLB B ANAHE

AXWEERHRA "Defang URL, M TRedirect URL, BB ENTA. TEREMATERIBRESEN
EFERERAINWURLEE NN EHRMERA,

HB A

A BIER P (6 A B R BI5H B 2MIME multipart/alternativesB B &8 Bl |, & #Etext/plainFtext/htmIEE 2 .
BYES,BEREFHHRBEEHER , ¥TERXNAHTMLAMIEHTMLIZ RSN ER R BN RS,
At , FERENAN/MXFERMIA/hmIBAS,

Content - Type: multipart/alternative; boundary=" 7781793576330041025==" M ME-
Version: 1.0 From adm n@xanpl e.com Date: Mn, 04 Jul 2022 14:38:52 +0200 To: admi n@i sco.com
Subj ect: Test URLS -- 7781793576330041025== Cont ent - Type: text/plain; charset="us-
ascii” M MEe-Version: 1.0 Content-Transfer-Encoding: 7bit This is text part of the message Linkl
http://mal ware.testing. google.test/testing/ mal ware/ and some text Link2: http://cisco.com and
some text -- 7781793576330041025== Content - Type: text/htm ; charset="us-ascii"

M ME- Version: 1.0 Content-Transfer-Encodi ng: 7bit

This is an HTM. part of the nessage

Linkl: http://nmalware.testing.google.test/testinag/ mal ware/ and sone text

Li nk2: CLICK ME sone text
Li nk3: http://nmal ware.testing.google.test/testing/ malware/ and sone text

Li nk4: http://cisco.comand sone text

7781793576330041025==- -

%"‘Bﬁa‘ 55

L O
EE—fo , BREER

- BREE  RRBEARIRBMHAS)BREEAV) &R ESREHEAMP)E B MR HIBESR


https://en.wikipedia.org/wiki/MIME
http://malware.testing.google.test/testing/malware/
http://malware.testing.google.test/testing/malware/

OF

Policies
Add Policy...
Order | Policy Name = Anti-Spam Anti-Virus Advanced Malware Protection Graymail Content Filters = Outbreak Filters Advanced Phishing Protection Delete
1 URLTest (use default) (use default) (use default) (use default) URL_SCORE Disabled (use default) |7 |

- BARBIBES | SAURL_SCORERAEFiZas

Add Filter,.. |
Order | Filter Name Description | Rules | Palicies Duplicate | Delete

i URL_SCORE URL_SCORE: if {url-reputation(- 10.00, -6.00 , =7, 0, 1)) { leg-entry["$FilterName™); url-reputation-defang]-10.00, -5.00,,0); } L |

ARBEEFAURLEEREGRTE EZURL , BI85 9 7£-6.0081-10.002 B EZURL, fEARE
, B ARIR B EEE & B EUHIERE un- -reputation-defang WEET,

BEITH

BETERHETHRER, FRAFMEHRRNA ; FIRURLEETTE—T, BFRAE AR
BMEBEHURL,

RBIA

BREBBREBREFEHE R =)
RR BRI E ’E

Y

websecurityadvancedconfig hreffl X A E B B A =

WREIRPFEAFEREERENRBRENER, EERRESD , EMBRHTMLERN L LEE
URL, MR — @28 —SLURLHWHTMLESE :

Linkl: http://malware.testing.google.test/testinag/ malware/ and sone text

Li nk2: CLICK ME sone text

Li nk3: http://mlware.testing.google.test/testing/ nmalware/ and sone text

EHMERYT , URLAERHWHTML ARER T, <A>TEEFE hret- EBASFIEEXIERELBE
HEE, EBAEPHNART BB REZBZE, I textform AIBAVEEURL, % —1{ELink1ETTEN
hrefBHR X AL FHIEHRWURLERE ., ATLUFER , EXURLTLATE., % ZHLink2EE
hrefBERNEE EEHWURL, &E—BRTBEEMAEE,

BEE : H%Dﬁf—‘;%ib FERS R R GUE BN RATRE | AR T E S ERN b, ERNE
E-EERANEFBHERR LRTIRSBHE,

—BE#BEURL_SCOREBIRERTE , EHESRURLETHE, EURLAGGCHKE
OUTBREAKCONFIG ﬁ‘%ﬁf%’fmail_logsqﬂk |5 BIFURL,

Mon Jul 4 14:46:43 2022 Info: M D 139502 URL http://mal ware.testing.google.test/testing/ mal ware/
has reputation -9.4 matched Cond tion: URL Reputation Rule Mon Jul 4 14:46:43 2022 Info: MD
139502 Custom Log Entry: URL_SCORE Mon Jul 4 14:46:43 2022 Info: M D 139502 URL

http://mal ware.testing. google.test/testing/ malware/ has reputation -9.4 matched Acti n: URL


http://malware.testing.google.test/testing/malware/
http://malware.testing.google.test/testing/malware/

def anged Mon Jul 4 14:46:43 2022 Info: M D 139502 URL

http://mal ware.testing. google.test/testing/ malware/ has reputation -9.4 matched Acti n: URL
def anged Mon Jul 4 14:46:43 2022 Info: M D 139502 URL

http://mal ware.testing. google.test/testing/ malware/ has reputation -9.4 matched Acti n: URL
def anged Mon Jul 4 14:46:43 2022 Info: M D 139502 rewitten to MD 139503 by url-reputation-
def ang-action filter 'URL_SCORE

EEERERHE :

7781793576330041025== Content-Type: text/htm ; charset="us-ascii" M M Version
1.0 Content-Transfer-Encoding: 7bit

This is an HTM. part of the nmessage

Li nk1: http://nmal ware.testing.google.test/testing/ nalware/ and sone text
Li nk2: CLICK ME sone text

Li nk3: http://mlware.testing.google.test/testing/ malware/ and sone text

Li nk4: http://cisco.comand sone text

7781793576330041025==- -

¥1M|ME§B1¢E’Jtext/htmlﬁB THTREBRIRENEREFHNAEER  YEEBARRETE, EH
EMERF , MEEEEREST 7 HEEE , HPMBERTHTMLRE | BERZT RENIALS, BE—@
Eﬁ,ﬁﬂlﬂaﬁURLi&i&EHTMLn?iz&ﬁB y AR B Hb 3L, z\éé,izaﬁz,ﬁﬁilﬂsﬁfﬁé ﬁ% EER&E
HURLHBHHAARTT R | B2 BHTML AER , TETBERR— T, E-RREETRE , ABLLE
FURLMUER BEREEMAZERCE  YATHRAER, R ETFTRAMELENTA , RRE=
o BN, FRBULUSERATERERE K ARERERFHIT. F-EAERR , —LETHH
HEELRABR I EARBERNURLIER |, W EERK A TEEER,

RZEME-TMIMEBHHN XA/ MEXFERBD . XAMLFERTDENAER S HERE
URL, XCZIKI%EESZE'?“—%?EEETIEﬁ’iHTMLﬁﬁ%E’JMUA?éT\ ERZEANEFBHEFRT , 81
BIBHNNAMLFRERED , RFECEEREFBAETFREEAEERM. BF , i’.&%‘%%*ﬁﬁ
L RIATE | BB BIAEMLIES, | SURBRMBEMIMERRS

BLERBERER T FOHE XA FRERE 7B URL,

Li nk1: http://nmal ware.testing.google.test/testing/ nalware/ and sone text Link2: http://cisco.com
and sone text

EMEEETFHHEHP -—EREESS AR, BERERT , %MIME*“EUH’Jtext/pIain DEITHIRS
812 Etext/htmIEB 2 BITRENE R TR, btUJ'ABLOCKED AT E IR A R .

-- 7781793576330041025== Content-Type: text/plain; charset="us-ascii" M M-
Version: 1.0 Content-Transfer-Encoding: 7bit This is text part of the nmessage Link1:
BLOCKEDnal war e[ . Jtesting[.] google[.]test/testing/ mal ware/ BLOCKED and sone text Link2:
http://cisco.comand sone text -- 7781793576330041025==

ek

. ETEXT/PLAINER 7 LiETTH B A URLE B ABLOCKED#R
- DefangZETEXT/HTMLER 7 1E1T , EMER TAEBMLBEARR 2B AR (A L2 URLbHE
) B SHHTML ARBHEZURL

=4IB



BEIBIRRIERERERA )
AR R IRE ’x

websecurityadvancedconfig hreffIX A E B E A =

R H A B A H & —Bwebsecurityadvancedconfigi# I8 , defangsi® R 1T 5 IN{ATE kY
EF#A. websecurityadvancedconfig 2 ER B BIMWCLI S , AFFRABBFERURLEENRE
[ JttJE/H\q:_ﬂEHQEﬁ:ntF/mEE&ﬁHX *#E’Jﬁ ‘?Tt.lo

> websecuri tyadvancedconfig Enter URL | ookup timeout in seconds: [15]> Enter the maxi num nunber
of URLs that can be scanned in a nessage body: [100]> Enter the maxi mrum nunber of URLs that can
be scanned in the attachnments in a message: [25]> Do you want to rewite both the URL text and
the href in the nmessage? Y indicates that the full rewitten URL will appear in the email body.
N indicates that the rewitten URL will only be visible in the href for HTML nessages. [N > Y

’T:I_:%.1I FﬁiEEJ: Do you want to rewrite both the URL text and the href in the message? .. , & 75'5 Y j:EI T\EEM"F
th £ AHTMLAIMIME 285 91538 T , BIRTEA-tagtENhrefBME P R EKREIME LA URLT &
, TR ABAREENTATRNNIL. EHERFS , HEANASEHEEL , EERBETH

o

BRBRHEURL texthtml MIMEBR 2 X% | A§ HERE 7 B4 B EENHTMLARETLLE.

Linkl: http://nmalware.testing.google.test/testing/ mal ware/ and sone text

Link2: CLICK ME sone text
Li nk3: http://nmal ware.testing.google.test/testing/ malware/ and sone text

Li nk4: http://cisco.comand sone text

"“‘Eﬂlﬁﬁhref%ﬂjlzliiﬁiglﬁﬂ-r , B URLM I R href B M) — 918 R A-tag HTMLIT R HY SXAREE
, REREHTMLXENEaBo+HRE , HEE %Eﬁiﬁﬁﬁ%ﬁURLEﬁEE’JFﬁﬁWﬁo

7781793576330041025== Content-Type: text/htm; charset="us-ascii" M M- Version:
1.0 Content-Transfer-Encoding: 7bit

This is an HTM. part of the nessage

Li nk1l: BLOCKEDnmal ware[.]testing[.]google[.]test/testing/ mal ware/ BLOCKED and sone text
Li nk2: CLICK ME sone text

Li nk3: BLOCKEDnal ware[.]testing[.]google[.]test/testing/ mal ware/ BLOCKED and sone text

Li nk4: http://cisco.comand sone text

-- 7781793576330041025==- -

B, EAtagn REURLEAEER K SREGXARINER —LHE KMERCERN
URL. BB YALDS SEMMEN BN AMY THEBI AN S RER. ZEREE
BLOCKEDEFZ M , FTEMEMBRESFEIMzHE. SHEFEAEERMA LURL , W ERLEE 7
HHRBEFRENATE—T,



http://malware.testing.google.test/testing/malware/
http://malware.testing.google.test/testing/malware/

e
. ETEXT/PLAINER 5 EiBITHI B E G URLE B ABLOCKEDHR
. MBRAER R | ETEXT/HTMLE S L ETHECEEEEES K BHTML AZEKURL
- ETEXT/HTMLES 0 EiB1THVFERR A LBV FTE F R EE ABLOCKEDH

BINED — EFMM

L
EE-HoF , HIEMER -
. BRI B A TR AS/AV/AMPEL B RIOF £ F

Policies
Add Policy...
Order | Policy Name = Anti-Spam Anti-Virus Advanced Malware Protection Graymail Content Filters = Outbreak Filters Adwvanced Phishing Protection Delete
1 URLTest (use default)  (use default) (use default) (use default) URL_SCORE Disabled (use default) &

- BARBTIBIRE | EMABURL_SCORER A EiE=R

Adhd Filter,..
Order | Filter Name Description | Rules | Polickes Duplicate | Delete
URL_SCORE URL_SCORE: if (uri-reputation(-10.00, -6.00 , =, 0, 1)) { logrentry(*$Filteriame”); url-reputation-proxy-redinect(-10.00, -6.00,",0); } ) |

ARIBERFEAURLEEBRERTEEZURL , BB 5 7E-6.00M-10.002 B EZURL, EAIRE
ﬂ?nﬂﬁlﬁ’ﬁ’ /E%ﬁ%ﬁ redirect action FEE T o

EE[RE

EEMIARMERBILHINRZEAERBAFEERFAMEEGLEERRETHN BN
BRENE  MRBHEELSESWER , RNESHELEHRE,

E (e

BRIBRRIERERERA )
R AR ERERIRIE EXEm

websecurityadvancedconfig hreffIX A E B 2 A B

HERNITRRE-HIoNBEREAFERL , RAREHRBFERENREQURLMAREUEE/R

W N websecuntyadvancedconﬂg E%Lﬁﬁﬁmmm IEE K "Do you want to rewrite both the
URL text and the href in the message? .. nX)E;EJ N.

EFEA@ERALTESEURL. BEE5HRURL SCORENRIBIRES AL HITRIE un

reputation-proxy-redirect-action

Tue Jul 5 12:42:19 2022 Info: MD 139508 URL http://mal ware.testing. google.test/testing/ mal ware/
has reputation -9.4 matched Condition: URL Reputation Rule Tue Jul 5 12:42:19 2022 Info: MD
139508 Custom Log Entry: URL_SCORE Tue Jul 5 12:42:19 2022 Info: M D 139508 URL

http://mal ware.testing. google.test/testing/ malware/ has reputation -9.4 matched Action: URL
redirected to Cisco Security proxy Tue Jul 5 12:42:19 2022 Info: M D 139508 URL

http://mal ware.testing. google.test/testing/ malware/ has reputation -9.4 matched Action: URL
redirected to Cisco Security proxy Tue Jul 5 12:42:19 2022 Info: M D 139508 URL

http://mal ware.testing. google.test/testing/ malware/ has reputation -9.4 matched Action: URL



redirected to Cisco Security proxy Tue Jul 5 12:42:19 2022 Info: MD 139508 rewitten to MD
139509 by url-reputation-proxy-redirect-action filter 'URL SCORE

BB — FURLEBHHHTMLIB S RMNMAEEH ., HESATNIERER  EEZAZBTEN
href B PR EFURL , W BLBEAEB TR XA P REWURLH I, AR5 R EASMBR
B {EA-tagtE | @ﬁﬁﬁEEF]%WH%EEhrefE’I’EEPE’JURLO

-- 7781793576330041025== Content-Type: text/htm; charset="us-ascii" M M- Versi on:
1.0 Content-Transfer-Encoding: 7bit

This is an HTM. part of the nmessage

Linkl: http://malware.testing.google.test/testinag/ malware/ and sone text

Li nk2: CLICK ME sone text
Li nk3: http://ml ware.testing.google.test/testing/ malware/ and sone text

Li nk4: http://cisco.comand sone text

-- 7781793576330041025==- -
Rt , EFE4EFFimBE R EEENER  Link1 MLink2193E 0 BRHEE 22 KBRS , BE 15
HEERNEROELETAERN AR,  ARERTRER. 5T EFHERE—% B8
R B R B XA /htmIEB 2 By WebBH & F ik E’Ji“h‘:ljo

Mot Secure — ews-pv3201.cisco.com

m ) Logout

roundcube . L conacts a Settings

+ - - - - =
- = 2 %28 . FoE T A ...
Back Compose Reply Reply all Forwar Delete Morve Print Mark More
Q wbox  EEXH Test URLs Message 3of 13510 | 4 | b
’
# Drafts =
&) sent
B Junk
This is an HTML part of the message
W Trash ahamnicc . o ¢
Link1: hipo/ fmatware testing.google. test/testing /malware/ and some text

Link2: CLICK ME some text
Link3: hup:/fmatware testing.google.testfiesting /malware) and some text

Link4: hitp:/ feisco.com and some text

Opin "secure-web.sisco.com/1MDVE_ap7q0pHA YIUMs2eLaylaSowon_3QbSEMIgAD_ak D9 PAEVBspULCNK.. PvBax7UsMzugzsinsQaQihtip% 3A% 2P % 2F mabware testing googht test ¥ 2Ftesting ¥ 2Fmalware% 2F* in a new tab

EMIMER DM XA/ FERBS  EEQERRERZER , IASEES BTENURLFE S
HEWER,

-- 7781793576330041025== Content - Type: text/plain; charset="us-ascii" M M-
Version: 1.0 Content-Transfer-Encoding: 7bit This is text part of the message Link1:
http://secure-

web. ci sco. conm 1dupt zzunif | | uUAGDNg__ M hr ANf OQZ4xul Dj L8yqgeTnpwbH Po0722VEI VeKf sJWW00kULnj FQancMvh
r p6xEpTnKeEFYNhDOhRLuTwy P2TC-

b74Q VOznKsi kLcNmdC4pl Bt | ol sZ707Mrl 0CAHECgyxBRf _bx YMAPQDNVSZOW3UPNS - nBO7Rwt sPfi _-

Ey XHQb3pTz Mpy Fb@QB6I VI f Dq96VcNMRBqi DzGLTgFwej 4J_- QW

72i 3qCp9e YFDXR1LCOY4T9bkDVO 0xZh56Z53w ht t p¥B8AYRFY2Fmal war e. t est i ng. googl e. t est ¥2Ft est i ng¥%2Fnmal wa
re%2F and sonme text Link2: http://cisco.comand some text -- 7781793576330041025==

e
- ETEXT/PLAINE 2 LiBITHEE O EEEEECisco Web Secure Proxy R #& L FIURLF &
. ETEXT/HTMLE % EiB1TH EE @ f Cisco WebZ £ R IBRIEEBE R EHHTML A-tag hrefB



http://secure-web.cisco.com/1IhMDvC_ap7q0pHdJYlUMs2eLayIaSowon_3Qb8bMIgAO_aKJD9PA6VBspUtiCNkxlKc5eJlNhOtEfr39JCzxxvtcBL1Afs_iV01OL_vXFE30zOmEEVYX8djFTJ1T9seDtxmxF8beciVywF2xlokkRSP8SolTEtSJyveaHblr8uI4gcXBUrhul0C3rfjHzH92GySnz9Fh7Waj8cv67P7WHi4qCTYzzEXbGh4DXbIig8VD6PHCMsezaN-79nWaAy6GeFPvBax7UsMzugzsInsQaQ/http%3A%2F%2Fmalware.testing.google.test%2Ftesting%2Fmalware%2F
http://secure-web.cisco.com/1IhMDvC_ap7q0pHdJYlUMs2eLayIaSowon_3Qb8bMIgAO_aKJD9PA6VBspUtiCNkxlKc5eJlNhOtEfr39JCzxxvtcBL1Afs_iV01OL_vXFE30zOmEEVYX8djFTJ1T9seDtxmxF8beciVywF2xlokkRSP8SolTEtSJyveaHblr8uI4gcXBUrhul0C3rfjHzH92GySnz9Fh7Waj8cv67P7WHi4qCTYzzEXbGh4DXbIig8VD6PHCMsezaN-79nWaAy6GeFPvBax7UsMzugzsInsQaQ/http%3A%2F%2Fmalware.testing.google.test%2Ftesting%2Fmalware%2F

MEURL , {BIRBATERAURLF SR RIS
RHID

BRIBRARIERERERA )
AR ERERIRIE EXEm

websecurityadvancedconfig hreffIX A E B 2 A =

HRBIBEE-—HOFNRHB, EMBAHEENHTMLE D FEENFABEURLFEERAH. E&Y

"Do you want to rewrite both the URL text and the href in the message? .. Eif:

-- 7781793576330041025== Content-Type: text/htm ; charset="us-ascii" M M- Version:
1.0 Content-Transfer-Encoding: 7bit

This is an HTM. part of the message

Link1l: http://secure-

web. ci sco. com 1dupt zzunilf | | uAGDNg M hr ANf OQZ4xul Dj L8ygeTnpwbH Po0722VEI VeKf s JWW00kULnj FQancMvh
r p6x EpTnKeEFYNnhDOhR1uTWyP2TC-

b740 VOznKsi KLcNmdCApl Bt | ol sZ707Mri 0CAHECayxBRf _bx YMAPODNVSZOW3UPNS - mBO7Rwt sPfi _-

Ey XHQ03pTzMyFb@861 VI f Dg96VcNMBgi DzGlTgFwej 4J - Qv

72i 39Cp9e YFDXR1COY4T9bkDVO 0xZh56Z53w ht t p¥8AYRFY¥2Fnal war e. t est i ng. gooql e. t est ¥2Ft esti ng¥%2Fnmal wa
re¥?F and sone text

Li nk2: CLICK ME sone text

Li nk3: http://secure-

web. ci sco. conm 1dupt zzunif | | uUAGDNg__ M hr ANf OQZ4xul Dj L8yqgeTnpwbH Po0722VEI VeKf sJWW00kULnj FQancMvh
r p6xEpTrKeEFYNhDOhRLuTwy P2TC-

b74Q VOznKsi kLcNmdC4pl Bt | ol sZ707Mrl 0CAHECgyxBRf _bx YMAPQDNVSZOW3UPNF - mBO7Rwt sPfi _-

Ey XHQb3pTzMpy FbQB6I VI f Dq96VcNMVRBqi DzGLTgFwej 4J_- Qv

72i 3qCp9e YFDXR1LCOY4T9bkDVO 0xZh56Z53w ht t p¥B8AYRFY2Fmal war e. t est i ng. googl e. t est ¥2Ft est i ng¥%2Fnmal wa
re%2F and sone text

Li nk4: http://cisco.comand sone text

- - 7781793576330041025==- -

BAhreffIXAEER , MERARBRRFHEECENURLFREESHEED., BE , EFHH
EFmTNEBHSEREENED, EFFHIEMRE—% , BRAEREBHXA/hmIE 28
WebI 42 FimAY i H o



http://secure-web.cisco.com/1duptzzum1fIIuAgDNq__M_hrANfOQZ4xulDjL8yqeTmpwbHlPo0722VEIVeKfsJWwF00kULmjFQancMMnrp6xEpTmKeEFYnhD0hR1uTwyP2TC-b74OjVOznKsikLcNmdC4pIBtIolsZ7O7Mml0C4HECgyxBRf_bxYMAPQDNVSZ0w3UPNf-m807RwtsPfi_-EyXHQb3pTzMpyFbQ86lVlfDq96VcNM9qiDzG1TgFwej4J_-QM-72i3qCp9eYFDXR1COY4T9bkDVO_oxZh56Z53w/http%3A%2F%2Fmalware.testing.google.test%2Ftesting%2Fmalware%2F
http://secure-web.cisco.com/1duptzzum1fIIuAgDNq__M_hrANfOQZ4xulDjL8yqeTmpwbHlPo0722VEIVeKfsJWwF00kULmjFQancMMnrp6xEpTmKeEFYnhD0hR1uTwyP2TC-b74OjVOznKsikLcNmdC4pIBtIolsZ7O7Mml0C4HECgyxBRf_bxYMAPQDNVSZ0w3UPNf-m807RwtsPfi_-EyXHQb3pTzMpyFbQ86lVlfDq96VcNM9qiDzG1TgFwej4J_-QM-72i3qCp9eYFDXR1COY4T9bkDVO_oxZh56Z53w/http%3A%2F%2Fmalware.testing.google.test%2Ftesting%2Fmalware%2F
http://secure-web.cisco.com/1duptzzum1fIIuAgDNq__M_hrANfOQZ4xulDjL8yqeTmpwbHlPo0722VEIVeKfsJWwF00kULmjFQancMMnrp6xEpTmKeEFYnhD0hR1uTwyP2TC-b74OjVOznKsikLcNmdC4pIBtIolsZ7O7Mml0C4HECgyxBRf_bxYMAPQDNVSZ0w3UPNf-m807RwtsPfi_-EyXHQb3pTzMpyFbQ86lVlfDq96VcNM9qiDzG1TgFwej4J_-QM-72i3qCp9eYFDXR1COY4T9bkDVO_oxZh56Z53w/http%3A%2F%2Fmalware.testing.google.test%2Ftesting%2Fmalware%2F
http://secure-web.cisco.com/1duptzzum1fIIuAgDNq__M_hrANfOQZ4xulDjL8yqeTmpwbHlPo0722VEIVeKfsJWwF00kULmjFQancMMnrp6xEpTmKeEFYnhD0hR1uTwyP2TC-b74OjVOznKsikLcNmdC4pIBtIolsZ7O7Mml0C4HECgyxBRf_bxYMAPQDNVSZ0w3UPNf-m807RwtsPfi_-EyXHQb3pTzMpyFbQ86lVlfDq96VcNM9qiDzG1TgFwej4J_-QM-72i3qCp9eYFDXR1COY4T9bkDVO_oxZh56Z53w/http%3A%2F%2Fmalware.testing.google.test%2Ftesting%2Fmalware%2F
http://secure-web.cisco.com/1duptzzum1fIIuAgDNq__M_hrANfOQZ4xulDjL8yqeTmpwbHlPo0722VEIVeKfsJWwF00kULmjFQancMMnrp6xEpTmKeEFYnhD0hR1uTwyP2TC-b74OjVOznKsikLcNmdC4pIBtIolsZ7O7Mml0C4HECgyxBRf_bxYMAPQDNVSZ0w3UPNf-m807RwtsPfi_-EyXHQb3pTzMpyFbQ86lVlfDq96VcNM9qiDzG1TgFwej4J_-QM-72i3qCp9eYFDXR1COY4T9bkDVO_oxZh56Z53w/http%3A%2F%2Fmalware.testing.google.test%2Ftesting%2Fmalware%2F
http://secure-web.cisco.com/1duptzzum1fIIuAgDNq__M_hrANfOQZ4xulDjL8yqeTmpwbHlPo0722VEIVeKfsJWwF00kULmjFQancMMnrp6xEpTmKeEFYnhD0hR1uTwyP2TC-b74OjVOznKsikLcNmdC4pIBtIolsZ7O7Mml0C4HECgyxBRf_bxYMAPQDNVSZ0w3UPNf-m807RwtsPfi_-EyXHQb3pTzMpyFbQ86lVlfDq96VcNM9qiDzG1TgFwej4J_-QM-72i3qCp9eYFDXR1COY4T9bkDVO_oxZh56Z53w/http%3A%2F%2Fmalware.testing.google.test%2Ftesting%2Fmalware%2F
http://secure-web.cisco.com/1duptzzum1fIIuAgDNq__M_hrANfOQZ4xulDjL8yqeTmpwbHlPo0722VEIVeKfsJWwF00kULmjFQancMMnrp6xEpTmKeEFYnhD0hR1uTwyP2TC-b74OjVOznKsikLcNmdC4pIBtIolsZ7O7Mml0C4HECgyxBRf_bxYMAPQDNVSZ0w3UPNf-m807RwtsPfi_-EyXHQb3pTzMpyFbQ86lVlfDq96VcNM9qiDzG1TgFwej4J_-QM-72i3qCp9eYFDXR1COY4T9bkDVO_oxZh56Z53w/http%3A%2F%2Fmalware.testing.google.test%2Ftesting%2Fmalware%2F
http://secure-web.cisco.com/1duptzzum1fIIuAgDNq__M_hrANfOQZ4xulDjL8yqeTmpwbHlPo0722VEIVeKfsJWwF00kULmjFQancMMnrp6xEpTmKeEFYnhD0hR1uTwyP2TC-b74OjVOznKsikLcNmdC4pIBtIolsZ7O7Mml0C4HECgyxBRf_bxYMAPQDNVSZ0w3UPNf-m807RwtsPfi_-EyXHQb3pTzMpyFbQ86lVlfDq96VcNM9qiDzG1TgFwej4J_-QM-72i3qCp9eYFDXR1COY4T9bkDVO_oxZh56Z53w/http%3A%2F%2Fmalware.testing.google.test%2Ftesting%2Fmalware%2F

Not Secure — ews-pv3207.cisco.com & B O

Abou m ) Logout
roundcube . 2 contacts G Settings
+ — il o -

* A . §F BT 7 ...

Back Compoie Reply Reply all Forward Delete Move Pring Mark Mare

& tnbox m Test URLs Message 4 of 13513 |4 | »
& Drafts m =
& sent

B Junk

This is an HTML part of the message

Y
Trash
U Link1: hatp: ! (secure-web cisco.com/ 1duptzzum LiluagDbe M _hrANROOZ4xulDL Sy e Tmpwh HIPa0 7 2 2VENV ek fs IWwFODkUL mjFOans MMnrpSx EpTmEeEFYnhDORR LuTwyP2 TC

'&J’éb]\-ﬂll‘[‘k cNmdCapiBtlols? 7O TMmIDCAHEC gy BRF_bxYMAPQDNVSZOw IUPNF-mB0TRwisPfi_<EvXHOLI T zMpyFhO86! VIfIJqu\-tNh SiDz0 I ToPwieid) <0M.
F2i3gCpIeYFOXRLOOYATILKDVD onZhi 6l 5 3w (hips3 AR Fralware 1esting goog e 1o 1% Fresting®2Fmabware®2F and some el

Link2: CLICK ME some text
Link3: Bitp:/ /secure-web cisco.com/ 1 duptzzumL HluAgDNG_M_hrANROOZ4xulbiL8yqe Tmpwb HIPaD 7 2 2VEN ek fs WwFODKULmiFQanc MMArp6xEp TrKeEFYnhDORR 1uTwyP2 TC
b7 40 Oznks kLN mdC4piBtlalsZ 7O TMmIDESHECGYxBRE_bxY MAPQONVSZ0W SUPNF-mB07 RwtsP_-EyXHQb3 pTzMpyF QA6 fOGIEVENMIGIDZG] TaFwel4)_-aM-
72i3Cp0eYFDXRLCOYATOLKONIO oxZR5 625w hpXIAR2FE2 Fraalware testing. google testal FlestingM2F mabwareX2F and sofme text

Link4: hatp:f fcisco.com and some text

Open “secure-web.cisco.com/iduptzzumifliuAgDNg__M_hrANFOQZ 4xulDjLBygeTmpwhbH ZVENVeKfsJWwF0...4T9bk abware.testing.google

MIME BB XA /FE X FRE R £ B RCHMMEE , B Awebsecurityadvancedconfig 38 cl #f E344
N XAEELFIEREBDREEATE,

-- 7781793576330041025== Content-Type: text/plain; charset="us-ascii" M M-
Version: 1.0 Content-Transfer-Encoding: 7bit This is text part of the message Linkl:
http://secure-

web. ci sco. conl 1dupt zzunilf | | uUAGDNg__ M hr ANf OQZ4xul Dj L8yqgeTnpwbH Po0722VEI VeKf sJWW00kULnj FQancMvn
r p6xEpTnKeEFYNhDOhRLuTwy P2TC-

b740 VOznKsi kLcNndC4pl Bt | ol sZ707Mv OCAHECgYyxBRf _bx YMAPQDNVSZOW3UPNS - mBO7Rwt sPfi -

Ey XHQb3pTzMpy FbQB6I VI f Dq96VeNVBqi Dz GLTgFwej 4J - Qv

72i 3qCp9e YFDXR1COY4T9bkDVO 0xZh56Z53w ht t p¥B8AY2FY2Fmal war e. t est i ng. googl e. t est %2Ft est i ng¥2Fmal wa
re%2F and sonme text Link2: http://cisco.comand sonme text -- 7781793576330041025==

fark
. ETEXT/PLAINEB 2 LiB{TH EE M2 EEELCisco Web Secure Proxy fR# PLBit fY URL = &R
- ETEXTHTMLE 2 LT EE R EERBHTML A-tag hrefBHRIURL |, [BBE B XA
2 AR AR EECisco Web SecurefR BRI FEHTMLIE L H Lt FIURLF &

B3y — EXEM

Mo REBHEEFEERBERAOFREMALEURLEHNEF.

LU
Rt SANMERS B EANRSBBE.

- B4R R BB TR AVAS/AV/AMPHEL & 3t B OF

Policies
Add Policy. ..
Order Policy Name | Anti-Spam Anti=Virus Advanced Malware Protection Graymail Content Filters | Outbreak Filters | Advanced Phishing Protection =Delete
i URLTest (use default) (use default) | (use default) (use default) Enabled Retention Time: | (use default) I ]

(no filters) Virus: 1 day
Other: 4 hours

- AREREREMANRBZBRBFHEREURLERSE , UEREREFBHPISNME
URL



Mail Policies: Outbreak Filters

Qutbreak Filtering for Policy: URLTest

Enable Oulbreak Fillering (Customize settings) a

Outbreak Filter Settings
Quarantine Threat Level: (7 28

Maximurn Quaranting Retention: | yiral attachments: Ii— bavs B
Gther Threats: v B
Deliver messages without addxng them to quaranting
Bypass Attachrent Scanning: & | None configured

Message Modification
[ Enable message modification. Required for non-viral threat detection (excluding attachments)
Message Modification Threat Level: (7 28

Message Subject: | propend @ [[SUSPICIOUS MESSAGE] Insert Variables | Preview Text &8
Include the X-IronPort-Cutbreak-5tatus headers: Enable for all messages
Enabile only for threat-based outbreak
0 Disable
Include the X-IronPort-Cutbreak-Description header: Enable

Disable

Alternate Destination Mall Host (Other Threats only): | |
fexamples: example.corn, 10.0.0.1, 2001:420:80:1::5)
URL Rewriting: | Cisco Security proxy scans and rewrites all URLs contained in malicious cutbreak emails.
O Enable only for unsigned messages (recommended)
Enabile for all messages

Disable

Bypass omain Scanning (7

F:
(examples: exampie.com, orm.example.com, 10.0.0.1, 10.0.0.0/24, 2001:420:80:1::5, 2001 :db8::/32)

Threat Disclaimer: | nane B
Disclaimer text will be applied to the tap of the message body far Suspicious and Quarantined messages. Ta create custom disclaimers go to Mall Poficies > Text
Resources > Disclaimers

E=

MREBHWEFEEBOF (EE ) , AIHBMFTBEURLE M HCisco Web Secure Proxy R EFH B A

o

E=HE

BREBRBIIFFERERA
REENERRE
websecurityadvancedconfig hreffIX A E B E A

oy #o

7|

1 22451 8 R R BRI OF 3f 2% Al websecurityadvancedconfig href INAEBHIER T , HEEZ M
T,

Wed Jul 6 14:09:19 2022 Info: M D 139514 Qutbreak Filters: verdict positive Wed Jul 6 14:09:19
2022 Info: M D 139514 Threat Level =5 Category=Phi sh Type=Phi sh Wed Jul 6 14:09:19 2022 Info: MD
139514 rewitten URL u' http://mal ware.testing.google.test/testing/ malware/' Wed Jul 6 14:09:19
2022 Info: MD 139514 rewitten URL u' http://cisco.com Wed Jul 6 14:09:19 2022 Info: M D 139514
rewitten URL u' http://malware.testing.google.test/testing/ malware/' Wed Jul 6 14:09:19 2022
Info: MD 139514 rewitten URL u' http://mal ware.testing.google.test/testing/ malware/' Wed Jul 6
14: 09: 19 2022 Info: MD 139514 rewitten to M D 139515 by url-threat-protection filter ' Threat
Protection' Wed Jul 6 14:09:19 2022 Info: Message finished MD 139514 done Wed Jul 6 14:09:19
2022 Info: M D 139515 Virus Threat Level =5 Wed Jul 6 14:09:19 2022 Info: MD 139515 quaranti ned
to "Qutbreak"” (Qutbreak rule:Phish: Phish)

ZRMRIA/HMIMES 2 FE. RERER , ATEEE | XA/ FERIBS AR FTEURLES
E#H B AZF|Cisco Web Secure ProxyfR#, B4 EEERRERNAHBREEEHEANNMMEURLERK
A TURLEE,

-- 7781793576330041025== Content - Type: text/plain; charset="us-ascii" M M-
Version: 1.0 Content-Transfer-Encoding: quoted-printable This is text part of the nessage Linkl:
http://secure-web. ci sco. com 11ZWnZYNMbRp_t vvnco4l 3G nExI EFgpi r K= f 5\\BmD_7X-




8wSvnmDQx YNYhb4apl Et OXp_- 0CMInywb\WK63xZI Fnj 5S_n0vY18F9GOIWCSoVIpK= 30EQ8I B-j cbj x9BW ZaNbl -t -
uTOLj 107Z3j 8XCAdOaHe 1t 7GGF8LFt 1GNFRCVLEM wQZyo- uxh= Uf khZVETXPZAdddg6-

uCeoei M RZUOCAzqvgw2axnB03AUpi eDdf eMHYXpnzeMw574FRGobr 7uV=

t B65hf y29t 2r _VyWA24b6nyaKyJ_hnRf 2A4PBWOTe37cRLveONF9cl 3P51Gx U/ ht t p¥8AYRFIRF=

mal war e. t esti ng. googl e. t est %2Ft esti ng%2Fmal war e%2F and some text Link2: http://secure-

web. ci sco. conm 107068d- dObG3Sqwei fi | 89X-t Y7S4csHT6=

LsLToTUYJqVWef Lf ODch91ly XW J8aOxPqlPQBSACgJI Dt 4hCZi pXXmC1XI 3- XdNLGBMIObLf j 1cB= hY_OW Bf LD
zC86MD2dm f OXCgKTOt DET3RD_KAe UWMTVWWZVIN9i 81 LPcwBBBi 9TLj MAMhRKPeg= En_YQvDnCzTB4qYkGBaUQ Fsec XB-
V_HU1vL8I RFRP- ud Nj hHp9kWCnnt JBJEMOMeALT6MBIJ= ZhBzZnf ynf OddXs-

x1 G YXn3j uN1Tvud Cceo3Yeai Vr bOXcOl Zs3FOBxvN OnwWKN181y GKPRY= cn5aSWg/ ht t pdB8A¥RF¥2Fci sco. com
and sone text -- 7781793576330041025==

iE BRMIMEERF Y B BEE3E A /htmIEB 5o

-- 7781793576330041025== Content-Type: text/htm ; charset="us-ascii" M M- Versi on:
1.0 Content-Transfer-Encodi ng: quoted-printable

This is an HTM. part of the nmessage

=20
Linkl: http://ma= |lware.testing.qgooqgle.test/testing/ mal ware/ and some text

Link2: CLICK ME<= /a> sone text

Link3: http://malware.testing.google.test/testing/malware/ and sone= textlink4: http://cisco.com

and sone text=20 -- 7781793576330041025==- -

L w

n U Logout

roundcube . 2 contacts # Settings

— 4 - - -
% L 2L = a9 /...
Back Compase Reply Reply all Forward Delete Move Print Mark Mare
Q mox  EED [SUSPICIOUS MESSAGE] Test URLs Message 4af 13524 |4 | |
.
& Drafts m =
E Sent
&
— This is an HTML part of the message
L LU Link1: hup:/fmalware testing google test/testing/malware{ and some text
Link2: CLICK ME some text
Link3: http:/ fmahware testing. google. test ftesting frmalware ] and dome text
Linkd; hitp-/ fcisco.com and some fext
Open "secune-web.cisco.com/1YD7g4LPvQ34Z TyUhwULHvRMGguRHBI 24 GhisgehaPFwix 4S0nMnb NG 4 1JEIME... 7D- OniuZ pSyDvLGOCuUj/hitp abwate testing.google.1e 42F" in & rew tab

BEXRERANRAMTEREERLinkd, MERFHAMEFTERNE  RELHNEERT ., HRER

T . MIME&text/htmIZR D E 5T B I R IEA-tagt EWhrefB i, MEFEB UKL FERIE D
H1TA . Bl ZERAwebsecurityadvancedconfig hrefMINAEE, T—{EBSIE2 Mt & -
. ETEXT/PLAINSB 9 EBITHIOFEE M E B Fi A BCisco Web Secure ProxyR#E LB B URLE &
- ETEXT/HTMLE 3 LIBTHOFEEMEE R R BHTML A-tag hrefBH#HURL , EHHEE
Cisco Web SecurefXIEBR 75

=HIF

BREBRBIFFERERA
RAEEERRE
websecurityadvancedconfig hreffl X A& & B XA =

I A


3D"http://secure-web.cisco.com/1YD7q4LPvQ34ZTyUhwULH=
3D"http://secure-web.cisco.com/1YD7q4LPvQ34ZTyUhwULH=
3D"http://secure-web.cisco.com/1YD7q4LPvQ34ZTyUhwULH=
3D"http://secure-web.cisco.com/1YD7q4LPvQ34ZTyUhwULH=

It 75 R fEwebsecurityadvancedconfig hreffl X A E B e AR ROFIERE B ERAIRMHNURLEE
FRTAIMMER, IS EREE | websecurityadvancedconfigh &8 X AR/FEXIMIMER 5, =
B R Etext/ntmip s , WRRIT AR NARLE,

-- 7781793576330041025== Content-Type: text/htm; charset="us-ascii" M M- Version:
1.0 Content-Transfer-Encodi ng: quoted-printable

This is an HTM. part of the nmessage

=20

Linkl: http://secure-web.cisco.con ldgaf ald Z6Grc_TKnEHBFI G - | 0TxJMFkg= 1-vbj f 0- 0Z2c9G
by KGdhMWV gCESYCPDI & Jf Fkl 9k069ni t sXnL49W XoXEr SWk- Yf vWnNnBj P18=

D3Vj oi 501 AghnmByJJaK | g6f 38p4Ni Mal 8] dSI Mp_1caEd@LdzeZHHg_B7_Xi nul BHekVsVFAwW= -

| kgA7j Eusyf zI Dt m}45Ygbl 3Dg- WWMSMySHpc gk RP6aA] w aKMEo CO9uL DowChAKr Y5w nVf c= EJ-

t mvEVO94LDI Ai Rl PYosunpsj 5e_4Jvg4B PDOF CvRynghk MBGBHLEE Vi r z- SQ RFRHZKSpzNh=

bN1LUSWGEA/ ht t pYBAYRFY@Fmal war e. t esti ng. googl e. t est ¥2Ft est i ng¥@Fnmal war e¥@F and sone t ext

Link2: CLICK ME sone text

Li nk3: http://secure-web. ci sco. conf 1dgaf ald z6Gnc_TKnEHBFI G_- | 0TxJMF= kgl- vbj f 0- 0Zc9G

by KGdhMW gCESYCPDI @t Jf Fk1 9k069ni t sXnL49W.XoXEr SWk- Yf v\WnBj P=

18D3Vj oi 501 AghnmByJJaK_| g6f 38p4Ni Mal 8j dSI Mp_lcaEd®LdzeZHHg_B7_Xi nul BHekVsVF= Aw

I kgA7j Eusyf zl Dt mI45Ygbl 3Dg- WFWh SMySHpc gk RP6aA] w- aKVEOCO9uL DowChAKr Y5w nV= f cEJ-

t mvEV94LDI Ai Rl PYosunpsj 5e_4Jvg4B_PDOF CvRynghk MBGBHLE Vi r z- SQ RFRHZKSpz =

NnbN1LUSWGA/ ht t p9BAYRFY2Fnal war e. t est i ng. googl e. t est %2Ft est i ng¥%2Fmal war e%2F= and sone text

Li nk4: http://secure-web. cisco.conf 11 8PM MwwHLYpcRmM j uqY9F2WGES37D= ksL| ADF8z6Mn8ke-
Qd4LygPhRy9r | OWRcHVJI 2Vt g1wHXhvi N9Ont r QN8Uz W nsycf wf bHeY6r de=

spa Whj 2DWsowi | d45maDs Rxopf hRDW 3KLHr 4ZX70z8eW Q 8Vxu__- Yt pYXgt | 1_niT73Fj Cs= 5mivHKf | qS52FXyr o-
Mo X9v u9V14wXSHWHAt pXHVR- Jq2yq_FWp3ei OTpkkJ6X1wTaof CKsSbQcb=

RhbFWua3GZWAFyonDmAgvLbj _8KZNz8al Ff 8l y_zUWMO7S4pZ2KsT- 0qPt | | AnUEJEj dvntgO= GDneol L6m

g/ htt p¥8AY¥RFY2Fci sco. com and sone text

=20 -- 7781793576330041025==- -

ATLUEES ﬁtﬂﬁﬁ%%m’mtﬂ#ﬁ*w H—WESRFEURLEHESE A MTEEREEN
URL, Jtl:JEH—:ﬂ“E&HTMLiB A REIFEEE IS THRMNFIBURLES,

M~ < - ) Not Secure — ews-pv3201.cisco.com
About admin@ta n (& Logout
roundcube . L contacts 'm Settings
. - —
« - .. §F a9 /...
Back Compose Reply Reply all Forward Delete Move Print Mark More
Qmox @D [SUSPICIOUS MESSAGE] Test URLs Message 10f 13524 (4 |
'./' Drafts m =
ﬂ Sent -
B unk

— This is an HTML part of the message
Trash

W Tras Link1 [secure-web,cisco,com/ 10gafaGi6Gme_TKMEHSFIG_-I0Tx|MFig]-vhif0-0Zc9G -byKGAhMW_gCESYCPOIOUFFKISkO60nitsXnL4 9WL XoXErsWx

\’l\f\’vnSJPlﬁ'J?'\fjqu'f\kl mBvilak, t,EIBﬁM‘l MalBjdSIMp_LcaEdGOLdzeZHHg_B7 KinulBHekVsYFAw-IkaAT7iEusy 2iDiml45Yaki3Dg - WFNhSMaSHs chRPo.mM ARMEoCO2ul DowOhAKY Sw-niicEl-

tmEV94LDIAIRIFY osumps Se_dlva48_POORCyRynghkMECEHLEN rz-SOIRFRHZKSpaMhbMNLLU SWGA | et pié A2 P2 F makware, testing, goog|e.test2 Fresting%2F mabware®2F and same text

Link2: CLICK ME some text

Link3: hitp:/ fsecure-web.cisco.com 1dgafaGlizeGme_TRmEHEFIG_-I0TxMFkgl-vhjili-oZc 96 - byl GdhMW_gCESY PO IFKISkI6 Snits XnL4 SWLXoRESWix-
¥hATE|P 1BD3VjoiS0lAghmOyilak_ly6f3EpdNiMalEjd3IMp_1cabdCOLdzeZHMHg BT _MinulBHekvevFaw-lkgAd 7JEusyf 2000m) 4 5Ygb I 3Dg-WPwhS Mg SHpeak R PG jw- K MEsC O9uL DowORAKY Sw-n\icE| -
TmvEVI4LDAIRIFY 0sumps) Se_dlvg4E_PDORCwRyng hkMBGEHLENYIrz=S0  RFRHZKSpzNhbNLLUSWGA) hit pX 3AXZ FE2F malware.testing, goog le.testé2 FrestingM2 Fmalware®2 F and some text

Link4: hip:/fsecure-web.clsco.comy LISPMIMwywH 1Y pcRmMijug Y SF 2WGS3 7DksLIADFSZ6Mw ke -
QgaddLyg PhRy3riWRHVIZWig IwHNhwiNSnUrONEUZWinsychwibHe Y6 rdes pOWhj 2 DWsowild4 SmwDsRxoplhRDW3mELHr4 ZXT 0z BeW_01EVau__-vipYXgll_mT73FiCs SmMHEIGS5 2 Friyra-
MaXSvudW] Sw SHwH 4EpXHVR-Jg2yg_PWp2eiOTpkk)6X LwTaefCKsS b bRhbPvua C2WWFyo OnDmaAgyLbj_8KZNzBalFf8ly_zUWMO7S4pZ 2K s T-0gPllAnLUE|Ejdvrmog OO DmeniLEm:
/PR3 A%ZFE2Fcisco.com and some text

Open “secure-web.cisco.com/1dgata TKmEHBFIG_-I0TxJMFkg1-vbil 0-0ZcBG-by KGAhMW_gCESYCPDI... RHZKSpz NhbN1LUBWGA/MtL .google. alware3:2F" in a new tab

AL


3D"http://secure-web.cisco.com/1dgafaGfZ6Gmc_TKmEH8F=
3D"http://secure-web.cisco.com/1dgafaGfZ6Gmc_TKmEH8F=
3D"http://secure-web.cisco.com/1dgafaGfZ6Gmc_TKmEH8F=
3D"http://secure-web.cisco.com/1dgafaGfZ6Gmc_TKmEH8F=
3D"http://secure-web.cisco.com/1dgafaGfZ6Gmc_TKmEH8F=
3D"http://secure-web.cisco.com/1dgafaGfZ6Gmc_TKmEH8F=
3D"http://secure-web.cisco.com/1dgafaGfZ6Gmc_TKmEH8F=
3D"http://secure-web.cisco.com/1dgafaGfZ6Gmc_TKmEH8F=
3D"http://secure-web.cisco.com/1dgafaGfZ6Gmc_TKmEH8F=
3D"http://secure-web.cisco.com/1dgafaGfZ6Gmc_TKmEH8F=
3D"http://secure-web.cisco.com/1dgafaGfZ6Gmc_TKmEH8F=

- ETEXT/PLAINER 77 LEITHIOFE E [0 E B Fr A B2Cisco Web Secure Proxy AR % PLHit B URL F
=2
. ETEXT/HTMLERS LiB{FMOFEEMEE B R EHTML A-tag hrefBMMURL , AR TTEN X
AP FEECisco Web R £ 32 IR ICEL Y PR B HAWURL = &R

E (e

BREBBRRBIFFEHERA
RAEEERRE
websecurityadvancedconfig hreffIX A E B 2 A =

B HO
ot

RE—EHTRBELE.

- B+ RRg BB TR AVAS/AV/AMPHEL & 3t B OF

Policies
Add Policy...
Order  Policy Mame Anti=Spam Anti=Virus Advanced Malware Protection Graymail Content Filters | Outbreak Filters | Advanced Phishing Protection Delete
1 URLTest (use default) (use default)  (use default) (use default) URL_SCORE Retention Time: | (use default) @

Virus: 1 day
Other: 4 hours

. ARIEFERERANOFRHEEA TURLEE,, RE , LEEEEEFHG4TEENAE
URL ( EBEFIHNESHEE )
- BARBIBES | A URL_SCORERNAEFIZEES

Add Filter... |
Order | Filter Name Descrintion | Rules | Palicies Duplicate | Delete
1 URL_SCORE URL_SCORE: if {url-reputation(-10.00, «6.00 , =*, 0, 1)) { log-entry("$FilterName”); url-reputation-defang(=10.00, -6.00,",0); » [ w

ARIBRSFEAURLEEB G4 RTE EZURL , BI85 29 %-6.00M-10.002 BN EZURL, EARE
, BBRCER A RIBIE RS E B BUHIRE url-reputation-defang M EE T o

BHRREENTEBHNE—RIA , BROT

Wed Jul 6 15:13:10 2022 Info: MD 139518 URL http://nal ware.testing.google.test/testing/ nal ware/
has reputation -9.4 matched Condition: URL Reputation Rule Wed Jul 6 15:13:10 2022 Info: MD
139518 Custom Log Entry: URL_SCORE Wed Jul 6 15:13:10 2022 Info: MD 139518 URL

http://mal ware. testing. googl e.test/testing/ nalware/ has reputation -9.4 matched Action: URL

def anged Wed Jul 6 15:13:10 2022 Info: MD 139518 URL

http://mal ware. testing. googl e.test/testing/ nalware/ has reputation -9.4 matched Action: URL

def anged Wed Jul 6 15:13:10 2022 Info: MD 139518 URL

http://mal ware. testing. googl e.test/testing/ nal ware/ has reputation -9.4 matched Action: URL

def anged Wed Jul 6 15:13:10 2022 Info: MD 139518 URL

http://mal ware. testing. googl e.test/testing/ nal ware/ has reputation -9.4 matched Action: URL

def anged Wed Jul 6 15:13:10 2022 Info: MD 139518 URL

http://mal ware. testing. googl e.test/testing/ nal ware/ has reputation -9.4 matched Action: URL

def anged Wed Jul 6 15:13:10 2022 Info: MD 139518 rewitten to MD 139519 by url-reputation-
defang-action filter 'URL_SCORE Wed Jul 6 15:13:10 2022 Info: Message finished MD 139518 done
Wed Jul 6 15:13:10 2022 Info: MD 139519 Qutbreak Filters: verdict positive Wed Jul 6 15:13:10
2022 Info: MD 139519 Threat Level =5 Category=Phi sh Type=Phi sh Wed Jul 6 15:13:10 2022 Info: MD
139519 rewritten URL u' http://cisco.com Wed Jul 6 15:13:10 2022 Info: MD 139519 rewitten URL
u' http://cisco.com Wed Jul 6 15:13:10 2022 Info: MD 139519 rewitten to M D 139520 by url -
threat-protection filter 'Threat Protection' Wed Jul 6 15:13:10 2022 Info: Message finished MD
139519 done Wed Jul 6 15:13:10 2022 Info: MD 139520 Virus Threat Level =

EFHHEERPBHEEHABTBRETME , HPHBREURL. SCOREL/IﬁEEjtJ?EFHURL-
reputation-defang-action, Jtl:?s.%ﬂf‘éﬂ—:text/plaln%[]text/htmI MIMEZB 2 F VAT B BEURLE TR E,



AR A websecurityadvanceconfig hreflIXAEE , Hit EMBRFTEA-tagn R EEURLE
BLOCKEDEFRZ MM X AMBA A ERER A ENZER  SBHTMLEXATRENFIEME
URLFHRETHEE, HitRKBEEAtag HTMLEEFHWEZURLE R ERKENER. BRBR
BETREEZHEE. OFMAZERURLESBAERIAZER (BERA=5). Bt , cEEEHLE
YK IJE’JFJ?EMM%IHIE%EURLO HRARRIR /E%EEJEE%M*E&T ELURL , EOFREBE
BMIEEEURL , BAT EEE%Z% ERMM, EBEERLN—BrMBEREEFBEER R
FHEGER EHY)‘E%‘F%EURLE’J SEEEERZER.

-- 7781793576330041025== Content-Type: text/htm; charset="us-ascii" M M- Version:
1.0 Content-Transfer-Encodi ng: quoted-printable

This is an HTM. part of the nmessage

=20
Li nk1: BLOCKEDnml ware[.]testing[.]google[.]test/testing/ mal ware/ BLO= CKED and sone text

Li nk2: CLICK ME sone text
Li nk3: BLOCKEDnal ware[.]testing[.] google[.]test/testing/ mal ware/ BLO= CKED and sone text

Li nk4: http://secure-web. ci sco. conf 1wog4Tf 2WFF2- CDoPcz| aDd3YPk8P- 6h=Z- MKXXT -

QXabFe3MAXxt 02t NPOADSVKxPHY! Xbz41 s4_84KYpzs4WD355AgBE_OR7uLK65PXk So=

wi 5F8VCGEQy4r xRct p1ZHKMHs 8j LI Oi i Cb- b4v- eXf mIG i XFMLQxH- | UzQY2we4- 7_16ZT769ml=

WKzo1kl kep4l CK17h2C800Spl VTzt S_j 7kwFqgqCeU _hj Vw5A0Ht 8V 7Af 2N3boakK! 71 pHlpw4=

_hnV1Kyf Pg8YBt XoL5yN40o41RYI U2QX5f ui zJBIJE3pNVaxRkZVnle620EsMWBgMK/ ht t p%B8AYR2F= %2Fci sco. com and
some text

=20 -- 7781793576330041025==- -

Not Secure — ews-pv3201.cisco.com

) Logout

roundcube . : 2 conacs Q Settings
+ 4 =
- = A 2. . §F E T 2 ..
Back Compose Reply Reply all Forward Delete Move Print Mark More
Q woox  EED [SUSPICIOUS MESSAGE] Test URLs Message 3of 13531 (4] [
# Drafis m =
&) sert B
o

— This ks an HTML part of the message
W Trazh Link1: BLOCKEDmalware] Jtestingl.]goegle]. jrest /testing f matware BLOCKED and some taxt
Link2: CLICK ME some text
Link3: BLOCKEDmalwarel ltestingl. Jacoghe[. Jtest /resting/ matware/ BLOCKED and some text
Links; hitp:/ fsecure-web,cisco.com Lwogd TIZWFF 2 -CloPczlaDd 3 Y P8P -GhZ - My xxr
q!fa&reswl to2tNPOAD SWikmPHY X bz41s4_S4KY pzsaWI355Ag8E_ORTULKE SPRkSowlSFEVICECydrxRatpl ZHKMHs LI Cb- bav-eXfm) CHiXFM 10 xH- Uz Y 2wed -

7_16ZT7E9mWiza lkikepd ICK1Th2CE00SpIVT 25 j7 kwFagaOel_hjvySAcHLEWR TAIZNI boak] TIpH1 pad_hmV 1Ky PgBYBUNoL Sy 404 IRYIL20X Sfuiz)BJE3pNvaxRkZVimle E20ESMMIqME ke pil AX2 PR2Feis
and some text

EREEARMMEEBHN XA/ FIERBD. MEFEZEURLBEEFHME@ECisco Web
Secure Proxy , 3 H EZEURLEETIHHE,

-- 7781793576330041025== Content - Type: text/plain; charset="us-ascii" M M-
Version: 1.0 Content-Transfer-Encoding: quoted-printable This is text part of the nessage Linkl:
BLOCKEDnal war e[ . Jtesting[.] google[.]test/testing/ mal ware/ BLOCKE= D and some text Link2:
http://secure-web. ci sco. comf 1wog4Tf 2WFF2- CDoPczl aDd3YPk8P- 6hZ- M= xxXxr -

QXa6Fe3MAXxt 02t NPOADSVkx mPHY1 Xbz41 s4_84KYpzs4WD355AgBE_OR7uLK65PXk Sowi 5=

F8VGEQy4r xRct p1ZHKMHs 8j LI Oi i Cb- b4v-eXf MG i XFMLQXH- | UzQY2we4- 7_16ZT769mIWKz=

01kl kep4l CK17h2C800Spl VTzt S_j 7TkwFqgqQOeU _hj Vy5A0Ht 8Kk 7Af 2N3boakK! 71 pH1lpw4_hn¥




V1Kyf Pq8YBt XoL5yN4Ao41RYl U2QX5f ui zIJBIJE3pNVaxRkZVnile620ESMWBgMK/ ht t p¥BAYRFY2F= ci sco. com and sone
text -- 7781793576330041025==

-

. ETEXT/PLAINZB 2 EiB1THICFHERASURLE R ABLOCKEDH

- HEAEZRE  TEXTHTMLE S EWCFEEEEB R BEHTML AEBAURL

- ETEXT/HTMLER 2 LiBITRICFTRER S B AT E F R EE ABLOCKEDH#]

- ETEXT/PLAINES 7 LiEITHIOFEE [0 E B Fir B BCisco Web Secure Proxy AR ¥ PL it B URL F
F(FEE)

- ETEXT/HTMLER D LEIITHIOF EFM B M EMHTML A-tag href/B 4 LA K% JT =B XA ER 20 F EE
Cisco WebZ £ R EREHETCEAMEHMURLFEFEFZEAURL ( EEE)

REREGE R

MREFBZAREUVRLERSEE , FEBUTER,

- Email_logsF BUAURL H 550 8%. JE1T OUTBREAKCONFIG TR B FIFEZ v &R ZE Do you wish to
enable logging of URL's? [N]>

. B ¥ WEBSECURITYADVANCECONFIG EERBE FHHMBAHESETHRE A YRR EEAEN
EAEEHERE T hreffINAERIRE, BitE , L TRBEREREIG , ELEETHNE
RTrEFEASIFERTE,

- BREFARBRSENRENZTE , YRRARBESRCHABEARERNEABGRE, BE
ZHREBRRETMEMARTERS , UEBBUKE RE HMiBESNRIKIEE,

- AERBANSKEBHNREREIAR, BieE , ELEMLERNRERIH , MSGEEERATEE#H
PESFHEAAUE. REEFHUHEFPHATEREAREBYG  YEAFEHEMEFB4ETFiRR
RIHHEIA, Hla0 , MS Outlook for Mac o FF &R BHAYIR , MWindowshR A€ S 5F 184
HREBHEE,

HE

AXWENREWESRURLEEREFREZE AN ERIE, SHE4ET , KSEETFHHEK
BEAXAMIMEZEBERRBH4, EXRTBHNE —BIARTUTRARNER , EBURRE FHH4
EFImDAES/ M AR ( XAEHTMLES ), FERERT , XAZHERRKEFHBHEFIKFER
HTMLRE B4, BRHTMLAMIURLEE |, B , BERBEAT , EFEBHBEBREEEA-tagn®
BhrefBHHEIFHWURL, EFZEBRT , EETH , L EEZEEFH
WEBSECURITYADVANCECONFIGH SR AhreffIXAEE, EiclE , ER—E#EEING S
, BTERRHEEARE 3 , FAXESIEARSEFESE,
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