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1. MAAAA  BEE B DEE. RERE ,

I @ A 1 R ERTIE A E B,

aaa new-model
1

aaa authentication Togin SSLVPN_AUTHEN local
aaa authorization network SSLVPN_AUTHOR Tocal
!

username test password ciscol23



B% . aaa new-modelfi T I BN A A BRFBEAZIMEMRENNE ( BHEERRER
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"R ERBAAARTZE , ARFEE. ABETHAAEER (L AREEETIFIE
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RIEMEE,

2.4 K Rivest-Shamir-Adleman(RSA) £ & ¥,

crypto key generate rsa Tlabel AnyConnect modulus 2048 exportable

SEMEANURKKAZNEHREE. FHERSRINFAES  F2HENASPKIEEFE5EH


https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943

crypto pki trustpoint TP_AnyConnect
enrollment terminal

fqgdn sslvpn-c8kv.example.com
subject-name cn=ssTvpn-c8kv.example.com
subject-alt-name sslvpn-c8kv.example.com
revocation-check none

rsakeypair AnyConnect

et : ERERBHRN L RABBCN)LEE EREREHREREIZ£FE(C8000V)HY
Pt £ REMEATE(FQDN), HARIWIERBIEA , B ERBACNEERNEDEA
EEEARBINESHERYUE
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ip local pool SSLVPN_POOL 192.168.13.1 192.168.13.10

5.(Wi# ) REZARFTRBRENRESRBBE,
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ip access-1ist standard split-tunnel-acl
10 permit 192.168.11.0 0.0.0.255
20 permit 192.168.12.0 0.0.0.255

6.ZRAHTTPL £ [ ARER.

no ip http secure-server

7EESSLAER

crypto ss1 proposal ssl_proposal
protection rsa-aesl28-shal rsa-aes256-shal

8.BLESSLKRE , FWEIUSSLEZEMPKIE .

crypto ss1 policy ssl_policy

ss1 proposal ssl_proposal

pki trustpoint TP_AnyConnect sign

ip interface GigabitEthernetl port 443

SSLKREEEHRESSLI M EEANRBENEER. t,}E SSLi 7 5 R AP A 5| B B 28,
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https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/anyconnect-profile-editor.html

AnyConnectBil EEE. THREEEZNXMLERRRE , fHE2E,

<#froot>

true

true

false

A1l


https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/anyconnect-profile-editor.html
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false

Native
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false
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false

true

IPv4,IPv6

true

ReconnectAfterResume



false

true

Automatic

SingleLocalLogon



SingleLocalLogon

AllowRemoteUsers

LocalUsersOnly

false

Disable
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false
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SSL_C8KV

ssl vpn- c8kv. exanpl e. com

1082V HXMLEEER LEZRARNVRACREBLEREEER

crypto vpn anyconnect profile acvpn bootflash:/acvpn.xml

M. EZRAHTTPZ 2 MR:R.

no ip http secure-server

12. B ESSLIRERM,



crypto ss1 authorization policy ssl_author_policy
client profile acvpn

pool SSLVPN_POOL

dns 192.168.11.100

banner Welcome to C8kv SSLVPN

def-domain example.com

route set access-list split-tunnel-acl

SSLEREXRMREE IR RE FInH RESI B AER. RERKENSSLEEERSIAN.
13.BERTREERFENEHNERER,

interface Virtual-Template2 type vpn
ip unnumbered GigabitEthernetl

ip mtu 1400

ip tcp adjust-mss 1300

14 BREBSSLEEBERY EEHFMRE, LIRFENERER,

crypto ss1 profile ssl_prof

match policy ssl_policy

match url https://sslvpn-c8kv.example.com

aaa authentication user-pass 1ist SSLVPN_AUTHEN

aaa authorization group user-pass Tist SSLVPN_AUTHOR ss1_author_poTicy
authentication remote user-pass

virtual-template 2

Bl B8 RBEHURN REEMURLE,



BiEE : REEFMURLHASSL VPNEEERVLARK - , YAXKAZTVEE—BERERZE
TRERBEE.

LTABRANSSLEERESR !

match policy - matchzE @ , AR ASSLEKRRE R Bssl_policy L E FimiEESSLE EER

ssl_prof,
match url - matchz& A BURL sslvpn-c8kv.example.com L E Fim#ESSLE B R
ssl_prof,

aaa authentication user-pass list — & 38 FE HiE £ ASSLVPN_AUTHENE &,

aaa authorization group user-pass list — EREBRES , BE/FESSLVPN_AUTHOREE
R B&ssl_author_policy— 2,

authentication remote user-pass — ERRHE PN S BRBFEXERFERE BB/ EE,
virtual-template 2 — E & E = EH EHFER.

E



ERRESSL VPNEREVHECiscoR e FFinNMZ£REcBBRENSH

AnyConnect SSL VPNE#E 7 8 ST

BRlZ 2 EFii(AnyConnect)E|C8000vH) & #& BlliE

Cisco Secure Client

e - =

T, e v
oot —

L N0] &k
launches AnyConnect client and enters Ui

S5LVPN Gateway

| Establish 3-way TCP handshake to host sslvpn-c8kv.example.com port 443 |

| 55L Handshake-Server selects cipher from proposal list and sends cert |

Client sends http POST to start Aggregate Authentication Initiliazition phase
Maps connection to S5L profile my-profile by matching URL sslvpn-c8kv.example.com

POST /HTTP/1.1

Host:sslvpn-cBkv.example.com

User-Agent: Any Connact Windows 5.1.8.105
<group-access=httpsi/ssivpn-cBkv.example.com=/group-access>
<config-auth client="vpn" type="init" aggregate-auth-version="2"?

Aggregate Auth (auth-request) - Send client authentication request

<config-auth client="vpn" type="auth req.
<tunnel-group> ssl_prof <ftunnel-group=
<message-Please enter your username and password </message>

<input type="text” name="username” label=" "= <finput>
<input types="password” names="password" labels=" "> <finput>
= N s
SR
®
oo =
5
=4
Clsco Secure Client SSLVPN Gateway
Invoke AAA authentication for " + local

| Retrieve sessionfuser attributes from AAA eg. Ipv4 address from pool S5LVEN_POOL |

[ Client initiates tunnel establishment and request attributes like ip address via CSTP |

CONNECT/CSCOSSLC/tunnel HTTR/1.1
Hest:sshvpn-cBkv.example.com
¥-C5TP-Hostname: DESKTOP-PMHGETS
X-CSTP-MTU: 1329
A-CSTP-Address-Type: IPvG, IPvd

<snip..>

Clone Zinto V-Accessl- apply per user features like ACL, QOS, VRF

“show derived-config...” I

interface Virtual-Access2

| Server sends all anyconnect client attributes like ip address, domain via CSTP

HTTR/1.1 200 OK
server Cisco 105 S5LVPN
X-CSTP-Address: 192.168.13.8
X-CSTP-Default-Domain: example.com

<snip...»

Tunnel established - User traffic can now be transmitted

AORER

BERR

ication login S
aaa o network =°
erypto ssl proposal ssl_proposal
protection rsa-aesib6-shal rsa-aesl28-shal
!
erypto ssl policy ssl_policy
| ssl propesal s=1 proposal
pki trustpeint TP AnyConnect sign
ip interface Gigab.ltﬂ:he:netl port 443
1
crypto ssl profile my-profile
match policy ssl policy
match url https://sslvpn-cékv.example.com

izatior

aaa = ibion user-pass list SSLVPN_AUTHEN
aaa greup user-pass list SSLVPN _AUTHOR ssl author policy
authentication - yte use |

virtual-template 2

!

crypto ssl authorization pelicy ssl_author policy
poocl SSLVEN POOL

def domain example.com

1

ip local pool SSLVEN _POOL 152.168.13.1 192.168.13.10

interface tua lale? type vpn
ip unnumbered Gj.ga.bitxthemetl.
ip mtu 1400
vpn mode ==l

aaa authentication login SSLV

aaa authorization network sSs

crypto ssl propesal ssl _preposal
protection rsa-aes256-shal
!

crypto ssl poliey ssl_poliey
ssl proposal ssl proposal

pki trustpoint TP AnyConnect sign

ip interface GigabitEthernetl port 443
!

crypte ssl profile my-profile

match poliecy ==l policy

M}lrrnu ffsslvpn-clkyv example  com

rsa-aesl28=-shal

aaa authentication user-pass list SSLVEN_AUTHEN
aaa authori group user-pass list SSLVPN_AUTHOR ssl_author_policy
authentication remote user-pass

nal-template
]

crypto ssl authorization pelicy ssl_author_policy
pool SSLVEN POOL
def domain example.com

ip local poel SSLVEN POOL 192.168.13.1 192.168.13.10

interface Virtual-Template? type vpn
ip unnumbered GigabitEthernetl
ip mtu 1400
vpn mode sl


https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client-v4x/222430-understanding-the-anyconnect-ssl-vpn-con.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client-v4x/222430-understanding-the-anyconnect-ssl-vpn-con.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client-v4x/222430-understanding-the-anyconnect-ssl-vpn-con.html
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@ Cisco Secure Client

Please enter your username and password.

https: //sslvpn-c8kv.example.comr

& Cisco Secure Client | https://sslvpn-c8kv.example.c... X

Please enter your username and password.

Username: |tgst |

Password: | ®**=*====

AR EAERERER
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@ Cisco Secure Client =

atfoanr, .
asco  Oecure Client

General Virtual Private Network (VPN)
Preferences Statistics Route Details Firewall Message History
AnyConnect VPN

Connection Information -

State: Connected

Tunnel Mode (IPv4): Split Indude

Tunnel Mode (IPvE): Drop All Traffic

Dynamic Tunnel Exdusion: None

Dynamic Tunnel Indusion: None

Duration: 00:05:47

Session Disconnect: None

Management Connection State: Disconnected (user tunnel active)
Address Information ~

Client (IPv4): 192.168.13.3

Client (IPv6): Mot Available

Server: 10.106.45.225

- - . Bytes ~
Collect diagnostic information for all o o
installed components.
Diagnostics | Reset | ExportStats

Cisco Secure Client(AnyConnect)# 5 & 5

3.8f1E AnyConnectVPN > HFF M E A AHEIATBETRNET B RN L LEHMIEL LKA,




€9 Cisco Secure Client

il Secyre Client

General Virtual Private Network (VPN)

AnyConnect VPN

Non-Secured Routes (IPv4)
0.0.0.0/0
Secured Routes (IPv4)

192.168.11.0/24
192.168.12.0/24
192.168. 11.100/32

Collect diagnostic information for all
installed components.

Diagnostics

BRZ 4% FimAnyConnect) B H FEAAE FA
FRAXHRS , BRENHEREREETECS000v LEIEEIEE :

1.FERssIEEEE A — show crypto ssl session{user user-name |profile profile-name}

<#root>

sal _c8kv#show crypto ssl session user test

Interface :

Virtual - Accessl

Session Type : Full Tunnel
Client User-Agent : AnyConnect Windows 5.1.8.105

Username : test Num Connection : 1
Public IP : 10.106.69.69

Profile :

ssl _prof

PoTlicy :

ssl _policy



Last-Used : 00:41:40 Created : *15:25:47.618 UTC Mon Mar 3 2025
Tunnel IP : 192.168.13.3 Netmask : 0.0.0.0
Rx IP Packets : 542 Tx IP Packets : 410

sal _c8kv#show crypto ssl session profile ssl_prof

SSL profile name: ssl_prof
Client_Login_Name Client_IP_Address No_of_Connections Created Last_Used
cisco 10.106.69.69 1 00:49:41 00:49:41

2. #Rss| vpnii st B & — show crypto ssl stats [profile profile-name] [tunnel] [detail]

<#root>

sal _c8kv#show crypto ssl stats tunnel profile ssl_prof

SSLVPN Profile name : ssl_prof

Tunnel Statistics:

Active connections 1
Peak connections 1 Peak time : 1d23h
Connect succeed ;13 Connect failed : 0
Reconnect succeed : 0 Reconnect failed : 0
IP Addr Alloc Failed : 0 VA creation failed : 0
DPD timeout : 0
Client
in CSTP frames : 23 in CSTP control : 23
in CSTP data : 0 in CSTP bytes 1 872
out CSTP frames 11 out CSTP control 11
out CSTP data : 0 out CSTP bytes : 88
cef in CSTP data frames : 0 cef in (CSTP data bytes : 0
cef out CSTP data frames : 0O cef out CSTP data bytes : 0
Server
In IP pkts : 0 In IP bytes : 0
In 1IP6 pkts : 0 In 1IP6 bytes : 0
Out IP pkts : 0 Out IP bytes : 0
Out IP6 pkts : 0 Out IP6 bytes : 0

SREEANRERE FinBABNERSBNENERLE.



<tfroot>

sal _c8kv#show derived-config interface Virtual - Accessl

Building configuration...

Derived configuration : 143 bytes

I

interface Virtual-Accessl

description ***Internally created by SSLVPN context ssl_prof**%*
ip unnumbered GigabitEthernetl

ip mtu 1400

end

5E R F AR
ADRENETT AR ARG TR B,
1. SSLIR , RBERAE 52 M .

<#froot>

debug crypto ssl condition client usernane

debug crypto ss1 aaa

debug crypto ss1 aggr-auth message
debug crypto ss1 aggr-auth packets
debug crypto ss1 tunnel errors
debug crypto ss1 tunnel events
debug crypto ss1 tunnel packets
debug crypto ss1 package

2. —EARBESSLEENM M S,

show crypto ss1 authorization policy

show crypto ss1 diagnose error

show crypto ss1 policy

show crypto ss1 profile

show crypto ss1 proposal

show crypto ss1 session profile <profile_name>

show crypto ss1 session user <username> detail

show crypto ss1 session user <username> platform detail

HOH OH K KR K H R



BRREZLEFIRNWZEINKE TE(DART).
EIREDARTHRMAS |, FHTE(TDARTUANEE B LU ITHEHBR PN BN T B

B IERRR SR R

debug crypto ssi

debug crypto ss1 tunnel events
debug crypto ss1 tunnel errors

<tfroot>

*Mar 3 16:47:11.141: CRYPTO-SSL: sslvpn process rcvd context queue event

*Mar 3 16:47:14.149: CRYPTO-SSL: Chunk data written..

buffer=0x726BCA8891B8 total_len=621 bytes=621 tcb=0x0

*Mar 3 16:47:15.948: %SSLVPN-5-LOGIN_AUTH_PASSED: vw_ctx: ssl_prof vw_gw: ssl_policy remote_ip: 10.106.
*Mar 3 16:47:15.948: %SEC_LOGIN-5-LOGIN_SUCCESS: Login Success [user: cisco] [Source: LOCAL] [Tocalport
*Mar 3 16:47:15.949: CRYPTO-SSL: Chunk data written..

buffer=0x726BCA8891E0 total_len=912 bytes=912 tcb=0x0

CRYPTO-SSL: sslvpn process rcvd context queue event

*Mar
*Mar
*Mar
*Mar
*Mar
SSLVP
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
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*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
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*Mar
*Mar
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*Mar
*Mar
*Mar
*Mar
*Mar
*Mar

3
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[CRYPTO-SSL-TUNL-EVT]

[CRYPTO-SSL-TUNL-ERR]:

[CRYPTO-SSL-TUNL-EVT]

[CRYPTO-SSL-TUNL-EVT]
VA creation

[CRYPTO-SSL-TUNL-EVT]

: [726BCA848AB0] CSTP Version recd , using 1

IPv6 local addr pool not found

: [726BCA848AB0] No free IPv6 available, disabling IPv6
: [726BCA848AB0]

: [726BCA848AB0] Per Tunnel Vaccess cloning 2 request sent

%SYS-5-CONFIG_P: Configured programmatically by process VTEMPLATE Background Mgr f

[CRYPTO-SSL-TUNL-EVT]
[CRYPTO-SSL-TUNL-EVT]
[CRYPTO-SSL-TUNL-EVT]
[CRYPTO-SSL-TUNL-EVT]
[CRYPTO-SSL-TUNL-EVT]
[CRYPTO-SSL-TUNL-EVT]

:[0] VACCESS: Received VACCESS PER TUNL EVENT response.

: [726BCA848AB0] VACCESS: Received vaccess Virtual-Accessl fro
: [726BCA848AB0] VACCESS: Cloning Per Tunnel Vaccess

: [726BCA848AB0] VACCESS: Interface Vil assigned to Session Us
: [726BCA848AB0] Allocating IP 192.168.13.4 from address-pool

: [726BCA848AB0] Using new allocated IP 192.168.13.4 0.0.0.0

%LINK-3-UPDOWN: Interface Virtual-Accessl, changed state to up

[CRYPTO-SSL-TUNL-EVT]
HTTP/1.1 200 OK

: [726BCA848AB0] Full Tunnel CONNECT request processed, HTTP r

Server: Cisco IOS SSLVPN

X-CSTP-Version: 1

X-CSTP-Address: 192.168.13.4
X-CSTP-Netmask: 0.0.0.0
X-CSTP-DNS: 192.168.11.100
X-CSTP-Lease-Duration: 43200

X-CSTP-MTU: 1406

X-CSTP-Default-Domain: example.com

X-CSTP-SpTlit-Include:
X-CSTP-SpTlit-Include:
X-CSTP-SpTlit-Include:
X-CSTP-SpTlit-Include:

192.168.11.0/255.255.255.0
192.168.12.0/255.255.255.0
192.168.11.0/255.255.255.0
192.168.12.0/255.255.255.0

X-CSTP-Rekey-Time: 3600
X-CSTP-Rekey-Method: new-tunnel

X-CSTP-DPD: 300

X-CSTP-Disconnected-Timeout: 0
X-CSTP-Idle-Timeout: 1800
X-CSTP-Session-Timeout: 43200

X-CSTP-Keepalive: 30

X-CSTP-Smartcard-Removal-Disconnect: false


https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/troubleshoot-anyconnect.html#ID-1427-0000001e
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/troubleshoot-anyconnect.html#ID-1427-0000001e
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/troubleshoot-anyconnect.html#ID-1427-0000001e

*Mar 3 16:47:20.766: X-CSTP-Include-Local_LAN: false
*Mar 3 16:47:20.766: [CRYPTO-SSL-TUNL-EVT]:[726BCA848AB0] For User cisco, DPD timer started for 300 sec

*Mar 3 16:47:20.766: CRYPTO-SSL: Chunk data written..
buffer=0x726BCA8891E0 total_len=693 bytes=693 tcb=0x0
*Mar 3 16:47:21.762:

% .1 NEPROTO- 5- UPDOWN:  Li ne protocol on Interface Virtual -Accessl, changed state to up



https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav

BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



