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簡介

 
本文檔描述Cisco Secure Client安裝程式可能在Windows上觸發Smartscreen並阻止安裝的潛在問題
。這是由Azure代碼簽名(ACS)最近的簽名引起的。 本文將介紹如何解決此問題。

問題描述

瀏覽器和一些下載方法可能會將Mark-of-the-Web(MOTW)區域識別符號添加到下載的檔案中。涉及
Azure代碼簽名(ACS)簽名的安裝程式時，這可能導致Windows SmartScreen阻止安裝。

附註：:這不會影響Cisco XDR/Cisco SCCM（安全客戶端雲管理）中的安裝程式或通過
Intune執行安裝程式分發的升級方案。 

解析

解決此安裝塊的方法有兩種：

方法1:不使用瀏覽器下載（避免MOTW）

使用curl、PowerShell或類似工具下載檔案。瀏覽器將Mark-of-the-Web(MOTW)區域識別符號新增
到下載的檔案中，從而觸發此行為。

https://www.cisco.com/c/zh_tw/support/docs/security/umbrella/224780-download-cisco-secure-client.html
https://www.cisco.com/c/zh_tw/support/docs/security/umbrella/224780-download-cisco-secure-client.html
https://learn.microsoft.com/en-us/windows/security/operating-system-security/virus-and-threat-protection/microsoft-defender-smartscreen/
https://learn.microsoft.com/en-us/windows/security/operating-system-security/virus-and-threat-protection/microsoft-defender-smartscreen/
https://azure.microsoft.com/en-us/products/artifact-signing
https://azure.microsoft.com/en-us/products/artifact-signing


方法2:刪除MOTW（區域識別符號）

使用PowerShell命令(如Remove-Item -Force -Stream Zone.Identifier)或建立與此命令類似的腳本
，從檔案中刪除MOTW區域識別符號。

相關資訊

Azure受信任簽名：導致SmartScreen警告的新中間CA

靜默遷移後觸發SmartScreen警告 — Github

https://github.com/nmantani/PS-MOTW/blob/main/Remove-MOTW.ps1
https://learn.microsoft.com/en-us/answers/questions/5855442/azure-trusted-signing-new-intermediate-cas-causing
https://learn.microsoft.com/en-us/answers/questions/5855442/azure-trusted-signing-new-intermediate-cas-causing
https://learn.microsoft.com/en-us/answers/questions/5855442/azure-trusted-signing-new-intermediate-cas-causing
https://learn.microsoft.com/en-us/answers/questions/5855442/azure-trusted-signing-new-intermediate-cas-causing
https://learn.microsoft.com/en-us/answers/questions/5855442/azure-trusted-signing-new-intermediate-cas-causing
https://github.com/Azure/artifact-signing-action/issues/128
https://github.com/Azure/artifact-signing-action/issues/128
https://github.com/Azure/artifact-signing-action/issues/128
https://github.com/Azure/artifact-signing-action/issues/128
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