RS FAIRYZTNA B 55 LUE 1T BUE HEER
B 8%

:bg*ﬁsﬂ
WEBFE

E# V TACEBI 2 BIHEST &

EEHRIREE P MZTARFE KD

EEE ZTA,

Windows

MacOS

Windows

MacOS

HHEAE A

fEr

AR R AR ZTAR ISR A 56, BRI R S SR,
BREMA

EEABURES HRAZTEERBETARREBERE, KENER , ERNKKERBEEET
HIEHERBSHRBEH., REREMNENEETRE , ZTARKBERES 6., RERE, RRTRR
MERENKKESIZENZEARKRER, HEBER K SKAKEETRUERREERER,

WEFHNZTARBI IR MEE A RARBEFIRTA. KL, RENBNERBREDHEBEE,
ELRHE TIEMBEBRENERNVSERER , 2 EBHBARR,. METHEIEBINRHEE RN
SHERIER.

WER B
ERVTACEHIZ Bl TARE

ELAMEREBTACERERYAEIEE, 0 TREMRELEAFHRMEMERERENEE

- BERMTE? RSV EHEZIRE?
- BEEXRBRNRFTEZINE ?



- BER—HERBRMEN ? MRREAMN , CREAEEHEREZER?
- BEREENRRBERMER —EFE?
- AEHNERERRR ?
- RERBEMRWE?
BERER B
- DARTHR#S
« ZTNARERARBHE N B ES
 Wireshark## ¥ ( FIENE , 2FRE )
- BIEIMIBRHER
- BENREE
« CSC ZTAEBMREHFIRR
- BREFEHENERERRE
BT RASEGFAN B IR AN EEL RS,
R ZTNA L BR AR X

Eﬁ% Elogconfig.json\ ,E—\ELX-F§¥$H§§H,E@*§§§ .

{ "global": "DBG_TRACE" }

A

T

% : %ﬁﬁf%ﬁﬁﬁ % ﬁﬁﬁ-fﬁﬂ’g *?E??Elogconfig.jsono

BUERR 6 REBFEERASEREEENNE :
* Windows: C:\ProgramData\Cisco\Cisco Secure Client\ZTA

* macOS:/opt/cisco/secureclient/zta
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“global®: "DBG_TRACE"
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» [ Windows Logs Level Date and Time Seuree Event |
~ |7 Applications and Services Logs E:Blnhrmaﬁon 02-09-2025 153331 csc_zta_agent
[+] Cisco AryConnect ISE Posture Module @ Infarmation 02-09-2025 152831 c5c_rta_agent
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5] Cisco Secure Client - Umbrella Modified: 02 September 2025 15:3401
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[+] Teleport
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5] Windows@Ciscn
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Cisco Secure Client - Zero Trust Name - Description  Status Startup Type  Log On As

Access Agent \.‘;]?((apabilitya&ccus Manager Service Provides fac... Running  Manual Local Syste...

Stop the senvice ;?‘(aplult&wk:_ﬂ']ﬂid En.ahlzs I.)pﬁ... Manual . Local S)rsle.
Pause the ) Celiular Time This service ... Manual (Trig... Local Senvice
;ﬁi“(tﬂiﬁmeﬁmpagaﬁnn Copies user... Running  Manual (Trig...  Local Syste...

&), Cisco Orbital Cisco Orbit.. Running  Automatic Local Syste...
Description: 1 Cisco Secure Client - AnyConnect VPN Agent Cisco Secur.,  Running  Automatic Local Syste...
Cisco Secure Clien Trust Access £} Cisco Secure Client - Cloud Management Cisco Cloud... Running  Automatic Local Syste...
Agent Service ‘.‘;}‘(isca Secure Client - Posture Agent Cisco Secur..  Running  Automatic Local Syste...

£} Cisco Secure Client - ThousandEyes Endpoint Agent ThousandEy... Running Automatic Local Syste...
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MacOS

Stop Service

sudo "/opt/cisco/secureclient/zta/bin/Cisco Secure Client - Zero Trust Access.app/Contents/Mac0S/Cisco

Start Service

open -a "/opt/cisco/secureclient/zta/bin/Cisco Secure Client - Zero Trust Access.app"
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"%ProgramFiles(x86)%\Cisco\Cisco Secure Client\acsocktool.exe" -sdf 0x400080152
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net stop csc_vpnagent && net start csc_vpnagent
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Csco Secure Cent - Anylonnect  Mame " Description 5
WPH Agemt ), Apphcation Layes Gatewasy Service Provides su_.
Shop the service ) Applcation Management qu.usuf'm_
Paise the service £, Appl Deployment Service [AppXSVC) Providesinf_  F
) AssignedAccesshlanager Senvice Messigneddc.
&) Auto Time Zone Updater Automnatica_
Descrgtion: ) MCTP service This is fudi.. F
Cico Secure Chent et WPM &Bﬁcbgrmndlrllﬁgﬂ'itl’ruﬁfﬂiu\ue Teansfers fil.
Agent for Windows {5} Background Tasks Infractructure Senvice Windows i F
{E) Base Filtering Engine The Base Fil—  F
) BitLocker Drive Encryption Service BOESVC hos... F
£ Block Level Backup Engine Service Thee WEENG...
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{E) Bluetooth Support Service The Bluetoo... F
() Bhusetooth User Support Service_T206f The Blustes...
£} BranchCache That senvice ..
() Capability Access Mansger Service Provides fac... F
) CaptureService_T206f Enables opti...
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5 Cisco Secune Chient - ISE Porture Agent
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° LX%IE & Cisco Secure Client Diagnostics & Reporting Tool (DART)%LF E_H‘E (] Fnﬁ

i @ Apps Documents Web Settings People

Best match

Cisco Secure Client Diagnostics

"M and Reporting Tool
; I @ - — % Run as administrator
5 Open file location o Sec
Folders
° gi_-F Custom

° @j%system Information Extensiveﬂl Network Connectivity Test



Sllent
Cisco Secure Client - DART >

| =B ceneral Information

- @ System Information
@ System Information (extensive)
i~ Active Connections Information

- [ Route Information

- B Interface Configuration

i~ [ Network Connectivity Test
i ESystem logs

- B Appiication logs

« EEFWindows FWKDF B5%508% , BEAUTH S :

"%ProgramFiles(x86)%\Cisco\Cisco Secure Client\acsocktool.exe" -cdf

MizE : ASFrE A5, KDFHEE. WiresharkifiBRDARTH AL ESITACES,

MacOS

FRterminal , AERZBT — Bk HEEMacOS EBUAKDF B 55508 ¢

* Stop Service

sudo "/opt/cisco/secureclient/bin/Cisco Secure Client - AnyConnect VPN Service.app/Contents/Mac0S/Cisco

* EnableFlag

echo debug=0x400080152 | sudo tee /opt/cisco/secureclient/kdf/acsock.cfg

* Start Service



open -a "/opt/cisco/secureclient/bin/Cisco Secure Client - AnyConnect VPN Service.app"
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° Faﬁﬁﬁ‘ Wireshark Capture
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 BARK Cisco Secure Client - DART

Cisco Secure Client - DART

« BRT—EEHE :
> Include Legacy - Cisco AnyConnect Secure Mobility Client Logs
> Include System Logs

° E_-F Run


https://help.duo.com/s/article/5343?language=en_US
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[ ] Cisco Secure Client - DART

Welcome to the Diagnostic and Reporting Tool (DART).
DART iz a tool that helps to bundle the appropriate log files and

diagnostic infermation that can be used for analyzing and debugging the
Cisco Secure Client.
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CISCO

Bundle Options:
Enable Bundle Encryption

Encryption Password

Additional Log Options:

Include Legacy - Cisco AnyConnect Secure Mobility Client Logs

Include System Logs
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