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» Adaptive Security Appliance (ASA)
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- 2 BHARE(SSL)BFE

* Microsoft Azure
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SAML SPEAEIRISSO

ERinEAERBHBEASARBBEAR , BATRAERUTHANET .

1.EVPNEER &5 B SR FRASAMLAYRR BB K |, # i fE A &R EE G ZISAML IdPELT & 135
H. RMERTERAE , RIEFEAFEESBgroup-url , EEEBIBRT , EECRFI,

2. ASAERSAMLE 4 EREEER , BIBESSHEFEREISAML IdP,
3. IdPERIGEA EHBBBRYBREIGEAEEZA, BANRBEXEREIIPENREEE.,
4. |dPEFEHEXA BB M FIASAZ AURL, ASABREERELITRE A,
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Mz : ATTRAREERRZ L AR — REF FiniT i 55 — @R EHESAMLIAYEH.

S ER1. 2 A E|Azurefd F i i&#ZMicrosoft Entra ID.

Azure services

¥y L ] -
—|— T ¢ 3 win | @ | (8 u) %
) 1] @ £ | Gub (1] "
Create a Microsoft Entra All resources Security Quickstart Azure Al Kubernetes Wirtua App Services More ser 5
D Center services services machines
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X« =+ Add ~ 5% Manage tenants What's new 55 Preview features &7 Got feedback? ~

o (@ Microsoft Entra has a simpler, integrated experience for managing all your Identity and Access Management needs. Try. Micr I n
B Preview features center! [3
# Diagnose and solve problems Overview  Monitoring Properties Recommendations Setup guides
~ Manage
o
& Users Sign-ing
& Groups
BB External ldentities

. Roles and administrators

Ee

& Administrative units

Delegated admin
partners

Enterprise applications

[T} Devices
tERERRER

S ER3. B iZENew Application , 1T EIFf ~o

Home > Default Directory | Enterprise applications » Enterprise applications

22z Enterprise applications | All applications

mm= Default Directory
SIE () Refresh L Download (Export) @ rFreviewinfo ZE Columns &l Preview features &7 Got feedback?
> Overview
View, filter, and search applications in your erganization that are set up to use your Micresoft Entra tenant as their Identity Provider.
w Manage

HMEERRERX

#ER4.7£Add from the galleryZf o/ , £ S4EF 8 A Cisco Secure Firewall - Secure Client , #&#
HE#kiEECisco Secure Firewall - Secure Client , A& ITIEER,

Home > Default Directory | Enterprise applications > Enterprise applications | All applications

Cisco Secure Firewall - Secure Client (forme... x
Browse Microsoft Entra Gallery

47 Got feedback?

- Create your own application Bl Got feedback?

Logo @O Mame * (O

The Microsoft Entra App Gallery is a catalog of thousands of apps that make it easy to deploy and configure single si

leverage prebuilt termplates to connect your users mare securely to their apps. Browse or create your own application
Gallery for other arganizations to discover and use, you can file a request using the process described in this article.

Cisco Secure Firewall - Secure Client (formerly AnyConnect) aut...

Publisher (O Provisioning @
Cisco Systems, Inc. Automatic provisioning is not
£ Cigeo Secure Firewall - Secure Client . Single Sign-on : All User Account Management : All supported
2) Federated 55O (@ Provisionin
2 “ 9 Single Sign-On Mode @ URL @
SAML-based Sign-on https:/fwww.cisco.com/gossec
Showing 1 of 1 results Linked Sign-on urefirewall
Cisco Secure Firewall - Read our step-by-step Cisco Secure Firewall - Secure Client
Secure Client (formerly (formerly AnyConnect) authentication integration tutorial
AnyConnect) ) )
authentication L!se Microsoft Emr_a D to Manage user access and cltnable single
Cisco Systems, Inc. sign-on with the Cisco Secure Firewall for Secure Client (formerly
' AnyConnect) SAML authentication.
)

BRREHANE — REERAER

S ER5.1BESingle Sign-onTheERER |, MM NEFT T



z2s Cisco Secure Firewall - Secure Client (formerly AnyConnect) authentication | Overview

Enterprise Application

B oo Properties

e ment Pl (O]
[ Deployment Plan ﬁ Name (0
Cisco Secure Firewall - Secu... [y

A Diagnose and solve problems
Application ID D

¥ Manage 098b5489-daec-dc73-8dlel-.. 1)
» Security ObjectID @
> Activity 584f4478-7571-4361-9453~.. [y

» Troubleshoaoting + 5 rt A
i Getting Started

1. Assign users and groups —3 2. Set up single sign on

Provide specific users and groups access Enable users to sign into their application
to the applications using their Microsoft Entra credentials
Assign users and groups Get started

SR EREENBATERL , EESAML,

3 Cisco Secure Firewall - Secure Client (formerly AnyConnect) authentication | Single sign-on

Enterprise Application

a  Single sign-on (550) adds security and convenience when users sign on to applications in Microsoft Entra ID by enabling a user in
your organization to sign in to every application they use with only one account. Once the user logs into an application, that
credential is used for all the other applications they need access to. Learn more,

B Overview
I Deployment Plan

/< Diagnose and solve problems

¥ ianage Select a single sign-on method  Help me decide
Il Properties
& Owners
. B ® Disabled G SAML
at. Roles and administrators Single sign-on is not enabled. The user Rich and secure authentication to
won't be able to launch the app from applications using the SAML (Security

&% Users and groups My Apps. Assertion Markup Language) protocol.

—3 Single sign-on

@ Provisioning

C Self-service
SAML
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Basic SAML Configuration

Identifier (Entity ID) Required

Reply URL (Assertion Consumer Service URL) Required

Sign on URL Optional

Relay State (Optional) Optional

Logout Url (Optional) Optional
ERSamIfii &

SR8 "HASAMLEREE—& A, EL , MANUTHUNE :
a.fEldentifiertextfEH , EALL RN EAURL:

https://<VPN URL>/saml/sp/metadata/<Tunnel_Group_Name>
b EEBURLXAMEF , #AEH L TEARURL:

https://<VPN URL>/+CSCOE+/saml/sp/acs?tgname=<Tunnel_Group_Name>
[Tunnel_Group_Name = SAML1]

¢ Edit




MiEE : Tunnel_Group_NameE# K/NE , WHEFSIEH . o XRE "/,

SEBOEMFASAMLEREE—ZAEMEL , HSAMLEZ B E L0 D EHH E(Basebd) L iEEZ
Download , TEIFERRIEHBEELENERK L,

SAML Certificates

Token signing certificate 2 Edit
Status Active

Thumbprint

Expiration 2/4/2028, 4.33:14 PM

Notification Email

App Federation Metadata Url https:// . O
Certificate (Basebt4) Download

Certncate (Raw) Download

Federation Metadata XML Download
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FEB10.ERECIscoR e NG — REFFREE D , RBENEREREENURL, ELURLAR
FEASA LEESSOfRRE R,

+ Microsoft Entra Identifier — & 2 VPNEL & F BYSAML idp.
« HAURL —IERURLE A,
« 588URL — EERURLEEEE,



Set up Cisco Secure Firewall - Secure Client (formerly AnyConnect) authentication

You'll need to configure the application to link with Microsoft Entra ID.
Login URL

https://login.microsoftonline.com/65d917a5-74a4... [
Microsoft Entra Identifier https://sts.windows.net/65d917a5-74a4-42aa-8e3... [
Logout URL https://login.microsoftonline.com/65d917a5-74a4... [

Mzt : EEENEESER  MEASE ZEFREHKEHFECisco Secure Firewall -
Secure ClientfEA, LRAIFHE —EPREHE S BASAML,
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#&Azure ADEFH & 2 ELIG FE A
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o Cisco SAML 1| Users and groups

Enterprise Application
& « + Add userfgroupy £7 Edit assignment _ Remove assignment '_\_ Update credentia’ C Refresh E“_Vc\_'l Manage view

B - -
8 Overview

O The application will appear for assigned users within My Apps. Set visible to users? to no in properties to prevent this.
[ Deployment Plan

. Diagnose and solve problems

Assign users and groups to app-roles for your application here. To create new app-reles for this application, use the application registration

~ Manage

m A First 200 shown, search all users & groups
||_ Properties
& Owners Display name Object type
4. FRoles and administrators

MNe application assignments found
&2 Users and groups b8

3 Single sign-on

£/ &M

SR K "o, BEETEE TEAEL N TEL .

Add Assigni

Default Directory

® Try changing or adding filters if you don't see what you're looking for.

Search

A7 Got feedback?

|0

4 results found

Users All  Users

None Selected

elect a role

& Test1 User

HEERA

S ER3.7EAdd Assignment¥IFERES , 32— T AssigniZift,



Add Assignment

Default Directory

Users

1 user selected.

Select a role

AR1ERE DR
HRE—EIJIPEAR :
WMELHRR , HE_EIdpEARXEE LIRS R,



Add Assignment

Default Directory

Users

1 user selected.

Select a role

Meaf-

Fig{EHE2

Home > Default Dir Users

Add Assigni
Default Directory @ Try changing or adding filters if you don't see what you're looking for. Selacinaiio)
") Reset
Search
el ‘ No items selected
4 results found
All  Users
Users A
Mone Selected Name Type Details
Select a role
D & Test2 User
v
‘ .
REH2ERAE D E

Test1EH&EDE :



Cisco SAML 1| Users and groups

Enterprise Application

] & + Add user/group
B Overview =
m Deployment Plan

7% Diagnose and sclve problems

~ Manage
" . £ First 200 shown, search all users & groups
Il Properties
&8 Owners Display name
&, Roles and administrators
[_] . Test]
22 Users and groups k- ¢

D) Single sign-on

B Provisioning

C Self-service

REEREDE

Test2EHE D E :

Cisco SAML 2 | Users and groups

Enterprise Application

¢ o« 4 Add user/group
B2 Overview -
[ Depleyment Plan

7% Diagnose and solve problems

“ Manage
m A First 200 shown, search all users & groups
|l Properties
dx Owners Display name
4k Roles and administrators )
J . Test2
S3 Users and groups b4

3) single sign-on

3 Provisioning

C Self-service

WH2EAE SR
BIBCLIALEASA

SEBMEERLEASAMLES,
BLEMEEER , XA EREEMAEASBNSAMLE S,

<#root>
config t

crypto ca trustpoint

Azur eAD- AC- SAML1

revocation-check none
no id-usage
enrollment terminal

Ay

(D Refresh i35 Manage view

@ The application will appear for assigned users within My Apps. Set 'visible to users? to no in properties to prevent this,

Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration

Object type

User

() Refresh 33 Manage view

@ The application will appear for assigned users within My Apps. Set 'visible to users?' to no in properties to prevent this.

Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration

Object type

User

27 Got feedback?

A7 Got feedback?



no ca-check
crypto ca authenticate

Azur eAD- AC- SAML1

crypto ca trustpoint

Azur eAD- AC- SAML2

revocation-check none
no id-usage
enrollment terminal
no ca-check

crypto ca authenticate

Azur eAD- AC- SAML2

ESAML IdPE&FE .

v
H
(i
Iz
=4
dp
S

webvpn

saml idp https://xxx.windows.net/xxxxxxxxxxxxx/ - [Azure AD Identifier]

url sign-in https://login.microsoftonTine.com/XXXXXXXXXXXXXXXXXXXXxX/sam12 - [Login URL]
url sign-out https://login.microsoftonTine.com/XXXXXXXXXXXXXXXXXXXXXX/sam12 - [Logout URL]
trustpoint idp AzureAD-AC-SAML1 - [IdP Trustpoint]

trustpoint sp ASA-EXTERNAL-CERT - [SP Trustpoint]

no force re-authentication

no signature

base-url https://asa.example.com

HER3 AESAMLE 12 B TR FE A 255 — EVPNEEE R,

£ A AzureAD-AC-SAML1 |dP{SE BB ESAML1BZESE



<ffroot>

tunnel-group SAML1 webvpn-attributes

authentication saml

group-alias SAML1 enable

saml identity-provider https://xxx.windows.net/XXXXXXXXXXXXX/

sam idp-trustpoint AzureAD AC-SAM.1 <---- Overrides the primary IDP certificate in the Single Sign-On (

HERA FESAML & 17 5 3% e Al B 58 —fBVPNBRIEAE .

£ i AzureAD-AC-SAML2 |dP{E{E B fit E SAML2EZE £ .

<{froot>

tunnel-group SAML2 webvpn-attributes

authentication saml

group-alias SAML2 enable

saml identity-provider https://xxx.windows.net/XXXXXXXXXXXXX/

sam idp-trustpoint AzureAD AC-SAM.2 <---- Overrides the primary IDP certificate in the Single Sign-On (

HER 5 RFERE,

write memory
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REZHSAMLEEHRES REBHE , ARESAMLE ERIETHAR S TR IRZIER. debug
webvpn saml 255 AR AR AL HEE , B2 , EHARTRUEAEANERLT , JLUETH

AR

debug webvpn
debug webvpn
debug webvpn
debug webvpn

saml 255
255

session 255
request 255

MEAE A

« %8B SAML #H Microsoft Azure MFA 5% ASA AnyConnect VPN
« BT EEH - Cisco Systems



https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/215935-configure-asa-anyconnect-vpn-with-micros.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/215935-configure-asa-anyconnect-vpn-with-micros.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/215935-configure-asa-anyconnect-vpn-with-micros.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/215935-configure-asa-anyconnect-vpn-with-micros.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/215935-configure-asa-anyconnect-vpn-with-micros.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/215935-configure-asa-anyconnect-vpn-with-micros.html
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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