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Authorization: Bearer <token>

Accept: application/json

Endpoint: https://api.sse.cisco.com/reports/v2/remote-access-events
Params: {"Timit": 500, "from": "-6000minutes", "to": "now"}

HTTP status: 403

Events retrieved: 0
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- BEECEEEAENAPIZE : admin.vpniread , admin.users:read ,
admin.alertrules:read , admin.alerts:read , admin.sentinel:read ,
reports.aggregations:read , reports.granularevents:read , reports.malware:read ,
reports.incidents:read , reports.dlp.events:read
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Token Scope: reports.aggregations:read
GET /reports/v2/remote-access-events
Response: 403

Token Scope: reports.utilities:read
GET /reports/v2/remote-access-events
Response: 200

Token Scope: reports.* (A1l Reports)

GET /reports/vZ/remote access-events
Response: 200

BRFRER

E#ERA03 Access ForbiddenE:: , A ERENEEGREAPISR

SR 1TFRAPIZREE,

f£Secure AccessiZ il E R FEf EAdmin > APl Keys,



SR 2. ENFAPIEHE,
¥ —TAdd API Key(+)I E & :

- API&i8ETE
- SREA(WE)
- FHAREA (WRFEE)

SR IMEEESEE,

£ TEE, o, BiAreports.utilities:read A EUE i 55 B S 4 T AL
SB A EREETE,

FEAEEEFNAPISMINOAUth2E Fin BERE LN AR T,
HER 5URIGAPIRELY,

£ A THecurlan TR N EFAPIFFLY

curl -L --request GET \

--url "https://api.sse.cisco.com/reports/v2/remote-access-events?1imit=10&from=-60minutes&to=now’
--header 'Authorization: Bearer <Bearer token>' \

--header 'Accept: application/json'
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https://developer.cisco.com/docs/cloud-security/get-remote-access-events/
https://developer.cisco.com/docs/cloud-security/get-remote-access-events/
https://developer.cisco.com/docs/cloud-security/get-remote-access-events/
https://developer.cisco.com/docs/cloud-security/get-remote-access-events/
https://www.cisco.com/c/zh_tw/support/index.html
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