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1.& A FSecure AccessZ#|E#RSecure Access
2.3 8 = Connect > Network Connections > Network Tunnel Groups , A% BhiZ+AddLAEL B #H3E 3
B

‘teih: Secure Access 3 £ Jaikishan Yadav

- [Network Connections |

Manage the connections that allow user traffic to reach private resources on your network, For information about these options, see Help

o
Connector Groups Network Tunnel Groups Meraki Sites FTDs
Hom

Network Tunnel Groups o il

©
Exparience
nsights o o o
Discanmected G Warning Jb Cannbcted &
&
Connect
Network Tunnel Groups
= A network tunnel group provides a framework for establishing tunnel redundancy and high
e avalibility. Connect tunnels 1o the hubs within a network tunnel group to securely controd

user accass to the Internet and private resources. Halp ©f
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. BEREEEE. ERMNRERR
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+ Network Tunnel Groups
Add a Network Tunnel Group

Add a network tunnel group to Secure Access and enable secure network connections to
the internet and private resources. Select one of your erganization's available network
devices to establish this network tunnel group connection. Help ©7

@ General Settings

2 Tunnel ID and Passphrase
3 Routing

4 Data for Tunnel Setup

I General Settings

Give your network tunnel group a good meaningful name, choose a region through which it will connect to Secure Access, and choose the
device type this tunnel group will use.

Tunnel Group Name

[ Fro-Bor

Reglon

[ US (Pacific Northwest) =~ J
Device Type

[ FTD = ]

{ Cancel m

R — ERBEAERRE

4 REBEIDMETEE

EBEIDNZE.

"
B—T TF—%,

& Network Tunnel Groups
Add a Network Tunnel Group

Add a network tunnel group to Secure Access and enable secure network connections 1o

the internet and private resources, Select ane of your
devices to establish this network tunnel group connection. Hel

@ General Settings

@ Tunnel ID and Passphrase

3

4

Routing

Data for Tunnel Setup

ion's available

Tunnel ID and Passphrase
Configure the tunnel ID and passphrase that devices will use to connect to this tunnel group.

Tunnel Il Format

(®) Email IP Address

Tunnel 1D

[mugwpn ] (@< org><hub>.sse.cisco.com

Passphrase

[ BaiARARBANARBRGAASREERRAE Show J

The passphrase must be between 16 and 64 characters long. It must include at least one upper case letter, one lower case lattar, one number, and cannot include
any special characters,

Confirm Passphrase

[[ B T T T Show ]l

) 2
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- BEEBASHRTR
« ¥%—T TSave,

@ Tunnel ID and Passphrase
Internet Protocel Version Setting for Routing

@ Routing |_) Enable IPvE Routing in addition to IPvd
IPv4 is enabled by default.

4 Data for Tunnel Setup Routing option

Static routing

Use this option to manually add IP address ranges for this tunnel group.
(@) Dynamic routing

Wse this option when you have a BGP peer for your on - premise router.

Device AS Number

Advanced Settings .

[") Multinop BGP

Select this oplion to enable the ability for BGP peers to establish a connection
{hep) when not directly connected.

[~} owerride BGP route summarizati
By default, advertised routas are summarized using the configured summary
subnets in the Route Summarization page. Select this option to override route
summarization.

[7) Block default route advertisement
Selact to block the advertisement of the default route.

< Canecel

ZeFH — EREEFERS

6. EERE

+ Network Tunnel Groups

Add a Network Tunnel Group

Add a network tunnel group to Secure Access and enable secure network connections to
the internet and private resources. Select one of your organization®s available network
devices to establish this network tunnel group connection. Help

Data for Tunnel Setup

Review and save the following information for use when setting up your network tunnel devices. This is the only time that your passphrase is

@ General Settings

displayed.

@ Tunnel ID and Passphrase
Primary Tunnel ID: fidbgpvpn@

Routi
@ i Primary Data Center IP Address: 44228138150 O 26035004:93:20e:10 O
5 fu

@ Data for Tunnel Setup Secondary Tunnel ID: dbapvpni@
Secondary Data Center IP Address: 52.35.201.56 [ 2603:5004:13:20c:1100 0
Passphrase:

Dewnload CSV
< £
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1.2 A K EEEH O (FMC)

2REERBENEVTI

- 8 F|Devices > Device Management

bl Firewall Management Center

CISCO  Devices / Device Management

— Devices = X
Monitor
I Device Management I + Upgrade
Insights & Reports >
Template Management Threat Defense Upgrade
2% Events & Logs >
Platform Settings Chassis Upgrade
Manage FlexConfig
!} Policies > Certificates
— Objects
— Show less

| .E Devices I

2P NREE — EHER

- BREEZENMEERTR , EfiZEInterfaceZ o
« ¥ —TAdd interfacesii##Virtual Tunnel Interface


https://docs.manage.security.cisco.com/cdfmc/t_create_vti_tunnel.html

Doploy ) 3 admin

Monitor
- Device Inline Sets Routing CHCP VTEP
£F  Insights & Reports »
Y e 5 Interfaces | Virtusl Tunnets | © search by name | [ Sync Inh:rl'ilc'e ]l Add Interfaces ~ I
Sub Inertace
Hanage Interface Logical Mame  Type Security Zones  MAGC Address (Active/Stand... 1P Addross Path Manit.. Virty Redundant interface
1 Pelicios > Group Intertace
managemant Physical Cisabled
%5 Objects
[@ GigabitEthemetn/o cistside Physical  ocutside 192168112/ 24(5tatie) Cisablad @abal | oonack interface
‘an Devices s
(@ cigavitethemeton inside Physical  inside 10.10.10.1/24 Static); Disatled Giopa| YMIInterface

&' Securs Connections

[@ GigabitEthemetn/2
& Integrations »

@ Giga

ERhEmetl) 3

LZEPBHABEE — FTD VTIAEAE

. BREVTI



Add Virtual Tunnel Interface ®@

General Path Monitoring

Tunnel Type

@ Static O Dynamic

[ VTI-1 ]

Enabled

Description:

" Virtual Tunnel interface for

Security Zone:

wii v

Priority:

0 (0 - 65535)

Propagate Security Group Tag:

Virtual Tunnel interface Details
An interface named Tunnel<I/D> is configured. Tunnel Source is a physical interface where VPN tunnel terminates for
the VT

Tunnel |D:*

[ 1 ] (0 - 10413)




Virtual Tunnel Interface Details

An interface named Tunnel<ID> is configured. Tunnel Source is a physical interface where VPN tunnel terminates for

the VTI.

Tunnel |D:*

E

Tunnel Source:*

[ GigabitEthernet0/0 (outside) v ] [ 182.168.1.12

7

IPsec Tunnel Details

IPsec Tunnel mode is decided by VPN traffic IP type. Configure IPv4 and IPvE addresses accordingly.

IPsec Tunnel Mode:*
@® ipva () pve

IP Address:*

(@ Configure IP [ 169.254.2.1/30

| ®

O Borrow IP (IP unnumbered) = Select Interface

TP NBEE — FTD VTIZEAE

- BEBZLHBNEBIIPsec VPNELEVTI-2

FTD

Cisco Secure Firewall Threat Defense for ViMware

_I_

Cancel m

Cancel

Device Interfaces Inline Sets  Routing DHCFP VTEP
Interfaces | Virtual Tunnels Q1 Search by name ] [ Sync Interface ] [ Add Interfaces ~ ]
Interface Logical Mame Type Security Zones  MAC Address (Active/Stand... IP Address Path Monit...  Virtual Router
[iManagernent{)fO management Physical Disabled Global Q<
[E] GigabitEthernet/0 outside Physical  outside 192168.112/24(5tatic); Disabled Global &
(@ Tennen VT T wii 169.254.2.1/30(Static); Disabled Global & 0
(@ Tunnel2 VTI-2 VTl vii 169.254.2.5/30(Static); Disabled Global & 0
GigabitEthernet0/1 inside Physical  inside 10.10.10./24(Static); Disabled Global &
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3.5EffnFSecure Connections > Site-to-Site VPN & SD-WAN , #A#% BhEAJJLAELEVPN

abwile Firewall Mz enter
cisco t

Q Search

P Q@ @  adwin -

.'.~JJ Refresh

VPN & SD-WAN

= Secure Connections ==

Moniter
IS.Io-!O-SilE VPN & SD-WAN s I
! Insights & Reports >
Remole Access VPN
& Events & Logs »
Dynarmic Access Policy
Manage
1 Policies »
9" objects
wm Dovices 3
" Ho VPN topologies ane configured. Create a VPN Topology.
& Secure Connections
& Integrations H

LZEPBHABEE —FTD VPNE &

« B VPNIRH

Create VPN Topology @

Topology Name *

[ SecureAccess-VPN-Primary ]

VPN Type

New - ~ 9
@ Route-Based VPN O Policy-Based VPN

() SD-WAN Topology
Simplifies and automate

P a5 the

A SASE Topelogy cannot
be selected because

Cisco Umbrella

Select VPN Topology

&

Select VPN Topology
O @ Hub and Spoke
@ @ Peer to Peer

Select VPN Topology
@
e

Connection is not
configured.

Prerequisites

©

Prerequisites

ZEPBHABEE — FTD VPNELE

s EZ2HE LEERKBEAN SRR | BIREER A OMEBIE R A/ OHBEEIDHIP 1t
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BhE TuREh

HEEHAT , MBREWREENFTDRE

Zhi#Virtual Tunnel InterfaceliBFE -SSP EINE—EVTINE

Zhi#Send Local Identity to PeersiZIH 3 iZ{ZEmail ID , & A EBREID ( #Configure Network
Tunnel Group on Secure Access B TfEFEMRRMZEHEE, )

£Node BT , #&— T Device ( &i& ) , A& EFEExtranet

ZiEDevice Name ( HKEEZR ) , U AHEEERR

25#Endpoint IP Addresses ( #imIPititit ) , REBW AL LB EMEHENIPHE ( LLESE 2 /R
) (fEConfigure Network Tunnel Group on Secure Access ( fE 2 £ R EL B PRIEE

) T~#9Save Network Tunnel Group Configuration ( FEZ#EHPREHAEE ))

2112 Add Backup VTI

2hi#Virtual Tunnel InterfacediEE L —SHEIHNE_@VTINE

#4i#Send Local Identity to Peersi#EI#EEmail ID , # AEBIFZEID ( #£Configure
Network Tunnel Group on Secure Access N9 TR F BB EHEEE, F )

#hiESave

Edit VPN Topology ®

Topology Name:*

[ SecureAccess-VPN-Primary J

Network Topology:

| Point to Point

IKE Version:* (] IKEv1 IKEv2

Endpoints IKE IPsec Advanced
Node A Node B
Device:* Device:*
[ FTD v ] [ Extranet v ]
Virtual Tunnel Interface:* Device Name*:
[ VTI-1 (IP: 169.254.2.1) v ] + [ Secure Access ]
Tunnel Source: outside (IP: 1892.168.1.12)Edit VTI Endeint IP Address*:
D Tunnel Source IP is Private [ 44228138150,523520‘156 ]

Send Local Identity to Peers

Local Identity Configuration:*
[ Email ID v

ftdbgpvpn(




R2FTD - VPNif Z 40 8

Edit VPN Topology

Topology Name:*

[ SecureAccess-VPN-Primary ]

Network Topology:

| Point to Point

IKE Version:* [ IKEv1 IKEv2

Endpoints IKE IPsec Advanced

Backup VTI: Remove

Virtual Tunnel Interface:*

[vrl-z (IP: 169.254.2.5) - ] e

Tunnel Source: outside (IP: 192.168.1.12)Edit VTI
D Tunnel Source IP is Private

Send Local Identity to Peers

Local Identity Configuration:*

[ Email ID v ]

[ tdbgpvpn@ 22-
Additional 0

Configuration

Route traffic to the VTI : Routing Policy
Permit VPN traffic : AC Palicv

R£FTD - VPNif Z 40 8

- BRIEZENIPsecs| BEEIKEV2ERE
« #$FPolicies as Umbrella-AES-GCM-256
- E#EAuthentication Type as Pre-Shared Manual Key



https://securitydocs.cisco.com/docs/csa/olh/120435.dita

Edit VPN Topology

Topology Name:*

[ SecureAccess-VPN-Primary ]

Network Topology:

| Point to Point

IKE Version:* [ IKEv1 IKEv2

Endpoints IKE IPsec Advanced

IKEv2 Settings

N
Policies™® | mbrella-AES-GCM-256 &

Authentication Type: [ Pre-shared Manual Key v ]

Confirm Key:* [

C] Enforce hex-based pre-shared key only

Z4FTD - VPN IKEERE

.« BiEIPseciRiE
 JEFEIKEV2 IPsec ProposalsfE &Umbrella-AES-GCM-256
- BAPFSHERZEEEETIER20



Edit VPN Topology

Topology Name:*

[ SecureAccess-VPN-Primary ]

Network Topology:

| Point to Point | Hu!

IKE Version:* ) IKEv1 IKEv2

Endpoints IKE IPsec Advanced

Transform Sets: [|KEv1IPsec Proposals 4 IKEv2 IPsec Proposals* /4

tunnel_aes256_sha Umbrella-AES-GCM-...

C] Enable Security Association (SA) Strength Enforcement

Enable Perfect Forward Secrecy

Modulus Group: [ 20 v

Z2FTD - VPN IPseci%E

E
Save

Cancel



Edit VPN Topology ®

Topology Name:*

[ SecureAccess-VPN-Primary J

Network Topology:

| Point to Point

IKE Version:* [:] IKEv1 IKEv2

Endpoints IKE IPsec Advanced
|Psec IKE Keepalive: [ Enable v
Tunnel ( i
Threshold: | 10 ] Seconds (Ra
Retry Interval: | 2 | Seconds (Ra
Identity Sent to Peers: I autoOrDN v |
Peer Identity Validation: ‘ Do not check v |

Z4FTD - VPNEREE
FTDR BI &%

EEEEHT , EROBRBENIPHEUNETIRE, EERE WA B RE P E R ERERHH
REE, ERKBOEHPBRIERILMAE TIRAHERMNES |, RN E I HIEFIIRA,

PBRAFF#Z &EIPE&EH[&FO Wt A RARBERE (HINBBERAEFNELERE ) BE
&, FAPBR , B LURERE SRR UANZELE (R, BEwu, BER, HE. EAENX
EEE‘E%%E%HA)EEmiﬂﬁEE MEFHEENR  FSREREAR

1 EBESREBE

- B AERSPEBEESERE
« 32— T Add Extended Access List


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/routing-policy-based.html

abln  Firewall Management Center
€ISE0  Ohjects

P Q@ @ sdmin

Extended

ALK Sarvar

Monitor w  Access List

Add Extended Access List | (SRR

Value Override

. Extended
Insights & Reports >
Service Access
2 Events&logs » Standard Mame
¥ Address Pools
e Application Filters
1 Policies » A3 Path
BFD Template
Cipher Suite List
i Devices > > Community List

DHCP IPvE Poot

Z2FTD — EXEFEEE

- RMUSEEERR
- ERRE

. AFF. — EENRESEETIPsechsE

- FHIE — REAMBZIBREIPsechRERNRE
BRBFH (REDS ) TERA
#—TAdd
« #&—TF "Save,

Add Extended Access List Entry

Action:

l Allow v ]
Logging:

[ Default w ]
Log Level:

Log Interval:

Sec.

MNetwork Port @ Application D Users @ Security Group Tag

Available Networks - + Source Networks (1)

Destination Networks (0)

Q. 10100, ® ] ©bj10.1030.0

0bj10.1030.0

Add to Destination

REFTD — ERFEUEE

’any

Cancel m



@

New Extended Access List Object

Name
| Par
Enitries (1)
Sequence Action Source Source Port Destination Destination Port Application Users SGT
1 B alew  obj10.10.10.0

Displaying1-1of 1rows < < Page| 1 of 1

[_‘. Allow Overrides

Cancel Save

REFTD — WRFERE

2 BEERKIEHERH

- BE FDevices > Device Management > FTD > Routing

ol Firewall ement Cente
.c|.sc|° Firewall Managemen nter Q) gaarch

FTD [ cance |
Ciseo Secure Firewall Threat Defense for Vidware

Mt

Device  Interfaces  Inline Sets DHCP  VTEP

Virtual Router Properties

! insights & Reports

P
Events & Logs ¥ .
Manage Virtual Routers 58 a8 Th basic datalls of this virtual router
Glabal —
— | VRF Mame:
3 oo " Virtual Router Properties
Description
ECMP
%5 Objects
BFD
’ - Ty
OSPFV3 L RACT
Secure Connections >
* EIGRP Available Interfaces Selected interisces
%  mtogrations > 2
Policy Based Routing
~ BGP
B, Troubleshooting » Ped
IPVG

= Addeninlatratian

Z2FTD — ERERINER

- REAdd
- ARMEFEBTERER FHBEEIngress Interface - Ingress interface



Add Policy Based Route

A policy based route consists of ingress interface list and a set of match criteria associated to egress interfaces

Ingress Interface *

[ inside X w ]

Match Criteria and Egress Interface m

Specify forward action for chosen match criteria.

There are no forward-actions defined yet. Start by defining the first one.

Cancel

Z2FTD — ERR AN H

- EZELTE GRS L NE
« #&—TAdd
 ##EMatch ACL
« ###Send to as IP address
o FET—BkIPHbut, - VTINEIPHIU A, 169.254.2.130F, 169.254.2.5/30, At
, VTI-1AIVTI-289 T — Bk IP i 11k % 2 169.254.2.2F1, 169.254.2.6
- & —TSave



Add Forwarding Actions ®

Match ACL: * {PBR v J +
Send To: * [IP Address v ]
IPv4 Addresses: [ 169.254.2.2169.254.2.6 J
IPv6 Addresses: [ For example, 2007:db8::, 2002:db8::12 ]
Don't Fragment: [None ~ J

D Default Interface

IPv4 settings IPv6 settings
Recursive: { For example, 192.168.0.1 ]
Default: [ For example, 192.168.0.1, 10.10.10.1 J

[ peer Addrass

Z2FTD — ERRAINERH

Cisco Secure Firewall Threat Defense for VMware

Device Interfaces Inline Sets Routing DHCP VTEP

Policy Based Routing
Manage Virtual Routers Specify ingress interfaces, match criteria and egress interfaces to route traffic accordingly. Traffic can be routed across Egress interfaces accordingly

IG[DDBI b Configure Interface Priority m

Virtual Router Properties Ingress Interfaces Match criteria and forward action

feme neide Ftraffic matches the Accass List Send through & o
BFD PBR 169.254.2.2

OSPF 169.254.2.6

O5PFv3

EIGRP

RIP

Policy Based Routing

~  BGP

RZEFTD — ERR AN K H

X EFTDLHBGP

1.BAABGP



- BEZEDevices > Device Management > FTD > Routing > General Settings > BGP
- RUFABGPIL¥Ti8ASHR: ( FTDZA#ASHRR )
« #&—T TSave,

.'|I-...|c.’. Firawall Mz -nt_Centgr QL Search

Monitor

Davice Imterfaces Inline Sats Routing DHCP VTEP

Enable BGP:

T Insights & Reports

& Events &Logs

Manage Virtual Routers AS Humiber®
Fr— Global | BE01H ]
Policios » Virtual Routes Properties Cverride BGP general settings router-id address:
ECMP Reuter I
i p
Object tomatic N
jects - Automatic
%, Devices » OSPF P Addngss®
OSPFv3
i v »
&  Secure Connections J—
s General ? MNeighbor Timers

& Integeations

Z4£FTD - BGP&H

- EEEBGP > IPv4

2 ¥ #BGP Neighbor — R4 55EIBGPY %88 2169.254.0.5%], 169.254.0.9



Add Neighbor ®

IP Address* Enabled address

[ 169.254.0.5) ] () As override

Remote AS* C] Shutdown administratively
[ 64512 ]

(1-4294967295 or 1.0-65535.65535)

BFD Fallover Description

(1o I )

Update Source:
[ )

Filtering Routes Routes Timers Advanced Migration

(O] Enable Authentication
Enable Encryption
0 v

Password
Confirm Password

D Send Community attribute to this neighbor
D Use itself as next hop for this neighbor
(C) pisable Connection Verification

O Allow connections with neighbor that is not directly connected

@ Limited number of TTL hops to neighbor
TTL Hops

[ 254 ]

(1-254)

D Use TCP path MTU discovery

TCP Transport Mode

£Z4FTD - BGPH




FTD You have unsaved changes m m

Cisco Secure Firewall Threat Defense for Vidware

Device  Interfaces  Inline Sets  Routing DHCP  VTEP

Enable 1Pva: @ AS Number 85010
Manage Virtual Routers
Global ~

Meighbor Add Aggregate Address Filtering Networks Redistribution Route Injection

Virtual Router Properties
ECMP
BFD Address . Family Remote Private AS Number Description

OSPF 169.264.0.5 64512 Enabled o
03PV 169.254.0.9 64512 Enabled o8
EIGRP

RIP

Policy Based Routing
W BGP

1Pva

Z£FTD - BGP¥H

3TN — FEEGI R EEHEAER

« #&—T "TOK,

Add Networks

Network*
[ ob) 1010100

Z2FTD - BGPH

- RELBEER



ME L

Secure Access

?

@ L 2 Jaikishan Yadav

&« Notwork Tunnel Groups

FTD-BGP

# Edit Configuration

.
Home
Summary
@ & Comnected
Experience
M. Region US (Pacific Northest) Routing Type
Device Type FID Drevice BOP AS
& Last Status Update  Jun O, 2026 253 AM Pear [Secure Access) RGP AS
Connect BGP Pear (Securs Access) 1P Addresses
Multinop BOP Addresses
== Miuttihop TTL
Resources
(] Primary Tunnel Hub
© Hub Up
] 1
Active Tunnels S

Tunnel Growp 10
a Data Center
1P Address

ZLFTD - IPseci@E ik

BMFMC

Manitor

Insights & Reports y

&  Events &Logs >
Manage
1) Policies »
®s  Objects

4 Devices
l F Secure Connections >

A  Intogrations

Fdbgpvpnds

sse-uzw-2-1-1

44228138150 28035004113 30 110

)

P

VPN & SD-WAN

Datails for the Auto VPM tunnels added to this group are Bsted including which tunnel hub it is a member of,

Drymamic Routing (BGF)
E5000
B4512

6928409, 6625408, Zadd-edcd b T BET000020

Seslogs Secondary Tunnel Hub

© Hub Up

1

Active Tunrels S
Tunnel Growp ID
Data Center

1P Addries

Route summary subnets (0)

fidngpvpng
sse-usw-2-1-0

$2.35.201.58 2603:5004°13:20:::18011

Search

Last Upda

Deploy

SesLogs

View advanced settings

Seelogs

Refresh
L

Topology Hame VPH Type Netwark Topalagy Tunnel Status Distribution IKEwl  IKEv2
v Gecuredecess VPN Route Based (VTI) Point-to-Point —~ o
Hode A Hode B
Dovice VPH interface VTiinterface Device VPH interface WTlinterface
Extranet & ZIBIZBAS0 (44238, FTD outside (192168112) VTI-1 169.254.2.1)
Extranet SE35A0SE6 (523520 FTD outside (192168112 VTI-2 169.254.2.5)

Z4£FMC - IPseci@iE k&

EHPBREVEEELZ 2K E(ASA) LEEENFRERHMNIPsec VPN

LB ERNVPNE E

1.8 AF|Secure AccessZ #|E#RSecure Access
2.E8E % Connect > Network Connections > Network Tunnel Groups , A% BhiZ+Add AR & #3355

yEE )

Viewing 1-2 a1 2


https://login.sse.cisco.com/

|Network Connections |

Mannge the connections that siow war tailic 1 reach privaln f30UrEEs on your natwork, For information abeut these cptens, pee Halp

-
Groups ur P Marakl Sites

Network Tunnel Groups &z

Briconnected O Warning 4

Netwark Tunnel Groups

uSeT 2CCess b0 She Inieimed and private resources, Help o

ZEHE — BEREEE

=]
X E

S.EEMMBEER — FR

A nastwrork tunnel group provices a framewori for establishing tunnel nedundancy and high
arvaiibiity. Gonnect tunnels 10 The hubs within a retwerk Tunnel 9o 5o secunely control

3 Tunnel Groups

- BEEREERTE. BEMRIEER

« B—TF—%

« MNetwork Tunnel Groups

Add a Network Tunnel Group

s -
Add a network tunnel group to Secure Access and enable secure network connections to

Insights

@ General Settings
-
Conneet
2 Tunnel ID and Passphrase
=
=
3 Routing
1 4 Datafor Tunnel Setup
Sacura
a,
Monitar
Q

Investigate

4 R EBEIDMEREE

. BEEEDNHE.
T TF—%.

the internet and private resources. Select one of your organization's available network
devices to establish this network tunnel group connection. Help

General Settings

Give your network tunnel group a geod meaningful name, choose a region through which it will connect to Secure Access,

and choose the device type this tunnel group will use.

Tunnel Group Name
ASA-NAT |
Region

US (Pacific Northwest) v |

Device Type

ASA - |

Cancel




4 Netwaork Tunnel Groups

Add a Network Tunnel Group

Add a network tunnel group to Secure Access and enable secure network connections to
the internet and private resources. Select one of your organization's available network

Configure the tunnel ID and passphrase that devices will use to connect to this tunnel group.

] @< org=<hubs sse.cisco.com

Show ]

s long, It must include at least one upper case letter, one lower case letter, one

=)
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Add a Network Tunnel Group
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Metwork Tunnel Groups

Add a Network Tunnel Group

A & network tunnel group tn Securs Arcess and enable secure netwerk connections to
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Configure routing options for this tunnel group.

MNetwork Address Translation (NAT)

Select to add MAT mapping cenfigurations that resolve everlapping subnet IP address ranges, including networks with cenflicting IP address spaces.
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ASA# sh ip
RiRIPH 4

NEBBIPAU FRBEES &
GigabitEthernet0/0 outside 192.168.1.40 255.255.255.0F it
GigabitEthernet0/1 inside 10.10.1 255.255.255.0F fff}

EHIIPH L

NEBABIPAU FHEKESS
GigabitEthernet0/0 outside 192.168.1.40 255.255.255.0F it
GigabitEthernet0/1 inside 10.10.1 255.255.255.0F ff
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ASA# ping 8.8.8.8

BAEFILENESRFS,
IE7£[[8.8.8.8fF %5100 TAHICMPLEE |, BIFA2F
IR B100%(5/5) , FIR&/NF1/8m K= 20/28/30EH
ASA#

2. B EIKEV2R RS I 1E AN SR E L BURIKEV2

crypto ikev2 policy 10

% aes-gecm-256
FEEMnull

%19

lifetime seconds 86400
crypto ikev2 enable outside

3.EBIPSecE&

crypto ipsec ikev2 ipsec-proposal Ipsec-Proposal-primary
protocol esp encryption aes-gcm-256

4. BB IPsecl BRER

crypto ipsec profile csa-profile-primary
set ikev2 ipsec-proposal Ipsec-Proposal-primary
set ikev2 local-identity email-id <primary tunnel-id>

5.EEMRE , WEBMETRAIKEV2HE.

group-policy csa-policy-primary internal
group-policy csa-policy-primary attributes
vpn-tunnel-protocol ikev2

6.6 Ef%EA.

tunnel-group 44.228.138.150 type ipsec-I2|
tunnel-group 44.228.138.150 general-attributes
default-group-policy csa-policy-primary
tunnel-group 44.228.138.150 ipsec-attributes



ikev2 remote-authentication pre-shared-key <pre-shared-key>
ikev2 local-authentication pre-shared-key <pre-shared-key>
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Nameif o] JA 2 IR HYE 2
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interface Tunnel1

nameif VTI-1

IP #8131k 169.254.2.1 255.255.255.252
P&& R ST E /A EB

F%1E B 1Z44.228.138.150

BiE#E Kipsec ipv4

BB R Eipseci% E #&csa-profile-primary

S.EERME , FRHRIPHUFFHENREEVTINEARKA,. T-HREEEVTIEERNBBIPET

o

route VTI-1 0.0.0.0 0.0.0.0 169.254.2.2 5. ( EARE R MM 4BEEWRAVPNERCGNATHE )

G

BEEHVTI-1 172.16.10.101 255.255.255.255 169.254.2.2 5

R R AR 3 B

1.55BBE

access-list PBR extended permit ip 10.10.10.0 255.255.255.0 any

2. B E ¥R

route-map RM-CSA permit 10
match ip address PBR
set ip next-hop 169.254.2.2 169.254.2.6
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interface GigabitEthernet0/1

nameif inside

T2/ AI100

ip address 10.10.10.1 255.255.255.0
policy-route route-map RM-CSA

%ﬁl& Az
Tradfic initlated from Router2 o Router 1
Trattie Initiated from Router! 1o Router 2
il T
’ A Srvure Aorenn )
v g - S —
NAT Enbaled
10.10.10.024 - ’
4 e i - -
T CNHE - A

Rcuter -1 -

- 10,1010, 101

FealIP - 10.10.10.001
Mapped 1P 172.16.10.101

SrciP - 10.10.10.101
Dwestination IP. 192.168.10.102

Sre P - 100.96.0.0118
Destination IP, 192,168,10.102

Src P - 1000010102
Destination I, 1721610101

SreIP - 100,100.255.0:24
Dastination I, 10.10.10.901

B& FH A% 7T E A GW AT AR A8

interface brief
IP-Address
192.168.1. 181
1A.1A.1A4. 181

Routerl#ishow
Interface
GigabitEthernetl
GigabitEthernet?2
GigabitEthernet3 unassigned
GigabitEthernet9 unassigned
Routerl#ping 160.18.18.1

Type escape sequence to abort.
Sending 5, 188-byte ICHMP Echos to 18.

=

ip

rate is 188 percent (5/5),

521 - Router2 —> Router1, - PingifI&=

Sie -8
L
------------------- &S rn_q_;:::__qﬁa————
e CHHE - B :
FMC T
............. — |
Routir -2
10.10,10,102

Raad IP - 10.16.18.162
Mapeed P 192 164.10.102

Src P« 100.96.0.016
Destination IP. 192.168.10.102

SrolP « 100.96.0.016
Destination IP, 10.10.10,102

Src P - 10.9810.102
Dustination [P, 172.16,10.101

Sec P - 101010102
Dwstination WP 172.16.10.101

Method
NURAM

> NURAM
YES NURAM
YES unset

Protocol
dowmn

up

down
dowmn

Status

domn

up
administratively
administratively

down
down

18.18.1, is

>

timeout seconds:

round-trip min‘avgs/max = 1/1/2 ms



Routerli#ping 192.168.18. 182
Type escape sequence to abort.

Sending 5, 18B8-byte ICHMP Echos to 192.168.18.182, timeout is 2 seconds:

Success rate (5/5), round-trip min‘avgs/max = 28772117223 ms

Routerls

is 188 percent

capture

capin type raw-data trace interface inside [Capturing - 1380 bytes]
icmp any any

tunnel type raw-data trace interface vti-1 [Capturing - 138@ bytes]
icmp any any

asp type asp-drop all [Capturing - @ bytes]

icmp any any

ASA# ter pag 20
ASA# sh cap capin

18 packets captured

1: 18:56:45.924244
2: 18:56:45.231143
3: 18:56:45.232478@
4: 10:56:45.441856
5: 18:56:45.443122
6: 10:56:45.652477
7: 18:56:45.653423
8: 10:56:45.875397
9: 18:56:45.876450
19: 18:56:46.0882301
18 packets shown
ASA# sh cap tunnel

19.190.10.181 > 192.168.10.182
192.168.108.102 > 10.10.10.181
19.198.10.181 > 192.168.10.182
192.168.108.102 > 10.10.10.181
19.10.10.181 > 192.168.10.182
192.168.108.102 > 10.10.10.181
18.198.10.181 > 192.168.10.182
192.168.108.102 > 10.108.16.181
19.10.1€.181 > 192.168.10.182
192.168.108.102 > 10.108.16.181

request
reply
reguest
reply
reguest
reply
request
reply
reguest
reply

18 packets captured

1: 18:56:45.024458
2: 18:56:45.230914
3: 18:56:45.232516
4: 18:56:45.441795
5: 1@:56:45.443153
6: 18:56:45.652432

19.198.10.181 > 192.168.10.182
192.168.108.102 > 10.10.10.181
19.10.10.181 > 192.168.10.182
192.168.108.102 > 10.10.10.181
18.198.10.181 > 192.168.10.182
192.168.108.102 > 10.108.16.181

reguest
reply
reguest
reply
request
reply

-
Bz
9:
l1@:

18:56:45.653454
18:56:45.875351
18:56:45.876480
18:56:46.082248

18 packets shown

18.10.10.181 =
192.168.18.182
19.10.10.181 =
192.168.18.182

FTD LAY IHEE (BB i )

192.168.1@.182
= 18.16.1@.181
192.168.10.182
> 18.16.1@.181

request
reply
reguest
reply




ftd# sh capture

capture vti type raw-data trace interface VTI-1 include-decrypted [Capturing - 1389 bytes]
match icmp any any

capture capin type raw-data interface inside [Capturing - 13808 bytes]
match icmp any any

capture asp type asp—drop all [Capturing - @ bytes]
match icmp any any

ftd# sh cap vti

18 packets captured

« 122292 188.96.2.8 = 10.10.168.182 H request

« 124856 19.19.18.1682 = 188.96.2.8 : reply

« 329557 108.96.2.0 > 10.108.18.162 H request

.338442 10.10.108.1682 = 180.96.2.0 H reply

. 546327 106.96.2.8 > 10.108.10.162 H request

« 547186 10.10.16.182 = 180.96.2.0 H reply

« 152036 188.96.2.8 = 10.10.168.182 H request

« 752814 10.10.108.182 = 180.96.2.0 : reply

1B6:41.967891 108.96.2.0 > 10.10.18.182 H request
18: 16:86:41.968581 10.10.108.182 = 180.96.2.0 H reply

18 packets shown

ftd# sh cap capin

1:
2:
3:
4:
- H
['H
T7:
8:
9:

18 packets captured

:41.123299 188.96.2.8 = 10.10.168.182 z request
- 124825 10.10.16.182 = 180.96.2.0 H reply
« 330008 188.96.2.8 = 10.10.168.182 H request
« 338396 10.10.108.182 = 180.96.2.0 H reply
.534GE88 188.96.2.0 > 10.10.18.182 H request
547098 10.10.108.182 = 180.96.2.0 : reply
« 152448 188.96.2.8 = 10.10.168.182 H request
« 152783 10.10.16.182 = 100.96.2.0 H reply
1B6:41.968242 188.96.2.8 = 10.10.108.182 H request
18: 16:06:41.968486 10.10.18.1682 = 100.96.2.0 H reply
18 packets shown

W0 = LN g L B

IZE2. - Router 2 —> Router 1 pingifilZ

RouterZ2#sh ip int br

Interface IP-Address OR? Method Status Protocol
GigabitEthernetl unassigned YES NURAM administratively down down
GigabitEthernet2 18.18.18. 182 YES NURAM wup up
GigabitEthernet3 unassigned YES NURAM admMinistratively down dowuwn

RouterZ#ping 18.168.18.1
Type escape sequence to abort.
Sending 5, 188-byte ICMP Echos to 18.18.18.1, timeout is 2 seconds:

buccess rate is 188 percent (5/5), round-trip Min/avg/Max = 1/

FTDH S HEER ( ASHEFL XM )



capture

vti type raw-data trace interface VTI-1 include—decrypted [Capturing — 1388 bytes]
icmp any any

capin type raw-data interface inside [Capturing - 138@ bytes]

icmp any any

asp type asp-drop all [Capturing - @ bytes]

icmp any any

ftd# sh cap wti
18 packets captured

:11:45.622458 18.18.18.182 = 172. s H request
t11:45.823825 172.16.18.181 > 18. . H reply
:11:45.825762 18.18.18.182 = 172, . z request
:11:46. 045667 172.16.18.181 > 1. . : reply
:11:46.046857 18.18.18.182 = 172. . H request
:11:46.252321 172.16.18.181 = 18. . z reply
:11:46.253572 18.18.18.182 = 172. . H request
:11:46.453883 172.16.18.181 > 18. . : reply
:11:46.454764 18.18.18.182 = 172. s H request
18: :11:46.664119 172.16.18.181 > 18. . : reply
18 packets shown
ftd# sh cap capin

1:
2:
EH
4:
H
G6:
7:
8:
9:

18 packets captured

: 16:11:45.622883 16.18.18.182 = 172. . H request

: 16:11:45.823886 172.16.18.181 > 18. . : reply

: 16:11:45.825442 18.18.18.182 = 172. s H request

: 16:11:46.045697 172.16.18.181 > 18. . H reply

: 16:11:46.046582 18.18.18.182 = 172, . z request

: 16:11:46.252352 172.16.18.181 > 1. . : reply

: 16:11:46.253313 18.18.18.182 = 172. . H request

: 16:11:46.453849 172.16.18.181 = 18. . z reply
454596 18.18.18.182 = 172. . H request
. 664158 172.16.18.181 > 18. . : reply

ASAE K BHE (EiwFW )



ASA# sh capture

capture

match icmp any any

capture

match icmp any any

capture

match icmp any any
ASA%# sh cap capin

18 packets captured

1:
2:
3:
4z
5:
B
7
i
9:
1@:

11:08:30.288391
11:98:38.289123
11:88:30.504566
11:88:30.584963
11:08:30.710992
11:98:38.711404
11:88:38.917112
11:88:30.917482
11:88:31.128243
11:98:31.128648

18 packets shown
ASA# sh cap tunnel

18 packets captured

1:
2:
3:
4:
5
B
rH
I H
q:
1@:

11:08:30.287964
11:08:30.289322
11:98:38.584585
11:08:30.585009
11:088:36.710961
11:08:30.711434
11:98:38.917066
11:88:38.917417
11:88:31.128197
11:88:31.128685

18 packets shown

asp type asp-drop all [Capturing - @ bytesl

180.1083.255.195 > 18.10.108.181
18.18.1@.181 > 180.1083.255.195
180.163.255.195 > 18.18.10.181
18.18.1@.181 > 104.1083.255.195
180.1083.255.195 > 18.10.108.181
18.18.1@.181 > 180.1083.255.195
180.163.255.195 > 18.18.10.181
18.18.1@.181 > 104.1083.255.195
180.1083.255.195 > 18.10.108.181
18.18.1@.181 > 180.1083.255.195

180.1683.255.195 > 108.10.18.1081
18.18.1@.1081 > 104.103.255.195
180.1683.255.195 > 18.10.10.101
10.10.18.181 > 108.183.255.195
180.1683.255.195 > 108.10.18.1081
18.18.1@.1081 > 104.103.255.195
180.1683.255.195 > 18.10.10.101
10.10.18.181 > 108.183.255.195
180.1683.255.195 > 108.10.18.1081
18.18.1@.1081 > 104.103.255.195

capin type raw-data trace interface inside [Capturing - 13@@ bytes]

tunnel type raw-data trace interface vti-1 [Capturing - 1380 bytes]

reguest
reply
reqguest
reply
reguest
reply
reqguest
reply
reguest
reply

request
reply
regquest
reply
request
reply
regquest
reply
request
reply
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