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RERMHRPACEDT , RENRFWED B ER WA H £ EF|Cisco TACKERHI,

AR

Z I BEaARAMacOSHMWindows, & F&EHZ T

BRIERECEBUUTERE

Windows: 2 FCEDT.exe{ &b,

MacOS: &7 T B Rk 250 B T 2 (CEDT). appi®.

o SEENA R AR ELR
« Cisco TACRHIIDMER ( EELLEEE TEERIFEE ),

RN RFTE R

ZLERERINELRTER . TEHEEFRAINBEAER,

—RRIREA

Data macOs

085, hardware, CPU, RAM, system_profiler

storage SPSoftwareDataType
SPHardwareDataType

Kernel parameters sysctl -a

W BR A E

Windows

systeminfo , 1_u_'l.|’l"-.|"II classes
(Win32_OperatingSystem,
Win32_ComputerSystem ,
Win32_BI0S )

N/A


https://software.cisco.com/download/home/286332215/type/286344234/release/1.0.0

Data

Network interfaces & IP
addresses

Routing table
DNS configuration

Metwork services

WIFi profiles

Em#&
Data

Cisco preferences/config files

Installation directories

Running Cisco processes

Installed Cisco products

Application logs

Event logs

Crash reports

macOs

ifconfig -a

netstat -zn
scutil --dns

networksetup -
listallnetworkservices

N/A

macO03

fLibrary /Preferences/

com.cisco.*

1s -laR fopt/cisco

ps aux | grep -i cisco

mdfind for Cisco apps

Cisco Secure Client log
directories

N/A

~fLibrary/Logs/
DiagnosticReports/ciscox

(last 7 days)

Windows

ipeonfig /all

netstat -zn
(included in ipconfig fall)

netsh intexface show
intexrface

netsh wlan show profiles

Windows

Registry exports

( HKLM\SOFTWARE\Cisco ,
HKCUN\SOFTWARE\Cisco , acsock
service)

%ProgramFiles¥\Cisco ,
%ProgramFiles(x86)%\Cisco,
%ProgramData%\Cisco

tasklist | findstr fi
cisco, WMI Win32_Process

WMI Win32_Product (vendor
Cisco)

%ProgramData%\Cisco\Cisco
Secure Client\Logs

Windows Event Log [ Ciseo
Secure Client - Zero Trust
Access , Application provider

*Cisco* )

N/A
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FAEICEDTEF , @8R "800, 88, e TXITENER -

RIERE — BESHNRG , THRIZINER L2 HEER,
- ERAERAH — KEREFRERBNBREEREBLERNDEH BFERER,
RRER — RRERNRERZTEH. MEM |, I B{E8ESecure AccessETHED

stllnsnlee
Clsco

J\f‘

Welcome to the Client Endpoint Diagnostic Tool

Use this tool to collect diagnostic data, which helps the Cisco Support team
quickly identify and resolve your issues,

gy =ystem zcanning Detected Cisco Secure Access modules
The fellowing scans are run on your system's detected Secure

Select prod. 1o diagna Cise scanning your system for Secure

Access modules, -
1 of any kind is captured

@ Application logs
Collects diagnostic log file data generated by client software and

the service infrastructura D Zero Trust Access (ZTNA) - v5.1.14.3417

] Remote Access VPN - v5.1.14.145

System data -
G) ¥ Common System Information

The collection of system data is secure, encrypted, and only
related to Secure Access diagnostics.

AR, ZTESEBHRARR LZRNEMENZT2HBERE. E7EISEER 2 NEER



R S R ELARAER

- BEEEER(ZTNA)
- Z2WebFE(SWG)
. RIKFEVPN(RAVPN)

- BARHKES (BRATR)
BF

1. BRESEHEELERHNER,
2. & — T Let's Start A&/ , iz — THelp ABEGFHAE A

MIEE : Lt T E{EUREEEESecure AccessH BRI E R, T2HETMEBNEAER,

siluanlis
CISCo

J\(.

Welcome to the Client Endpoint Diagnostic Tool

Use this tool to collect diagnostic data, which helps the Cisco Support team
quickly identify and resolve your issues.

4—; System scanning Detected Cisco Secure Access modules

The fallowing Scans arg Fun on Ur system's detected Securd - — o
9 = = yo Le Select products to diagnose. Cisco only scanning your system for Secure

Access modules. -
Access related modules, Mot personal data of any kind is captured

E’J Application logs

Collects diagnostic log file data generated by client software and
. e Zero Trust Access (2TMA) - v5.1.14.3417
the service infrastruciure,

Remote Access VPN - v5.1.14.145

@ System data

The collection of system data is secure, encrypted, and only

Commaon System Information

ralated to Secure Access diagnostics.
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BiE

FAMCEZEECENZEAENERREER,
A1
EETHERAH

- DNSE#H — HIEEFTHHATONSENAF. XERARBEREMNEERENENIP, EHE

RMESE (AT EEBE 2 R & H 8% (dns/dns_lookups.txt)H,

- BRlOHE —HEEERESENERERNS (FEEESHTHE).
- PingE# — BIEEN EMHATpingRIELREERE M,
- FREGAEBE — £/ BREORE KR (policy.test.sse.cisco.com) Bl & & ¥ 18 EURLAY SR B

Bit, XBEZENERIBHNEIH (FZ106 ). BRREFEERRAZENBETEDHHE
HIHARE #l,

- BEEREAE — BB ERERE AR KK (speed.test.sse.cisco.com) Bl B L8/ T EiEE ML E

o WETHERERE (6ELITHR ). LERE (3MEILITR ) MpingiE&/H18 ( 10EICMPRHI
) o FERILISONM I AHERA T

- URLTEH — BERBEAHTTP GETHERTUBREEENHURL, FBRIZEHTTP (&£

80 ) MHTTPS ( 443 ) , A BAIEURL(#Mhttps://example.com:8443)higEFFEEE, &
REHZ20MURL , #EURLERA30Y, SMEURLIENERIHE : URL. ARHBEMAR
B, HTTPARENRW., ERKE(ms). ARKRE. CETIPHA, TLSIRAMKER, &R
%17 Flreachability/reachability_results.jsonFlreachability/reachability_summary.txt.

ERKE

BEER AR ERCENEREHR

- HARHE — RBIER[SEILHEHTTPEEHAR)E R, B HiEX#EGoogle Chrome ( EiBE

FHBIE 2R BBt EAChrome DevToolstHE ) » ZILE®BEBEAERKE LW ChromeZR#,


https://example.com:8443

B 81~ X EFirefoxfSafari, HAR# HEEHAR 1.2/R% , SETENFERRK (EISHEE
HIXHRfetchPELY ) o

- DARTH#EES — ERNL2EFRVEDARTZ AT, ETFEMERMERS , 2 ES

- REWVIP — ETRENIPEERE,

=%

EESHRB(ZTA) B 3 (HlWindows Lk Bflowlog.db , $ZAC:\ProgramData\Cisco\Cisco Secure
Client\ZTAVlogs\)o

":m'h

RSB RT— , BRERENDE TRBE,

- MARERER — BERHEBNFMBEFRUDEHK REE, AEERRRILEETEL —@E

¥4

Cisco Secure AccessE M , IBEBEFATA,

BER

 DebugView# ¥ (Windows) — fEWindows & £ #& % Bh B 45 25 E BUA RS A 650 8%, LRIEE

EWindows & &K LA Ao



[ ] @ Cisco Endpoint Diagnostics Tool (CEDT)

B ready to start diagnostics

Cizco Client Endpoint D-ng-mslic Tool
Step 1: Diagnostic Data Collection

Select from the options listed here to collect diagnostic data from your system.

Metwork Diagnostic Data Collection
Select which tests to run to collect system connectivity data, Select modules to collect performance and connectivity issues
DNS Lookup HTTP Archive Capture

Packet Capture Secure Client DART bundle collection

Ping Hosts Reserved IP Addresses

Policy Test Output Certificate Store Inventary

Metwork Speed Test Browser Datection

URL Reachability
Page Load Time
Connection Type Detection

Proxy [ PAC Configuration

(< <M< B <<

Debug Page Load

Cancel Step 2: Add diagnostic details

B

1. BHPHEUEHEPFIEN S ENRIE,
2. %B—T TStep 2:¥BPDERFFHAE A LKA,
3. & —TBackiR[EZF| "8, &&/ , IiE— T CanceliBH,

S8 2 A EEBER



BELEE  TUASECRANREIREERES B, EEREESB1PRANIRRE,
DNSE&EH#ERE

- EEHNIH @A —ELZEEHSE (LEHRSE ). #4l : cisco.com

- BHEXIP(E) —@WABEXRDNSEMERNIP (LLEFRSRE ) . £H
: 208.67.222.222, 208.67.220.220, RE AU EARKERDNSHEMER, EER , S8
HEERNTEXEASAEH , KMRHATEDNSHRER 2 MR LLEBDNSHEMTE R,

FRIEDNSE#HFERHABESH — @& HIERD : dns/dns_lookups.txt , BEXH/BEMEXEESHTE
L TextFSMER S 2 B &F o

Step 2: Add diagnostic details

Hosts to lookup

WWW.CISCO.COm

Rezalver IPs (optional)

208.67.222 222

EROmERE

- TH— EZEHENAR E (IRERLE) .
- BEREARAI(BBER ) B

« macOS/Linux:& T Ei&{Ttcpdump -DEASIBFIE T ANE , RERABERARBIE
TRENNE(TSEEHMAEEN AE)ETRREE. NRAKRZIZFSH @, AlTH
ELRE4EBRMNany M H. WESEMECEN N E LI TET,

« Windows: £ AFMZHBERIHEFMENIC LETHE (F2RT—&idr T,
) o FERAREBENHEMdumpcaphF , RZAIERFHEEFERANZTN N EH,

+ Packet count — BENMHERHENER T, FEFL:100.5%KE : 10,000.



- HRERE (¥) —SAHEEFERRE (¥ ). FEi%:macOS/Linux£20% , Windows £5%8,
RAME : 300, ERHITHBRISERBRGE (UAEBERLE )  ERFEL,

KEEETHNEHTHEMTE

A
MIEE : (Windows): T EM BEEERENTAREERE, E&=Epktmon ( AER

Windows 10 v2004+5 ) | Eli R E|ldumpcap ( TR EZ % Wireshark ) , REEBREFER

f# FnetshiR i,
Platform Primary Tool Fallback 1 Fallback 2
macOS/Linux tepdump M/A N/A
Windows pktmon (Packet dumpcap (Wireshark) netsh trace —

Monitor) — captures — captures to PCAP captures to ETL
to ETL, converts to
PCAPNG

Packet Capture Settings

Interfaces (3

end [I5P) = la0 [Loopback] = utun [VPN)

Packet eount (max 10,000) Duration [max 300 sec)

3
Lok

| 10000 | 300

BER MR hESR

FRABENESSENENEEREREBNER ;| tcpdump/{interface_name}_capture.pcap ( 4l
#Men0_capture.pcap. ethO_capture.pcap ) » IBEREBRERFERER
(tcpdump/packet_capture_manifest.txt) , L FEAN T A, ERSFHE. HERE. BEN TEN

HERR,



Pings& &

* Host/s to ping — B A EpingWV = # ( LUESR 5 ) o = : www.cisco.com

Ping Settings

Hostfs te ping [comma-separated)

WWL LIS 00, COMm

URLTEMRRE

- EREMNURL — I AZHIFAURL ( PLESR 7 bR ) o gl https://github.com
- ERAHTTP GETHARBIETEM,

« TARKIR : 80(HTTP)/443(HTTPS), #EMREIIERIFFEEREFIURLAF (40
ashttps://example.com: 8443),

- BERERAK20MEURL,
« RE:EEURL30®,

- SAEURLIKENER : URL, TIEHRMMREE, HTTPARRERE., EEIEB(ms). AREK
E. SHBITIPHI, TLSHRAFMEREE.

. #E R 7F Elreachability/reachability_results.json#l
reachability/reachability_summary.txt.

URL Reachability Settings

URLS to check (comma-separated)

WWWL LS00, Com

R B

E-III,
kg

E

o FHURL — B ARARKEAGENEH (25oMR , 2108 ) o #H : www.cisco.com
o P ERRERAF R BITREBIE : policy.test.sse.cisco.com
- BROEEBLERAFERENTIEERBED B BHHEHHARER,


http://www.cisco.com
https://github.com
https://example.com:8443
http://www.cisco.com

Policy Test Settings

Host URLs

[ YW IGO0 GO ]

HAREEERE

« BEURL — B AHARHEMURL ( LUERE DM ) o & : https: //www.cisco. com/

p B HARE E sl {E X #Google Chrome, &% T EfEfAChrome DevToolstE ( BEid
chromedp ) BBV ETEEMNChromeBELHERBRRE. BRENRK LELE T Google
Chrome, B BIF X #&EFirefox#Safari,

HAR Capture Settings

Target URLs

[ WAL CISCO. COTT ]

KDFEXE

BREZHNENEEANESRRERNNER. KOFESEFIENZLEFinPRANFEEER

- KDFFERX — BEESRRERAER.

« KDF HEX — R 2RBEENERBHER T NAEMHIE, BE TBEZ, B, mAKZEC
B+ EIE,


https://www.cisco.com/

Preset Hex Value
Module Default {none)
DNS/OpenDNS Bx20801FF
SWG Proxy+DNS B8xTACOLFF
ZTA (ZTNA) Bx400BEA152
Custom User-provided
KDF Settings
KDF preset

Description

No KDF override is applied.
The Cisco Secure Client's
built-in module defaults are
used, This preserves the
customer's current debug
settings.

Enables DNS resolution and
OpenDNS proxy debug flags
via acsocktool -sdf.

Enables SWG + DNS debug
flags via acsocktool -sdf.
Also sets
SWGConfigOverride.json with
"loglevel®: "1" for
enhanced SWG logging.

Enables ZTA debug flags via
acsocktool -sdf . Also sets
logconfig. json with
"global": "DBG_TRACE" for
maximum verbosity logging.
May trigaer a VPN agent
restart on Windows,

Allows entering a custom hex
value for advanced
troubleshooting.

Module Default (no override)

KDF HEX Extra args

[

aplional, e.q., -u -



KDF Settings

KDF preset
Module Default {no overrida) # JI
Module Default (no overrida) w

DHSOpenDMNS
SWG Proxy+DNS

ITh

Custom

« NSLookup URLs — ;& B EZ&nslookup £# ( LLEESMR ) o &Z10URL, RFESIR
BriEChENSBNE EHEEEEREH,

« BRMURL — T3&# B E ZEtraceroute/tracert =8 ( USRS ) » &Z10fHURL, ZIEHE
macOS/Linux + B Ei{# Atraceroute , £ Windows t B Ei{£ Btracert.

« BETIENIP — AR nslookupEHN AZEBERBMERIP ( LUESR DR , 21208.67.222)

. 222,208.67.220.220), B®Z5EIP, IEEE , BT ZERNEMBITE ( RHETERDNS,
127.0.0.1, 208.67.222.222 ) 24\ , BEEHAEESMNTE.

Reserved IP Settings

NiLookup URLS

[proy a5 56, CIS00,COM

Traceroute URLs

proxy NeEpe. Lo 550, cisco com

Resalver IPS [optional)

l 20887 222220 I

REWHIPFEAET



ARERT , REPZEEARELES

FEF& Traceroute/Tracert B 1% ( BB HFIEEL B RET)

BE B &Y
208.67.222.222 F)OpenDNS = & # {rl lR 25 AV & FH
208.67.220.220 FIOpenDNSHi B % & fl iR 27 HY B& B
146.112.255.50 B A FICisco SWGEE L HEIP
swg-url-proxy-https-sse.sigproxy.qq.opendns.com|#& B ZISWG B F #2

« macOS/Linux:fi Atraceroutein &

« Windows:{ Ftracert@ii &
FEEXNSLookupZEi ( HEISHHFTREIELEMHELT ) .

HSHUBTEXFEPNSEANEXEHAEEnslookupBF. BRIEAT , BAEXNEESHE=MA
REEFRER

Resalver Description

Systemn default DNS The OS-configured DNS resolver (no explicit

server argument)

127.8.8.1 Localhost / local DNS proxy (e.g., Cisco Secure
Client's local resalver)

208.467,222.222 OpenDNS public resolver

MREE T BERBNIRIP (§120208.67.222.222 ) , AIGHIE LM RIPHE IR EEP



, I BiE SR BT fEH = Enslookup B &,

NSLookup B & :

Target Query Type Purpose

debug . opendns . com =T { -type=txt) OpenDNS debug record —
returns device identity,
organization ID, policy flags,
and server info

swg-url-proxy-https- A (default) SWG proxy hostname

sse . sigproxy.qq. opendns. com resolution — verifies DNS is

correctly resolving the SWG
proxy endpoint

filgn , ERAFERNIBEHEMERNE , EEEES nslookupE## ( 218 B Fx 3EFEMERX ) . #FE—E
BERBNENIPEKILEBEEINASMEER (288 Ex 4EREMTER ) .

516 B E & £ &R HAINSLookup URLERIBHEEN TREMENXNEE (WE+BERHENEN
) EITEM.

FIERR#RSE —EE RSP : reserved_ip/reserved_ip_diagnostics.txt , #Hi(traceroute,
nslookup)7#8 , A AT BEERRSSERE W EENBTER,

&

MBERD KN

EBBEBSWCHREREEBFERSBDANERHEARE, cAMEEN

1 REZEEN  BBEMRENEREANFHSHEURL , RARE-—LLERER, (7R ) EXARNFH
DATHIHARIE 2,



Performance Diagnostics

Compares page load imas throwgh SWGE proxy va Direct Internet Access (DIA). Each URL is tested Both through the current proay and directly,
thaen results are compared side-by-side. QOptionally generates HAR files for detailed analysis

Diagnostic Mode

Overall Diagnostic w

Default URLs (always tested)

hittpsJfamazon.com
hittpaabay. com

hitips bing.com
hittpaan, wikipadinorg
hitlpssTacebook com

Additional URLs (optional, comma-saparated)

[ ]

D Generate HAR files (captures full network waterfall via headless browser)

Number of test runs per URL

E )

Results are averaged across runs, HAR mode uses a
single rumn.

2 —AURLZEEX. R UBBERENEERN AZRENIBIEURL , REMSERIL TR,
( ANE ) ERARFED THARE SR,

Diagnostic Mode

[ O LURL Deagnostic - ]

URL to test

[ l

I:l Generate HAR files (captures full network waterfall via headless browser)

Number of test runs per URL

E

Results are averaged across runs. HAR mode uses a

firghd run,

- JIRERENEEREFPIHRES -



° %\l L
- BA
- R
- UREZ
- REFEFRIRE, BREIFZEENES

Certificate Store Inventory Settings

Collects certificates from system certificate stores to identify missing, expifed, or untrusted certilicates

Certificate stores to scan (comma-separated, leave blank for all)

BHEERARE -

. BATEEMNFAFEURL,

. HE
- BREIRTE

- BEIFX

. STEEES

- SSL&BKRER

Debug Page Load Settings

Loads (:E‘i]l.:j_'j agnostic web pages and caplures rendered content and t |'|'li"lI_E data

Debug page URLs (comma-separated)

https=ifeane, CISCO, Cam

BF

1. EERFABRESRECHANZENERE,
2. 2 — T Start DiagnosticsFA A2 BIE1T.

3. #—TBackiRE$B1 , ik — T CanceliBH

it SERBEROMUSRLE R, BLALEIEELHER

, TREFRIE RSB



BRlinH2E T A UEET

ERET RS R EIRNDEES (BIMZTNARSWGIRKE) B |, 2
BREPEE , TEREEBDERENERZBEE,
RAREBEEE  IEXEERSRIESFANZEHER,

SRR B SRS ThaE R B A E B R

TEAEE

+
IR

E# , EBRGHAT B FERC #kA
HE —

)’n'nl'ﬂ

H # Diagnostics Paused R & i |, 55698

&
- ERBIEEHBRNBE, B6RR

. EFNEZEFIVPN
- FAREERENABEARER
- EEEYRERNSE

- EREER , — T Continue

REWEIZEHFE,

REBETE, AR, RTERBREER. REER
EERTEEMEARER. £ —TContinuediBIT5EAZ Al , B S A REEERE,

(w5
MRWREIHETRIE , AIMUERETEIEFEEE , MARYEET R

1. BRRIEFERNNEFEES,

2. B,
IR B im I IREnter B 18 .

4. FHETTHo



@ ® @ CiscoEndpoint Dlagnestics Tool (CEDT)

Diagnostics Paused

“ The following are now active: Start Packet Capture, Enable ZTNA
Debug Flags, Backup Z THA Trace Config, Enable ZTMA Trace Logs,
Reload ZTHA KDF Driver. Please reproduce the issue now, then click
Continue to stop all debugging and collect diagnostics,

Continue

ERAFTRRT

# — T Start Diagnostics# , MIREMA T HFERALBEN R (WENSHEIHRERR ) | &%
TERRREMATESHIE,

Lt B & B8 R — {8 & AAdministrator Privileges Required FV 55 /5 1 -

E—TYesRTFEEEUH#, ESBEAEmacOS/WindowsBRIFE o
¥ — TLimited mode MEBIREM A E TSR, CRIBSEEK (ERTHE,. FAEER)

macOS: & 7] LAt osascriptE FIHEEmacOSEIFHFE L, MALNRRER , REE—T
OKo,

Windows: HIRZXUACE SR R, E—TYesHA A5



Administrator Privileges Required

Some diagnostics (debug flag, packet capture) require administrator
privileges. Enable administrator privileges to run a full diagnostics of
your system,

n Select Limited Mode to run diagnostics without administrator
privileges.

Limited mode Yoz

B configure your disgnostic settings below, then click Start Diagnastics.

Cisco Client Endpoint Diagnostic Toal ey
Step 2: Add diagnostic details u
Add details for the listed diagnostic SeMmgs 1o Tine tung
osaseript
GEASCripl wams 1o make ﬂﬂ.‘lﬂbﬂn.
Entor your passward to allow this. j
[=—e = ]
['Pa;mm ]
Reserved IP Settings
oo QD
MNELookup URLS

-
I oy SN 0. 550, 500, Com ]

oplicnal custom nslookup hosts (comma separated)

Tracergute URLs

[ ey |55 58, C1GC0.COM ]

optional custom tracercule hosts [comma-separated)

Resolver IPs {optional)

I 208 67222322 l

Comma-separated reiahaer 1P, Ledad &mply 10 uis syslem dalault

Cancel Back Start Diagnostics

LB ETEEST

BE®  ZTERETMEEENDEHES

- EERERERTRERBIM59% — EEHITERK3/9:DNSEH),



- DETIEEH#ET...... EEBETRERS.
- HETHIRE  rERERMIERER/IE,

- HREH T "Diagnostics in progress %8t (BEZA ) , RRIEIE,

¢

BiEETA , FFRR. F2BMAEAER.

e Diagnostics in progress...

589, Executing task 3/10: DNS Loakup

Ciseo Client Endpaint Diagnostic Taol
Step 2: Add diagnostic details

Add details for the listed diagnostic setlings to fine tune your tests

aptional, e.q., -u -t

Reserved IP Settings

NSLookup URLs
S

opbiandl Custom nslooxup hosls (Comma Separ 1ied)

Traceroute URLs

aptional custom traceroule hosts (comma-separated)

Resolver IPs (optional)

Cancel

R

BE — EEZITAC



TERFADEH®R , BEBRTHREFELR

PR, LEERETACEM,

¥

ZHEARETR

- FE — £ERNZEEENESR ( Wcisco_diagnostics.tar.gz ) o
- BRAD — BEERHK/D (W7.72MB) .
« SHA256 — IR EEMRIFNBEERNRBI,

LESTACEHIRLTER

1. B A& # Case ID(H5111698746730),
2. AZER (HERRZERMY),

3. #%—T TOpen TAC Case, AR EE,
HERER EEARREBII LE......85.0%(6.56 MB / 7.72 MB)
ZR EE , BT UTRE

« E—TSkipBAFABRE AR A LH, FEERDREFEERL.



Diagnostics complete. Upload file to a TAC
case.

Archive: clsco_diagnostics.tar.gz
File size: 32.54 MB

SHAZES: deietereti et e R i S e Bty
A

Case 1D

[ e.q 700108180 ]

Token

| Lipload 1oken from cxd cisco.com ]

LEEN — BRER
B EER  ERERSERS
ZEFREE I LEEBIRBI[RHIID]

HE B REE R 100% R 1A I 5T R R
BE

« ¥ —TRun AgainBAAF 2 EHETT,
« #—TCloselR HEERARER.,

WHE



THBEHREED

* macOS:~/Desktop/cisco_diagnostics/

* Windows:%USERPROFILE%\Desktop\cisco_diagnostics\

B H 17 88 8 2 (cisco_diagnostics.tar.gz) M iE L IE N B EFMERENZEHE R

%S AE

Issue Resclution

Mo products detected Ensure Cisco Secure Client is installed and
running on your system.

Packet Capture greyed out Enable it in Step 1, and grant administrator

privileges when prompted.

Debug Flags greyed out At least one Cisco Secure Access product must

be detected and selected.
DebugView greyed out This option is only available on Windows.

Upload fails Verify your Case ID and Token are correct.

Check your internet connection.

“Administrator credentials could not be You cancelled the password prompt or entered
obtained" an incorrect password. Click Start Diagnostics

again to retry.

Limited mode warning Some privileged tasks were skipped. Re-run
with administrator privileges for a full
diagnostic.

w REE

QUt TEWREHREE R ?

ARTEEWERREN (FERK. HE, BXEEE ). BAEXAR. TNEREENCRE
BHRES , UREINZ2HBEEEABENRKRZHEN. SEFENESER  F2RLERE
THMERREN, REBEABEAER,

QRAFEEEE/MREMAESHBFTTE?


https://cisco-sbg.atlassian.net/wiki/spaces/CSST/pages/1413360053/CEDT+-+End+User+Guide#what-system-data-is-collected

EESFBEFURERTEN , BEBREH. NRREAER SRR LEDHE (ERaOBE.
MR ) o R LEFRFEY AFFERE,

QRAUZRETZIER?
A, BREITRERE , AIE—T "TBIRET. URBHHZE SRR,

QR EEME ?
AR B B HE R RS 12 B cisco_diagnostics B #1358 T By Desktop ( R¥E ) o

QIREZBTACEHBIIDIE ?
AT VE EEEFERRFE-T "B, . FEERMEEERE, SUTURRFHRE LER
TACES , BN ETREMHEA,

QEREBEME?
A EREERW R (tar.gz) , BREREITE 8 B EETHRE

QHARHFE X EHLBIESR ?
A:HAR##HYE B 51 X #EGoogle Chrome, &I E A Chrome DevToolstfEBRBEZIER B
o EE??HAR%EZEHE&E?%ChromGO

QEFEHRTHER, BHETHIT?

AFT—E, EEALTERUMAFMEBRRER TR TEESR. REEATNETHR — W
RRBEMALER , TEKBEEET K MIAEE,
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