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el Saeurity Cloud Control
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Resources

W YERERT Sources and destinalions
Cisco-jalyaday
Internal Matworks
rca Groups
“ Platform menu Neiwark Devices
Registered Networks

Roaming Devices
@ Home Service Account Exception
| Experionce Insights Security Group Tags
SDWAN Service VPN IDs

Netwark and Service Objects Privats Buscurce Group

Connection Methad

Connector Groups

ks, of subnets that your organization controls Sccess to. You must configure a private rescurce if you plan 1o allow end users 10 Connect to this resoUNce using 2ero-Trust

Accessed by Rules Tatal Requests

Il Secure 5 Destinations

Internet ar e SOUICES
4 Monitor »
Private Resource | %

Settings
ARA Servers

DNE Servers

Cleni-based ZTA

Clent-based ZTA 1

Cort-Based ZTA

2HRARERER  BABRARENEE. ®HRDescription

BEERBWEEN.

+ Private Resources

Add a Private Resource

0 2 1}
0 2 o
o 2 o

, BRCRMBENERARRER

Private Resources are applications, networks, or subnets that your arganization controls access to. You must configure private resources in order to choose them as destinations whan creating access rules

Help

General

Private Resource Name

AD-Server

Description (optional)

Active Directory server
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Private resource address

Define how the private resource will connect to applications through Secure Access,

Internally reachable address (FQDN, Wildcard FGDN, IPv4, IPvE, CIDR) © Protocal Port / Ranges
( sd.csatocal ] [ver-rop v ) (A | *+Protocola Port
Remove
Intarnally reachable address (FQDN, Wildcard FQDN, IPv4, IPvE, CIDR] © Protocal Port / Ranges
[ 10101020 ] [‘rc;v -RDP v ] [ Any ] + Protocol & Port
Remove + IP Address/FQDN
B use internal DNS server to resclve the domain PrivateDNS (10.1010.20)
Internal DNS Server
[Pl‘ivaleDNS {101010.20) w ]
5 ALS P
Zewfl —ERERKE
A Ll A >
5. BEEFuRRIERS
Endaaint . 2an Mathad
Specily the ways user endpoints can reach this resounce. Later, sccess rules will i ich and devi Ethe résaurce.
Branch Connections.

Mlow users and devices an the netwark, such as printers or dasks, to connect to this resource f aliowed by access rules.

B Zove-trust connections

@D cuem-based connoction

Enforcement poinis

Cioud-onty

Choud of Local [Universal Zero Trust

ACcess)
Remate user

Lecal-caly

2

Userina
trusted natwark
o2
Cancol

Z2gE —EREREE

6. & —F "Save,

$24 —BUYERFBERA

Allow enApaInts 15 ConnaCt 1o this esowes Tram cutside wour Netwark without requiring & VPN conasction. Halp o

Mllow connections from endpoirts that have the Secure Client instalied, Enable this option for maximum control aver endpoint security requiremants (pasture).

Enforcement point for Remote and Local Users

Secure Access Private Resource
Cloud

wig Insarnat @




1£Secure Access EERBE AR , LI{ERUniversal ZTASEMER . BRAFMEENR , F28

= AR A
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e . [ Rule Defaults and Global Settings
PO tign B
Cisco-jaiyaday » 5 1
o @
Platform menu Data Lass Prevention Palicy
Profiles
ey Engpoint Posture Profies
s Experienceinsights > . ot
A cly P, Aoosss Action Souross Destinations Security  Hits Status
% Connoct 2 App Risk Profiles
™ Resources 3 low Private ) Allow Any A Users AD-Server 82 (]
Settings
Paivte & Allgw Any AD Usars Bzl -]
2 Monitor 3 Natification Pages
5 Admin : Do Not Decrypt Lists 5-Allow Private @ Allow Any AD Users InternalBHE. ]
Cesrtilicates
— = = &<
R — HEREEE
278 .
2.3 —TAdd Rule , A% 1&#Private Access.
HERHERANECRETHNREE
R A TE &R = 1R 47 Bl 4 B T 0
Access Pollcy [ Rule Defauits and Global Settings
Internet access rules apply te traffic to public internet sites from devices that are on your netwerk or that your
organization manages. Private access rules apply to users and devices accessing applications and other resources on
your internal network. Secure Access applies the first rule in the list that matches traffic. Help €3
) Jl 5 v Add Rule
2 Rules Coentrol and secure access to resources and
applications that cannot be accessed by the
— general public,
U #0 Rule name: Access Action Sources Destinations Securil
Internet Access
- Internet [ Generative A_. .
O 1 BlockPage-TEST @ siock Ay, Control and secure access 1o public
P destinations fram within your netweork and
_] 2 RAVPN-Allow Internet @ alow Any AD Users Any from managed devices
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https://docs.sse.cisco.com/sse-user-guide/docs/add-a-private-access-rule

Add AD-RDP-Allow

Create a rule to control and secure access to specified private applications and other
destinations on your network. For an end-to-end guide to completing prerequisites and
configuring a rule, see Help 3

.) Rule is enabled Logging is enabled Edit
Summary ~

Sources @ Destinations

Any Allow A o Any private destination

Rule name Ruile order

[ AD-ROP-Alow | [0 §

° Specify Access

Specify which users and endpoints can access which resources. Help [

Action

@ Allow @ Block
Allow specified traffic if security requirements Block specified traffic.
e gt

Z2FE — HEARBEE

4. ZERAURE , ARBEFRFENB R

Rule name Rule order

[ﬂnl]-RE)P-AIIow ] [ 1 - ]

o Specify Access

Specify which users and endpoints can access which resources. Help [

Action
() Allow Block
Allow specified traffic if security requirements Block specified traffic.
Are mat
From To
Specify one or more sources. Specify one or more destinations.
AD Usefs «Any AD Users @ Private Resources « AD-Server 3 ®
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Endpoint Requirements

For zero-trust connections, if endpoints do not meet the specifiea requirements, this rule will not match the traffic.

Q Zero-Trust Client-based Posture Profile  puls Dafaults
Requirements for end-user devices on which the Cisco Secure Client is installed.

Profile: None | Requirements: None

Private Resources: AD-Server

For Branch connections:
Endpoint device posture is not evaluated for endpoints connecting to thesa resources from a branch network.

User Authentication Requirements

Help 7

@ Zero Trust Access: User Authentication Interval  Rule Defaults

Frequency with which end users verify their identity, in order to connect to any private resource using client-based zero trust access.

When disabled, users are not prompted to re-authenticate to the network. Help 3

(2) Configure Security

Configure security requirements that must be met before traffic is allowed. Help 3

Cancel
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6. BEREM

(©) Specify Access

Spacily whith usérs and Endpeints can 50888 which resources. Help

Configure Security

Gonfigure sacurity requirements that must be met before traffic is aslowed. Help

Intrusion Prevention (IPS)  Rule Defaults

Traffic that matches this rule will not be inspected by the intrusion prevention systam. Help .7

Security Profile  Rule Defaults

The following security settings will apply to traffic that matches this rule, Help 3

Security Profile: System Provided - Private Access  File Inspection: Enabled | File Type Blocking: Disabled

Cancel
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7.3 — T Save

(I Dpisabled

Save
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Tl BCEES FUliS SPREl 10 (BN 10 PUbES NGt Sites 11aM (EvicES ERAL Bk N YOUP DAtwork of that your
/a1 Acciss rubes apply 1o usens and davices sccesting spplications and othar ressurces on
Azcass appias tha first ruls in tha Est that matchas traffic. Help (7

Fude Dofsults and Global Settings

o (Seommnrer]

] #0  Rubename Access Action Sources Destinations Security Hits Status

0 1 AD-ROP-Allew Prevae @ Allow Any AD Users AD-Servte £ - -1 ‘

0 2 BlackPage-TEST Inteme @ Bk Any Denarative A @ - o

0 3 RAVPH-Allow Inteemet @ Ailow Any AD Users Ay B 4927 -]

—
T T I T

Default Access Rules @
Rude namse Action Sources Destinations Secusity Peosture ]
For all private access @ ok Amy Ay private destination - -
For all inlernet access & niow Ay Aryy Internet destination -
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1.8fiEConnect > End User Connectivity > Zero Trust Access , A% & — T +ZTA Profile

= End User Connectivity [ & claco secure ciiont | [ mManage sarvers ~
End user connectivity lets you define how your organization's traffic is steered from
- endpoints 1o Secure Access of to the intemel. Help
Homa Zero Trust Access Virtual Private Network Internet Security
it Enrcliment methods
Expererie
insights Belore users can acoess resources using client-based Zere Trust Access, their endpoint devices must be enralled.
Manage enrclimant methods for your crganization hare. Help £
¥
& Windows and macOS devices enrol using: 550 Authentication  Certificates
Cennect
A 05 diviees enrell using S50 Auth
=
Aesources
Zero Trust Access Profiles ® Manage Trusted Metwork
1
. Manage Zero Trust Access (ZTA) profies, which allow you to add users and groups 1o unique traffic steering configurations for client-based ZTA connections. Help 5
Seeure
# Hame Secure Private Access Secure Internet Access Users & Groups: Last Used
a
Mositar
Q
Iwvestigate
do
Asmin

Mo ZTHA profiles created.
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& End User Connectivity

o Create profile
= For cli Zewo Trust A add which a 5ot of users and groups can be stearnd. Help
Hame
ZTA profile name Priority Traffic Steering Limits ©
1
‘s [ ETAkdafns ] [ [LCLETA et - i0S Sk Android 10k macOS/Windows 100k
Expirience
Insights
i s Private A
° Securo Private Access
O Destinatiens Acd the private destinations and private resources to which a set of users and groups can be stearad, Help
= 2 Securs Intermel Access Traffic Steering  Options
Resmroes
3 Usars and Groups
v T (o)
Private Rescurce
- Destinations & Private Resources Destinations  Modified
Ya Add private are
i © zpc.sseciscotest 1 Feb 22, 2023 for chent-based Zero Trust Access,
~. Add Destination
Q pudd that are not configs
L a5 [private resources that uses traffic can
access during Zero Trust Access,
do
Admiey

R — ZTARBRESR

Add private resources

‘Select private resources that are configured for client-based Zero Trsst Access. You can add up 1o 100 private rescurces at a time.

[Private Resource
x

O LAB-InsideNetwork [10.10:10.0/24, taciab eom)
[ LAB Management (18216810124

[ DMs-Mgma (192.1881.20)

O internalDNS (101040.20, 192968:1.20)

B AD-Sorver (10101020, ad.csalocal)

O Rowter-1 (13:10.10.01, router taciab.local)

[ Rowter2 (101070002, router2.esadocal)
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# End User Conneciivity

Create profile
. For client-based Zero Trust Access connections, add the destinations to which a set of users and groups can be steered. Help
Home
ZTA profile name Priority Traffie Steering Limits ©
@ | TraProfme ] [ 1 currernprosie N i05 5k Android 10k macOS/Windows 100k
Expotience
naights
s Users and Groups
P . @ Secure Private Access P
annec 2 Destinations Add a set of users and groups that will be steered to vanous destinations added to this ZTA profile
= @ Becure Internet Access
Users ©  Groups ©
Resowrces D ———
o Users and Groups ]
Secure
Name Email Type Users
a
\nariter
Q f -
rvestigaie

sl

Mo users
Ademin

Worktiows
ZTA profile name Priority Traffic Steering Limits ©
ZTArrolis 1. Curront profile = 108 Sk Android 10k  macOS/Windows 100k
Users and Groups
@' Secure Private Access up

2 Destinations

Add a set of users and groups that will be steered o various destinations added to this ZTA profile
Secure Internat Access

Users 1 Groups @

| [C Search |

o Users and Groups

Harme Ermail

Jay (jay@csa.local) lay@gmail.com
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% Remcte Desktop Connection = x

Remote Desktop
~>¢) Connection

Computer: ad.csalocal

Username: csa‘jay

You will be asked for credentials when you connect.

'&, Show O ptions Connect Help

== Windows Security 5 9 Cisco Secure Client = >

Enter your credentials

Ready to connect. .

These credentials will be used to connect to ad.csa.local. | Connect

18y
Password Zero Trust Access:
Zero Trust Access is active,
Passwaord
csaljay

r_] Remember me
L Umbrella:

Umbrella is inactive,

. Service Unavailable.
Maore choices

OK Cancel

o @ e
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¥} Remote Desktop Connection = 4

Remote Desktop
Connection

Computer: 10.10.10.20

Username: csa‘jay

You will be asked for credentials when you connect.

C, Showe Optio... Connect Help

@ Windows security w | 69 Cisco Secure Client = X

Enter your credentials Ready to connect.

These credentials will be used to connect to 10.10.10.20. |

jay
Password Zero Trust Access:
Zero Trust Access is active.
Password
csakjay

| | Remember me
::] Umbrella:

Umbrella is inactive.

Service Unavailable,

Mare choices

0K Cancel

& @ -l
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Activity Search =) = 8 LasT 24 HOURS ™
Schadule Export CSV

Q, Search by domain, identity, or URL Advanced CLEAR Saved Searches - & Customize Columns ZTA Client-based ~
IPADDRESS  10.10.10.20 X RESPONSE  Allowed X Restore to default layout =

& Search filters 3 Tatal ) Viewing activity from Jan 11, 2026 4:4% AM 1o Jon 12, 2026 4:49 AM Page: 1 =  Results per page: 50 = 1-30f3
Response Saloct Al Request Sauree Rule Identity @ Destination Destination IP Destination Port  Action ResourcefApplica %
M © Aliowed
o & Bl AhAdaced L jay(jay@csatocal) L jay ay@csalocal) adcsalocal 101010.20:3383 3389 ® Alowed  AD-Server

oCk
L jay ay@ecsalocall L jay ay@csalocall adcsalocal  101010.20:3389 3389 © Allowed  AD-Server

Identity Type Salect Al L joy llay@csalocall L jay ljay@csadocall adcsadocal  101010.20:3380 3389 ® Allowed  AD-Server

ZEHE —FBRSE



Activity Search

@, Search by domain, identity, or URL

Advanced

CLEAR

Saved Searches »

®

Schedule  Export CSW

@@ Customize Columns

W LasT 24 HoOURS 7

ZTA Client-based ~

P ADDRESS  10.10.10.20 X PORT 3389 X Restore to previous state ~
Q Search fiers 3 Total O Wiinwing activity fram Jan 11, 2026 4:53 AM to Jan 12, 2026 4:53 AM E‘fﬂﬂt Dm“; x
Page: 1 ~ Resuitsperpage: 50 - 1-30of3 Identity
Response Solect All
A jay (jay@csalocal)
@ Alowed €3 Advanced Request Source Action Destination Destination IP Destination >
[] ®Blocked .
L jay jay@csalocal) @ Allowed  ad.csadocal  101010.20:3389 3389 Rule Name
AD-RDP-Allow
Identity Type Select All ZTA CLIENT-8 L jay Gay@csalocal) @ Allowed adesalocal  101010.20:3389 3389 .
RessurcafApplieation
(] & ADUsers L jay jay@csalocal) @ Alowed  adcsalocal  101010.20:3388 3389 © AD-Server
] as AD Groups
o AD Devices Zero Trust Access Profile
O] © SAML Users Default ZTA Profile
Trusted Network
No Match
Enforced By Select All
Enforcement Point
Secure Actess Cloud Secure Access Cloud
O FD
Destination
U Umbreta Cloy ad.csalocal
Dastination IP
10.10.10.20
Page: 1 ~  Results per page: 50 « 1-30f3
— = RS =
gl — EBBES
= (T\
Activity Search &) () maerzenoms
Schedule  Export C5V
@, Search by domain, identity, or URL Advanced = CLEAR Saved Searches ~ BB Customize Columns ZTA Clhent-based ~
IPADDRESS  10.10.10.20 X Restore to default layout ~
o Search fiters | 9 Total ) Wiowing activity from Jan 11, 2026 551 AM ta Jan 12, 2026 5:51 AM Page: 1 ~  Results per page: 50 = 1-9pi9
Response Sadect All Rogquest Source Astion Drestination Destination Destination Port  Resour Zoro Trust oF ¥
T @ Allowed
et © Advanced EEENITETE L jayay@csalocal) @ Alowed 10101020 10101020:3288 3388 AD-Sarver Default ZTA Profile AD-ROP-Mllow L+ win
GEEEEIETD L jay (ay@esatocal) @ Alowed  101010.20  10.1010,20:3388 3389 AD-Sarver Detault ZTA Profile AD-ROP-Allow L+ win
Identity Type sencrsn (LTI L jayOoy@csadecal) @ Alowed  adesadocal  10001020:3388 3389 AD-Sarver Detault ZTA Profile AD-RDP-Allow b+ win
L AD Users ETETR L jayley@cealocsl) @ Alowed 10000020 100000.20:3360 3360 AD-Server Default ZTA Profite AD-ROP-Allow Ly win

0w AP Frrusne
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Activity Search

Q, Search by domain, identi

Advanced ~

CLEAR

Saved Searches ~

=4
Schedule

BB Customize Columns

Export G5V

B LasT 24 HOURS ™

ZTA Client-based -

1P ADDRESS: 10.10.10.20 = Restore to default layout =
o, Search fiers 8 Taotal &) Viewing activity from Jan 11, 2026 5:51 AM to Jan 12, 2026 551 AM  Page: 1~ Resultsperpage: S50 ~ 1 -9cof8 Event Details *
Response R 1 5 Act = N Action
plect Al hoquos ource ction
Select Al @ Allowed
© Allowed © agvanced
s L joy (jay@esalocal) @ Alowed 10101020  101010.20:3389 3288 AD-Sarver Block Reason
@ Buocked _
A joy (oy@csalocal) @ Allowed 10107020  I0I000.20:3389 3386 AD-Sarver
Connection Mathod
Identity Type Select All A juy (sy@esalocal) @ Alowed  sd.esaloesl  101010.20:3389 3380 AD-Sarver s ZTA Client-based
4 AD Users L joy ljay@esalocall @ Alowed 10401020  10101020:3339 3388 AD-Sarver s Time
@ AD Groups Jan 12, 2026 5:51 AM
O AD Davicas L joy lay@esalocall @ Mowed  adecsalocal  101010.20:3389 3388 AD-Sarver
D saML Users L joy ay@csalocal) @ Allowed  ad.csalocal  101010.20:3389 3388 AD-Server . Access details
AL jay lay@esalocall @ Alowed  ad.csalocal  101010.30:3389 3388 AD-Server dentity
Enforced By Select Al ) L jay (jay@csalocal)
A oy ay@esalocal) @ Allowed  ad.csalocal  101040.20:3389 3388 AD-Sarvar
Secura Access Cloud Winl
FTD A oy ay@esalocal) @ Allowed  adicsalocal  1010U0.20:3389 3366 AD-Sarvar
Rule Name
Umbreta Cloud §
AD-RDP-Allow
Ros [ Application
AD-Server
Zero Trust Accass Profile
Default ZTA Prafile
Trusted Network
No Match
Enforcement Paint
Secure Access Cloud
Destination IP
2UE — EBHES
zZ o] — =
BEFMCEREH
3.5 7@ FMCE;
Events  Troubleshooting
C Destination Port [ ICMP Gode 3369 +
wr % L 7 events
Sourco Port]  Destinatisn .
Ti A [ il hon 1P A Il
me Event Type etion Reason Source Destination 1EMD Type Port [ IEMP... Web Application ccess Control Rule +N
> M026-01-12 00:51:24 4 Connaction Fastpath 100112.20.48 10.000.20 17674 | tep 3380/ tep *
3 2026-01-12 QG520 4 Connaction Fastpath 10012.20.48 10.3010.20 anon i wep 3380 tep :
3 2026-01-12 00:51:18 % Connection Fastpath 100112.20.48 10.10.10.20 &IN2 tep 3380/ tcp *
> 2026-01-12 00:d8:24 5 Connastion Fastpath 100122048 10.10.10,20 50758 [ top 3369 ) top ¢
¥ 2026-01-12 00:42:34 5 Connection Fastpath 100127218 10.10:90.20 60548 | tcp 3388 | 1cp #
¥ 0Z6-01-12 0001521 4 Connaction Fastpath 10027206 10.0000.20 40660 | icp 3389/ tcp #
> 2026-01-12 0045 4 Connection Fastpath 1001127216 10.}090.20 44262 | 1cp 3380/ tep ¢

FMCERE4

ARG — BEmERE — S HERE

BEAHERGELEER , EEAENNERRKIAEREHB LET  ERAEXERY
FTDGRIEFARM, o, ZTARMEFRSERIIRERBNERE | XERAFBFTORE T ERE

HNERER.



Secure Access

IPsec
Private/Cloud Apps

ZTA Client Inside

10.10.10.1

Remote User App p
jay@csa.local ata

router1.csa.local
10.10.10.101

BRZTA — A A GIHRE
1 —ELZLHBEPEREHER
EErEBEEEHBCZTARMEESRILEER (EEEER)

1. EE EResources > Destinations > Private Resources > — T +Add

o lae
cico

= Resources

Crganization ks, of subnets that your crganization conrols Sccess to. You must configure a private rescurce if you plan 1o allow end users 10 Connect 1o thes resource using 2ero-Trust
b % Sources and destinations
Cisco-jaiyadav »
Internal Networks.
rce Groups
= Platform menu Network Devices

Secure Access Registered Networks

Roaming Devices
v Last 24 Hours

Y
Haoma Sarvice Account Exception

& Experiencelnsights > Secwity Group Tags | | ~ || v w | 5 Private Rescurces + Add

e t SDWAN Service VPN IDs
s onnec
i

Metwork and Service Objects ¢ Private Resource Group Connection Methad  Connector Groups  Accessed by Rules Total Requests:

e . . - 0 2 o
' Saviarg 3 Destinations Chent-based ZTA

imernet and Saas Resources

4 Monitor > .
Private Resource W Cheni-based ZTA 1 0 2 o

o Admin 3
Settings
A AR Servers Chari-based ZTA - o . [
= Couns DN Servers

Z20E —EREREE

Security Cloud Control ] ! ° kA @ 0 O Jaikishan Yadaw - 333




2HRALEERER WAEREEZNEE, ¥ Description , BREIREAENERARIER

BEEABEEN.

= Private Resources

Add a Private Resource

Private Resources are applications, networks, or subnets that your organization controls access to. You must configun

General

Private Resource Hame

Routerl

Description {optional

Rauter] PR for UZTHA westing

SHMARVRENEHERWFQDN, K
WERE;

Al

4 32 1ZF W ERDNS A AR 25 LA B2 AT 15

Private resource address

Define how the peivate resource will connact to appications through Secure Access.

Internally reachable address (FODN, Wildcard FQDN, IPvd, IPvE, CIDR) & Protocol
routerl.csalocal Ary TCP

Remove

Internally reachable address (FODN, Wildcard FQDN, IPvd, IPvE, CIDR) G Protocol
101010101 Any TCR

Remave + 1P Address/FQDN

Usa internsl DNS sorver to resolve the domain

Internal DMS Server

PrivateDNS (100000.20)

5. BEWmMERSE

6. REFTDEAL L BEHER

EUUERERAERNIPHI, BRAFMEER ,

@ private resources in order to choose them as destinaticns when creating access rules. Help

"
s
&4
£

Part | Ranges

22 + Protocol & Port
Part f Ranges

22 + Protocol & Part

PrivateDNS (10103020


https://docs.sse.cisco.com/sse-user-guide/docs/add-private-resources
https://docs.sse.cisco.com/sse-user-guide/docs/add-private-resources

Endpoint Connection Methods

Epacify the ways user endpoints can reach this resource.

Branch Connections

Allw users and devices on the net

Zere tnust conmectiang

. Later,

wodk, Such as printers of kiosks

socess rules wil determine which wsers and devices can

Allowy endpoints to connect to this resource fram cutside your netwrk without requ

@D Client-based connection

Alkw SOnNECTions Trom onapoints that hava tha Secure

Enforcemant points

Clemud-anly

Cloud of Local (Universal Zeno Trust

Accais)

Locat-only

Local enforcement points
FMC_F..

Traffic from users within @ tusted network

will gat enforced at he sekected Firewa

Internal remate addresses are visible on end-user devices. If you want an address 1o be hidden, use an extemal address.

| Change the remately niachabile aedesses

Cancal

2

Enforcamant point for Local user

Ui in & trusted

2

ZEpHE — EREREKE

BEE « MBLBRENEMER , tE 8 B BSPREZFTD R B 48 3% R I 0 F

7. #—T TSave,

g2 — BUERFBBRA

1£Secure Access i BE AR , LAEMRUniversal ZTASEMEAEHRE . BRAFMEET |

1. BEZESecure > Access Policy

1o connect to this resource H allowed by access ruke

access the resource.

Local Firawall

P

Local Firgwall

O

=) -

3
¢
8


https://docs.sse.cisco.com/sse-user-guide/docs/add-a-private-access-rule

&>  Organization
Cisco-jaiyadav >

Platfarm menu Data Loss Prevention Palicy

Secure Access

[ Rule Defaults and Glabal Settings

Add Rule

Profiles
Ty ey Endpaint Pastine Profdes
'\ ExperienceInsights > o
Security Prafiles Access Action Sources Destinations Security Hits. Status
& Connact * App Rigk Profiles
™ Resources 3 Tow Private & Allow Ay AD Users AD-Server B2 ]
Santings
Privale (=) Al Any AD Users Esa e
% Monitor 3 Notification Pages
o Admin 3 Do Not Deerypt Lists 5-Allow Private @ Allow Any AD Users IntermaliHs & ]
Cedlilicates
= = PN
L2l — EREREE
S /- A .
2. —TAdd Rule , A% i&E#Private Access.
HEERRANCEETHNEE
B TEEB 2 R AR RIS a0 0
.
Access pOIICy [ Rule Defaults and Global Settings ]
Internet access rules apply to traffic to public internet sites from devices that are on your network or that your
organization manages. Private access rules apply to users and devices accessing applications and other resources on
your internal network. Secure Access applies the first rule in the list that matches traffic. Help
- -
: ] [=ntent «] [ = o v Add Rule
Private Access
3 Rules Control and secure access to resources and
applications that cannot be accessed by the
; general public.
_] [ 1] Rule name Acecess Action Sources Destinations Security
— Internet Access
| -RODP- ) §
U 1 AD-RDP-Allow Private (=) Allow Any AD Usors AD=Server Control and secure access 1o public
P _ destinations from within your network and
L ] 2 BlockPage-TEST Intarmnat @ Block Any Generative A... = from managed devices
[0 3 RAVPN-Allow Intermat @ alow Any AD Usars Any 4.2k (-]
Rows per page | 100 ~ 1-3of3 @

Z2FE — SAREEEE

3HTEBRAIRE



Add Router1-SSH

Create a rule 1o conired and secure sccess to specified private applications and other
destinations on your network, For an d guide ta completing prerequisites and
configuing a rule, see Help 7

@D Rule is enabled Logging is enabled Edit

Summary

Destinations

Sources @

KD Users « Amy AD Users. Allow e Any private destination

Rube name (T Rule order

[ Routort-s51 ) b

o Specify Access

Specity which users and endpoints can access which resources. Help O
Action

@ Allow @ Block

Aligw specified tratfic if security reguirements are met. Block specified traffic.

L2l — FERKEE

4 BRERURE  REBERFENBE R

Rule name {0 Rule order

[noumn-ssn-c ] [1 2 J

o Specify Access

Specify which users and endpoints can access which rescurces. Help O

Agtion

@ Allow ) Block

Algw specified traflic if security requicements ane mat Block specified traffic,

From Ta
Specify one or mor sources. Spacily ore or maca destinations.
AD Usors <Ay AD Users = @ Privat Resowces «Router] = &

L2 — SEREE

5.0 ERImER



Endpeint Requirements
For zero-1rust connections, if endpoints do not meet the specified requirements, this rule will not match the traffic. Help C

[] Zero-Trust Client-based Posture Profile  Rule Defautts
Requiramants for and-user devices on which the Ciszo Secure Client is installed,
~  Praofils: Mona | Requiremants: Moo

Private Resources: Router-1

For Branch connections:
ﬂ Endipaint dendce posture is not evaluated for endpoints connecting to these resources from a branch network.

User Authentication Requirements

() Zero Trust Access: User Authentication Interval  Rule Defasits.

Frequency with which end users verily their identity, in order to connect to any private resource using client-based zero trust access,

When disabled, users are not prompted to re-authenticate 10 the netwerk, Help

C"mw|

@ Configure Security
Canfigirs SHCUrity FqUENTBNLS hAL Mt ba mat bafars raific i slowsd, Help

Cancel

L2 — SEREE

6. BEREM

(©) Specify Access

Spacily whith usérs and Endpeints can 50888 which resources. Help

Configure Security

Gonfigure sacurity requirements that must be met before traffic is aslowed. Help

Intrusion Prevention (IPS)  Rule Defaults

Traffic that matches this rule will not be inspected by the intrusion prevention systam. Help .7

Security Profile  Rule Defaults

The following security settings will apply to traffic that matches this rule, Help 3

Security Profile: System Provided - Private Access  File Inspection: Enabled | File Type Blocking: Disabled

Cancel

L2 — SEREE

7.3 — T Save

(I Dpisabled

Save



Access Policy

S —
FRube Defaults and Global Settings

L] Lo Fule name Accoss Aetion Sources Dastinations Saocurity Hits. Status
[ 1 Boiter]-SSH Private @ Allgw Any AD Users Rouber t - [-] |
2 AD-RDP-Allow Privata @ Atow Any AD Usors A-Server @ : -]
3 BlockPage-TEST e @ Bisek Amy Cemerative A G 88k [ ]
[ a4 RAVPH-Allaw [ & Angw Any AD Users Ay il s a
Raws per page | 100 L 1-dcfd < E] »

R — B REEE

S ER3 — BRFFTD LPRAYBA S

1.88 8 £ Connect > Network Connections > FTD

Connect

&3 Onganization e § affic to reach private resources on your network. For information about these options, see Help
n i ssentials
Cisco-jalyaday >

7o pom

WUsers, Groups, and Endpaint
Secure Access Devices

Platform menu

End User Connectivity

o 1
Forwardar
2 Home DNS Forwarders T - —
@ Experience Insights H]
™= Resources 1 newn fof eatablishing tunnel redendancy and high
3 within & MElWoTK tEnel Group to securely control
Il Secure > resources. Help o
o Moniter » N

4 tat o 2 Tunnel Groups m

Z2HE — PRERE

2. B—TFFTD >R & FTDA BB A E IR



FMC_FTD

Network Connections
Manage tha connections that aliow user traffic 10 reach private rescurces on your Fay ".l
matwork, For 8 companson of natwork connactivity optians, ses H.b(: FI lomn‘
Connector Groups Network Tunnel Groups FTDs Duvice FODN P p—— ]
Auto deployment Tes
Vsymend L UZTA Configuration status

0 Synced  Last synced o 31 Dec 2025, 31 251 AMUTC

FTDs configured for Universal Zero Trust Access

An FTID acts a5 an on-premise proxy 1o Secure Access cloud for private access traffic, Configure FTDs a3 Secure Access proudes to enable Universal Zore Trust Access to Impeove end-us Assigned Trusted Network
exporience and ensure cansistent security controls for wsors independent of whene thay ane connecting from Heilp cf

[ Q0 Search by FTD name ] [ FMC Name v J [ Configuration s1atus v J 1£TDs Truriad nebwork Lot
LAN 1 DMS Servers
FTD Hame Version FMG UZTA Configuration status Assocls  [Delaut tnsted retwork]
ere s T () 4 e
Davice FGDM: £t¢ . local
Trusted network:
Associated Resources 1

RESOURCES ASSOCIATED BY STATUS

Status

@ Synced 1

memlmmﬂmlhlnm |

Associste Resources

T2 5B — PREEE

Resources associated with FMC_FTD

The following resources will get enforced on FMC_FTD when users connect to it from the trusted network
LAN

[ Q. Search by resource name ] [ Configuration status v ] 1 Resources Associate Resources

Resource name Status

Router1 @ Synced

T2 — PRERE



3. #&—T Tclose,

4 BRARE., BHNERNEERTEZER 'ERL . RE

Network Connections

Connector Groups  Network Tunnel Groups  FTDs

1 Synced (-]

FTDs configured for Universal Zero Trust Access

FTD Name Vershon FMC UZTA Configuration status Assecis

FMC_FTD vIDO.0 FMC | © Syncad | 1
Device FOQDN . 1

Trusted network:

5. HERE S HIARIFTD

B AFTD CLIXEBEZELINAKER

# show running-config object application

FMC_FTD

Firewall Details

Device FODN
Ao deploymant

UZTA Configuration status

(-]

Assigned Trusted Network

Trusted network

Hetworks

LAH

et rsted networ
Edit assignment | + Trusted network (7

Assoclated Resources

RESOURCES ASSOCIATED BY STATUS

Status
& Cynced 1

Wiew resources assoclated to this FTD

Associate Resources

YDNS Sarvers



BAZMZTARBRERTHEERER

1.3 Z Connect > End User Connectivity > Zero Trust Access , A% — T 3E B LUREBZTAR B

-ES

Gisco Secure mn:] [ Manage servers ~

End User Connectivity
End user connectivity lats you define how Your organization's traffic is steened from
. Andpoints 1o Secure ACCess of to the intemet. Help 7
Homa Zero Trust Access  Virtual Private Network Internet Security
p Enroliment methods
Exparionce
Iighs Befare USers £an ACCRSS resoUrces Lsing cient-based Tero Trust Access, their endpoint devices must be enrolied.
Manage enrcllment methods faf your organization hene. Help 5
5
b Windows and macl§ devices enroll using: | 550 Authentlcation  Ceriificabes
Cennmet
Jndeold and I0S devicen enncll using S50 Authentication only,
=
[
Zero Trust Access Profiles & Manage Trusted Networks | [IESFIY 0
1
e Manage Zedo Trust Access (ZTAD profiles, which allow you to add users and groups to unique traffic steering configurations for chent-based ZTA connections. Help '
L] Hame Secure Private Access Secure Internet Access Users & Groups Last Used
a
Use ZTA for all destinations
Mondor 2 Dastinations s 1 Usars.
8 1 APl 0 Exceptio Jan 25, 2026
B XAt Trusted Natwarks Disabisd e 0 Groups "
Trusted Networks Disabied
2 m
Initigate
T

R — ZTABRERER

2HEERER

& End User Connactivity

Create profile

For client-based Zero Trust Access connections, add the destinations to which a se1 of users and groups can be steored. Help I

Home
ZTA profile name Priority Traffic Steering Limits ©

ZTAFNIS | | 1 gument peofie - 108 Sk Android 10k macOS{Windows 100k

Experience
Insights

¥
L4 Secure Private Access
© ' Secure Private AcCass
e © Destinatiens Add the private destinations and private resources to which a set of users and groups can be steared, Help

(- 2 Secure Internel Access Traffic Steering  Options

Resources
3 Users and Groups

Seeiure
Destinations & Private Resources Destinations  Modified

(Fowmmn )

Al private rescurces 1hat are confliguied

Private Ressures

a
T @ “zpc.ssecisconest 1 Feb 72, 2023

Q

nvestigate

dp

Asimis,

25 — ZTARBE SR

Wt

for chient-based Zero Trust Access.

Add Destination

Add destinations that re not configured
BF private fresources that user traffic can
access during Zero Trust Access.




Add private resources

Saleet private rescurces that ase con figuned for cliont-based Zaro Trest AScess. You can sod up to 10 private resowses o1 & tima.

Router-1 % 0] .]

LAB-InsideNetwork (10.10.10.0/24, tackab.com)
LAB Management (182 168,10/24)

DNS-MgmE (1621681.20)

IntemnalDNS (101001020, 192 168.1.20)
AD-Servar [101010.20, ad.csa.lccal)

Reuter-1 (V0.0,1010, routerl taclab. local)

Routar? (1010100102, reuter eea loeal)

REHE — ZTARBRER

3T ENE

“ End User Cannsctivity

o Create profile
= For Zero Trust Accoss add the o which a set of users and groups can be stecred. Help 3
Home
ZTA prafile name Priarity Traffic Steering Limits.
N
e l ETAprafie ] [ 1. Gurment profie i0S Sk Android 10k  macOS/Windows 100k
Exparienca
maights
L @ Users and Groups
2 Destinatieng Add a 5ot of users and groups that will be sieered to varous destinations added to this ZTA profile
- Secure Internet Access
= @ Users @ Groups @
Resou et —_—
O e CEN—
Ll
Secure
Hame Email Type Users
m
“a
Maeitor
«
Investigaie
o Mo users
Agimin
e
B
Workdiows

R — ZTAERBRER



ZTA profile name Prigrity Traffic Steering Limits

3 file STy file
ZTAPrafile 1. Current prafile 0S5 Sk Android 10k macOS/Windows 100k

P Users and Groups
;_.f/' Socure Private Access ¢
2 Destinat Add a set of users and groups that will be steered to various destinations added to this ZTA profile

£\

() Secureinternet Access
Users 1 Groups @
o Users and Groups
——
|t Users and Groups
Narme Emadl Type Users
lay (jay@csa.local) lay@gmall.com £ User

Rews per page [ 1g . |
|

SR — SRIUERERWHE

1. BRERERERES UHEMFTD FQDN

PS C:\Users\jay> ping ftd.csa.local

Pinging ftd.csa.local [192.168.1.12] with 32 bytes of data:
Reply from 192.168.1.12: bytes=32 time<lms TTL=255
Reply from 192.168.1.12: bytes=32 time=1lms TTL=255
Reply from 192.168.1.12: bytes=32 time=1lms TTL=255

Ping statistics for 192.168.1.12:

Packets: Sent = 3, Received = 3, Lost = 0 (8% loss),
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = lms, Average = Oms
Control-C
PS C:\Users\jay> nslookup ftd.csa.local
Server: UnKnown
Address: 192.168.1.20

Name : ftd.csa.local
Addresses: 192.168.1.12
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3. ARFERERNSSHELR

£ FIFQDNEARBIPR

& 8 Cisco Secure Client — *
Category:
-+ Session Basic options for your PUTTY session AnyConnect VPN:
T L.ogtlging Specify the destination you want to connect to Ready to connect.
= Termina
Ke o Hast Name (or IP address) Port
yboa Connect
Bell router1 .csa local 2
Features Connection type:
- Window O5SH  OSeral (OOther  Telnet v
ﬁppea.rance Zero Trust Access:
Behaviour Load, save or delete a stored session ) }
Tearkaiion i Zero Trust Access is active.
Saved Sessions
+- Selection
Colours
=I- Connection Default Settings Voad
Data
Praxy Save
#- S5H Umbrella:
Serial Delote Umbrella is inactive.
Telnet Profile is missing.
Rlogin
SUPDUP Close windaow on exit:
(O Mways (O Never ) Only on clean exit

: anlnenlus
Ahout Heln (nen Cancel ﬂ @ oo




@ routerl.csalocal - PuTTY = (m] X

AnyConnect VPN:
Ready to connect.

S - Auto Select Nearest Loca tion I

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Usmbredla is inactive.
g Profie is missing.

+ HO) = |

£ IP#E3EFA PR

ER PuTTY Configuration ? X
Category:
- Session Basic options for your PuTTY session % AnyConnect VPN
T L.ogtlging Specify the destination you want to connect to Ready to connect.
—|- Termina
Hast Name (or IP address) Port
Keyboard - 5 - Auto Select Nearest Location ik Connect
Bell 10.10.10.107 22
Features Connection type:
- Vindow O5sSH  OSeial (OOther: Telnet ~
r-ppea.rance Zero Trust Access:
Behaviour Load, save or delete a stored session L
Tiarskalion ) Zero Trust Access is active.
Saved Sessions
+- Selection
Colours
= Cannection Default Settings Load
Data
Proxy Save
+- S5H Umbrella:
Serial Delste Umbrella is inactive.
Telnet Profile is missing.
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Zero Trust Access:

Zero Trust Access is active.

Umbrella:
Umbrela is inactive.
Profile is missing.
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b . . Sources and destinations
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Endpoint Connection Methods
Specify the ways User endpoints can reach this resource. Later, access rules will determine which wsers and devices can access the nesource.

Branch Connections

Tues-tuat connpetiand

i SulEldie your Retwnek witheut rauidng & VPN connaction. Halp ¢

@) Client-based connec

Enforcement points
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. m
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Usir in & trusted Local Firewall Private Resource
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3
D

s via local natwo ~

Internal remate addresses are visible on end-user devices. f you want an address 1o be hidden, use an extemal address.
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Access Po[l cy [ Rule Defauits and Global Settings ]
Internet access rules apply to traffic to public internet sites from devices that are on your natwork or that your
organization manages. Private access rules apply to users and devices accessing applications and other resources on
your internal network. Secure Access applies the first rule in the list that matches traffic. Help CF
e -
Sea v = Ob| Add Rul
Private Access
4 Rules Control and secure access o resources and
applications that cannot be accassed by tha
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[_] [ X0] Rule name Access Action Sources Destinations Security |
- | Internet Access
] 1 Router1-SSH Privata @ Alow Lol Lo @ Control and secure access to public
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Add Router2-SSH-Allow

Craate a rule to control and secure access to specified private applications and other
destinations on your network. For an end-lo-end guide to completing prerequisites and
configuring a rute, see Help 7

@D Rule is enabled Logging is enabled Edit
A Summary
Destinations
Sources
@ Securi ntrols Private Resources
ADUsers « Any AD Users Allow «Routar2 =]
Rule nama (0 Rule ordar
[nwterz-SSH-ALIuw ] [ 1 ; ]

@ specify Access
Specily which users and endpoints can access which resources, Help
Action

@ Allow @ Block
A apacified (ratfic if security requrements are Blaek spacified traffie.
L
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Rule name (D Rule order

[Rou[elZ-SSH-Nlow J [ ! - ]

o Specify Access

Specify which users and endpaints can access which rescurces. Help 3

Action
Allow @ Block
Allew specified wraffic i security requirements are Block specified 1raffic.
mat,
From To
Specify one of Mene SOUrtes Specify one or mare destinations
AD Users «Any AD Users: = @ Private Resources sRouterz = &
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Endpoint Requirements
Far 2efo-trust connections, if endpeints do not mest the specified requinements, this rule will not mateh the waffic. Help

[) Zero-Trust Cliem-based Posture Profile  pue Defauits
Requirements for end-user devices on which the Clsco Secure Cllent s Installed,
~  Profile: None | Reguirements: None

Private Resowces: Router?

For Branch connections:
[h Endpsint daviee postur is net avaheated for andpoints Connecting 16 thase ieiowroes from & brarch nelwork

User Authentication Requirements

G—} Zero Trust Access: User lication Interval

Freguency with which end users verify their identity, in order to connect to any private resource using clieni-based zero trust access.
‘When disabled, users are not prompted to re-authenticate to the network. Help 3

D visabled

Configure Security
Coaligune securly fequiements that must be met bilse yatle it slowed. Holp
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(©) Specify Access

Spacily whith usérs and Endpeints can 50888 which resources. Help

Configure Security

Gonfigure sacurity requirements that must be met before traffic is aslowed. Help

Intrusion Prevention (IPS)  Rule Defaults

Traffic that matches this rule will not be inspected by the intrusion prevention systam. Help .7

Security Profile  Rule Defaults

The following security settings will apply to traffic that matches this rule, Help 3

Security Profile: System Provided - Private Access  File Inspection: Enabled | File Type Blocking: Disabled

Cancel
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Access Policy

Internet access rules apply to traffic to public int
organization manages., Private access rules apply
your internal network. Secure Access applies the fi

1]

t sites from devices that ane on your network or that your

users and devices accessing applications and other resources on
rule in the list that matches traffic. Help 7

[ Rule Defaults and Global Settings l

Add Rule ~
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affic to reach private resources on your network. For information about these options, see Help o

18l Groups

Warning 4
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FMC_FTD P

Network Connections
Manage the connections that allow user traffic 1o reach private resources on your rey etal
network. For a comparison of network connectivity options, see Help o Fi all Details -
Connector Groups Netwaork Tunnel Groups FTDs Device FOON frd.caa. local &
Auto doploymont o
1 synced e UZTA Configuration status -

© Synced  Last synced a1 12 Jan 2026, ai 6:20 AM UTC

FTDs configured for Universal Zero Trust Accass

An FTD acts as an an-premise proxy to Secure Access cloud for private access traffic. Configure FTDs as Secure Access proxies to enable Universal assmnod Trusted Network ~
toimprove end-user experience and ensure consistent security controls for users independent of whare they are connecting from Help

| 1 Search by FTD name ] [ FMC Mame - ] [ Configuration status ~ | 1FTDs Trusted natwork Networke
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Device FQDM: £t T
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Associated Resources 2 o~

RESOURCES ASSOCIATED BY STATUS

Status
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I View resources associated to this FTD I
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Resources associated with FMC_FTD

The following resources will get enforced on FMC_FTD when users connect to it from the trusted network
LAN

Q. Search by resource name | | Configuration status ~ | 2 Resources Associate Resources
Resource name Status
Router1 @ Synced

Router2 & Synced
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Network Connections

Manage the connections that allow user traffic to reach private resources on your

metwork. For a comparison of network connectivity options, see Help

Connector Groups Network Tunnel Groups FTDs

1Synced -]

FTDs configured for Universal Zero Trust Access

An FTD acls 5 an on-premise proxy to Secure Access cloud for private access wraffic. Configure FTDs as Secure Access proxies to enable Universal
to improve end-user experience and ensure consistent security controls for users independent of where they are connecting from Help cf

Sea ETD name - - ] 1FTDs
FTD Name: Version FMC UZTA Configuration status
FMC_FTD wi0.0.0 FMC | @ Synced |

Device FQDN: £t
Trusted network:
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# show running-config object application

FMC_FTD X
Firewall Details ~
DevicaFGDM  f1d.coa. lacal a
Auto deployment e

UZTA Configuration status ~

° Synced  Last synced L 12 Jan 2026, at 6:29 AM UTC
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B B|Connect > End User Connectivity > Zero Trust Access > ZTA Settingsi it B Z S8
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Homa Zero Trust Access  Virtual Private Network Internet Security
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 End User Connectivity

Create profile
® For Zero Trust add to which a set of users and groups can be stearsd, Help 5
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Add private resources
Select private resources that are configured for client-based Zero Trust Access. You can add up 10 100 private rescurces at a time,
Private Resource

'-ID'WK Router-4 > Rewterd X @ A
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o Create profile
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ZTA profile name Priority Traffic Steering Limits ©
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@' Secure Private Access Usors and Groups

2 Destinations Add a set of users and groups that will be steered to various destinations added to this ZTA profile

Secure Internet Access

Users 1 Groups @
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MHame Email Type Users
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@ Cisco Secure Client

asco  Oecure Client

General

Status Overview

AnyConnect VPN

Zero Trust Access

Umbrella

| Collect diagnostic information for all
installed components,

Diagnostics

ZEE — PRAIE

Zero Trust Access

Statistics Advanced Configuration Message History

TCP Flows: 611
Allowed UDP Flows: 48
Allowed TCP Flows: 597
Blocked UDP Flows: 111
Blocked TCP Flows: 14
Authenticated UDP Flows: 0
Authenticated TCP Flows: 0
Proxy Configurations:
Secure Private Access Active
Secure Internet Access Active
Network Fingerprints:
LAN Matched
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C:\Users\jay>ping ftd.csa.local

Pinging ftd.csa.local [10.10.10.1] with 32 bytes of data:
Reply from 10.10.10.1: bytes=32 time=1lms TTL=255
Reply from 10.10.10.1: bytes=32 time=1lms TTL=255
Reply from 10.10.10.1: bytes=32 time=1lms TTL=255
Reply from 10.10.10.1: bytes=32 time=1lms TTL=255

Ping statistics for 10.10.10.1:

Packets: Sent = U, Received = U, Lost = © (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 1lms, Maximum = lms, Average = lms

C:\Users\jay>nslookup ftd.csa.local
Server: AD.csa.local
Address: 10.10.10.20

Name: ftd.csa.local
Addresses: 10.10.10.1
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#8 PuTTY Configuration ? X

Category:
=J- Session Basic options for your PUTTY session AnyConnect VPN:
z LOQ?‘"Q Specify the destination you want to connect to On a trusted network.
= al
s Host Name (or IP address) Port
Keyboard
Bell router2 csa local| 22
Features Connection type:
e O5sH OSeid (OOther: Telnet
rppea.rance Zero Trust Access:
Behaviour Load, save or delete a stored session R
Translation Zero Trust Access is active,
Saved Sessions
+- Selection
Colours - -
= Connection Default Settings Load
Data
Praxy Save
- SSH Umbrella:
Senal Delete Umbrella is inactive.
Telnet L | Profile is missing.
Rlogin
SUPDUP C!ose window on exit:
JAways (O Never © Only on clean exit
— alualn
Aheu tt Heln [ Onen | Cancel a @ —

€ Cisco Secure Client * - X

6y &

AnyConnect VPN:
On a trusted network.

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Umbredla is inactive.

Profile is missing.
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@ ® Cisco Secure Client b - X

Category
=] Session Basic options for your PuTTY session AnyConnect VPN:
- Loglging Specify the destination you want to connect to On 2 trusted network.
= emnal
Host Name (or IP address) Port
Keyboard Connect
10.10.10.102 22
Bell
Features Connection type:
= | W
S O5SH (OSeial (OOther Telnet
HpposEnce Zero Trust Access:
Behaviour Load. save or delete a stored session —_
; Zero Trust Access is active.
Translation Saved Sessions
+- Selection
Colours
Connection Default Settings Load
Data
Proxy Save
4 SSH Umbrella:
Serial Delete Umbrella is inactive,
Telnet Profile is missing.
Rlogin
SUPDUP Close window on exit
() Always () Never © Only on clean exit
N0 £
YR [T Plran Pl s

% Cisco Secure Client - b 4

AnyConnect VPN:
On a trusted network.

) %

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Umbrella is inactive,
Profile ks missing.
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Secure Access

IPsec
Private/Cloud Apps

ZTA Client

Remote or Local User
jay@csa.local

Inside

10.10.10.1 -I

router3.csa.local
10.10.10.103

BRAZTA — RIE R HIHREE
B1L —ERESBAPERERER
EETBEBEEEHECZTIAZMEESBLRER (EFEERK)

>

1. EE ZResources > Destinations > Private Resources >&— T +Add

‘this Security Cloud Control ) ! P a4 @@ o O, Jaikishan Yadav - 333

= Resources

&> Orgasization ks, Of subnets that your organization controls access Lo. You must configure a private rescurce if you plan Lo allow end users 1o coNNEct 1o this fesounce using 2ero-trust

; Sources and destinations
Cisco-jaiyaday
Internal Matworks
rce Groups
= Platform menu Network Devices

Sacure Access +
Secure Access Registered Hetwarks

Roaming Devices
v Last 24 Hours ~

.
Homa Service Account Exception

& Experience Insights 3 Secuwity Group Tags >~ s v | 5 Private Resources + Add

SDWAN Sarvice VPN IDs

Netwark and Service Objects Private Resource Group Connection Methad ~ Connector Groups ~ Accessed by Rules Total Requests:

Il secure Destinations ) Clent-based ZTA - 0 2 o

Imernet and Saas Resources

o Monitor » .
Private Resource L Chant-based ZTA 1 o 2 o

@ Admin »
Settings

AR Servers Chant-based ZTA - /] 2 o

DHE Servers
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€ Private Resources

Add a Private Resource

Private Resources are applications, networks, or subnets that your organization controls access to. You must configure private resources in order to choose them as destinations when creating access rules. Help O

General

Private Resource Hame

Router3

Description (optional)

Router 3 for uZTMA Testing

Z20E —EREREE

SHMAZFENERERNFQDN, RMEAMUEREAERNIPHIL. BREFMAER ,

HEHER

4. ZE RN ERIDNS A AR 25

Private resource address

Define how the private resource will connect to applications through Secure ACCess.

Internally reachable address (FQODN, Wildcard FQDN, I1Pvd, IPVE, CIDR) @ Pratocol Port [ Ranges
[ router3.csa.local [ any TCP | [ 22 + Protocol & Port
Remove
Internally reachable address (FQDN, Wildcard FQDN, IPvd, IFvE, CIDR) @ Protocol Port [ Ranges
1821661103 Any TGP v 22 J * Protocol & Port
J L J
Remove
Internally reachable address (FQDN, Wildcard FQDN, IPvd, IPvE, CIDR) @ Protocol Port [ Ranges
[ 101010103 Any TCP | [ 22 + Protocol & Port

Remove  + IP Address/FQDN

3
\\%
g
2

Use internal DNS server to resolve the domain

LabDNS (Y92.168.1.20, 10.10.10.20

ZEHE — EREREE
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https://docs.sse.cisco.com/sse-user-guide/docs/add-private-resources
https://docs.sse.cisco.com/sse-user-guide/docs/add-private-resources

Endpoint Connection Methods

Specify the ways wser endpoints can reach this resource. Later, access rules will determine which users and devices can access the resource.

Branch Connections

S or Kiosks, 10 connect 1o this resource if allowed by access rules,

pIwork, such as pring

Allow users and devices on 1

Zoro-1rust connections

peuiting a VPH conn

Allaw @ndpaints 19 connect to this rsowce from outlside your nelwork withou

@) client-based connection

Allow connections from endpeints that have the Secure Client installed. Enable this option for maximum cenirel over endpoint security requirements (posture).

Enforcement paints

Claud-onily
Enforcement point for Remote User
Clowd or Local {Universal Zere Trust Remote user Secure Access Cloud Private Resource
Access)
wia Internet
Local anfarcemant points [55] —
ﬂ FMC_F... x arch by F ﬂ
FMC_FTD (ftd.csalocal) o .
| — S— Enforcement point for Local user
Wi AT T SECTE T ITEWaTS,
User in a trusted Local Firewall Private Resource
Local-only Lt 5
ey

via local network

(o) (2

Z20E —EREREE

MRAEBRCHBMLBER , ABERC ; B , MR TEBFEMEPEER ( IPsechdi® ) SHEALAE

;J’?‘ ] E%H%E%EO

Resource Connector Groups

Secure Access can forward Zero Trust Access Uraffic to this privale resource using resource connectars, @

For more information, see Help (7
Resource Connector Groups (optional) @
RC-ESMI X 0.9, My Server Graug w

oup in the same data center, branch

he resaurce, ©
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1. BEFSecure > Access Policy

Jaikishan Yadav -

— Secure Ly Rule Defaults and Global Settings
) Polic; = y o 2
Access Policy w

Data Loss Prewention Policy

Secu s et t o tt Add Rula

Profiles

Platform menu

Endpoint Pesture Profiles

Security Prafiles

& Home

& Esperience lnsights >

Access Action Sources Destinations Security Hits Status

- Connect App Risk Profies

= FResources ? law Private G low Aty AD Users AD-Server a2 [-]
n—
Threat Categories
e i Private _ ow Any AD Users ESMI ! - [-]
o Moniter 3 Netification Pages
o Admin » Do Not Decrypt Lists S-Allow Erivate @ anow Ay AD Users Intemaing & - e
Cartificates
R — B REE &
=] o) BR Ig BLIE
BT A& i
2. ~Add Rule , A #&1EZPrivate Access.
RAERRH AR AN ERETHNEE
&S ak & 7H D S = JC o
Access Polic; Fule Defaults and Global Settings
9
il Bcoeds rules apply 1o raffic 1o public intemet sites from devices |
organization manages. P e access rules apply to users and daevices accessing applications and other rescurces on
your intemnal . Secure Access applies the first in the st that matches traffic. Help ©F
[ Search by rule name = Intent Dbjects Settings ~ Add R
7 Rules Control and secure access ta resources and
applcations that cannot bé dccessed by the
genaral pullic,
O "o Rulé name Access Astion Soirces Dastinations Security
y Internat Access
- - & an Users -Servel
u ! RIREDE i L @ Amow ol L . Control and secure access 1o public
. - | destinations from within your network and
J H Routeri-S5H Private @ amow Any AD Users Fouter-1 from managed devices
(W] 3 Router2-S5H-Allow Private @ Anew Any AD Users Aouter2 H
O 4 Cursor twt © liow oy iy Cursor-tast 587 ]
O 5 Al Block Intarnut @ Biock oy lfay@ess— Gonarative A 5 -]
O 5 Intarnat-Allow Internat @ Amew Any Amy 153.6k (-]
(] 7 RAVPH-Allaw Internat @ Angw Any AD Usars Any 781 ]
Rows perpoge | 100 v | 1-76r7
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https://docs.sse.cisco.com/sse-user-guide/docs/add-a-private-access-rule

Add Router3-SSH-Allow

Create a rule to contral and secure access to specified private applications and other
destinations on your network. For an end 4 guide to completing isites and
configuring a rule, see Help (3

@D Rule is enabled

# Summary

Sources
Any Allow
Ruie name (D

Rule order

[ Routors-ssi-asom

) (s

° Specify Access

Spacify which users and andpaints can acoess which resources. Help CF
Actlon

@) Allow () Block

Alaw specifiod balic if sacurity requinements soe mael. Blatk spacified tralfic.

Z2FE — HEARBEE

4. ZERAURE , ARBEFRFENB R

Rule name (T

Rule order

[ Router3-ssH-Atow

J (e

@ specify Access
Spacify which users and endpoints can scoeis which resources. Help O
Mction

@ Allow @ Block

Alow specified traffic il security requinernis are met, Baock specified tradfic,

From
Specify one of moes 1utes

AD Users vAny AD Users

Z2FE — HEARBEE

To
Speecify aha of mae dentinationd

[Private Resources. «Routerd X

AND

Logging is enabled Edit

Destinations

Any private destination



Endpaint Requiremants
For zero-1rust connections, if endpoints do not meet the specified requirements, this rule will not match the traffic. Help C

] Zaro-Trust Cllent-based Posture Prafile  pue Defautts
Requirements for end-user devices on which the Cisce Secure Clant Is installed.
“  Profde: Nene | Requirements: None

Private Resowees: Routerd

Fit Beaneh connetions:
[2ly Endpoint device posture is nat evaluated for endpoints connecting to these resources from a branch netwark.

User Authentication Requirements

(D) Zara Trust Aconss: User Authentication Interval  Rule Defaults I bisabled

Frequency with which end users varify their identity, in erder to connect to any private resounce using client-based zero trust access,
When disabled, users are not prompled to re-authenticate to the netwark. Help I3

@ Configure Security

Conligune SECUTY NGSremEntS R4 MUS! be ma batons tratlie i slowed. Help O

Cancel

Z2E — HRARKEE

6. BEEZEM

() Specify Access

Specify which users and endpoints can access which resources. Help .

Configure Security
Configure sacurity requirements that must be met before traffic iz allowed. Help .

Intrusion Pravention (IPS)  Rule Defaults (I visabled

Traffic that matches this rule will not be inspected by the intrusion prevention system. Help .7

Security Profile  Rule Defaults

The following security settings will apply to traffic that matches this rule. Help .7

Security Profile: System Provided - Private Access  File Inspection: Enabled | File Type Blocking: Disabled v

Cancel

Z2FE — HERBEE
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Access Policy
Internaet access rules apply t fic to p
organization manages. Private access r
your internal natwark, Secure ACcess ap

nternot sites from devices that ane on your network or that your
1 wices accecsing applications and olher resourees on
ist that matches traffic. Help 0

[ Rule Defaults and Global Settings

L 80 Rule name Acoess Action Sources Destinations Security Hits Status
: 1 Router3-SSH-Allow Private = Mlow Ay AD Usars Routerd . o . |
O 2 AD-RDP-Albow Private @ Alow Ay AD Users AD-Sarver . o
O 3 Router]-SSH Private © Allow Any AD Usars Routor-1 = ®
O a RouterZ-S5H-=Allow Private @ Alow Ay AD Usars Routerz 20 [
O 5 Cursor Eteersel = Allow iy Uap@ess... Curscr-tast 587 -]
O 8 Al Block Intemmet @ Biack oy Gaygesa.. Genarativa A.. 5 &
L ? Intarnet-Allow Intermet @ Aiow Ay any 154.8% e
O 8 RAVPH-Allow vtarret = Allow Any AD Usars Ay 781 [ -]
Fiows per page 100 ~ 8ol E]

L2 — SEREEE

SE3 — EREFTD L PRAY BIHS

1EME "ER, > THEEER, > "TFTD.

Connect ot

= . affic to reach private resources on your network, For information about these options, see Help
ssentials

7o plom

Usars, Groups, and Endpaint
Secure Access Devices

Platform menu

End User Connectivity

o 1
DNS Forwarders
T Homeo " Warning i Connecied
& Experfencelnsights 3
™ Resources » sework for establishing tunnel redundancy and high
5 within & metwaork tunnel group to securely control
Il secure » resources. Help o

- i E
& Monitor w | 2 Tunnel Groups

25 — PRERE
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=a. Local

Network Connections

Connector Groups  Network Tunnel Groups  FTDs

1 3yncing =

FTDs configured for Universal Zero Trust Access

) configuration changes are being processed

FTD Nama

FMC_FTD
Device FODN.
Trusted natwork:

5 Heélp

Version

viD.D.

0

FMC

FMC

UZTA Configuration status Associat

@ Syncing 3

FMC_FTD

Firewall Details

Dovics FGDH

Auto deployment

UZTA Configuration status

@ Syncing

Assigned Trusted Netwerk

Trusted network

Hetworks
LAN 1085 Domains 1 DNS Sarvers
Edit assignment | -+ Trusted network [T

Associated Resources

RESOURCES ASSOCIATED BY STATUS

Status

© Synced

Wiew resources associated (o this FTD

Associate Resources ]



C:\Users\jay>ping ftd.csa.local

Pinging ftd.csa.local [192.168.1.12] with 32 bytes of data:
Reply from 192.168.1.12: bytes=32 time=lms TTL=255
Reply from 192.168.1.12: bytes=32 time=lms TTL=255
Reply from 192.168.1.12: bytes=32 time<lms TTL=255
Reply from 192.168.1.12: bytes=32 time<lms TTL=255

Ping statistics for 192.168.1.12:

Packets: Sent = U, Received = U, Lost = ® (0% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = 1lms, Average = Bms

C:\Users\jay>

C:\Users\jay>nslookup ftd.csa.local
Server: AD.csa.local
Address: 192.168.1.20

Name : ftd.csa.local
Addresses: 192.168.1.12




Resources associated with FMC_FTD

The following resources will get enforced on FMC_FTD when users connect to it from the trusted network
LAN

(Q Search by resource name | | Configuration status v | 3 Resources Associate Resources
Resource name Status
Router-1 @® Synced
Router2 @® Synced
Router3 @® Synced

T2 5B — PRERE
3. #&—T Tclose
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Network Connections

[  Help

Connector Groups  Metwork Tunnel Groups  FTDs

1 synced -]

FTDs configured for Universal Zero Trust Access

FTD Hama WVarslon

enable Univ

FMC UZTA Configuration status.

Assoclat

FMC_FTD V10.0.0
Device FQDN:
Trusted netwark

5.MBEEREEHIEFIFTD

ZEAFTD CLIXEEZLINAER

# show running-config object application

FMC | © Synced |

3

FMC_FTD

Firewall Datails

Davico FODN

Auto deployment

UZTA Configuration status

© Synewd

Assigned Trusted Network

Trusted network Networks

LAN 1 DMS Domain
[ Edit assignment | 4 Trusted network ¢

Associated Resources

RESOURCES ASSOCIATED BY STATUS

Status

8 Synced 3

Visw rescurces asseciated to this FTD

A e Resources

1 ONS Serners



TR —ARERRE EEZEEEBIZITARE

B B|Connect > End User Connectivity > Zero Trust Access > ZTA Settingst it B Z S 1E /8

Trusted Hetweris
Edit Trusted Networks

« Halp
Truated Hetwork ams
A

Irapeet

~ ) Fryal
aa be
|
et O 3 e

DS Bervers

ESLMEZTAREERPHIEEAER

1.8 fiiEConnect > End User Connectivity > Zero Trust Access , AR%EEZ— T 3EBLUREBZTAE &

S

End User Connectivity
End user connectiv

arganization’s traffic is steered from
ned. Help 7

Zero Trust Access Virtual Private Network Internet Security

Enrcliment methods

[ & Clseo Secure Client ] [ Manage servers

sing d Zero Trust Access, their andpeint devices must be enrolled
sre. Help 2
* rg: 550 Authentication  Ceriifiestes
Conemet
-
Rescores
Zero Trust Access Profiles & Manage Trusted Natworks ] + ZTA Profile
Manage Zero Trust Access {ZTA) profiles, which allow you 1o add users and groups 1o unique traffic steering configurations for client-based 2TA connections. Help &
# Hame Secure Private Access Secure Infernat Access Users & Groups Last Used
5 Caikiai Usa ZTA for all gostinations -
2 Destinatians Jrare
1 TAPrafil 0 Exceptions Jan 25, 2028
SESTESS Trusted Natworks Disablad 0 Groups '

2 MBERER

Trusted Matworks Dicabled

B Delete



& End User Connectivity

Create profile
® For cl Zero Trust A add i which a 561 of users and groups can be steared, Help 8
Hame
ZTA profile name Priority Traffic Steering Limits ©
‘e [ zmasrotie J [ cument pame - 08 Sk Androld 10k macOSWindows 100k
Experience
Ingights
i
- Secure Private Access
° Securo Private Access
O Destinations Add the private destinations and private resources ta which a set of users and groups can be stearnd. Help I
= 2 Secure Internel Access Traffic Steering  Options
Resmroes

3 Usars and Groups

0 (Er)
Gesure

Private Rescurce
= Destinations & Private Resources Destinations  Modified
] Addd private are
[riatis © zpc.sseciscotest 1 Feb 22, 2023 for chent-based Zem Trust Access,
=. Add Destination
Q Acid that are not configs
L a5 [private resources that uses traffic can
access during Zero Trust Access,
do
Agiminy
g

R — ZTARBRESR

Add private resources
Select private resources that are configured for client-based Zero Trust Access. You can add up to 100 private resources at a time.

Private Resource
AD-Server % DNS-Mgmt »  Router?

LAB-InsideNetwork {10.10.10.0/24, taclab.com)
InternalDNS (10101020, 192.168.1.20)

AD-Server (10.10010.20, ad.csa.local)

LAB Management (1921661.0/24]

DNS-Mgmt [192.168.1.20/32)
Router2 (101010102, router2.csa.local)

Router-1 (101010101, routerl.csa lacal)

e e o008 00O

Router3 (101010103, 18921881103, router3.csa.local)

R — ZTAERBRER
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# End User Conneciivity

Create profile
. For client-based Zero Trust Access connections, add the destinations to which a set of users and groups can be steered. Help
Homa
ZTA profile name Priority Traffie Steering Limits ©
@ TR | [+ cumemprotie - IDS Sk Android 10k macOS/Windows 100k
Exporienca
Insights
L Users and Groups
. @ Secure Private Access P
2 Destinaticns Add a 5ot of users and groups that will be steered to varius destinations added to this ZTA prafile
Becure Internet Access
<= @ Users 0  Groups 0
Resouces —

o Users and Groups:

|-.--
(

Hame Email

R — ZTARBRER

ZTA profile name Priority Traffic Steering Limits ©

| ZTAPrafile ] [ 1. Current prafile

0S5 Sk Android 10k macOS/Windows 100k

@ Secure Private Access Usors and Groups

2 Destinations Add a set of users and groups that will be steered to various destinations added to this ZTA profile
@ Secure Internet Access
Users 1 Groups @

e' Users and Groups

= )
MHame Email Type Users
Jay llay@csa.local) Jay@gmail.com 2 User

Rows per page
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€ Cisco Secure Client — X
T S Client ®
tece Secure Clien
General Zero Trust Access

_ Statistics Advanced Configuration Message History
Status Overview
Y
AnyConnect VPN TCP Flows: 611
Allowed UDP Flows: 43
Zero Trust Access Allowed TCP Flows: 597
Blocked UDP Flows: 111
Umbrella Blocked TCP Flows: 14
Authenticated UDP Flows: 0
Authenticated TCP Flows: 1]
Proxy Configurations: A
Secure Private Access Active
Secure Internet Access Active
| Network Fingerpnints: ~
| LAN Matched
v
l Collect diagnostic information for all
installed components,
Diagnostics
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C:\Users\jay>ping ftd.csa.local

Pinging ftd.csa.local [10.10.10.1] with 32 bytes of data:
Reply from 10.10.10.1: bytes=32 time=1lms TTL=255
Reply from 10.10.10.1: bytes=32 time=1lms TTL=255
Reply from 10.10.10.1: bytes=32 time=1lms TTL=255
Reply from 10.10.10.1: bytes=32 time=1lms TTL=255

Ping statistics for 10.10.10.1:

Packets: Sent = U, Received = U, Lost = © (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 1lms, Maximum = lms, Average = lms

C:\Users\jay>nslookup ftd.csa.local
Server: AD.csa.local
Address: 10.10.10.20

Name: ftd.csa.local
Addresses: 10.10.10.1
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@ PuTTY Configuration ?
Category:
Session Basic options for your PuTTY session AnyConnect VPN:
. L.oglglng Specify the destination you want to connect to On a trusted network.
=- Terminal
Host Name (or IP address) Port
Keyboard Connect
Bel router3 csa Jocall 22
Features Connection type:
Voindow O5SH  (OSeidl (Other Telnet
Appearance
Zero Trust Access:
Behaviour Load, save or delete a stored session Zero Trust A "
‘ero Trust Access is active.
Transjémn Saved Sessions
+- Selection
Colours
=- Connection Default Settings Load
Data
Proxy Save
+-55H Del Umbrella:
Senial S Umbrella is inactive.
Telnet Profile is missing.
Rlogin
SUPDUP Close window on exit:
) Aways () Never © Only on clean exit
Ahendt Heln Onen . Cancel

@ Cisco Secure Client - e

AnyConnect VPN:

On a trusted network.

Connect

Zero Trust Access:
Zero Trust Access is active,

Umbrella:
Umbrella is inactive.

Profile is missing.
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#R PuTTY Configuration

Category:
Session
Logging
=1 Terminal
Keyboard
Bell
Features
Window
Appearance
Behaviour
Translation
- Selection
Colours
Connection
Data
Prouxy
+- SSH
Senal
Telnet
Rlogin
SUPDUP

Alb-.a Ll
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5. REREHAERESH

Basic options for your PuTTY session

Specify the destination you want to connect to

Host Name (or IP address) Port
10.10.10.103 2
Connection type:

©O5SH (O Serial (O Other Telnet

Load, save or delete a stored session b

Saved Sessions

Default Settings Load

Save

Delete

Close window on exit:
() Always _) Never © Only on clean exit

[ . Fmmm

up
c

AnyConnect VPN:
On a trusted network.

Zero Trust Access:
Zero Trust Access is active.

Connect

Umbrella:
Umbrella is inactive.
Profile is missing.

@ Cisco Secure Client

AnyConnect VPN:

On a trusted network.

i O
cisco

Zero Trust Access:

Zero Trust Access is active.

Umbrella:
Umbrella is inactive.

Profile is missing.
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@ Cisco Secure Client

' I ' ] ' .
aeis’ Secure Client

General Zero Trust Access

. Statistics Advanced Configuration Message History
Status Overview

AnyConnect VPN TCP Flows:

Allowed UDP Flows:
Zero Trust Access Allowed TCP Flows:
Blocked UDP Flows:
Blocked TCP Flows:
Authenticated UDP Flows:
Authenticated TCP Flows:

Umbrella

Proxy Configurations:
Secure Private Access Active
Secure Internet Access Active
Network Fin gerprints:
LAN Unmatched

Collect diagnostic information for all
installed components.

Diagnostics
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C:\Users\jay>ping ftd.csa.local

Pinging ftd.csa.local [192.168.1.12] with 32 bytes of data:
Reply from 192.168.1.12:
Reply from 192.168.1.12:
Reply from 192.168.1.12:

bytes=32 time=1lms TTL=255
bytes=32 time=1lms TTL=255
bytes=32 time<lms TTL=255

Reply from 192.168.1.12:

Ping statistics for 192.168.1.12:

Packets:

Sent = 4, Received = U, Lost

bytes=32 time<lms

TTL=255

@ (0% loss),

Approximate round trip times in milli-seconds:

Minimum =

C:\Users\jay>

Oms, Maximum = 1lms, Average

C:\Users\jay>nslookup ftd.csa.local

Server:
Address:

Name :
Addresses:

AD.csa.local
192.168.1.20

ftd.csa.local
192.168.1.12
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5 FHFQDN=5REIPR

@ PuTTY Configuration

Bms

Category:
Session Basic options for your PuTTY session AnyConnect VPN:
. L.oglglng Specify the destination you want to connect to On a trusted network.
=- Teminal
| P
Keyboard Host Name (or IP address) ort
Bel router3.csa locall 22
Features Connection type:
W A - -
Window O5SH  (OSeidl (OOther Telnet
Appearance Zero Trust A
ero Trust Access:
Behaviour Load, save or delete a stored session Zero Trust A "
‘ero Trust Access is active.
Transj?t'on Saved Sessions
+- Selection
Colours
= Connection Default Settings Load
Data
Proxy Save
- SSH Del Umbrella:
Serial ke Umbrella is inactive.
Telnet Profile is missing.
Rlogin
SUPDUP Close window on exit:
() Aways () Never © Only on clean extt
Aheudt Heln Onen Cancel
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®

Category:
= Session Basic options for your PuTTY session
T L.Dgllging Specify the destination you want to connect to
=|- Termina )
Keyboard Haost Name (or IP address) F"‘onrt
Bell 152.168.1.103 22
Features Connection type:
- Window O5SSH  (OSeral (OOther:  Telnet
Appearance
Behaviour Load, save or delete a stored session
Translation Sawved Sessions
+- Selection
Colours
= Connection Default Settings Load
Data
Proocy Save
¢ SSH Delete
Serial
Telnet
Rlogin
SUPDUP Close window on exit:
O Mways (O MNever @ Only on clean exit

® Cisco Secure Client — b4

AnyConnect VPN

On a trusted network.

Connect

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Umbrella is inactive.
Profile is missing.

9 Cisco Secure Client — X

2 O

AnyConnect VPN:
On a trusted network.

| | Connect

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Umbrella is inactive.

Profile is missing.

atlnaifne
(41 14:]



#P 1921681103 - PuTTY - O X

AnyConnect VPN:

Ona

Zero Trust Access:
Zero Trust ACcess is active.

Umbrella:
Umnbrella i inactive.
Frofil is missing.
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> show allocate-core profile

> show asp inspect-dp snort

> sh running-config universal-zero-trust
> show interface ip brief

> debug universal-zero-trust zproxy 7
IRBEAEREN

# tail -f /ngfw/var/log/messages

# show conn all

# show nat detail

# show asp table socket
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