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https://login.sse.cisco.com
https://login.sse.cisco.com

0 tosus Brenes

Data Transfer (O [ Last 50 0ays
TOTAL USAGE
f‘ Usage da. delayed up ta 30 min.
e 2.75 TB Total traffic 8 — Banch
2.74 TB ~ Increase (last 39 days)
= i B —e Browser-based ITA
1.70 TB Received B —= Roaring ehent
1.70 TB ~" increase (lnst 30 days)
- B B —= Clieri-based ZTA
1.05 TB sent B8 —e raEn
- 1.05 TB ~" incresse (last 30 days)
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32— "I Connect> Network Connections
i
- TENetwork Tunnel Groups | B —T> Add
® Essentials nnel Groups  FTDs
Hoeme Matw ons —
ups, 300 ENOpoint
1l Devices
= End User Connectivity o 4
DNS Forwardeis b S
&
amawork: for estabishing tunnel redundancy and high
[ e— 1bs within a network tunnel group o securaly contral
10 resoUTCas. Helg
L
B | 5 Tunnel Groups + Add
BENTG

3.1 (B General Settingso

s BLiETunne Group Name , J*;LRegion )54 Device Type
- B—F Next

@ ) | General Settings
General Settings

Give your network tunnel group a good meaningful name, choose

type this tunnel group will use.
2  Tunnel ID and Passphrase

Tunnel Group Name

3 Routing | FTD
Region
4  Data for Tunnel Setup
| Canada (Central) v
Device Type
FTD v
BRBE

4 5% FE Tunnd ID*ﬂPassphraseo WIDEEEE ) HAFTDEREZELID

° E_-F Next



General Settings

© ©

3 Routing

4  Data for Tunnel Setup

IDFIPSK
5.0 EERERK
ZEFEEH

E)REER i (BGP)

Tunnel ID and Passphrase

Tunnel ID and Passphrase

Configure the tunnel ID and pa

Tunnel ID Format

(® Email IP Address

Tunnel ID

| ftd1-ipsec

Passphrase

The passphrase must be between
special characters.

Confirm Passphrase

- EX2TFHPREBCPHERE , IEEFTDRIBGP H ERHM(AS) MR-

¢ & — T Rout ng=> Dynamic routing

- ¥ — T DeviceASNumber , RAEFTIEFTD BGP ASN

- 12 HBlock default route advertisement 28 BY J5 18

- B—F save



@ Dynamic routing

Use this option when you have a BGP peer for your on-premise router.

Device AS Number

| 64513

Advanced Settings

(] Muitihop BGP

Select this option to enable the ability for BGP peers to establish a connection (hop) when not
directly connected.

D Multi-region backhaul

Use Secure Access as the network backbone and prioritize regions based on origin.

Block default route advertisement

Select to block the advertisement of the default route.
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A
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EzEAOESR, AEFMAER  FE-T.

(EKEZ Gl e SER N
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° E—-F Download CSV
° E_-F Done

@ General Settings Data for Tunnel Setup

Review and save the following infermation for use when setting up your network tunnel devices. This is the only lime that your passphrase is displayed.

@ Tunnel I and Passphrase

Primary Tunnel ID: fidl-ipsecE
@ Routing Primary Data Center IP Address:
Secondary Tunnel ID: fid1-ipsec@
@ Data for Tunnel Setup Secondary Data Center IP Address:
Passphrase:
< =

NTGE



Summary

€ Disconnected

Region Canada (Central) Routing Type Dynamic Routing (BGP)
Device Type FTD Device BGP AS 64513
Last Status Update Feb 18, 2026 3:58 PM Peer (Secure Access) BGP AS 64512

BGP Peer (Secure Access) IP Addresses  169.254.0.9 169.254.0.5, 2a04:ed4cd:b:c723::b67:0000/120
Multihop BGP Addresses —
Multihop TTL —

BGPERE

N
FEE : ¥ — T Network Tunnel Group A1 $2BGP AS#miEFIBGPH Z P/t , Bt %

HEFTDImERE

BEYERER
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2‘gﬂﬁ,ﬂResources> Private Resources>j§'£—-FAddo
== Network and Service Objects
Resources

Destinations

Internet and 5aaS Resources

5]
it

it

Private Resources

N
>
Tl

?aﬁEPrlvaIeResourceName\ Internally reachable address, Protocol Port/Rangeso j:aﬁEiEﬂHﬂIE jt*ﬂ?@ E%ﬁ
BHMERER
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Private Resource Name

FTD Internal Server

Description (optional)

Private resource address

Define how the private resource will connect to applications through Secure Access.

Internally reachable address (FQDN, Wildcard FQDN, IPv4, IPv6, CIDR) @ Protocol Port / Ranges
| 172.16.15.55 I I TCP - (HTTP/H... I | 8080
EHER

BB RS Al
ERVERAAERERENALSBERI T T LRBBNRTERNEAEN,
ELFAABBRIZERAESND. BRESH. KENRE, NERHMRBERGSERZHFH S

B ENEERRERZS M, EHERBBNATRABRZIIRE T2 —RLORHE
, ER{NIEIBZTASVPNaaSZ £t Al R EFE A EEH.
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Policy

Home Access Policy

Data Loss Prevention Palicy

O
Experience
Insights Profiles
Endpoint Posture Profiles
- IPS Profiles
Connect
Security Profiles
= App Risk Profiles
Resources
Settings
" Threat Categories
Secure

Notification Pages

ACP

« ¥ —"F AddRule

° E - -F Private Access

Add Rule ~

Control and secure access to resources and
applications that cannot be accessed by the
general public.

Private Access

Irity
Internet Access
Control and secure access to public
destinations from within your network and
) from managed devices
FBACP

. H‘i—-FRuleName, %?ﬁ%ﬂﬁ%

o 3&— T Action , EEAIwRFFIRE

« B—TonrromtIEEEBFRFFARNERE
B — T Yrots EME A EE R LR I AV 35 R T AT 4
B—TNet , ABsaclE AT —H



Rule name () Rule order

|_ FTD IPsec Rulg | J

o Specify Access
el whileh et o & wrces. Help O
Action

(=) Allow () Block
Allgw spacilied traffic 1 " Block specilied traff

Endpaint Requiremenis

twnri VPN Pagture Profiles [

@ Configure Security
figure security requirements that mist be e wed. Halp £

Cancel
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Monitor

237 Insights & Reports

#% Events & Logs

Manage
1 Policies
e Objects
. Devices
*“ Secure Connections 5

FTD#E

« ¥ —T TFTD Device

, Interfaces

° :Ei_-F Add Interfaces
° ﬁf—-F Virtual Tunnel Interface

- BUMEEFEENE , —ERARELZLEHBHO

Devices

Device Management

Template Management

Platform Settings

FlexConfig

Certificates

Show less

Sync Interface ] [ Add Interfaces v ]

Sub Interface

Redundant Interface
Bridge Group Interface
Virtual Tunnel Interface

Loopback Interface

VNI Interface

ori... Virtual
Global
Global
Global
Global |
VT

ERBENHE:
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« ERHEE—EE®B , T enale

° iggﬁiﬁﬁ Security Zone

® %EigTunnel ID , ﬂﬁﬁﬁ%ﬁ\_1ﬁﬁo

o B5&Tunne Source , IEEPRE EMR AP E T HWWANNE
32— T IPsec Tunnel Mode , 1Z1EIPv4

o B—TiPAddess, AREEVTIHIPHbIE

E—Tok
Tunnel Type

Name:*

[ VTI-1 ]

Enabled
Description:

Security Zone:

zone_vti v

Priority:

0 (0 - 65535)

Virtual Tunnel Interface Details
An interface named Tunnel<ID> is configured. Tunnel Source is a physical interface where Vi

V/TI
[
v il

the
Tunnel ID:*

£ 4 i3
‘] (V- il&415)

Tunnel Source:*

[ GigabitEthernet0/0 (outside) v ] [ 192.168.0.20 v ]

VTI1.1



IPsec Tunnel Details

IPsec Tunnel Mode:*
@® 1pva O pve

IP Address:*

(® Configure IP [ 169.254.0.1/30

VTI.2

EEEE N E2:

- FRAEEE—BEE , T Enale

° IEEEY,EEIZ Security Zone

* ;%Eigmnnel ID , I FH—EE

o BhiETunne source , IEERBEERFEIHWWANITE
32— T IPsec Tunnel Mode , 1Z1EIPv4

« B—TIPAddess , REBEVTIHIPih 1t

« E—Tok



Tunnel Type
o

Name:*

VTI-2

Enabled
Description:

Security Zone:

zone_vti v

Priority:
0 | (0 - 65535)

Virtual Tunnel Interface Details
An interface named Tunnel<ID> is configured. Tunnel Source is a physical interface where VPN tunnel terminates for
the VTI.

Tunnel ID:*
2 (0 - 10413)

Tunnel Source:*

[ GigabitEthernet0/0 (outside) v ] [ 192.168.0.20 v ]

VTI2.1

IPsec Tunnel Details
IPsec Tunnel mode is decided by VPN traffic IP type. Configure IPv4 and IPv6 addresses accordingly.

IPsec Tunnel Mode:*

@ 1pva O pve

IP Address:*

(® Configure IP [ 169.254.0.5/30 ] [}

VTI2.2

#— T Save,



Deploy ° 0 ® v

You have unsaved changes

FBEVTIEX
IPseci@ B HRE

B B &M cdFMCIEE FIE AR

i j’fi — "IN Secure Connection™ Site-to-Site VPN & SD-WAN

Secure Connections = X

Monitor
Site-to-Site VPN & SD-WAN w
Insights & Reports »
Remote Access VPN
% Events &Logs >
Dynamic Access Policy
Manage
1 Policies 3
= Objects
sm Devices 3

%  Secure Connections

S2S8

e E—TAd
° E__F Route-Based VPN
- E—"F Peerto Peer



Create VPN Topology

Topology name *

[ CsA

VPN Type

I New -~ r \
O SD-WAN Topology @ Route-Based VPN O Policy-Based VPN
Simpilifies and automates the Secures traffic dynamically Secures traffic between peers
sta
orotected networks. A SASE Tepology cannot
be selected because
Select VPN Topology Clsco U'['b[?!la
Select VPN Topology Select VPN Topology Co:wr..e\.\nor. is not
O @ @ configured.
@ Hub and Spoke e Prerequisites
@ ® Peer to Peer @
Prerequisites C Refresh
J S \

¥1BVPN

- RRELFREENESTEEEE R /O ME B E R ORI RREIDA P i 31k
* H‘f_—FEndpoints
- TENodeA T , 3 — T Deviceon I IR 1E Extranet
- BhiZDeviceNamed B H &
- BNiEenpoint IPAddresses , AR AL B EEMEB)IPHbaE ( LUESR DR ) |, Rttt R
Secure Access T#Y "Save Network Tunnel Group Configurations A
HELRE)
- TENodeB T , ¥ — T DeviceNV IBIEFTDEE B
- 2 — T Virtua Tunnel Interface , IRIBE F—SHEINE—@EVTINE
- $2— T send Local Identity to PeersiZ2 JH 0 12 2 Email D , A EBFEID (# T2 2HREEL TH
MRFERBEHEEE) F)
- B—"F Add Backup VTI
- BRiZvirtua Tunnel Interface , 1B L —SHBIME_@FAVTINE
- ¥ — T send Local Identity to Peersonoption I 12 #email 1D , B AE§BIBZEID ( 7£Secure Access
Configuration "8 "Save Network Tunnel Group Configurationy & )
- ¥ —TSave



Network Topology:

| Point to Point | Hub and Spoke  Full Mesh

iKE version:* [ kevi [ kevz2

Endpoints IKE IPsec Advanced
Node A
Device:*
[ Extranet v l
Device Name*:
[Losa |

Endpoint IP Addrass®.

[ Primary-1P,Secondary-1P

FTD VTI#HAE

o B—TF KE
- & —"TFIKEv2 Settings> Policies
- 1BIEIZUumbrelaAES-GCM-25618

B—TF ok

Node B

Device:*

[ cdFTD-1 h ]

Virtual Tunnel Interface:*®

[ vri-1 0P 169.254.00) “ |+

Tunne! Source: outside (IP: 192.168.0.20 Edit VT
[[J Tunnel Source IP is Private

B Send Local Identity to Peers

Local Identity Configuration:*

[ Email ID ~ ]
[ ftd1-ipsec@ ]
Backup VTIL Remove

Virtual Tunnel Interface:*

[ VTI-2 (IP: 169.254.0.5) - +

Tunnel Source: outside (IP: 192.168.0.20)Edit VT
(] Tunnel Source IP is Private

@ send Local Identity 1o Peers

Local Identity Configuration:*
[ Email ID v J

[ fid1-ipsec@® ]

Cancel m




IKEv2 Policy ®

Available IKEv2 Policy (> + Selected IKEv2 Policy

1 Search Umbrella-AES-GCM-256 In|

: AES-GCM-NULL-SHA
AES-GCM-NULL-SHA-LA...
AES-5SHA-SHA
AES-SHA-SHA-LATEST
DES-SHA-SHA

DES-SHA-SHA-LATEST

* gf_-FAuthenticationTypeﬂ]?ig?gPreShared Manual Key , ﬁl’ﬁ:fé%ﬁ:ﬁ ( RIGERE ) EFMEE’}]PSK

IKEV2 R 8l

Endpoints IKE IPsec Advanced
Pre-shared Key Length:* | 24 Characters (Range 1-127)
IKEv2 Settings
Policies:* | 1 £

Umbrella-AES-GCM-256

Authentication Type: | Pre-shared Manual Key o

Key:*

Confirm Key:*

|:| Enforce hex-based pre-shared key only

IKE

o ¥&—"F Ipsec
- —F IKEv2 Proposals



- 1EE UmbrellaAES-GCM-256

- B—TF ok
Endpoints IKE IPsec Advanced
Crypto Map Type: Static Dynamic
IKEv2 Mode: Tunnel v
Transform Sets: IKEv1 IPsec Proposals ,» IKEv2 IPsec Proposals* /5
tunnel_aes256_sha Umbrella-AES-GCM-...
IPSec
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Manitor
Device Management

Insights & Reports b
Template Management
#% Events &Logs >
Platform Settings
Manage FlexConfig
1) Policies 3 Certificates
®.  Objects

— Show less
s Devices

B

. #—TFFTD

D Name

|:| ~ Ungrouped (1)

@ cdFTD-1
N/A - Routed Snort 3

O

FTDEE

- ¥&— T Routing™> BGP > IPv4 > Enable IPv4

- Bhi®Neighbor , I 38 E Secure AccessHIBGP Autonomous System(AS)#m 5k A K 3 1P b
Ht
w2RRLPERETHRE , HPRETHBENFIEHBEEFHENR.
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cdFTD-1 You have unsved changes m m

zure Firgwall Threat Defense for VMwar

Davice Interfaces Inline Sets Routing DHCP VTEP

Enable IPva: AS Mumber 64513

Manage Virtual Routers

General 1 Neighbor Add Aggregate Address Filtering Metworks Redistribution Route Injection
Global
Virtual Router Properties + Add
CMP
BFD Address Remote AS Number Address Family Remote Private AS Number Description
SPF 169.254.0.2 84512 Enabled
SPFv
168.254.06 64512 Enabied
EIGRP

RIF
Policy Based Routing
v BGP

IPva

BGP#E

MYEE : 162025511 AR , FTEMEMY N L2 BEM AR ERA 2 HASNIE 32644 HEE
BREAEFRIBCGPHE, £2025F 11 A BN RGEBEEFEA 2 A645128FA
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° E_—F Save
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Policies

T X

Monitor
Security policies
£ Insights & Reports >
Access Control
7% Events &Logs >
Intrusion
Manage Identity
ED Policies Decryp[ion
. Objects Prefilter v
FEiBEER
- RE{RESRERE R EEE AR TEBIRR R
c=3
Prefilter Policy ‘ Domain Last Modified
Oe‘faul'. Prefilter Policy _ Glabal 2025-07-24 IOS.Z?:S.I
?reF-"ler- .‘:osue r - | - Global 2026-(;2--1315:2;3:3?

& — T prefilter

o 32— Add Tunnel Rule
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- B—Tsave
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wwwww
Rudes
Insights & Repo -
+ Add Tunmel Rule + Add Prefilter Rule Search Rul
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EFTDHERE
FTD #9388 4 a8

B A AR @B B BiiRAE |, B#Eup Hdown, EEBIARRIPsechR B R A EMREN,

« & —TSecure Connections
+ }&— T Site-to-Site VPN & SD-WAN
s B—THEER

Topology name VPN Type Network Topology Tunnel Status Distribution IKEv1 IKEv2
v CSA Route Based (VTI) Point-to-Point PRE— v
Node A Node B
Davice VPN Interface VTl Interface Device VPN Interface VTl Interface
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Summary

& connected
Region Canads (Central) Routing Type Static Routing
Device Type FTD IP Address Range 172.16.15.0/24

Last Status Update Feb 18, 2026 3:34 PM

Primary Hub

& HubUp

1

Active Tunnels

Tunnel Group ID fid1-ipsec@
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Secure AccessTRIEH

LA e BENBGPEM , YR IPsecBEHMRER
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#—T "Monitory > "Network Connectivity 1 o

= Manitor »
_® Reports
Hosme Remote Access Logs
Activity Search
o Connectivity Logs
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Insights Security Activity
Total Requesls
E
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App Discavery
= Private Resource Discovery

Resources e
o Top Destinations

' Top Categonias
Secure Third-Party Apps
Cloud Malware
A
b Data Loss Prevention
Manitar

Al Supply Chain
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See Logs

Secondary Hub

@ HubUp

1

Active Tunnels

Tunnel Group ID
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FTD @] [ All severily levels -] [ All services v] [ All regions -

Blrast 24 howrs ~ | 2 Refresh 120 resuls

Search Text: FTD X Reset All
Network tunnel
group Data center IP address Hub type Region Alerts Service Device type Details Time (UTC)
FTo Secondary ca-central-1 0 nfo wGP FTD BGP peer up Feb 18, 2026 4:07 PM
FTD Secondary ca-central-1 @ info HE FTD Successful CHILD re.. Fab 16, 2026 4:07 PM
FTD Primary ca-ceniral-1 @ info FTD BGP peer up Feb 18, 2028 4:086 PM
FTD Primary ca-central-1 @ Into WE FTD Successhul CHILD re... Feb 1B, 2026 4:06 PM
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o
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Home Remote Access Logs
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o
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Monitor
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EEEEIRER
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13,806 Total ) Page: 1 = Resultsperpage %0 -  1-%0 3
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Event Details

Action

Allowed

Feb 18, 2026 3.30 PM

Fula Hame

FTD IPsec Rule (2386307)

Enforced By

4 Josue

Source IP

Dastination

http:/172.16.15.55: 8080 favicon.ico

Security Group Tag (SGT)

Destination IP

172.16.15.55
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