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https://dashboard.sse.cisco.com/

#2 — T Connect> End User Connectivity > Manage Trusted Networks > +Add

Er)
End User Connectivity [ & cisco secure ciient |  Manage servers + |
End user connectivity lets you define how your organization’s traffic is steered from
endpoints 1o Secure Access or to the internet. Help 3

Zero Trust Access Virtual Private Network Internet Security

Enroliment methods

Before users can access resources using client-based Zero Trust Access, their endpoint devices must be enrolled
ization here. Help 5

550 Authentication  Cerlificates

Zero Trust Access Profiles + ZTA Profile

Manage Zero Trust Access (Z2TA) prefiles, which allow you to add users and groups to unique traffic steering configurations for client-based ZTA connections. Help ©F
W Name Secure Private Access Secure Internet Access Users & Groups Last Used
1] inati
1 Testl & tealinstions gs:j:;l::: sestnatens L LisEns Dec 17, 2025
Trusted Networks Enabled i 0 Groups o

Trusted Metworks Enabled

Default Profile

If thare is no profile match, the default profile is applied. This profile includas private resources that are anabled for client-based Zero Trust Access
Mame Secure Private Access Secura Internat Access Users & Groups Last Used
- Use ZTA for all dastinations
24 Destinations All Usars
Default ZTA Profile 0 Exceptions Dec 17, 2025 &

Trusted Networks Disabled Al Groups
o * Trusted Networks Disabled g

T;Eﬁ%f’%hﬁ?ﬁ%ﬁﬂ BRNERE , YEDREUTHEGEZ—

DNS Seves — B F iR ER ZE TR |, M N EXEHEE N FTEDNSE iR 25t 1t #9318
o E. @ ANRRSFBITAARCELEEERER. ZEETND , {ERIDNS AR
25 ih 1k 2478 BE 7K b 1 ] IT B

- DNSDomains — B P IRENZETHEKE BT ESEEENDNSEZENZHESRE,

- Trused Sever — R LHTIB— AL ARRESE  ELARBRUE—ETLSERE , KFE
RO R HEEICE, EISTE443LUNIE | BEAEEFRMINE, B&Z
ALFB10EZEENRARSE , EPRE—BAFERBERE.

- Certificate Public Key Hash: AR B 5 BR S R R R R KR F] , BRI AEREEHE

EREESBRUHEHMZEEEREERESR,

Mzt : A—BRERNZEZRREROREE F. ERNTERLZANDER T,



Z- Step 2, Task 2: Defined a trusted network

— 2/4 tasks
2
Home ¢ Trusted Networks
Edit Trusted Networks
© Include as many criteria as required to define a trusted network or network segment. Help (7
Experience
Insights
_ Trusted Network Name
%
[ TestDNSServer ]
Connect
D Set as default Trusted Network for UZTA (0
=
Resources
Inspect
| (® Physical adapters
Secure O Physical and virtual adapters Beta
Q
Monitor
Multiple entries within each criterion are tested as OR: Any of the entered values can match.
Q Criterion DNS Domains (0
Investigate .
DNS Domains v ] [ amitlab.com — Remove Criterion
e AND
Admin
Criterion DNS Servers ()
LN ]
Workflows DNS Servers v ] [ 192.168.52.2 ] — Remove Criterion

+ Add Criterion

SR 2. B AR ERBRBATND

« 31 Z Connect™> End User Connectivity
. REZTARBRER
° %ﬂ’ ﬁéSecure Private Destinati onsﬁ‘?, Secure Internet Access

L2 A



1 Secure Private Access
1 Destination

2 Secure Internet Access

3 Users and Groups

L2 B Eh

@ Secure Private Access

1 Destination

e Secure Internet Access

3 Users and Groups

° E—T Options

Secure Private Access

Add the private destinations and private resources t«

Traffic Steering  Options

Secure Internet Access

Add the Internet and SaaS destinations tc

Traffic Steering Options

S

° :Ei — TN Use trusted networks to secure private destinati onsB}, Use trusted networks to secure internet destinationst® 2 Bil

BEEFARIEME

° E - -F + Trusted Network

Name Inspector Adapters DNS Domains

DNS Servers Trusted Servers

No trusted networks added

To add a trusted network, specify the criteria that uniquely defines a trusted network or network segment.

+ Trusted Network

- BELE L -RPEENZGERREEER , ARE—T sae

LZEFMAFME



Add Trusted Networks

Trustad Networks

TestDMNSServer

O st

L2 B Eh

Add Trusted Networks

Trusted Metworks

TestDNEServer

TestDMSServer

O st

o BB iRuseryGroupZ TABLBE R , REIR— T close.




-

ZTA profile name Priority Traffic Steering Limits

= J [ Teett i05 19/5k  Android 19/10k  macOS/Windows 19/100k
Users and Groups
@ Socurs Private Access P
3 Destinations Add a set of users and groups that will be steered to various destinations added to this ZTA profile
@ Secure Internet Access
- Users 1 Groups ©
o Users and Groups
+ Users and Groups
Mame Email Type Users
A Usar
AT

Rows per page

: () 23

SR 3.7 FimiciE

1HRREZCABNEFTESR T EEHNDNSHER:SE , RARMEBETYENE FREAZEE
2BRERE T EBRIBZIENDNSFE,

Ethernet adapter Ethernet®:

Connection- specific DNS Suffix . : ==t .

Description . . s 4 3 4 & & 3 a 1 Intel(R) SZSTHL Gigabit Network Connection
Physical Addless e« + + + « . . @ B0-8C-29-UF-E6-BD

DHCP Enabled. . . . . A (1

Autoconfiguration Enabled . « « . Yes

IPvl Address. . . . . . . . . . . : 192.168.52.213(Preferred)

Subnet Mask . . . . . . . . . . . : 255.255.255.0

Lease Obtained. . . . . . . . . . : Wednesday, December 17, 2025 8:04:U46 PM
Lease Expires . . . . . . . . . . : Wednesday, December 17, 2025 9:02:07 PM
Default Gateway . . . . . . . . . : 192.168.52.2

DHCP Server . . . . . . . . . . . : 192.168.52.254

DNS Servers . . . .+« « « . . 1 192.168.52.2

Primary WINS Server e 2 4 o2 o2 . oo 3 192.068.52.2

NetBIOS over Tcpip. . . . . . . . : Enabled

LOER, T-EZTARERS IR LFFin , ZTAEEBR S e R — 8 S B &/ 55808
, EEBEF,
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X

Zero Trust Access:

Enrolled.

Paused by Trusted Network

General

Status Overview
AnyConnect VPN
Zero Trust Access

ISE Posture

Umbrella

Zero Trust Access

Statistics Advanced Message History

Unenroll
Org ID: L -
Username e e
e Smc Sync now
Last successful sync: 12/17/2025 7:39:55 PM
& Traffic
Secure Private Access: Paused by TND
Secure Internet Act?s: Paused by TND



S

® Cisco Secure Client — X

asco Oecure Client

General Zero Trust Access

Statistics Advanced Message History
Status Overview

AnyConnect VPN TCP Flows:
Allowed UDP Flows:
Zero Trust Access Allowed TCP Flows:
Blocked UDP Flows:
ISE Posture Blocked TCP Flows:
Authenticated UDP Flows:
Authenticated TCP Flows:

[ = = R == = R == R = N = |

Umbrella . .
Proxy Configurations: A

Seaure Private Access Paused by TND
Secure Internet Access Paused by TND

Network Fingerprints: A
TestDNSServer Matched k.

Collect diagnostic information for all
installed components.

Diagnostics

- #EDARTHI#E — zrams

KEZETNDIE AN,

2025-12-17 17:53:40.711938 csc_zta_agent[0x0000206¢/config_enforcer , 0x0000343c] I/ ActiveSteeringPolicy.cpp:316
ActiveSteeringPolicy::collectProxyConfigPauseReasons() TN D& #&ProxyConfig 'default_spa_config' ( & Al )

2025-12-17 17:53:40.711938 csc_zta_agent[0x0000206¢/config_enforcer , 0x0000343c] I/ ActiveSteeringPolicy.cpp:316
ActiveSteeringPolicy::collectProxyConfigPauseReasons() TND#&E #RProxyConfig 'default_tia_config' ( #&#3 All )

ECEAITNDFR Bl — DNS{AfRES — FF iRiEWELE

25-12-17 20:33:15.987956 csc_zta_agent[0x00000f80, 0x00000ed4]#+ CaptivePortalDetectionService.cpp:308
CaptivePortalDetectionService::getProbeUrl () & % — {E{B 2R IR B , EAE—ERBurl

2025-12-17 20:33:15.992042 csc_zta_agent[0x00000f80, 0x00000ed4] I/NetworkChangeService.cpp: 144 NetworkChangeService::Start() K] 24 R BE 1R ER -
Ethernet0:subnets=192.168.52.213/24 dns_servers=192.168.52.2 dns_domain=amitlab.com dns_suffixes=amitlab.com isPhysical=true
default_gateways=192.168.52.2

captivePortalState=k &1

conditional_actions’ :[{" action" :" disconnect" & FTNDEHEZTAER ER RFEE.,

2025-12-17 17:55:36.430233 csc_zta_agent[0x00000c90/config_service , 0x0000343c] I/ ConfigSync.cpp:309
ConfigSync::HandleRequestComplete() B W EIFEL & :

{"ztnaConfig"{"global_settings":{"exclude_local_lan":true},"network_fingerprint":[{"id":"28f629ee-7618-44cd-852d-
6ae1674e3cac”,"label":"TestDNSServer”,"match_dns_domains":["amitlab.com"],"match_dns_servers":

["192.168.52.2"],"retry_interval":300}],"proxy_configs":[{"
conditional_actions":[{"action":"disconnect","check_type":"on_network","match_network_fingerprint":["28f629ee-7618-44cd-852d-
6ae1674e3cac"]},{"action":"connect":"connect"},"id" *,"label":"Secure Private



Access","match_resource_configs":["spa_steering_config"],"proxy_server":"spa_proxy_server"},{"conditional_actions":[{"action":"disconnect","check_type":"on_
7618-44cd-852d-6ae1674e3cac"]},{"action":

2025-12-17 17:55:36.472435 csc_zta_agent[0x000039a8/main , 0x0000343c] |/48 5% 15 # AR 3% .cpp:196
NetworkFingerprintService::handleStatusUpdate () B 1% #8 & 15 AR RE : $8#3:28f629ee-7618-44cd-852d-6ae1674e3cacV H : Ethernet0

DNS{& 4% _E BSTNDER R iE4R

2025-12-17 17:55:36.729130 csc_zta_agent[0x0000206¢/config_enforcer , 0x0000343c] I/ ActiveSteeringPolicy.cpp:378
ActiveSteeringPolicy::UpdateActiveProxyConfigs() E #1& B B B B

2025-12-17 17:55:36.729130 csc_zta_agent[0x0000206¢/config_enforcer , 0x0000343c] I/ ActiveSteeringPolicy.cpp:287
ActiveSteeringPolicy::collectProxyConfigPauseReasons() TND EH 74 LA T 1 35 #6 i B ProxyConfig "Secure Internet
Access":on_network:28f629ee-7618-44cd-852d-6ae1674e3cac action=Disconnect

2025-12-17 17:55:36.729130 csc_zta_agent[0x0000206¢/config_enforcer , 0x0000343c] I/ ActiveSteeringPolicy.cpp:366
ActiveSteeringPolicy::updateProxyConfigStatus()ProxyConfig 'Secure Private Access'IE 7£ i BH:E#R , JRE 2 : InactiveTn
2025-12-17 17:55:36.729130 csc_zta_agent[0x0000206¢/config_enforcer , 0x0000343c] I/ ActiveSteeringPolicy.cpp:366
ActiveSteeringPolicy::updateProxyConfigStatus()ProxyConfig 'Secure Internet Access'I[E1E BT BELRR , JRE R : InactiveTn
T Ec#32 B 2 BIDNS

2025-12-17 17:55:36.731286 csc_zta_agent[0x000039a8/main , 0x0000343c] I/ZtnaTransportManager.cpp:1251

ZtnaTransportManager::closeObsoleteAppFlows() i 7418 B Y ProxyConfig & fiftld=7b35249c-64e1-4f55-b 12b-58875a806969
proxyConfigConfigConfigld id=default_tia_config TCP destination [safebrowsing.googleapis.com]:443 srcPort=61049
realDestlpAddr=172.253.122.95 process=<chrome.exe|PID 11904|user amit\amita> parentProcess=<chrome.exe|PID 5220|user amit\amita>
MatchRuleType=DNS

FHEAE A

N 4p=
« H N

0N
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https://www.cisco.com/c/zh_tw/support/index.html?referring_site=bodynav
https://docs.sse.cisco.com/
https://docs.sse.cisco.com/
https://www.cisco.com/c/en/us/solutions/collateral/enterprise/design-zone-security/sase-design-guide.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise/design-zone-security/sase-design-guide.html
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