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https://docs.sse.cisco.com/sse-user-guide/docs/zta-enroll-with-certificates

End User Connectivity [ &, Cisco Secure Client ] [ Manage servers ~ ]

End user connectivity lets you define how your erganization's traffic is steered from
endpoints to Secure Access or to the internet. Halp o

Zero Trust Access Virtual Private Network Internet Security

Enrollment methods

Before users can access resources using client-based Zero Trust Access, their endpoint devices must be enrclled,
Manage enrclimant metheds for your erganization here. Help 3

Windows and macOS devices enrcll using: 550 Authentication  Certificates

Andreld and 05 devices enroll using S50 Authentication only.

Default Profile

If no other ZTA profile is applied to traffic, the default profile applies. The default profile includes all traffic steering rules that are automatically created when private resources are enabled for client-
based zero trust access.

Name Private Resources Destination Lists Last Used

Default ZTA Profile 15 1 2025/06/10 &
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-Windows:C:\ProgramData\Cisco\CiscoZ £ & F i%\ZTA\enrollment_choices
- macOS:/opt/cisco/secureclient/zta/enroliment_choices

6. FERETTHZ REFRE.

Windows and macOS devices

Use S50 Authentication
Enrcliment requires user action.

1. Install Cisco Secure Client on user devices.
2. Give your users instructions for enrolling in Zero Trust Access.

Use Certificates
Enroliment accurs without user action.

1. Upload a CA Certificate if necessary

Al least one uploaded root certificate or certificate chain must be able to validate identity certificates on endpoint devices during zero trust enroliment and renewal,

CA Certificates

View 2 CA certificates X, Upload a CA Certificate

2. Download the enroliment configuration file

The file is regenerated each time a new CA certificate is uploaded.
Deploy this file to user devices.

N 77 _Enroll_Certjson

You can also download this configuration file and Cisco Securs Client from the Download Clsco Secure clent page.
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email.1 = username@domain.local

i#1E 2: ({HiE ) : UPN ( ¥ EMMicrosoft )
otherName:1.3.6.1.4.1.311.20.2.3;UTF8:username@domain.local

EARPIF |, ERFIERMicrosoft ADFRHEAEREEIRERFE,
S 1:Efn FMicrosoft ADI BRI E EEIE S

SER 2:FAR TiE1T. I AMicrosoft Management Console(mmc)

1 Run X

1 Typethe name of a program, folder, document, or Internet
= resource, and Windows will open it for you.
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1.3E1Tcertsrv.msc
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File Action Wiew Help
o nd=H

;"j Certification Authority (Local)
v gn falazoulCA
Reveked Certificates
| Issued Certificates
Pending Requests
Failed Requests

CertrF- ssts Tossaladas
Manage

Mame

: HAna-chént-ennoll

sse-sulb-auth-temp

SSE-signing-roat

sse-server-client

2] Authenticated Session
ectory Email Replication

]

Intended Purpose
Client Authenticatio
< Alll>

Server Authenticatio
Client Authenticatio
Client Authenticatio
Directony Service Em

Authenticatio

| Mew

» Certificate Template to [siue

Iﬁ-l.rthtﬂli-ca‘tiu

Wiew
Refresh
Export List..

Help

» i Recovery Agent
sic EFS
main Contraller
tb Server
mputer
i il
: Subardinate Cetification Authonty
3 administrator

{# Fl OpenssI & 3 B &

SR 1BEITTERNEWsan.cnfig R

[ req ]
default_bits
prompt =
default_md
distinguished_name

req_extensions

[ dn ]

c =UsS

ST = Texas

L = Austin

0 = exampleusername
ou = IT

CN = exampleusername

2048
no
sha256
dn

= reg_ext

File Reconvery
Encrypting File Syste
Client Authenticatio
Server Authenticatic
Client Authenticatio
Encrypting File Syste
< Alll»
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[ reg_ext ]
subjectAltName = @alt_names

[ aTt_names ]
# Option 1: RFC822-compliant email

email.l = user@domain.Tocal

# Option 2 (alternative): UPN (Microsoft-specific)
#otherName:1.3.6.1.4.1.311.20.2.3;UTF8:user@domain.local

SR2ERERELES

openss1 genrsa -out user.key 2048
openss1 req -new -key user.key -out user.csr
openss1 req -new -key user.key -out user.csr -config san.cnf
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SR 2. EHB| R AR ADER B R (https:http://<ip-address>/certsrv/)

S BR 3:81#Request a Certificate -> Advanced Certificate Request -> select ztna-client-enroll
template

Saved Request:
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=—===FEND CERTIFICATE REQUEST-————

Base-g4-encoded

Cartificate Template:
| ztna-client-enrll |

Additional Attributes:

Altributes:

Submil >

\
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B File Action View Favorites Window Help

e | am 4L XE = HED

| Console Root A | lssued To . Issued By Expiration Date
falasoulCA 6/17/2027

v ) Certificates - Current User R falasoul_sa
v [ ] Personal / -
| Certificates

| Trusted Root Certification A

e Root CA 7/31/2025

Intended Purposes Frie

Client Authenticati... <M

Client Authentication <N

5> || Enterprise Trust

» || Intermediate Certification Ay
> ] Active Directory User Object
> | Trusted Publishers

n  Certificate

General Detals Certification Path

X

5> [ ] Untrusted Certificates Shaw: | <All>
> [ Third-Party Root Certificaticl
> || Trusted People Field Value A
5> [] Client Authentication Issuers []vaid to Thursday, June 17, 2027 11:4...
» [ Other Pecple [ ]subject falasoul_sa, IT, falasoul, Aust...
| Local NonRemovable Certifis \ [ | Public key RSA (2048 Bits)
> [ Certificate Enrollment Reque [-|public key parameters 0500
> ] Smart Card Trusted Roots <1 Subject Alternative Name RFC822 Name =falasoul_sa@c...
v [ Certificates (Local Computer) {33 subject Key Identifier £907185ab821acd96dd0dc 7af ...
v [ Personal i1 Authority Key Identifier KeyID=cbd2c93bech9f630d3f...
] Certificates Jelrm_nictribetinn Dainte [117B1_Nigtrib tinn Brint= Nicte

Enterprise Trust

SNGIEd Hao% Ustmcation e RFC322 Name - SR —

Intermediate Certification A
Trusted Publishers
| Untrusted Certificates
> || Third-Party Root Certificatiol
> || Trusted People
| Client Authentication lssuers
> [ 7] Preview Build Roots
> ] Test Roots v
[ 4 > £

W
S S

ersonal store contains 3 certificates.

]
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Zero Trust Access

Statstcs  Advanced  Configration  Message Mstory

Fero Trest Access Enrollmenits:

To urregister from the Zero Trust Acoess service, didk the Unenrol button. This will initiate the
process of LNNegRTErmng VOUS SC00UNT And remaving any A5500ated conSgurancn Hom e
sarvice,

Urerral This setling is managed by your administrator.
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Edit Properties...

Copy to File...

T



Zero Trust Access:
Zero Trust Access is active.

SR 3 RIESANE

692 Total

Request

ZTHA CLIENT-BASED
ITHA CLIENT-BASED

ZTMA CLIENT-BASED

ZITHA CLIENT-BASED

Source

A falasoul_sa {falnuul,u_]
A falasoul_sa (falasoul_sa GG |
A falasoul_sa (falasoul_s: G |
A falasoul_sa (falasoul_sa@c D

(  Miewing activity from Jun 23, 2025 12:22 AM 10 Jun 24, 2025 12:22 AM

FRRERESEPERNIERERE

Page: 1 -

Rule 1dentity @

4 [falasoulsa (fatasoul_sac N, | 20.202, -

Results per page: 50 ~

150 > Event Details

Connection Method

ZTNA Client-based

Destinal 3

Time

TRABEREPEEERNER
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B File

Action View

Favorites Window Help

:'_', Console Root
v ) Certificates - Current User

v [ ] Personal

>
>

| Certificates
| Trusted Root Certification Av
“| Enterprise Trust
7 Intermediate Certification Ai
| Active Directory User Object
| Trusted Publishers
| Untrusted Certificates
| Third-Party Root Certificatiol
| Trusted People
| Client Authentication Issuers
| Other People
| Local NonRemovable Certifis
-] Certificate Enroliment Reque
| Smart Card Trusted Roots

v ) Certificates (Local Computer)

W

4

| Personal

] Certificates
| Trusted Root Certification Av
~| Enterprise Trust
| Intermediate Certification Au
| Trusted Publishers
7| Untrusted Certificates
_| Third-Party Root Certificatiol
~| Trusted People
| Client Authentication lssuers
*| Preview Build Roots
] Test Roots

L

.-"""

lssued To
Eifalasoul_sa

A falasoul_sa {faluwul_u_]
A falazoul_sa (falazoul_sa@(INEGGGGND
A falasoul_sa (falasoul_sag (N

Issued By
falasoulCA

Jun 23, 2025 Z:27 PM

202021 «o»

Action
20.202) .-+ Allowed
20.2021 .-

Access details

Expiration Date
6/17/2027

Intended Purposes
Client Authenticati...

/3172025 Client Authentication

ersonal store contains 3 certificates.

1

5E SRR

n  Certificate

General Detals Certification Path

X

Show: |<all> W
Field Value A
[E]vaid to Thursday, June 17, 2027 11:4...
[] subject falasoul_sa, IT, falasoul, Austi...
2] Public key RSA (2048 Bits)
[ |public key parameters 0500
11 Subject Alternative Name RFC822 Name =falasoul_sa@c...
53] subject Key Identifier £9071852b821acd96dd0dc 7f . .
i3] Authority Key Identifier KeyID=chd2c33bech3f630d3f. .

Jeclrm_nigtribatinn Printe

M1rR1_Nietriba itinn Baint= Nictr e

RFC822 Name -—

Edit Properties...

Copy to File...
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@ File Action View Favorites Window Help

e 4 XE 2 o6

| Console Root N Issued To

Issued By Expiration Date  Intended Purposes Frie
v 3 Centificates - Current User Bl falasoul_sa falasoulCA 6/17/2027 Client Authenticati.. <Ny
v || Personal ¢ . . ) . m

_ Certificates / ¢

| Trusted Root Certification Av

7/31/2025

| Enterprise Trust s | Certificate e
| Intermediate Certification Av

| Active Directory User Object General Detals Certification Path

| Trusted Publishers

| Untrusted Certificates Show: | <All> ~

_| Third-Party Root Certificatio ) i
| Trusted People Field Value A
| Client Authentication Issuers [ valid to Thursday, June 17, 2027 11:4..,

| Other Pecple [ |subject falasoul_sa, IT, falasoul, Austi...

| Local NonRemovable Certifis [ _\Pnbk key RSA (20483 Bits)

| Certificate Enroliment Reque |- |Public key parameters 0500

| Smart Card Trusted Roots
W _ﬁil Certificates (Local Computer)
v [ | Personal

31 Subject Alternative Name
{1 | subject Key Identifier

{i| Authority Key Identifier
Flre_nigtribe tina Bainte

RFC822 Name =falasoul_sa@c...
£307185ab821acd96dd0dc 7af. ..
KeyID=chd2c93bccbof630d3f...

M17B21_Nigtriby ihinn Dninds Nickr

W

Client Authentication <N

| Certificates
| Trusted Root Certification AL RFCa22 Naﬂe=_.
| Enterprise Trust
| Intermediate Certification Av
| Trusted Publishers
| Untrusted Certificates
| Third-Party Root Certificatiol

| Trusted People
| Client Authentication lssuers

| Preview Build Roots Edit Properties... Copy to File...
| Test Roots v
£ > <
ersonal store contains 3 certificates.
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2025-06-16 05:44:45.609237 csc_zta_agent[0x00001638, 0x00000e58] T/ NetworkTransportStateTracker.cpp:1l1l
2025-06-16 05:44:45.609237 csc_zta_agent[0x00001638, 0x00000e58] T/ AppSocketTransport.cpp:231 AppSocke
2025-06-16 05:44:45.609237 csc_zta_agent[0x00001638, 0x00000e58] T/ NetworkTransportStateTracker.cpp:1l1l
2025-06-16 05:44:45.609237 csc_zta_agent[0x00001638, 0x00000e58] I/ TcpTransport.cpp:11l4 TcpTransport::
2025-06-16 05:44:45.609237 csc_zta_agent[0x00001638, 0x00000e58] T/ NetworkTransportStateTracker.cpp:1l1l
2025-06-16 05:44:45.610238 csc_zta_agent[0x00001638, 0x00000e58] T/ TcpTransport.cpp:150 TcpTransport: :
2025-06-16 05:44:45.610238 csc_zta_agent[0x00001638, 0x00000e58] E/ TcpTransport.cpp:166 TcpTransport::
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