TECisco Secure Access Bt iE E SRz E

&I

AR B M A& Secure AccessEL B A VPN # 2 BiBVPNEE B ER T FE P imEITHIE
o




| Remote Network - |
| |
! @ L S
| 4.4
| T
| VPN Client |
L 10.10.50.024 /
Machine Tunnel S L N
] T T
— ,._:‘-_; | — — :":E.\:
| T | —— @ — @ -
N iy - g
| Interconnect | | SFey SWG SFCH SWG Interconnect
I =) S
— et e
| - -
! oNHE- A GAE-E
|
| A A
| LK — s
I
|hBﬁmHm_-E ““““““
I
Multiple IPSec Tunnets
.@@ .
|
I Private App .
I 10.10.10.0/24 I

B R

- ZEeFRTHNELEEERR
« Cisco Secure Access EHIfEA &P
« 7£Cisco Secure Access EZDBLE —EFEAEVPNE EER

BERERELLT X8

* OpenSSL
- 500fEREE

BRA T



ANAHNERARBRIBATRENEERIRAE

» Cisco Secure Access

- BRZEFEAEIRS.1.10

* Windows 11

* Windows Server 2019 - CA

AXHHNEARBBREEERERREANKENREN. XHEAZNMERERRCER (R
) BVIERERE B, MRIEHVMBRIEET |, FERERBEMESTRERNTE,

BREMN

REFZFRABEE , TEEAVPNEERRER 7 SAEFRERT 2 A , MM EERERIREN
BERIMVPNERE, BAUHRAENGER ( AHREAEERVPNTEEERIPLAZ IR E
B)#THTEE. FELFERERNKRRERRREAETREUIBNIINE, HREERE
ERAEEBNER TR LS  BEREREEN S DRE,

ZEFREEKRBEATEEERFEAEEAZHELECisco Secure Client, MEZFEHETHE. &
RIBL AN BB E BN VPNEFRE K SB%LTHRERPEE., Z2EAVPNEEREY
RiERAERERAN  EEAEZEVPNEE SR,

IEERIEHERRRE

ZEEFRVPNRERBEERRRBDSEDRE . Z2FFHVPNRECSAVPNEEREZRAR
BRAT ERRBEENRE. MRMATERBEDRE K KESRBEEEFREAEXIMEERKE
EER. EERFFIREAEXNERAVPNEERERT I EHRE RAEIER, RRZEHZIVPNE
B, BE—EfN . EERBEERMBETIENTREEN , HAEKBEHERERERN,

ERAEBRZEEFIRZBVPNEEE , ZRBRESHREMMBER L, EMRMZERILE , EHER
EREVEREEE, £REHRAVPNREE , KMBREBERETHRERE.




0s User VPN Age Management Client UI Client Downloader VPN Server
[ [ —— (oilissssssoismasmsssssmiasins M)

1. Start WPN agent service upon boot up

L 50

6. Launch Downloader : Profile :

B. Send tunnel start paraseters i

9. Establish Managesent VPN tunrel

18. User logs in and initiates a VPN tunnel

ii. Wotify agent of wser tumnel coanection

i 12. Initiate WGMT Tunnel termination, reply to UD with specific Reject Code

. 43, Short delay, then agaim notify agemt of wser twnnel connection

ramet {
bt ¢ 15. Establish User Tumnel “

) 18. Establish Mamagement
T

- unmel as above l\
.

BR

TXEERERR,
EXEBBEMIBEMRTEWindows)ETHERBEN S OBE.

R EEBRENARFESRE,

T EERANE,

AXENHARE (EEERUERTRRARAEREN F & £ EProxyNativeld ) -
TXEZEEFRAERETH

)

AxX ;&

FiE1 —EEFEAENERPRE . machine@sse.com

HBR1 — BRRE

BEFRRE  SFEMBEEANENBE.

1.Eflr ZConnect > End User Connectivity > Virtual Private Network,


mailto:machine@sse.com

2EBMBIVPNEERER , AR ESKPEENRE.

a. &8 — T Settings , A& T HLE E FiEEManage Machine Tunnel,

End User Connectivity & Cisco Securo Client | [ Mimsingrt b van ]
End use tivity bats you define how y anzation’s trafh ¢ ¥
CEss Virtual Private Network Intarnet Security
FGQDN Regions and IP Pools
Vi i FEDN Mt 1ose 15 coniGins VB Bo0eaE 15 SHCHE AGG & "
Regiens ma 1 ™
Globalk: 9 Copy  View Regional FODN's eg pped ’
P & Copy
=
VPH Profiles
L
h @ Settings ~ + VPN prafile
Name Display name General ication, Authorization & A ing Traflic Steering Secure Client Configuration  Profile URL f MansgeMaching Tunnel

3.8 A Default Domain,

4.j8iBManage Regions and IP Pools EE¥1BRHIDNS Servers E A THXAIRET. BRI SUEZ AR
DNSfABRSR , fe ThIBEFZZEHMDNSHAMRSR , IR — T+ AddFTEFHAIDNSFAIRZRE . BEiEH
ftt DN'S 7] BR 28 537 18 7 FY DN S {a BR 25 45 78 = I FA 5% A R 25 -

5.1¢IP Pools TALEE R EESEREMN —EIPH, VPNEEERLAESERIAPED 5 E —1E
Pt REE TR RIS

6.2 It B ANBRIE £ VR E I E:

. TLS/DTLS
- IPSec(IKEv2)
HEBEDEE—EHE,

7. ( A& ) #ErInclude protocol AB R F % 553 E o

1TUMRRIPHEMA T EFHZHRIBE , YEREARBERE U (RAFER , ASARBERK
BERIPH U EAREFiw ) , RIEAXBENEMIPRERTEEBVPNEBESE., ©HEIXE
BRIE 2 5o

2. MRAZRTEFHIBWHE  LHRBEAZBERE I , Al —BRMVPNRBE , FFmREE
RAIPHENFIERE,




+ End User Connectivity

Machine tunnel
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Include Machine Tunnel

This machine tunnel has been seccessfully configured. Select the VPN profiles
that will include it

[) Select an existing VPN profiles
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= Users, Groups, and Endpoint Devices @ Configuration managemsent
Provision and manage the authentication of users, greups, and endpoint devices, for access control purpeses. Help £
~
Home Users Groups and Organizational Units 3 Endpoint Devices 4
@
Experience Users
Ingights
Manage your organization’s users and their devices connections and enroliments. To add users, go to Configuration management » Integrate directories
¥
L AL 8Ty Lime, you can disconnect of unenrol a users device. Help [
Connoct r \ -
l machine J[ 1ot Dirgctory w 1 resuits
=
Rt Hame User Principal Name (UPN) Auth Property Source Directory @ [ZTha) & Associated Rules
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a.$& ] LAfE 1R 1E 42 CSR Generator#X B sfopenssl CLI,

openssl req -newkey rsa:2048 -nodes -keyout cert.key -out cert.csr

root@ftdl: /home/admin# openss] req -newkey rsa:2048 -nodes -keyout cert.key -out cert.csr
Generating a RSA private key

You are about to be asked to enter information that will be incorporated
into your certificate request.

what you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can Teave some blank

For some fields there will be a default value,

If you enter '.", the field will be left blank.

Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-State]:North Carolina

Locality Name (eg, city) []:RTP

Oorganization Name (eg, company) [Internet Widgits Pty Ltd]:TAC
organizational Unit Name (eg, section) []:CiscoTAC

Common Name (e.g. server FQDN or YOUR name) []:machine@sse.com

Email Address []:machine@sse.com

Please enter the following ‘extra' attributes

to be sent with your certificate request
A challenge password []:J}

2EBACSRAEREMEE.
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p Certificate

General petails Certification Path

l : a Certificate Information

This certificate is intended for the following purpose(s):
* Proves your identity to a remote computer

Issued to: machine @sse.com

Issued by: csa-AD-CA

valid from 7/1/2025 to 7/1/2027

Install Certificate...  Issuer Statement




a Certificate X

General Details Certification Path

Show: | <All> v
Field Value A
E [ssuer csa-AD-CA, csa, local
| )|valid from Tuesday, July 1, 2025 10:23:...
= Valid to Thursday, July 1, 2027 10:33:...
Subject machine @sse.com, machine@. .,
|-~ | Public key RSA (2048 Bits)
|~ |Public key parameters 0500
Subject Key Identifier f89bc7557ef7a0 1e08a43a3ea...
Jic| 81 itharity Kew Tdantifier KeulN=drfrdaRQe52150a5h5a 7
E = machine@sse.com
CN = machine @sse.com
OU =TAC
O = Cisco
L =RTP
S = North Carolina
C=US
Edit Properties... Copy to File...
OK
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openssl pkcs12 -export -out Machine.p12 -in machine.crt -inkey cert.key

root@ftdl: /home/admin# openss] pkcsl2 -export -out Machine.pl2 -in machine.crt -inkey cert.key
Enter Export Password:

verifying - Enter Export Password:

root@ftdl: /home/admin#

SR —HAREEKREEASKES

1 EARENERKFHET TEAPKCS12ERKES :

3 ;onimg Root lssued To . lssued By Expiration Date  Intended Purposes Friendly Name
v G C .ert;ﬂcates [(LOC al Computer) 221127.0.0.1 127.0.0.1 7/1/2028 Server Authenticati.. duo-endpointhe
v || Persona ﬁmachine@sﬁe.com csa-AD-CA 71172027 Client Authentication <Mone>

| Certificates — . :
- h
~v || Trusted Root Certification Authorities a Certificate X S Chent fAathamticatinn: <Nomes

| Certificates
| Enterprise Trust General Detais Certification Path
_ Intermediate Certification Authonties
_ Trusted Publishers
| Untrusted Certificates R
| Third-Party Root Certification Authoriti
Trusted People
| Client Authentication lssuers
"~ Preview Build Roots
| Test Roots
~| eSIM Certification Authorities
| OEM eSIM Certification Authorities
~| Passpoint Trusted Roots
| Remote Desktop Issued to: machine@sse.com
7| Certificate Enrollment Requests
Smart Card Trusted Roots Issued by: csa-AD-CA
| Trusted Packaged App Installation Auth
| Trusted Devices
| Windows Live ID Token Issuer Valid from 7/1/2025 to 7/1/2027

| WindowsServerUpdateServices ¥ vouhave a private key that corresponds to this certificate.

Certificate Information

This certificate is intended for the following purpose(s):
* Proves your identity to a remote computer
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® Cisco Secure Client | RAVPN-ISE - TLS - Auto Select.. X | @ Cisco Secure Client

@ Please enter your username and password. AnyConnect VPN:

Please enter your username and password.
Username: jay@csa.local ' a

Password: | RAVPN-ISE - TLS - Auto Select Ne Connect

oK — m Zero Trust Access:

G [J > -+ CiscoSecureClient > VPN > Profile > MgmtTun Search MgmtTun Q
T Sort - = View - (T Details
Name Date modified Type Size
D AnyConnectProfilexsd 6/6/2025 3:15 PM XSD File 100 KB
e VpnMgmtTunProfile 7/1/2025 12:00 PM Micresoft Edge H... 4KB
9 Cisco Secure Client - X

m iR ]
p Connected to RAVPN-ISE - TLS - Auto Select Nearest

Location.

RAVPN-ISE - TLS - Auto Select Ne Disconnect

00:01:15 (3 Hours 58 Minutes Remaining) Pva4

2R EREMEEER



€9 Cisco Secure Client (release) —_ X

TInlr .
delst Secure Client

General Virtual Private Network (VPN)
: Preferences Statistics Route Details Firewall Message History
Status Overview
AnyConnect VPN Connection Information »
State: Disconnected
Zero Trust Access Tunnel Mode (TPv4): Mot Available
Tunnel Mode (IPv6): Mot Available
Umbrella Dynamic Tunnel Exdusion: Mot Available
Dynamic Tunnel Indusion: Not Available
Duration: 00:00:00
N .
Management Connection State: Connected (en .55€, CiSC0.C0m) I
Address Information ~
Client (IPv4): Mot Available
Client (IPve): Mot Available
Server: Not Available
Bytes -
Collect diagnostic information for al p )rt _
installed components.
Diagnostics Reset Export Stats
Remote Access Log W st 20 nouns *
a
MACHINE TUNNEL  Machine_Tumnel_Profle X
CONMNECTION EVENT
1 Evens Event Details *
Connecied
Desconneciad Drate & Time
Faled Dévics Name  Conmeetion Event  Event Dotals  Public Intirnal 10 VPN Prafite 3 Jul 1, 2025 758 PM
v.lam"-g A machine (mach Negise com) @ Connected 10.00.50127, rfa Machine_Tunnel_Profile  +es Riaglon
uE-west-2
MACHINE TUNNEL Page: 1 ~ Resumsperpage: 50~ 1-10of1 User
3 Machine_Tunnel_Profie 4 machine {(machine@sse.com)
O3 TYPES AND VERSIONS Device Name
Wwindows 10.0.26100 Connpetian Event
@ Connecled
SECURE CLIENT VERSIONS Event Details

5.1.10.233 Last Connected
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BERAFFMEF , 5528 : On-Perm Active Directory® &,

Users, Groups, and Endpoint Devices

Provision and manage the authenticat

sars, groups, and endpoint davices, for access control purposes. Help 0

& Configuration managemant

Usars 8 Groups and Organizational Units 3 Endpoint Devices 2
Endpoint Devices
Manage your endpoint device connections and AD device enrcliments. To add new AD devices, go 1o Configuration management > il i ies. Halp 7
2 results
i Device Type Kiith Propérty Dirsetary Associated Riles
ISE 88, bocal - AD Davice ise.csalocal Active Directory Profile 1]
winl.csa local -l AD Davice winl.csalocal Active Directory Profie 1]

Rows per page

E6d — BRERIKRKESHBE
1.&EflrEConnect > Users , Groups and Endpoint Devices.

2.3 — T Configuration Management.

Users, Groups, and Endpoint Devices

ardl manage the aul tication of users, groups, and endpoint devices, for access control purpases. Help £

-

Usars 10 Groups and Organizational Units 3 Endpoint Devices 4
Eig . Users
WS yOUF BIGANZAIONS ulens and ther dévices EoNEEions and enalments. To s0d users, §b 1o Configuration management > Inlegrate dirsctonies

L AL any time, you can gisconnect of unennoll 3 users device. Help [7

Connec
10 + results
=

& Configuration management

3.#£Configurations T , #— T Edit Active Directory.


https://docs.sse.cisco.com/sse-user-guide/docs/manage-active-directory-integration
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% Users and Groups

Configuration Management

® Sedect how you want to Connect users 1o Secure Access, Helpth
Configurations  Advanced Settings
Directories Add udis, Groups and endpint devetes 1o Secude Access thsugh & supperted 1P, Helpt? Integrate directories
r Jay-IDP  Aze
Conmect

Manually Added

=
Active Directory & Edit

L]

o Components

4 #%Endpoint Devices Authentication Propertyf% €& F# 2 .

Endpoint Devices Authentication

Select the Authentication Property that will be used to authenticate AD endpoint devices when connected via RA-VPN. Help ¢

Authentication Property

| Hostname e

You must re=sync AD identities when you update
this Authentication Property.
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| Console Root Isswed To - lssued By Expiration Date  Intended Purposes n | Certificate X

v G Cestificabes [Local Computer) 2127001 127004 e Serves Authenticat..
v ‘t'."?m:ﬁ 2, umecisco:sseztna:deviceid:Oace... PROD Intesnal ZTNA Sub CA 1 8/5/2025 Client Authentication | Co=3 Detsls Certificstion Path
w [ Trusted Root Centification Authorities -w'“&u.loul csa-AD-CA T1/2027 Client
7 Centificates [ Certificate Information
3 ] Enterprise Trust
3 [ Intermediate Certification Authorties This i for the (s}
3 [ Trusted Publishers  Proves your identity to a remote computer

» [ Untrusted Certificates
3 (] Third-Party Root Certification Authoritiy
3 [ Trusted Pecple

3 [ Client Authentication Issuers

» [ Preview Build Reots

> (2] Test Roots

3 ] €SIM Certification Authorities

3 ] OEM eSIM Certification Authorities
2

>

2

2

2

]

Issued toes  Winl.csadocal

- Issued by: -AD-CA
| Passpoint Trusted Roots by oo

1 Remote Desktop
7 Certificate Enrollment Requests Valid from 7/1/2025 e 7/1/2027
] Smart Card Trusted Reots T You have 2 private key that comesponsds to this certificate.
_| Trusted Packaged App Installation Auth
| Trusted Devices
» [5] Windows Live ID Token Issuer Issuer Statement
> (2] WindowsServerUpdateSenvices

il FOI‘IiUll‘RUUl Issued To . Issued By Expiration Date  Intended Purposes s Certificate X
~ G Centificates Qocal Computer) 212700, 127004 2028 Strvir Authinticati.

v @ 'E'“‘"" Py deviceid:0ace... PROD Internal ZTNA Sub CA 1 8/5/2025 Clisnt Authentication | Otneral Detas  Cerbficaton Path

v 1 Trusted Root Certification Authorities B winl.csadocal cs-AD-CA 20T Client Authentication show: (<> Py

7 Certificates

» ] Enterprise Trust Field Vs

» [ Intermediate Certification Authorities [ tssuer csa-AD-CA, csa, local

> 7 Trusted Publishers || vaid from Tuesday, My 1, 2025 7:26:2..,

» ] Untrusted Certificates

» ] Third-Party Root Centification Authoriti
» [ Trusted People

3 ] Chient Authentication lssuers

» ] Preview Build Roots :
» [ TestRoots Fiv] Bty K Triantifiar ¥ian TN medcfr 46850 G 1989558
> [ €SIM Certification Autherities T
3 ] OEM eSIM Certification Authorities = WinL.csa.local
> [ Passpoint Trusted Roots -YIE«:
- -
» ] Remote Desktop = RTP
» [ Certificate Enollment Requests = North Carving
3 ] Senart Card Trusted Roots =Us
> [ Trusted Packaged App Installation Auth
3 1 Trusted Devices
» ] Windows Live ID Token Issuer Edit Properties. .. Copy o Fle...
» ] WindowsServerUpdateServices

HERS — EIREIMEEFEE
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@ Cisco Secure Client | RAVPN-ISE - TLS - Auto Select.. X | @ Cisco Secure Client

Please enter your username and password. AnyConnect VPN:

Please enter your username and password.
Username: jay@csa.local Y pa

Password: | RAVPN-ISE - TLS - Auto Select Ne Connect

OK Cancel




G J > -+ CiscoSecureClient > VPN > Profile > MgmtTun Search MgmtTun Q

TL Sort = View wae ([ Details
Name Date modified Type Size
D AnyConnectProfilexsd 6/6/2025 3:15 PM XSD File 100 KB
e VpnMgmtTunProfile 7/1/2025 12:00 PM Microsoft Edge H... 4KB
9 Cisco Secure Client - X

b' ‘Connected to RAVPN-ISE - TLS - Auto Select Nearest

Location.
RAVPN-ISE - TLS - Auto Select Me Disconnect
00:01:15 (3 Hours 58 Minutes Remaining) Pva
2B EMRPREER
€9 Cisco Secure Client (release) — X

atfean] e .
asco Secure Client

General Virtual Private Network (VPN)
g : Preferences Statistics Route Details Firewall Message History
Status Overview
AnyConnect VPN Connection Information I
State: Disconnected
Zero Trust Access Tunnel Mode (IPv4): Not Available
Tunnel Mode (IPve): Mot Available
Umbrella Dynamic Tunnel Exdusion: Mot Available
Dynamic Tunnel Indusion: Not Available
Duration: 00:00:00
- " !
Management Connection State: Connected (en .55€, CiSC0.C0m) I
Address Information “
Client (IPv4): Not Available
Client (IPve): Mot Available
Server: Not Available
B ~
Collect diagnostic information for all P )r.tes .
installed components.
Diagnostics Reset Export Stats




Remote Access Log

[~ s J
MACHINE TUNMEL Machine_Tunnel_Profie X

CONMNECTION EVENT

10 Events Event Details
Connecied
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Users, Groups, and Endpoint Devices

Prevision and manage the authentication of users, groups, and endpeint devices, for access contral purposes. Help 07

“~
Home Users & Groups and Organizational Units 3 Endpoint Devices 2
o
Experience Users
Insight
Manage your organization’s users and their devices connections and enrollments, To add users, go to Configuration management > Integrate directories
& At any time, you can disconnect or unenroll a user's device. Help (7
Connect - - .
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https://docs.sse.cisco.com/sse-user-guide/docs/manage-active-directory-integration
https://docs.sse.cisco.com/sse-user-guide/docs/manage-active-directory-integration

1.5Efi;n EConnect > Users , Groups and Endpoint Devices,

2.3%2— T Configuration Management,

Users, Groups, and Endpoint Devices

o
h Users w0 Groups and Organizational Units 3 Endpoint Devices 4
Users
Manage your organization’s users and their devices connections and encoliments. To add users, go to Configuration management > integrate directories
& At any time, you can disconnect of unennoll a users device. Melp 7
Connect
10 + rosults

3. #Configurations ™ , # — T Edit Active Directory,

% Users and Gro

Configuration Management

w® uri Acciss, Helps
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Authentication Property

Email R

5.8 — T Save , REE TR A ADBE 2R RIS AY A IR 25 L EXT B ADERE 22 IR

BT — ERMEARIRES

—

1.4 CSR , BIBCSRAEKEFHOpenSSLT &,

2 RCAERKIRHE S



3.1 certiE REMBPKCS 1248 K

4 BEARGEUBEREPHPKCS12BE,

| Console Root
w [ Certificates (Local Computer)
w ] Personal
| Certificates
w ] Trusted Root Certification Authorities
2 Certificates
» (2] Enterprige Trust
3 ] Intermediate Certification Authorities
3 [ Trusted Publishers
» 2] Untrusted Certificates
3 [ Third-Party Root Certification Authorit
3 ] Trusted People
3 [ Client Authentication lssuers
» 2] Preview Build Roots
3 ) Test Roots
» [ €5IM Certification Authorities
5 (1] OEM eSIM Certification Authorities
» 2] Passpoint Trusted Roots
» ) Remote Desktop
» [ Cestificate Enrcliment Requests
3 [ Smart Card Trusted Roots
3 7] Trusted Packaged App Installstion Auth
3 ] Trusted Devices
» 2] Windows Live ID Token Issuer
3 ) WindowsServerUpdateSenvices

Issued To
127000
-'wom.loul

?.J urniciscoisseztna: deviceid:Dace..

Isswed By

127.001

csa-AD-CA

PROD Internal ZTHA Sub CA 1

Expiration Date
T2
TNnr027
8/5/2025

Intended Purposes

Server Authenticati...
Client Authentication
Client Authentication

& | Certificate x

General Detals Certification Path

- Certificate Information

This is for the a purpose(s)
* Proves your identity to a remote computer

Issued to: jayBcsa.local
Issued by: csa-aD-CA

Valid from 7/1/2025 te 7/1/ 2027
‘? You have a private key that cormesponds to this certificate.

7 Consele Root
w [l Certificates (Local Computer)
~ ] Personal
| Certificates
~ ] Trusted Root Certification Authorties
7 Certificates
» [ Enterprise Trust
» 1 Intermediate Certification Authorities
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» [ Test Roots
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Bl jay@esatocal

?.J urmiciscoissezztnacdeviceid:Oace...
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Expiration Date
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Server Authenticati...
Client Authentication
Client Authentication

& Certificate »

General Detals  Certification Path
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cea-AD-CA, csa, local
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RSA (2048 Bits)
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Subject Key Identifier
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= jaycsa.local
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® Cisco Secure Client | RAVPN-ISE - TLS - Auto Select.. X | @ Cisco Secure Client

@ Please enter your username and password. AnyConnect VPN:

Please enter your username and password.
Username: jay@csa.local ' a

Password: | RAVPN-ISE - TLS - Auto Select Ne Connect

oK — m Zero Trust Access:

G [J > -+ CiscoSecureClient > VPN > Profile > MgmtTun Search MgmtTun Q
T Sort - = View - (T Details
Name Date modified Type Size
D AnyConnectProfilexsd 6/6/2025 3:15 PM XSD File 100 KB
e VpnMgmtTunProfile 7/1/2025 12:00 PM Micresoft Edge H... 4KB
9 Cisco Secure Client - X

m iR ]
p Connected to RAVPN-ISE - TLS - Auto Select Nearest

Location.

RAVPN-ISE - TLS - Auto Select Ne Disconnect

00:01:15 (3 Hours 58 Minutes Remaining) Pva4
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€9 Cisco Secure Client (release)

TN
CISCO

General

Secure Client

Virtual Private Network (VPN)

g : Preferences Statistics Route Details Firewall Message History
Status Overview
AnyConnect VPN Connection Information »
State: Disconnected
Zero Trust Access Tunnel Mode (TPv4): Mot Available
Tunnel Mode (IPv6): Mot Available
Umbrella Dynamic Tunnel Exdusion: Mot Available
Dynamic Tunnel Indusion: Not Available
Duration: 00:00:00
N .
Management Connection State: Connected (en .55€, CiSC0.C0m) I
Address Information ~
Client (IPv4): Mot Available
Client (IPve): Mot Available
Server: Not Available
Bytes -
Collect diagnostic information for al p Yt _
installed components.
Diagnostics Reset Export Stats
Remote Access Log
:.0\ Search for Identities IP or O Versions
MACHINE TUNNEL Machine_Tunnel_Profile
CONNECTION EVENT -
Select All 18 Events Event Details
| Connecied
Disconnecied Date & Time
Ealled User Dewicn Hame Connection Event  Event Dwetails Public IP Intemnal IP VPN Profile » Jul 1, 2025 8:34 PM
) 'Weming jay lay@csalocal) ® Connected 107050033, nfa Machine_Tunng =+ E:ilrensl-z
MACHINE TUNNEL jay (jay@csalocal) @ Dizconnected  User Requasted 1000.50031, nfa  Machine_Tunne -+ User

Machine_Tunnel_Profile

05 TYPES AND VERSIONS
[ wingows 10.0.26100

SECURE CLIENT VERSIONS
] 5.1.10.233
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& Connected
@ Disconnected
@ Disconnected
@ Connected
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@ Connected

User Requested

User Requested

User Reguested
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10:10.5029, nfa
107050028, nfa
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10105020, nfa

Machine_Tunne =«

Machine_Tunne -+

Maching_Tunne =<«

Machine_Tunne =+

Machine_Tunne ==«

Machine_Tunne -+

L jay (jay@cen loeal)
Ruie Identity
Device Name

Connection Event

® Connected
Event Details

Last Connecbed
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