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Secure Access Network Tunnel Group US (Virginia)

Motwark Tunnel Groups
ar ~-SDWAN
Rervierw 8nd adit 1his network tunnal group.
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Secure Access Network Tunnel Group US (Pacific Northwest)
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Natwork Tunnal Groups

SDWAN-West o

eview and edit this network tunnel group. Detalls for each IPsec tunnel added 10 this group are listed inchuding which tune

Summary
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Device Typs  Catalyst SCWAN
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Data Conter
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Network Tunnels

Roevviiw this Pstwiork tuniel Growp's [Poee tunals. Hilp

Poar Device IP Address Data Camter I Addross atus Last Status Update
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Arnad Alsg stin

e Secure Access

= Network Tunnal Groups
) Pl West

Beview and edit this network tunnel group. Details for each IPsec tunnel added 1o this group are listed including which tunnel hub it is a member of. Help

Summary

& Connected

] Rewting Type o
Dirvico BOB AS

ramic Boting (DG

Lot Sustus Updmte  Fob 13, 2025 358 P

&
Pear {Securn Access) BGP AS
Connect
BOP Pasr (Soeurn Acesss) I Addrosies 18925400, 189.25405 View adbvanced pettings
-
Primary Hub Secondary Hub
1 © Hubup O mabup
8 8
Aetive Temnals © Aetive Tunnels &
Tunmel Group 10 - B00-53987105 5-s3¢.chco.com Tunned Group I 500-#35871084-s30.chaco com
Data Contor Dt Conter
® Address. 1P Asdrens
©
o33 Network Tunnals
- Bewiew this metwork lunnel group’s Psee wnmels, Halp ©
Tunnels Peer I Peer Device IP Address Data Center Name Data Center IP Address Status Last Status Update
Primary 1 131073 sem-usw-2-1-0 s © Conneetea Feb 13, 2025 3:54 PM
Primary 2 13074 Sad-ibw-2-1-0 & Connectsd Falb 13, 2025 3:54 PM
Primary 3 131075 S8R-UIw-2-1-0 © Connectad Fab 13, 2025 3:54 PM
Primary 4 131076 sse-usw-2-1-01 © Connactad Fob 13, 2025 3154 PM
Primary 5 13077 sse-usw-3- 10 & Connected Feb 13, 2025 3:54 PM
Primary & 131078 Sa-ugw-2-1-0 © connected Fab 13, 2025 3:54 PM
Primary 7 131079 sselsweE-1-0 ] & Connecied Fab 13, 2025 3:54 M
Primary 8 131080 ste-usw-21-0 | © Connected Feb 13, 2025 3:54 PM
Secondary 1 SE0AZ5 sae-umw-2-1-1 & Connected Fel 13, 2025 3:53 PM
Secondary 2 580826 S48-iw-2-1-1 © Connected Fel 13, 2025 3:53 PM
Secondary 3 SEGHIT sse-umwe2-1-1 © Comnectad Fob 13, 2025 3
Secondary 4 585828 sse-usw-2-1-1 . © Connected Fob 13, 2025 3153 PM
Secondary § G20 ae-uEmw =11 @ Connecied Feb 13,2025 3:53 PM
Secondary & 550830 sse-usw-2-1-1 © connected Fab 13, 2025 3:53 PM
Secondary 7 586831 sg-lstw-2-1-1 © Connectad Feb 13, 2025 3:53 PM
Secondary B 588832 sse-usw-21-1 . @ Connected Feb 13, 2025 3:53 PM
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Catalyst Manager: Head end control connections

2. RBIRVPNEEEX EAKABEESFE, ANEEEMABGPER RIS IR BIHE.

10:Cisco Catalyst SD-WANE 3] : BHIxBGPRE

Catalyst Manager: Head end BGP Summary
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F2REEEERSIMNERIE ; hittps://docs.sse.cisco.com/sse-user-guide/docs/secure-access-
network-tunnels

S5 MEFHERAA T HDC1-HEN (BB O1TRIR1 ) BARBISSE Virginia Primary HubByiB#2, bt
HEEEER P ONSD-WANRE HEREMR#EEEHER(POP) M BN L2 FERKEER
(NTG)zERULZLEE

SR 1.2 IPSecIhfEtE R
B IPSecThgEiEtl , U EZHREIZESD-WANE IR B2 FMNTGHI IPSechzE #Y 5| &,

E11: IPsecThaEEiR : EAKRE

|IPsec Feature Template

Interface Name: It can be any of your choice

IPv4 Address: 169.254.0.0/24

IPsec Source Interface: VPNO Loopback Interface

Tunnel Route-via Interface: VPMNO Internet Circuit

IPsec Destination: SSE Primary Tunnel Public IP

TCP MSS: 1350

© 2024 Cisco andfor its affliates. All rights reserved. Cisco Public

IPsecThgetEty : EXREE

NTEERE  RATUPEEE
IPvatts it : SSERIFERIFMN 7B D EREF169.254.0.0/24 , REMAFE/B0—BEA, EX
BT, HER T 5 — i R R E A

IPsecHRNE : EXERTIPsec/T EME—RVPNORENE, &7 RIE—HUEMETHREDR |, 2
REABERNE.
Tunnel Route-via Interface:3g @ Al A FAEIRE EESSEM N E ( AEREHFHERERBEEE )

IPsecB1E : T E4RESIPHuE

ESHE7 . B2 FHREMKREHAUS(Virginia)iS £35.171.214.188
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TCP MSS: It {E FE A1350(2 & :https://docs.sse.cisco.com/sse-user-guide/docs/supported-ipsec-
parameters)

&4 : DC1-HE1[a1SSE Virginia Primary Hubi&#%

NEBR : ipsec201

IR : ZCiscoRV IPSECRZE R IR E]
IPv4ibiit : 169.254.0.x/30

IPseciRSTHE : }RE201

Tunnel Route-via Interface:GigabitEthernet1
IPsec B 1&1Ph 31t /FQDN:35.XXX.XXX.XXX
TCP MSS:1350

E12: IPsecThBEI&E MR : IKE IPSEC

Cisco - Configuration - Templates

IPsec Feature Template

DPD Interval: Keep this default

IKE Version: 2

IKE Rekey Interval: 28800

IKE Cipher: Default which is AES-256-CBC-SHA1
IKE DH Group: 14 2048-bit Modulus

Preshared Key: Passphrase

IKE ID for local End Point: Tunnel Group ID

‘ ‘ ‘ F

g 1 g
A

s

. £

. £ :

H

IKE ID for Remote End Peint: Primary Hub IP Address
IPsec Cipher Suite: AES 256 GCM

Perfect Forward Secrecy: None

© 2024 Cisco andfor its offiiates. All rights reserved.  Cisco Public
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DPDRIFE : REB L TERR

IKERRZS : 2

IKEEF &R S #EFR : 28800

|IKEZRTS : TAER{E BAES-256-CBC-SHA1
IKE DH#E : 14 204818 8
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2B E7: Secure Access Network Tunnel Group US(Virginia)i& mn03lab1+201@8167900-
638880310-sse.cisco.com

N Wi SERESARGT — WS BT IR | 58" +HoopbackiD" iR I
: mn03lab1+202@8167900-638880310-sse.cisco.com, mn03lab1+203@8167900-
638880310-sse.cisco.comZ%,

EIRALIRHYIKE ID: EE4R2TIP byt
IPsecBiEEM : AES 256 GCM
TEEERE ;&

2% : https://docs.sse.cisco.com/sse-user-guide/docs/configure-tunnels-with-catalyst-
sdwan#define-the-feature-template

g4 -

IKERRZ : 2
IKEEFTERERER : 28800
IKEZ S : AES-256-CBC-SHA1
IKE DH#E : 14 2048/ 128
B9 B

N B SRR S B

A #£ Iw BV IKE ID:mn03lab1@8167900-638880310-sse.cisco.com
RIHHIHHYIKE ID:35.171.XXX. XXX

IPsecEIEEH : AES 256 GCM

TEEMERE : &

EEEESE  AXTENHBZREEAEGREEFRENRE, BR2xQHRE , BiSEHLE T INE
FEE :

« ®¥DCI1-HE1BIEEZ 2 EAEFEBNMERRE
« #DC1-HE1R|E B Z A EE =N RERRE

BYERR , RS ER 1SR RB R EERRER , SEE 14T RIS vif EERERR
&l

[E13: Catalyst SD-WANE I EE : B VPN1E1R2x2
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Catalyst Manager: Head end VPN1 Template

Additional Cisco VPN Templates
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FR 2ERLEMEVRFPRIRE

HE2EMVRF ( EHERANER ) RAEERENHEH. WRERESERIDEINIPSechREHREN
[T

SEIF | AN ARES AT HAMVRFTER,
IPib st B AEEAIRFC1918 & E A TE .

[El14: Catalyst SD-WANE 25 : VPNOIRE



Catalyst Manager: VPNO Loopback

Configuration - Templates

pursion Qroupa. | | Fabtars Prafies Feahws Tossplbes
Transport & Management VPN
Cisco VPN O ¢ ClEy_VPRO_V -

Additional Cisco VPN 0 Templates

interface Loopback201
description SSE SD-WAN Loopback Interface
ip address 172.16.100.201 255.255.255.255
end

© 2024 Cisco and/or its affliates. All rights reserved. Cisco Public
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S Network Tunnel Group US (Virginia)
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Metwork Tunnels

Risiaw this mateerk tunmel graup's IP3
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16:Catalyst SD-WANE E EBGP#E

Catalyst Manager: BGP Neighbor

~  NEIGHBOR

Optional Description Remote AS

© 2024 Cisco and/or its offiiates. All rights reserved. Clsco Public

Catalyst SD-WANEE EBGP#fE

ERAZhREERE RN EE !

router bgp 998

bgp Tog-neighbor-changes

|

address-family ipv4 vrf 1
network 10.10.128.1 mask 255.255.255.255
neighbor 169.254. remote-as 64512
neighbor 169.254. description SSE Neighborl
neighbor 169.254. ebgp-multihop 5
neighbor 169.254. activate
neighbor 169.254. send-community both
neighbor 169.254. next-hop-self
neighbor 169.254. remote-as 64512
neighbor 169.254. description SSE Neighbor2
neighbor 169.254. ebgp-multihop 5
neighbor 169.254. activate
neighbor 169.254. send-community both
neighbor 169.254. next-hop-self
neighbor 169.254.0.105 remote-as 64512
neighbor 169.254.0.105 description SSE Neighbor3
neighbor 169.254.0.105 ebgp-multihop 5
neighbor 169.254.0.105 activate
neighbor 169.254.0.105 send-community both
neighbor 169.254.0.105 next-hop-self

[Ve Vel Uo Ve RENe TR Ry V, RV, NV, RNV, BRU, BV, |

eNeNeloNeNeNoNeoNoNololoNoNoNole Ne o]



neighbor 169.254.
neighbor 169.254.
neighbor 169.254.
neighbor 169.254.0.109 activate

neighbor 169.254.0.109 send-community both
neighbor 169.254.0.109 next-hop-self
neighbor 172.16.128.2 remote-as 65510

.109 remote-as 64512
.109 description SSE Neighbor4
.109 ebgp-multihop 5

[N eNeNoNe)

neighbor 172.16.128.2 activate

neighbor 172.16.128.2 send-community both

neighbor 172.16.128.2 route-map sse-routes-in 1in
neighbor 172.16.128.2 route-map sse-routes-out out
maximum-paths eibgp 4

distance bgp 20 200 20

exit-address-family
DC1-HE1#

i

DC1-HEl#show ip route vrf 1 bgp | begin Gateway
Gateway of Tast resort is not set

35.0.0.0/32 is subnetted, 1 subnets

B 35.95.175.78 [20/0] via 169.254.0.9, 3d0lh
[20/0] via 169.254.0.5, 3d01h

44.0.0.0/32 1is subnetted, 1 subnets

B 44.240.251.165 [20/0] via 169.254.0.9, 3d0lh
[20/0] via 169.254.0.5, 3d01h

100.0.0.0/8 1is variably subnetted, 17 subnets, 2 masks
B 100.81.0.58/32 [20/0] via 169.254.0.9, 3d0lh
[20/0] via 169.254.0.5, 3d01h

B 100.81.0.59/32 [20/0] via 169.254.0.9, 3d0lh
[20/0] via 169.254.0.5, 3d01h

B 100.81.0.60/32 [20/0] via 169.254.0.9, 3d0lh
[20/0] via 169.254.0.5, 3d01h

B 100.81.0.61/32 [20/0] via 169.254.0.9, 3d0lh
[20/0] via 169.254.0.5, 3d01h

B 100.81.0.62/32 [20/0] via 169.254.0.9, 3d0lh
[20/0] via 169.254.0.5, 3d01h

B 100.81.0.63/32 [20/0] via 169.254.0.9, 3d0lh
[20/0] via 169.254.0.5, 3d01h

B 100.81.0.64/32 [20/0] via 169.254.0.9, 3d0lh
[20/0] via 169.254.0.5, 3d01h

B 100.81.0.65/32 [20/0] via 169.254.0.9, 3d0lh
[20/0] via 169.254.0.5, 3d01h

DC1-HEl#show ip bgp vpnv4 all summary
BGP router identifier 172.16.100.232, local AS number 998

Neighbor V AS MsgRcvd MsgSent Th1Ver InQ OutQ Up/Down State/PfxRcd
169.254.0.5 4 64512 12787 13939 3891 0 O 4d10h 18

169.254.0.9 4 64512 66124 64564 3891 0 O 3d01lh 18

169.254.0.13 4 64512 12786 13933 3891 0 O 4d10h 18

169.254.0.17 4 64512 12786 13927 3891 0 O 4d10h 18

172.16.128.2 4 65510 83956 84247 3891 0 0 7w3d 1

DC1-HEl#show ip interface brief | include Tunnnel
Tunnell 192.168.128.202 YES TFTP up up



Tunnel4 198.18.128.11 YES TFTP up up

Tunne1100022 172.16.100.22 YES TFTP up up
Tunne1100023 172.16.100.23 YES TFTP up up
Tunne1100201 169.254.0.6 YES other up up
Tunne1100202 169.254.0.10 YES other up up
Tunne1100301 169.254.0.14 YES other up up
Tunne1100302 169.254.0.18 YES other up up

8Z

FR/ERERESREESD-WANTEHIE LR /0T HREH 2R,
17:BGPHENER/ETRAAR

DCl-Core-Switch#show ip bgp

BGP table version is 62893, local router ID is 172.16.128.6

Status codes: s suppressed, d damped, h history, * wvalid, > best, i - internal,
r RIB-failure, S Stale, m multipath, b backup-path, f£ RT-Filter,
X best-external, a additional-path, c¢ RIB-compressed,
t secondary path,

Network Next Hop Metric LocPrf Weight Path

1Ll alyie p 172.16.128.5 05935 998
172.16.128.1 65535 998
172.16.128.5 65535 998
172516, 1281 65535 998
172.16.128.5 65535 998
172,16, 1281 65535 998

T A/ERABGPHE

HARASPLEE ( £RAIMENRABRTER ) , TR/IEAERSEER — BRI EISD-
WANSR i B B B8 18,

18:BGPHMENERMEAA =

DCl-Core-Switch#show ip bgp

BGP table wversion is 62893, local router ID is 172.16.128.6

Status codes: s suppressed, d damped, h history, * walid, > best, i - internal,
r RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,
X best-external, a additional-path, c RIB-compressed,
t secondary path,

Network Next Hop Metric LocPrf Weight Path

g 1.1.1.1/32 172.16. 5 65535 998 9987
*> 172.16. 5 65535 998 ?

i 172.16. 5 65535 998 9987
wiE 172.16. . 65535 998 ?
e . 172.16. 5 65535 998 9987
*> 172.16. 5 65535 998 7

<snip%

TRAMERABGPHE
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