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Decryption

Traffic must be decrypted for effective security control, but you can temporarily disable it for troubleshooting purposes. Help 7

This setting affects the following functionality:

« For internet traffic: Inspection for intrusion prevention (IPS); all traffic to internet applications and application protocols
= For private traffic: Inspection for intrusion prevention, file inspection, file type blocking
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o Configure Security
Configure security requirements that must be met befors traffic is aliowed, Help 05

Intrusion Prevention (IPS)  Rule Defaults @D Enabled

Traffic will be decrypted and inspected based on the selected IPS profile. Transactions involving destinations on the Do Not Decrypt List C Il not be decrypted. Help 3
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Security Profiles

of security Settings that you can use in internet and private access rules. Help 2
Add Profile
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IPS Profiles

+ Add
Create and manage groups of known threats and define profiles to specify how the threats -

n aach group should be handied. Profiles lat you quickly specify a collection of settings
when creating policies. Help

4 System Defined

These profiles cannot be modified, but you ¢
Nama Intrusion Systam  Signatures Last Signaturs Update

Mode
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Per-Policy

Remote Access VPN (RAVPN)
Zero Trust Access (ZTNA)
Network Tunnels (IPSEC)

¥

Decrypt for IPS (Global)

¥

Do Not Decrypt List

d

SWG Decrypt IPS Decrypt

¥

Internal Routing

y

External Routing

¥

Destination

Per-Policy

Roaming Security Module
(Umbrella Module)

Do Not Decrypt List

d

SWG Decrypt

2

Internal Routing

Y

External Routing

2

Destination

TR HAR B R 2 Y R A
ADHFHERT T RERRHBTRTRENTIERL R,




® |

RAVPN l
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Decryption Logging

Log decrypted traffic. Help 3

Internet Destinations Private Resources
Log df!f_'y!)'.f!\‘. traffic to internet destinations. Gg EGCI‘)‘DIOG traffic to private resources.
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