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2. EERBIDFEMET

BE  Ovendew Hetwork Tunmed Groups > Details
Edit Network Tunnel Group

Edit your netwaork tunnel group. Froceed with caution when updating settings. Any
3 e here may disrupt end-user connectivity. Help O
&%  Connect
' oy Tunnel ID and Passphrase
() General Settings
) Secure Caonfigure the tunned I and passphrase that devices will use to connect to this tunnel group.
)
) Tunnel ID and Passphrase ’
[ [riees ) Tunnel ©
MBR-gmz B </l 530.Clsco.com
() Routing
o
Data for Tunnel Setup

Condirm Passphrase:
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"2 Overdew Metwork Tuneel Groups > Details

Edit Network Tunnel Group

Ecit your rtwork funnel group. Procesd with caution when updating seitings. Any
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crypto ikev2 proposal sse-proposal
encryption aes-gcm-256

prf sha256

group 19 20

crypto ikev2 policy sse-pol
proposal sse-proposal

5F : SSEXEHRMERSI B MRESIBILAEEIER | https://docs.sse.cisco.com/sse-user-
quide/docs/supported-ipsec-parameters

EERKEV2EZRIER , CERRGIPHit MARESSERRETHORENALASR

crypto ikev2 keyring sse-keyring
peer sse
address 35.179.86.116


https://docs.sse.cisco.com/sse-user-guide/docs/supported-ipsec-parameters
https://docs.sse.cisco.com/sse-user-guide/docs/supported-ipsec-parameters

pre-shared-key local <boring_generated_password>
pre-shared-key remote <boring_generated_password>
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cat8k-dmz+tunnel1@8195165-622405748-sse.cisco.comfl cat8k-dmz+tunnel2@8195165-
622405748-sse.cisco.com
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crypto ikev2 profile sse-ikev2-profile-tunnell

match identity remote address 35.179.86.116 255.255.255.255

identity local email cat8k-dmz+tunnell@8195165-622405748-sse.cisco.com
authentication remote pre-share

authentication local pre-share

keyring local sse-keyring

dpd 10 2 periodic



crypto ikev2 profile sse-ikev2-profile-tunnel2

match identity remote address 35.179.86.116 255.255.255.255

identity local email cat8k-dmz+tunnel2@8195165-622405748-sse.cisco.com
authentication remote pre-share

authentication local pre-share

keyring Tocal sse-keyring

dpd 10 2 periodic
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crypto ipsec transform-set sse-transform esp-gcm 256
mode tunnel

B A EREERIKEV2E EE R IPSech EER

crypto ipsec profile sse-ipsec-profile-1
set transform-set sse-transform
set ikev2-profile sse-ikev2-profile-tunnell

crypto ipsec profile sse-ipsec-profile-2
set transform-set sse-transform
set ikev2-profile sse-ikev2-profile-tunnel?2
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interface Loopbackl

ip address 10.1.1.38 255.255.255.255
ip nat inside

end

interface Loopback?2

ip address 10.1.1.70 255.255.255.255
ip nat inside

end

ERBENATHRZHFENNATEHZED !

ip access-1ist extended NAT
10 permit ip 10.1.1.0 0.0.0.255 any

ip nat inside source 1list NAT interface GigabitEthernetl overload

BB E PR E T H

interface Tunnell

ip address 169.254.0.10 255.255.255.252

tunnel source Loopbackl

tunnel mode ipsec ipv4

tunnel destination 35.179.86.116

tunnel protection ipsec profile sse-ipsec-profile-1
end

interface Tunnel2

ip address 169.254.0.14 255.255.255.252

tunnel source Loopback2

tunnel mode ipsec ipv4

tunnel destination 35.179.86.116

tunnel protection ipsec profile sse-ipsec-profile-2
end
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<tfroot>

router bgp 65000
bgp log-neighbor-changes



neighbor 169.254.0.9 remote-as 64512
neighbor 169.254.0.9 ebgp-multihop 255
neighbor 169.254.0.13 remote-as 64512
neighbor 169.254.0.13 ebgp-multihop 255
|

address-family ipv4

network 192.168.150.0

neighbor 169.254.0.9 activate

neighbor 169.254.0.13 activate

maxi mum pat hs 2
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+ Network Tunnel Groups
catBk

Raview and edit this network tunnel group. Detaile for each IPec tunnel added 1o this group are Bsted including which tunnel hub i is a mamber of. Help

Last S5atus Update  Sep O3, 2024 232 PM

il Summary
- A Warning Primary and secondary hubs mismatch in number of tunneis,
sight
Region Urited Kingdom Rauting Type Dynamic Aouting [BGF)
-~ Devico Type 150 Devica BGP AS 5000
Canneet Paer [Secure Access) BGF AS. Ba512
BOP Poer [Socure Accens) IP Addresser  160.25009, 189.2540.5 Views advanced sattings
Primary Hub Secondary Hub
i & HubUp 0 Hub Down
2 ]
Antive Tunnels & Active Tunnals
Tunnel Group 1D catBk-amzRS195165-622405748 530 clsco.com Tunnel Growg 1D callk-dmz@E 1951 65622405746 558.Cis00.com
Data Covitor Dats Eontee 10
o 1P Asdress 1P Address ISATETENT
Network Tunnels
Review this network tunnel group's IPsec tunnels. Help o
Tunnels Paer 1D Pwor Dovice IP Address Data Centor Hame Data Center IP Address Status Last Status Update
Primary 1 kv 173.38.154.194 sge-guw-2-1-1 351798616 Sep 03, 2024 2:37 PM
Primary 2 I 173.38.154.904 sse-guw-2-1-1 351798618 Sep 03, 2024 2:32 PM
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<#root>
wbrzyszc-cat8k#

show crypto ikev2 sa

IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf Status
1 10.1.1.70/4500 35.179.86.116/4500 none/none READY
Encr: AES-GCM, keysize: 256, PRF: SHA256, Hash: None, DH Grp:20, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/255 sec
CE id: 0, Session-id: 6097
Local spi: A15E8ACF919656C5 Remote spi: 644CFD102AAF270A

Tunnel-id Local Remote fvrf/ivrf Status
6 10.1.1.38/4500 35.179.86.116/4500 none/none READY
Encr: AES-GCM, keysize: 256, PRF: SHA256, Hash: None, DH Grp:20, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/11203 sec
CE id: 0, Session-id: 6096
Local spi: E18CBEE82674E780 Remote spi: 39239A7D09D5B972
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<#root>
wbrzyszc-cat8k#

show i p bgp sumary

Neighbor V AS MsgRcvd MsgSent Tbh1Ver InQ OutQ Up/Down State/PfxRcd

169.254.0.9 4 64512 17281 18846 160 0 0 5d23h 15
169.254.0.13 4 64512 17281 18845 160 0 0 5d23h 15

BRERMRESRNBCPEAERAEH (L EBRHRFELRETMET ) .

<#root>
wbrzyszc-cat8k#

show i p route 192.168. 200.0

Routing entry for 192.168.200.0/25, 2 known subnets
B 192.168.200.0 [20/0] via 169.254.0.13, 5d23h
[20/0] via 169.254.0.9, 5d23h
B 192.168.200.128 [20/0] via 169.254.0.13, 5d23h
[20/0] via 169.254.0.9, 5d23h

wbrzyszc-cat8k#

show i p cef 192.168.200.0

192.168.200.0/25
nexthop 169.254.0.9 Tunnell
nexthop 169.254.0.13 Tunnel2

RBRELRIEMEBEHREER , £SFIMERBHENERE KFTHRE M,

<#root>
wbrzyszc-cat8k#

show crypto i psec sa | i peer|caps

current_peer 35.179.86.116 port 4500



#pkts encaps: 1881087, #pkts encrypt: 1881087, #pkts digest: 1881087
#pkts decaps: 1434171, #pkts decrypt: 1434171, #pkts verify: 1434171

current_peer 35.179.86.116 port 4500

#pkts encaps: 53602, #pkts encrypt: 53602, #pkts digest: 53602
#pkts decaps: 208986, #pkts decrypt: 208986, #pkts verify: 208986
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<#root>
wbrzyszc-cat8k#

show noni tor capture Tunnel 1 buffer brief

# size timestamp source destination dscp protocol
0 114 0.000000 192.168.150.1 -> 192.168.200.2 0 BE ICMP
1 114 0.000000 192.168.150.1 -> 192.168.200.2 0 BE ICMP
10 114 26.564033 192.168.150.1 -> 192.168.200.5 0 BE ICMP
11 114 26.564033 192.168.150.1 -> 192.168.200.5 0 BE ICMP

wbrzyszc-cat8k#

show noni tor capture Tunnel 2 buffer brief

# size timestamp source destination dscp protocol
0 114 0.000000 192.168.150.1 -> 192.168.200.1 0 BE ICMP
1 114 2.000000 192.168.150.1 -> 192.168.200.1 0 BE ICMP
10 114 38.191000 192.168.150.1 -> 192.168.200.3 0 BE ICMP
11 114 38.191000 192.168.150.1 -> 192.168.200.3 0 BE ICMP


https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html
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