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{ "global": "DBG_TRACE" }
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reg add “HKEY_LOCAL_MACHINE\SOFTWARE\Duo\Duo Device Health” /v verbose_logging_enabled /d 1 /f
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reg add “HKEY_LOCAL_MACHINE\SOFTWARE\Duo\Duo Device Health” /v verbose_logging_enabled /d 0 /f
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reg add "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\acsock" /v DebugFlags /d 0x20801FF /t reg
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reg add "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\acsock" /v DebugFlags /d 0x70CO1FF /t reg
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"%ProgramFiTles(x86)%\Cisco\Cisco Secure Client\acsocktool.exe" -sdf 0x40018EF52
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"%ProgramFiTles(x86)%\Cisco\Cisco Secure Client\acsocktool.exe" -cdf
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iEﬂEESecu re Access Dashboard > Secure > Settings > Certificate > (Internet Destinations tab)
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<#root>

# Tunnel Establishnment

asa>show crypto ikevl saO
asa>show crypto ikev2 saO
asa>show crypto ipsec sa
Oasa>show crypto session

#BGP Tr oubl eshooti ng

asa>show running-config router bgp
asa>show bgp summary
asa>show ip bgp neighbors

#Rout es Advertisenents

asa>show bgp ipv4 unicast neighbors <sse-dc-ip> advertised-routes
Oasa>show bgp ipv4 unicast neighbors <sse-dc-ip> received-routes
Oasa>show bgp ipv4 unicast neighbors <sse-dc-ip> routes

#Debug BGP events

asa>debug ip bgpO
asa>debug ip bgp events
Oasa>debug ip bgp updatesO
asa>debug ip routing

#Di sabl e Debugs

asa>undebug all
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<#root>

#DNS and connectivity tests on the local |P address, gateway, Secure Access APls



rc-cli> diagnostic

#Sof tware version, VPN tunnel state, systemhealth, sysctl settings, routes and iptables

rc-cli> techsupport

#Packet captures

rc-cli> tcpdump <host>
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