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1. ERSAZ £ #1187 | EfnF|Access > Authentication Agents > Add New:



Security Console

Home | | Identity = | | Authenticaton = | | Access = | | Reporting * | | RADIUS ~ | | Adminstration = | | Setup ¥ | | Help ~ |

Session Lifetimes b

| unrestricted || Restricted | | Authentication Agents *| Manage Existing I
All users in the current realm can sutl Tt Access . Add New ! *
Generate -EHE
Security Domain: o” Deleted 1agent Download Server Certificate Fie
| SystemDomain = Authentication Manager Contact List »
For:
| Al uncestricted Agents =

2. 7£Add New Authentication Agent ( ¥THEM B HBRIFRE ) RE+F , AMEREFNE—EE
SR MIPHbE

Authentication Agent Basics

(@] Hostnams: ' @  |acs51zamplecom |_Resolve IP E
™ Exigting moia: | — Chocse One — =]

[ P Address: " ete10.451

ACSHEHIDNSEEREHANMR A EHHBEZEER.
3. BMREAFERA/FENE

Authentication Agent Attributes

Agent Type: Standard Agent ;I
Standard Agent

[i] Disabled:

LT RMEBEFERMEINEARH

3 found. ewirg 1-2.
i = [ 8

™| Authentication Agent IP Addresy Type Disabled Security Doenain
Im H ac=s1 sample com = 1010100151 Stanclard Agent SystemCioman
?‘ 1 acss2 sampla comi- 1010100152 Standard Agent SystemDiomsn
T suthentication Agent IP Address Iype Disatied Security Dosnain
Dsdiecieds |Enabee e || ﬂ

4. ERSARZ £ FIEF , BfnElAccess > Authentication Agents > Generate Configuration
File LA 4 A sdconf.recEl B R :



Home | | Identity = | | Authentication ~

Security Console

Access * | | Reporting ™ | | RADILS =

| Unrestricted || Restricted

All ugers in the aurrent realm can aut

Seszion Lifebmes k

Authentication Agents ¥ Manage Existing
Test Access Ackd New

Security Domain:
| SystemDomain =

For:

2 found, Showing 1-2.

Administration = | | Setup ~

3 Authentication Agen{uE— L

Generate Configuration File ",—|——
o Added 1agent(s Download Server Certificate File

Authenbcaton Manager Contact List

— ]

| 8l Unrestricted Agents =

0 selected: |Erable

Sl

5. EABXRERNKAERARNBNSAERFENERE :

Cancel | Reset | | Generate Config File EI .

Agent Timeout and Retries

[i] Maximum Retries:

Allow |5 = I attempts before timing out

[i] Maximum Time Between Each Retry: Allow |5 = I seconds between each attempt

Communication Services

[i] Authentication Service:

[i] Agent Auto-Registration Service:

Mame: securid
Port: 5500
Protocol: udp

Mame: rsaadmind
Port: 5550
Protocol: tcp

[i] Offline Authentication Download Service: Name: rsaoad

Port: 5530
Protocol: tcp

The agents will communicate with the Authentication Manager server using the following service r

6. FEMERERE :



Download File

The file is ready to download. When prompted, select Save it to disk to save the ZIP file to your local machine.

Filename: AM_Config.zip

Download: [ Download Now 24 *

ZipERIEERE Esdeonf.reclER , ACSEREEERRERRTHEETH
ACS 5.Xhiz fal B 2%
LIBRFHRACSEESNMARRIRREEER.

1. #£Cisco Secure ACS 5.xix#ZHI#E+ , EffnElUsers and Identity Stores > External Identity
Stores > RSA SecurlD Token Servers , A% 1% — T Create:

cisco Cisco Secun

Filtar I ""l e i I ""I ";I -

|I_ Mama = Descipion

I nodatato display
|

» B Policy Elemants
» F.z Access Polices
bl MonRaning and Repors
» ¥, System Agministrabon

2. W ARSARIfREFMV BT |, W BB R MRSARARES T HAYsdconf.reciE R :



Users and dentty Siores » Exbemal identy Stores » B354 SecurlD Token Servers » Cresle

RSA Realim | ACS Inslance Seflings | Advanced
Genaral

o Mame [RESA SecurD AM
Descriphion: |H3-l. SecwiD suthentication Manager Sener

Server connection

o Senver Timaout |30 Shcands
™ Reauthensicabe on Change PIN

Realm Configuration File
The R34 Configuration file (sdconfrec) showld be provided by your REA administrator after they have
| | @ Import new sdoonlrec file [ ChusersiDesiiopiadoont rec Browss I
| | mode Secret Status: - not created -

| @ = Required Selds
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ACS 5. X fA IRE]
ERTEARTRI , FEIACSEHIE | WM1EHIt Count:

Accads Polcms > Access Serviost » Sarvate Selecton Rulss

™ gingle resull selecion ¥ Rule based regull Selection

 Service Selection Policy
Filter: | Status =| Mateh it [Equals =] |
| Conditions Results
r Stalus  Name Brotocal Tdes T 5 Hit Count
1 [ 2 Ryle-d4  -ANY- in All Device Types-SWITCHES REA Device Admin 2

R LR RACS BRI B (BB AR



Status:

Failure Reason:
Logged Al

ACS Tima:

ACS Instance:
Authentication Method:
Authentication Type
Privilege Level:

Liser

Lsemama;

Femote Address:

Metwork Dewca

|||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||

Metwark Devics IP Addrass:

Network Device Groups:

Authentication Details

Feb 16, 2013 12:24 PM
Feb 16, 2013 12:24 PM
acshl

PAP_ASCI

ASCI

1

Dewice Type:All Device

Types SWITCHES. SWITCHES _SSH,
Location: Al
Locations:DATACENTER _BN

855 Semice
entity Store:
lected Shell Profile:

A RN | O
BESA Device Admin

RSA SecurdD AM
PRIVILEGE_15

ory Domain.
Identity Group:

Access Senace Salection Matched Rule -

Rule-4

RSAfrBR 8%

ERFSOBERERY ,

AETIRSAZFIEIT R B -

Time Activity Key = Description Reason User Agent Server Client TP
ID Hode IP
i 2013-02. | Princpal User attempted to Authentication | TEET1 | acsS1samplecom 109090211 | 101090151
16 authentcaton | authenticate usng method
12:35: 28, 764 authenbicatr Suo=ss
“SecurlD_Mative®, The
user belongs to seournity
domain
"MedumSecurityDomain™

SRR R

RERBIEF TR R Y ARRE TR,

B R EF2#%(sdconf.rec)
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