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access-list vpnfilt-ra pernmit tcp
10. 10. 10. 1 255. 255. 255. 255 192. 168. 1. 0 255. 255. 255. 0 eq 23

Source IP DestinationIP  Protocol Source Port gsfttmatmn Data

10.10.10.1 |192.168.1.5 TCP 1026 23
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192.168.15 10.10.10.1
Source IP  Destination IP Protocol Source Port gsfttinatiun Data

B&E : ACE access-list vpnfilt-ra permit tcp 10.10.1 255.255.255.255 192.168.1.0
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access-list vpnfilt-12l permt tcp 10.0.0.0 255.255.255.0 192.168.1.0
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Source IP Destination 1P Protocol Source Port gsfttmatmn Data
bz.ws.i.m 10.0.0.10 TCP 1026 23 I
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&E:ACE access-list vpnfilt-12] permit tcp 10.0.0.0 255.255.255.0 eq 23 192.168.1.0
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VPNRET RN HEACLETIBIE, S no sysopt connection permit-vpna] AR E X FELTH. EE
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5l (R B M sysopt connection permit-vpnEF):
- no per-user-override , no vpn-filter — {RFNEACLICE FE
- no per-user-override , vpn-filter — B £RBNEACLEERE , REIRBvpn-filter TERE
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Cisco CLI Analyzer ( EHEFMESER ) TEFEL show IS . A Cisco CLI Analyzer #17
show ETBR N2 .

- show asp table filter [access-list <acl-name>] [hits]

ERFAMELZ B RBRER , BFESEEXECHE R T Hshow asp table filterin %, #FiBEES
FEFRVPNBZE#R , BRBRAFZEIBRERT, IRBECIETIBES , AEMEH
BEEREBESRER , UEEEZAFERELAIBH I,

USACE
show asp table filter [access-list

SYNTAX <acl - nanme> Show installed filter for access-list <acl-nanme>
hits Show filter rules which have non-zero hits val ues

- clear asp table filter [access-list <acl-name>]

It a5 T A B BRASPER 2R 2R 5k B AV an R AT BLER

USAGE
clear asp table filter [access-list

SYNTAX
<acl -name> Clear hit counters only for specified access-list <acl-name>
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Cisco CLI Analyzer ( EHE2MESFER ) TEXEL show IS . EA Cisco CLI Analyzer #13
show ¥E S H #2047,

BiRE : £/ debug EEFZ A , AEESBEH Debug ETHEEZE,

- debug acl filter
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EAE ERSHERE L

ACL FILTER INFO first reference to inbound filter vpnfilt-ra(2): Installing
rule into NP.
ACL FILTER INFO first reference to outbound filter vpnfilt-ra(2): Installing
rule into NP.

EREERFARG L (EERAE1NE—BRE 2R )

ACL FILTER I NFO addi ng another reference to outbound filter vpnfilt-ra(2): refCnt=2
ACL FILTER I NFO adding another reference to inbound filter vpnfilt-ra(2): refCnt=2

user2 BT FEAR AR A L -

ACL FILTER INFO renoving a reference frominbound filter vpnfilt-ra(2): remaining
ref Cnt=1
ACL FILTER INFO renoving a reference fromoutbound filter vpnfilt-ra(2): renaining
ref Cnt=1

user1 BT FEARFFARA L -

ACL FILTER INFO releasing |last reference frominbound filter vpnfilt-ra(2): Renobving
rule into NP.
ACL FILTER INFO releasing |last reference fromoutbound filter vpnfilt-ra(2): Renoving
rule into NP.

- show asp table
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A obal Filter Table:

in id=0xd616ef20, priority=11, domai n=vpn-user, deny=true

hi t s=0, user_data=0xd613ea60, filter_i d=0x0(-inplicit deny-), protocol=
src ip=0.0.0.0, mask=0.0.0.0, port=0

dst ip=0.0.0.0, mask=0.0.0.0, port=0

in id=0xd616f 420, priority=11, domai n=vpn-user, deny=true

hi t s=0, user_dat a=0xd615ef 70, filter_i d=0x0(-inplicit deny-), protocol =
src ip=::/0, port=0

dst ip=::/0, port=0

out id=0xd616f1a0, priority=11, domai n=vpn-user, deny=true

hi t s=0, user_dat a=0xd614d900, filter_i d=0x0(-inplicit deny-), protocol =
src ip=0.0.0.0, mask=0.0.0.0, port=0

dst ip=0.0.0.0, mask=0.0.0.0, port=0

out id=0xd616f6d0, priority=11, domai n=vpn-user, deny=true

hi ts=0, user_data=0xd6161638, filter_i d=0x0(-inplicit deny-), protocol =
src ip=::/0, port=0



dst ip=::/0, port=0
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