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Cisco ASDM 5.0 provides an intutive graphical user intarface that makes it @asy o set up,
configure and manage your Cisco Secunty Apphances,

Cisco ASDM runs as ather & local applcabion or a Java Applet.
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« Upgrades of the local application ara performed avtornatically,
« Tou can inyoke AZDM from desktop shortcuts, Mo browser is required.
« One desktop shortout allows you to connect to mudiode Secunty Apphances.,

Download ASDM Launchf«and Start ASOM

ou can run Cisco ASDM as a Java applet that is dynamically downloaded fromn the device to
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PIX CLIEL&E

<#root>
pixfirewall#

show run

: Saved

PIX Version 7.1(1)

I

hostname pixfirewall

domain-name default.domain.invalid

enable password 8Ry2YjIyt7RRXU24 encrypted
names

interface Ethernet0

nameif outside

security-level 0

ip address 10.10.10.1 255.255.255.0

I--- Configure the outside interface. !

interface Ethernetl




nameif inside
security-level 100
ip address 172.22.1.163 255.255.255.0

I--- Configure the inside interface. !

!'-- Qutput suppressed !

passwd 2KFQnbNIdI.2KYOU encrypted
ftp mode passive

dns server-group DefaultDNS
domain-name default.domain.invalid

access-1list inside_natO_outbound extended permit ip 172.22.1.0 255.255.255.0 172
.16.1.0 255.255.255.0

!I--- This access list

(i nsi de_nat 0_out bound)

is used with the

nat zero

command. !--- This prevents traffic which matches the access 1list from undergoing !--- network addres:
(out si de_crypt omap_20)

I--- Two separate access lists should always be used in this configuration.

access-1list outside_cryptomap_20 extended permit ip 172.22.1.0 255.255.255.0 172
.16.1.0 255.255.255.0

!I--- This access list
(out si de_crypt omap_20)
is used with the crypto map !---
out si de_nap
to determine which traffic should be encrypted and sent !--- across the tunnel. !--- This ACL is inte
(i nsi de_nat 0_out bound)

I--- Two separate access lists should always be used in this configuration.
pager lines 24
mtu inside 1500
mtu outside 1500
no failover
asdm image flash:/asdm-511.bin
!I--- Enter this command to specify the Tlocation of the ASDM image.
asdm history enable

arp timeout 14400

nat (inside) 0 access-Tist inside_natO_outbound




!--- NAT 0 prevents NAT for networks specified in the ACL

i nsi de_nat 0_out bound

route outside 0.0.0.0 0.0.0.0 10.10.10.2 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00
timeout mgcp-pat 0:05:00 sip 0:30:00 sip_media 0:02:00

timeout uauth 0:05:00 absolute

http server enable

!I--- Enter this command in order to enable the HTTPS server for ASDM.

http 172.22.1.1 255.255.255.255 inside

!--- Identify the IP addresses from which the security appliance !--- accepts HTTPS connections.

no snmp-server location
no snmp-server contact

!--- PHASE 2 CONFIGURATION ---! !--- The encryption types for Phase 2 are defined here.
crypto ipsec transform-set ESP-AES-256-SHA esp-aes-256 esp-sha-hmac

!I--- Define the transform set for Phase 2.

crypto map outside_map 20 match address outside_cryptomap_20

!--- Define which traffic should be sent to the IPsec peer.

crypto map outside_map 20 set peer 10.20.20.1

!I--- Sets the IPsec peer

crypto map outside_map 20 set transform-set ESP-AES-256-SHA

!--- Sets the IPsec transform set "ESP-AES-256-SHA" !--- to be used with the crypto map entry "outside.

crypto map outside_map interface outside

!--- Specifies the interface to be used with !--- the settings defined in this configuration.

!--- PHASE 1 CONFIGURATION ---! !--- This configuration uses isakmp policy 10. !--- Policy 65535 is in

isakmp enable outside




isakmp policy 10 authentication pre-share
isakmp policy 10 encryption aes-256
isakmp policy 10 hash sha

isakmp policy 10 group 5

isakmp policy 10 Tifetime 86400

isakmp policy 65535 authentication pre-share
isakmp policy 65535 encryption 3des

isakmp policy 65535 hash sha

isakmp policy 65535 group 2

isakmp policy 65535 Tifetime 86400

tunnel-group 10.20.20.1 type 1ipsec-121

!--- In order to create and manage the database of connection-specific records !--- for ipsec-121-IPse

tunnel - group

I-—- command in global configuration mode. !--- For L2L connections the name of the tunnel group

MJUST

be the IP !--- address of the IPsec peer.

tunnel-group 10.20.20.1 ipsec-attributes
pre-shared-key *

!I--- Enter the pre-shared-key in order to configure the authentication method.

telnet timeout 5
ssh timeout 5
console timeout 0
|
class-map inspection_default
match default-inspection-traffic
|
!
policy-map global_policy
class inspection_default
inspect dns maximum-Tength 512
inspect ftp
inspect h323 h225
inspect h323 ras
inspect netbios
inspect rsh
inspect rtsp
inspect skinny
inspect esmtp
inspect sqlnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp
|
service-policy global_policy global
Cryptochecksum:ecb58c5d8ce805b3610b198c73a3d0cf
: end




PIX-02

<{#froot>

PIX Version 7.1(1)

!

hostname pixfirewall
domain-name default.domain.invalid
enable password 8Ry2YjIyt7RRXU24 encrypted
names

!

interface Ethernet0

nameif outside

security-level 0

ip address 10.20.20.1 255.255.255.0
!

interface Ethernetl

nameif inside

security-level 100

ip address 172.16.1.1 255.255.255.0
|

passwd 2KFQnbNIdI.2KYOU encrypted
ftp mode passive
dns server-group DefaultDNS
domain-name default.domain.invalid

access-1list inside_natO_outbound extended permit ip 172.16.1.0 255.255.255.0 172
.22.1.0 255.255.255.0

I--- Note that this ACL is a mirror of the
i nsi de_nat 0_out bound

I--- ACL on pix515-704.

access-1list outside_cryptomap_20 extended permit ip 172.16.1.0 255.255.255.0 172
.22.1.0 255.255.255.0

I--- Note that this ACL is a mirror of the
out si de_cryptomap_20

I--- ACL on pix515-704.

pager lines 24

mtu inside 1500

mtu outside 1500

no failover

asdm image flash:/asdm-511.bin

no asdm history enable

arp timeout 14400

nat (inside) 0 access-1list inside_natO_outbound

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00
timeout mgcp-pat 0:05:00 sip 0:30:00 sip_media 0:02:00
timeout uauth 0:05:00 absolute

http server enable

http 0.0.0.0 0.0.0.0 inside




no snmp-server location
no snmp-server contact
crypto ipsec transform-set ESP-AES-256-SHA esp-aes-256 esp-sha-hmac
crypto map outside_map 20 match address outside_cryptomap_20
crypto map outside_map 20 set peer 10.10.10.1
crypto map outside_map 20 set transform-set ESP-AES-256-SHA
crypto map outside_map interface outside
isakmp enable outside
isakmp policy 10 authentication pre-share
isakmp policy 10 encryption aes-256
isakmp policy 10 hash sha
isakmp policy 10 group 5
isakmp policy 10 Tifetime 86400
tunnel-group 10.10.10.1 type 1ipsec-121
tunnel-group 10.10.10.1 ipsec-attributes
pre-shared-key *
telnet timeout 5
ssh timeout 5
console timeout 0
|
class-map inspection_default
match default-inspection-traffic
|
!
policy-map global_policy
class inspection_default
inspect dns maximum-Tength 512
inspect ftp
inspect h323 h225
inspect h323 ras
inspect netbios
inspect rsh
inspect rtsp
inspect skinny
inspect esmtp
inspect sqlnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp
|
service-policy global_policy global
Cryptochecksum:6774691244870705f858ad4e9b810874
: end
pixfirewall#
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<#root>

crypto map map-name seq-num set connection-type {answer-only | originate-only | bidirectional}
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R (ELREEENTEA ) BiEcrypto map mymap , Y A§E LR R 5 5% E Horiginate-only,

<#root>
hostname(config)#

crypto map outside_map 20 connection-type originate-only

BERRZ £ B (SA)

FEPIXHFFARERT , FAUTHS
« clear [crypto] ipsec sa - ERE B A IPsec SA, BA#EFcrypto AliE/,

« clear [crypto] isakmp sa -fHEREEIRYIKE SA. B3 cryptos AIiER,
En

ERAXEHAR , BEIENEERE ERER.

BHERET S(EHERTFER) OIT)XEREEshowis T, EAOITREH showis T HAY S
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- 'F‘N Connaction G
Y IPSec Tunnels

H"-F‘N Statistics
- B Cryolo Statistcs

aphs — Qlobal IKENPSe: Stabslica

Each row represents ane global slafislc.

- 5 Encryplion Statistics Show Statistics For [IP:E Profocol 3
| 5 &
B Protocol Statisbics il Yo
B Sessions
Previous Tunnels B
In QOctets 33764
In Packets J44
In Crop Packets 5
In M ptifys 34
In P2 Exhanges 1
In P2 Exchange Invalids 0
In P2 BExchange Rejects O
In P2 Ba Delete Requasts 0
Ol Octeds 14964
Oul Packels 354
Oul Dnop Packels o
Out Hotifys 628
Out P2 Exchanges 5
COul P2 Bxchange Invalids 0
':“'I.I1F':’E:¢L'hﬂr'lg-?='9il':‘t1é 0 =
BT LAMEACLIBA R EREE K. & Hshow crypto isakmp samm B AIRERBERB K

, % show crypto ipsec samn T AIBIREH T 7T HE, MBFRENERSTHEE,

pix515-704

<#troot>
pixfirewall(config)#

show crypto isaknp sa

Active SA:
Rekey SA:
Total IKE SA:

1 IKE Peer:

Type
L2L

Rekey

MV_ACTI VE

1
0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
1

10.20.20.1
Role : initiator
: ho State

pix515-704




<f#froot>

pixfirewall(config)#
show crypto ipsec sa

interface: outside
Crypto map tag: outside_map, seq num: 20, Tocal addr: 10.10.10.1

access-1list outside_cryptomap_20 permit ip 172.22.1.0
255.255.255.0 172.16.1.0 255.255.255.0
Tocal ident (addr/mask/prot/port):

(172.22. 1. 0/ 255. 255. 255. 0/ 0/ 0)

remote ident (addr/mask/prot/port):
(172. 16. 1. 0/ 255. 255. 255. 0/ 0/ 0)

current_peer: 10.20.20.1

#pkts encaps: 20, #pkts encrypt: 20, #pkts digest: 20

#pkts decaps: 20, #pkts decrypt: 20, #pkts verify: 20

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 20, #pkts comp failed: 0, #pkts decomp failed: 0
#send errors: 0, #recv errors: 0

local crypto endpt.:

10.10.10.1

, remote crypto endpt.:

10.20.20.1

path mtu 1500, ipsec overhead 76, media mtu 1500
current outbound spi: 44532974

inbound esp sas:
spi: OxA87AD6FA (2826622714)
transform: esp-aes-256 esp-sha-hmac
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 1, crypto-map: outside_map
sa timing: remaining key lifetime (kB/sec): (3824998/28246)
IV size: 16 bytes
replay detection support: Y
outbound esp sas:
spi: 0x44532974 (1146300788)
transform: esp-aes-256 esp-sha-hmac
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 1, crypto-map: outside_map
sa timing: remaining key lifetime (kB/sec): (3824998/28245)
IV size: 16 bytes
replay detection support: Y

Al 3
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EIPsecti@m® , T ERRZR(PFS)WERESEFMNFZEBE N MSIRER, BRASEHAMm
ERZEH R FHPFS , BAIFTEEPIX/ASAREIL2L IPsech&iE,

PFSTEERAFEH. ERAPFS , FHEARKEEEN THEMpfsih P EenableB@RF., EEH
PFS , 558 AdisableB3# =¥,

<#root>
hostname(config-group-policy)#

pfs {enable | disable}

EREEETHERETMERPFSEY , FlALLar THInofE R, #H SRS AT LASE E A48 5% M 4R
PFSHIE., AL HHINoZR , LABS LL#EHR(E,

<#root>
hostname(config-group-policy)#

no pfs

S-S5
A EIR G A FA A BB R 1T 5% BEHE AR

BRIEELBEERN TE Emanagement-access a9 , FRIEEREBEN B —mEPIXWARINE
#1TpingiR1E,

<#root>

PIX-02(config)#
managenent - access i nsi de
PIX-02(config)#

show managenent - access

management-access inside

S S A AL
%) /T A0 T3

:ﬂﬁ-llly

AR Biidebugin B 28l , A2 EBREIDebugis THEEZE .

debug crypto isakmp— FEREBIPsecEMRMNFAAEN , YR SRHRMin A BB MEIEENE —1H
B,


//www.cisco.com/en/US/docs/security/asa/asa71/command/reference/m_711.html#wp1631964
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debug crypto isakmp

<#root>
pixfirewall(config)#
debug crypto isaknmp 7

Nov 27 12:01:59 [IKEv1l DEBUG]: Pitcher: received a key acquire message,
spi 0x0
Nov 27 12:01:59 [IKEv1l]: IP = 10.20.20.1, IKE Initiator: New Phase 1,
Intf 2, IKE Peer 10.20.20.1 Tlocal Proxy Address 172.22.1.0, remote
Proxy Address 172.16.1.0, Crypto map (outside_map)
Nov 27 12:01:59 [IKEvl DEBUG]: IP = 10.20.20.1, constructing ISAKMP SA payload
Nov 27 12:01:59 [IKEv1l DEBUG]: IP = 10.20.20.1, constructing Fragmentation
VID + extended capabilities payload
Nov 27 12:01:59 [IKEv1l]: IP = 10.20.20.1, IKE_DECODE SENDING Message
(msgid=0) with payloads : HDR +
SA (1) + VENDOR (13) + NONE (0) total Tength : 148
Nov 27 12:01:59 [IKEvl]: IP = 10.20.20.1, IKE_DECODE RECEIVED Message (msgid=0)
with payloads : HDR + SA (1) + VENDOR (13) + NONE (0) total length : 112
Nov 27 12:01:59 [IKEv1l DEBUG]: IP = 10.20.20.1, processing SA payload
Nov 27 12:01:59 [IKEv1l DEBUG]: IP = 10.20.20.1, Oakley proposal is acceptable
Nov 27 12:01:59 [IKEv1l DEBUG]: IP = 10.20.20.1, processing VID payload
Nov 27 12:01:59 [IKEv1l DEBUG]: IP = 10.20.20.1, Received Fragmentation VID
Nov 27 12:01:59 [IKEvl DEBUG]: IP = 10.20.20.1, IKE Peer included
IKE fragmentation capability flags

N

Mai n Mode

: True Aggressive Mode: True
Nov 27 12:02:00 [IKEvl DEBUG]: IP = 10.20.20.
Nov 27 12:02:00 [IKEvl DEBUG]: IP = 10.20.20.
Nov 27 12:02:00 [IKEvl DEBUG]: IP = 10.20.20.
Nov 27 12:02:00 [IKEvl DEBUG]: IP = 10.20.20.1, constructing xauth V6 VID payload
Nov 27 12:02:00 [IKEvl DEBUG]: IP = 10.20.20.1, Send IOS VID
Nov 27 12:02:00 [IKEvl DEBUG]: IP = 10.20.20.1, Constructing ASA spoofing IOS
Vendor ID payload (version: 1.0.0, capabilities: 20000001)
Nov 27 12:02:00 [IKEvl DEBUG]: IP = 10.20.20.1, constructing VID payload
Nov 27 12:02:00 [IKEvl DEBUG]: IP = 10.20.20.1, Send Altiga/
Cisco VPN3000/Cisco ASA GW VID
Nov 27 12:02:00 [IKEvl]: IP = 10.20.20.1, IKE_DECODE SENDING Message (msgid=0)
with payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13)
+ VENDOR (13) + NONE (0) total length

320
Nov 27 12:02:00 [IKEvl]: IP = 10.20.20.1, IKE_DECODE RECEIVED Message
(msgid=0) with payloads : HDR
+ KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13) +
NONE (0) total Tength : 320
Nov 27 12:02:00 [IKEvl DEBUG]: IP = 10.20.20.
Nov 27 12:02:00 [IKEvl DEBUG]: IP = 10.20.20.
Nov 27 12:02:00 [IKEvl DEBUG]: IP = 10.20.20.
Nov 27 12:02:00 [IKEvl DEBUG]: IP = 10.20.20.
Nov 27 12:02:00 [IKEvl DEBUG]: IP = 10.20.20.
Nov 27 12:02:00 [IKEvl DEBUG]: IP = 10.20.20.
Nov 27 12:02:00 [IKEvl DEBUG]: IP = 10.20.20.
Nov 27 12:02:00 [IKEvl DEBUG]: IP = 10.20.20.
Nov 27 12:02:00 [IKEvl DEBUG]: IP = 10.20.20.
spoofing I0OS Vendor ID payload (version: 1.0.
Nov 27 12:02:00 [IKEvl DEBUG]: IP = 10.20.20.
Nov 27 12:02:00 [IKEvl DEBUG]: IP = 10.20.20.

, constructing ke payload
, constructing nonce payload
, constructing Cisco Unity VID payload

R R R R R

processing ke payload
processing ISA_KE payload
processing nonce payload
processing VID payload

Received Cisco Unity client VID
processing VID payload

Received xauth V6 VID
processing VID payload
Processing VPN3000/ASA
capabilities: 20000001)
processing VID payload

Received Altiga/Cisco VPN3000/Cisco ASA

RPRORRRREPRERRERRR




Gw VID
Nov 27 12:02:00 [IKEv1l]: IP = 10.20.20

Nov 27 12:02:00 [IKEv1l DEBUG]: Group =
for Initiator...

Nov 27 12:02:00 [IKEv1l DEBUG]: Group =
constructing ID payload

Nov 27 12:02:00 [IKEv1l DEBUG]: Group =
constructing hash payload

Nov 27 12:02:00 [IKEv1l DEBUG]: Group =
Computing hash for ISAKMP

Nov 27 12:02:00 [IKEvl DEBUG]: IP = 10

.1, Connection Tanded on tunnel_group 10.20.20.1

10.20.20.1, IP = 10.20.20.1, Generating keys
10.20.20.1, IP = 10.20.20.1,

10.20.20.1, IP = 10.20.20.1,

10.20.20.1, IP = 10.20.20.1,

.20.20.1,

Constructing I0OS keep alive payload: proposal=32767/32767 sec.

Nov 27 12:02:00 [IKEv1l DEBUG]: Group =
constructing dpd vid payload

Nov 27 12:02:00 [IKEv1l]: IP = 10.20.20
with payloads :
NONE (0) total length : 119

Nov 27 12:02:00 [IKEv1l]: IP = 10.20.20
with payloads :
NONE (0) total length : 96

Nov 27 12:02:00 [IKEv1l DEBUG]: Group
processing ID payload

Nov 27 12:02:00 [IKEv1l DEBUG]: Group
processing hash payload

Nov 27 12:02:00 [IKEv1l DEBUG]: Group
Computing hash for ISAKMP

Nov 27 12:02:00 [IKEv1l DEBUG]:

Nov 27 12:02:00 [IKEv1l DEBUG]: Group =
processing VID payload

Nov 27 12:02:00 [IKEv1l DEBUG]: Group =
Received DPD VID

Nov 27 12:02:00 [IKEv1l]: IP = 10.20.20.

Nov 27 12:02:00 [IKEv1l DEBUG]: Group =
Oakley begin quick mode

Nov 27 12:02:00 [IKEv1l]: Group = 10.20.

PHASE 1 COVPLETED

Nov 27 12:02:00 [IKEv1l]: IP = 10.20.20.

Nov 27 12:02:00 [IKEv1l DEBUG]: Group =
Starting phase 1 rekey timer: 73440000
Nov 27 12:02:00 [IKEv1l DEBUG]: Group =
SPI from key engine: SPI = 0x44ae0956
Nov 27 12:02:00 [IKEv1l DEBUG]: Group
oakley constucting quick mode

HDR + ID (5) + HASH (8) +

HDR + ID (5) + HASH (8) +

IP = 10.
Processing IOS keep alive payload: proposal=32767/32767

10.20.20.1, IP = 10.20.20.1,
.1, IKE_DECODE SENDING Message (msgid=0)
I0S KEEPALIVE (14) + VENDOR (13) +
.1, IKE_DECODE RECEIVED Message (msgid=0)
I0S KEEPALIVE (14) + VENDOR (13) +

10.20.20.1, IP = 10.20.20.1,
10.20.20.1, IP = 10.20.20.1,
10.20.20.1, IP = 10.20.20.1,
20.20.1,

secC.
10.20.20.1, IP = 10.20.20.1,

10.20.20.1, IP = 10.20.20.1,

Nov 27 12:02:
constructing
Nov 27 12:02:
constructing
Nov 27 12:02:
constructing
Nov 27 12:02:
constructing
Nov 27 12:02:
Transmitting

Local subne

constructing

Nov 27 12:02:00 [IKEv1l]: IP = 10.20.20.1,

(msgid=d72376

00 [IKEvl DEBUG]: Group
blank hash payload

00 [IKEvl DEBUG]: Group
IPSec SA payload

00 [IKEvl DEBUG]: Group
IPSec nonce payload

00 [IKEvl DEBUG]: Group
proxy ID

00 [IKEvl DEBUG]: Group
Proxy Id:

t:

gm hash payload

6b) with payloads

172.22.1.0 mask 255.255.
Remote subnet: 172.16.1.0 Mask 255.255.
Nov 27 12:02:00 [IKEv1l DEBUG]: Group = 10.

1, Connection landed on tunnel_group 10.20.20.1
10.20.20.1, IP = 10.20.20.1,
20.1, IP = 10.20.20.1,
1, Keep-alive type for this connection: DPD
10.20.20.1, IP = 10.20.20.1,
(ms)
10.20.20.1, IP = 10.20.20.1, IKE got
10.20.20.1, IP = 10.20.20.1,
10.20.20.1, IP = 10.20.20.1,
10.20.20.1, IP = 10.20.20.1,
10.20.20.1, IP = 10.20.20.1,
10.20.20.1, IP = 10.20.20.1,
10.20.20.1, IP = 10.20.20.1,
255.0 Protocol 0 Port O
255.0 Protocol 0 Port O
20.20.1, IP = 10.20.20.1,

IKE_DECODE SENDING Message




: HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NOTIFY (11) +
NONE (0) total length : 200
Nov 27 12:02:00 [IKEvl]: IP = 10.20.20.1, IKE_DECODE RECEIVED Message
(msgid=d723766b) with payloads
: HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE (0)
total length : 172
Nov 27 12:02:00 [IKEvl DEBUG]: Group = 10.20.20.1, IP = 10.20.20.1,
processing hash payload
Nov 27 12:02:00 [IKEvl DEBUG]: Group = 10.20.20.1, IP = 10.20.20.1,
processing SA payload
Nov 27 12:02:00 [IKEvl DEBUG]: Group = 10.20.20.1, IP = 10.20.20.1,
processing nonce payload
Nov 27 12:02:00 [IKEvl DEBUG]: Group = 10.20.20.1, IP = 10.20.20.1,
processing ID payload
Nov 27 12:02:00 [IKEvl DEBUG]: Group = 10.20.20.1, IP = 10.20.20.1,
processing ID payload
Nov 27 12:02:00 [IKEvl DEBUG]: Group = 10.20.20.1, IP = 10.20.20.1,
Toading all IPSEC SAs
Nov 27 12:02:00 [IKEvl DEBUG]: Group = 10.20.20.1, IP = 10.20.20.1,
Generating Quick Mode Key!
Nov 27 12:02:00 [IKEvl DEBUG]: Group = 10.20.20.1, IP = 10.20.20.1,
Generating Quick Mode Key!
Nov 27 12:02:00 [IKEv1l]: Group = 10.20.20.1, IP = 10.20.20.1,
Security negotiation complete for LAN-to-LAN Group (10.20.20.1)
Initiator, Inbound SPI = 0x44ae0956, Outbound SPI = 0x4a6429ba
Nov 27 12:02:00 [IKEvl DEBUG]: Group = 10.20.20.1, IP = 10.20.20.1,
oakley constructing final quick mode
Nov 27 12:02:00 [IKEvl]: IP = 10.20.20.1, IKE_DECODE SENDING Message
(msgid=d723766b) with payloads
: HDR + HASH (8) + NONE (0) total length : 76
Nov 27 12:02:00 [IKEvl DEBUG]: Group = 10.20.20.1, IP = 10.20.20.1,
IKE got a KEY_ADD msg for SA: SPI = 0x4a6429ba
Nov 27 12:02:00 [IKEvl DEBUG]: Group = 10.20.20.1, IP
Pitcher: received KEY_UPDATE, spi 0x44ae0956
Nov 27 12:02:00 [IKEvl]: Group = 10.20.20.1, IP = 10.20.20.1,
Starting P2 Rekey timer to expire in 24480 seconds
Nov 27 12:02:00 [IKEvl]: Group = 10.20.20.1, IP = 10.20.20.1,

10.20.20.1,

PHASE 2 COVPLETED

(msgid=d723766b)

debug crypto ipsec -BE =~ E BIPsecE#RIFAAE M-

debug crypto ipsec

<#troot>
pix1l(config)#

debug crypto ipsec 7

exec mode commands/options:
<1-255> Specify an optional debug level (default is 1)
<cr>

pix1l(config)# debug crypto ipsec 7

pix1l(config)# IPSEC: New embryonic SA created @ 0x024211BO0,




SCB: 0x0240AEBO,
Direction: inbound
SPI : Ox2A3E12BE
Session ID: 0x00000001
VPIF num : 0x00000001
Tunnel type: 121
Protocol 1 esp
Lifetime : 240 seconds
IPSEC: New embryonic SA created @ 0x0240B7A0,
SCB: 0x0240B710,
Direction: outbound
SPI : OxB283D32F
Session ID: 0x00000001
VPIF num : 0x00000001
Tunnel type: 121
Protocol 1 esp
Lifetime : 240 seconds
IPSEC: Completed host OBSA update, SPI OxB283D32F
IPSEC: Updating outbound VPN context 0x02422618, SPI 0xB283D32F
Flags: 0x00000005
SA : 0x0240B7A0
SPI : 0xB283D32F
MTU : 1500 bytes
VCID : 0x00000000
Peer : 0x00000000
SCB : 0x0240B710
Channel: 0x014A45B0
IPSEC: Completed outbound VPN context, SPI 0xB283D32F
VPN handle: 0x02422618
IPSEC: Completed outbound inner rule, SPI 0xB283D32F
Rule ID: 0x01FA0290
IPSEC: New outbound permit rule, SPI OxB283D32F
Src addr: 10.10.10.1
Src mask: 255.255.255.255
Dst addr: 10.20.20.1
Dst mask: 255.255.255.255
Src ports
Upper: O
Lower: O
Op : ignore
Dst ports
Upper: O
Lower: O
Op : ignore
Protocol: 50
Use protocol: true
SPI: O0xB283D32F
Use SPI: true
IPSEC: Completed outbound permit rule, SPI O0xB283D32F
Rule ID: 0x0240AF40
IPSEC: Completed host IBSA update, SPI Ox2A3E12BE
IPSEC: Creating inbound VPN context, SPI Ox2A3E12BE
Flags: 0x00000006
SA : 0x024211B0
SPI : Ox2A3E12BE
MTU : O bytes
VCID : 0x00000000
Peer : 0x02422618
SCB : 0x0240AEBO
Channel: 0x014A45B0
IPSEC: Completed inbound VPN context, SPI Ox2A3E12BE
VPN handle: 0x0240BF80




IPSEC: Updating outbound VPN context 0x02422618, SPI 0xB283D32F
Flags: 0x00000005
SA : 0x0240B7A0
SPI : 0OxB283D32F
MTU : 1500 bytes
VCID : 0x00000000
Peer : 0x0240BF80
SCB : 0x0240B710
Channel: 0x014A45B0
IPSEC: Completed outbound VPN context, SPI 0xB283D32F
VPN handle: 0x02422618
IPSEC: Completed outbound inner rule, SPI 0xB283D32F
Rule ID: 0x01FA0290
IPSEC: Completed outbound outer SPD rule, SPI 0xB283D32F
Rule ID: 0x0240AF40
IPSEC: New inbound tunnel flow rule, SPI Ox2A3E12BE
Src addr: 172.16.1.0
Src mask: 255.255.255.0
Dst addr: 172.22.1.0
Dst mask: 255.255.255.0
Src ports
Upper: O
Lower: O
Op : ignore
Dst ports
Upper: O
Lower: O
Op : ignore
Protocol: 0
Use protocol: false
SPI: 0x00000000
Use SPI: false
IPSEC: Completed inbound tunnel flow rule, SPI Ox2A3E12BE
Rule ID: 0x0240B108
IPSEC: New inbound decrypt rule, SPI Ox2A3E12BE
Src addr: 10.20.20.1
Src mask: 255.255.255.255
Dst addr: 10.10.10.1
Dst mask: 255.255.255.255
Src ports
Upper: O
Lower: O
Op : ignore
Dst ports
Upper: O
Lower: O
Op : ignore
Protocol: 50
Use protocol: true
SPI: Ox2A3E12BE
Use SPI: true
IPSEC: Completed inbound decrypt rule, SPI Ox2A3E12BE
Rule ID: 0x02406E98
IPSEC: New inbound permit rule, SPI Ox2A3E12BE
Src addr: 10.20.20.1
Src mask: 255.255.255.255
Dst addr: 10.10.10.1
Dst mask: 255.255.255.255
Src ports
Upper: 0O
Lower: O
Op : ignore




Dst ports
Upper: O
Lower: O
Op : ignore
Protocol: 50
Use protocol: true
SPI: Ox2A3E12BE
Use SPI: true
IPSEC: Completed inbound permit rule, SPI Ox2A3E12BE
Rule ID: 0x02422C78
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