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EERARIRIINE ( R2TR ) B B0 BRE/RERRRE

- Telnet — EAEBRFEAERBRIEER , ARFBREB. MREPIX/MAMRE LXETSH A

BE (NMRE)  IBEFHERNEAERAERAERBNER,

FTP — EREEIEAEEBETHE. ERAEEEHA

local_username@remote_username/EAFERAEZR , @A
local_password@remote_passwordE A% . PIX#%local_username#llocal_passwordf&ix E|
i L2 [ARET , WREPIX/ERET LRIIETSERE (FXE ) , Blremote_usernamel
remote_password#$E5EEI B ZF TP ARES-

- HTTP -BIBSHRFRBER—EERGACAESBNBBNRE, NRSHORET (MRE ) KB

, AIEAESENZEEDERRAY, Fick , AERSRNEAEEBANER. MRPIXEL
FRAEHTTPEEETER , BYRERM , AIAEER LEREROPIXEXRRMAERE
BWNBRFET TEF S ORE  REPIXBRAEBRI S HREMARR. PIXREBFN/R
ARFFRER T HRR, WRTelnetMFTPLEIFTAHELERE , BHTTPEEFLER , ERMRRE
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. Tunnel — EERBEIBVPNE FifMxauth#§IPSeci 2@ EL @RS  HRAEREER ZE

, BA7R "User Authentication for New Connectiony BIJX&BIE, X : % Cisco Secure VPN
Client 1. 1B Bt H B, WRHelp > AboutBERER2.1. xRREEIRA , AILBRET
BER,

BHARME SRR S A RHEE R

Cisco Secure UNIX TACACS{ARESEE

AEREAREER 2 MARSFNER,
BAREECSU.CigiERPERPIX IPHit T L REFHE MEHR,

user = ddunlap {
password = clear "rtp"
default service = permt

}

user = can_only_do_telnet {
password = clear "tel netonly"
service = shell {

cmd = telnet {

permt .*

}
}
}

user = can_only _do ftp {
password = clear "ftponly"
service = shell {

cmd = ftp {

permt .

}
}
}



user = httponly {

password = cl ear "httponly”
service = shell {

cmd = http {

permt .*

}

}

}

Cisco Secure UNIX RADIUSfrl BR B8 it =

£ AGUIHEPIX P b ik M & 5% 57 18 2 4838 55 B A AR 2R (NAS) B E .

user =adm nuser {
radi us=Ci sco {
check_itens= {
2="all"

}

reply_attributes= {
6=6

}

}

}

i A AWindows 2.x RADIUSHICiscoZ£ACS

55 FH LA T 5 BB e B 38 A A Windows 2.x RADIUSHEYCisco Secure ACS,
1. EERAEREGUIZR D BEZRE,

2. TEGroup Setup GUIEBS , #& B 6(Service-Type)i% E ALoginE;Administrative.
3. ENASELEZB 7 GUIFR FTi8PIX IPH# ik,

EasyACS TACACS+

EasyACSXAEHWIR T X E.

1. E#AE D & |, 2 — T Shell execbL i FexecF A,

2. ZEMPIXHERE | Fik— THREKSHDeny unmatched I0S commands.

3. A FLE A TN EE® TIRIZEAJJ/Edit new command , 5l Telnet.

4. MR AHTelnetBFEWE |, B Tpermit ###.#1 NIEREBSIBE o0 IPHEit, FA
7 Telnet , 553& — T Allow all unlisted arguments.

5 BZ—TERRBGHT.

6. HBEAHNGT ( HlWTelnet, HTTPEFTP ) MITLHB1ES5,

7. ENASELEGUIZE 2 #i8PIX IP,

Cisco Secure 2.x TACACS+

EREE "HERAEREGU B BEER,

1. EHBE 2 , #— T Shell execlA iR FexeciF A #,
2. EMPIXFTIERE , FBEMEREKIPIZ — T Deny unmatched I0S commands.
3. BEFLEAFNE M S (HlinTelnet)iZZEAJJ/Edit newdi 7o

, B



4. BRHTenetB4SEILE , BESIEBILD I Tpermit #4441 W@ AIPH, EAHF
TelnetZ{E{AT 5 B , 5532 — T Allow all unlisted arguments.

5. Z— TERMBRET.

6. HEEAKFNGS ( HliTelnet, HTTPRFTP ) TS B1ZES5,

7. BRTENASELEGUIER 5 Fi8PIX 1P,

Livingston RADIUS{al R ER & B

AEPIX IPh 31k 7 <& 8% 7718 2l ClientsiE =R,

adm nuser Password="al|" User-Service-Type = Shell-User

fH{ERADIUS{I IR &S Al I

AEPIX [P 3k M & 87 #7 18 Bl Clients i =,

adm nuser Password="all" Service-Type = Shell - User
TACACS+% 3 BX ¥ {r] Az 88 fic &
key = "cisco"

user = adm nuser {
login = cleartext "all"
default service = permit

}

user = can_only_do_tel net {
login = cleartext "tel netonly"
cmd = tel net {

permt .*

}

}

user = httponly {
login = cleartext "httponly"

cmd = http {
permt .*

}

}

user = can_only_do_ftp {
login = cleartext "ftponly"

cmd = ftp {
permt .*
}

}
e

X : Output Interpreter Tool(E#FMEFFEH) X BEX Eshowdn & , EAFERAshowds B
B9 2 4T,
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- EPIXF R Bk, ARFCHIENEREATEETARBENRRKLFEA, ATLUEMlogging
buffered debugging , A% ¥ 1Tshow logging@i . HFFFEHETLEIXZEI R A FRARESLE
AR

- ETACACS+ZRADIUSRfREE LA ( FTERRSFIEFIIER ),

A8

00 00 949 2 Pe
_F —
00 99 99 45
99 99 99 1 _.,‘
outsid
1031175
Insice ' TACACS+ or RADIUS
1?1.58.’118.1 Server
10.31.1.1 171.68.118.101

10.317.1.50

PIXEd B

Pl X Version 5.1(1)

nanei f ethernet0 outside security0
nanei f ethernetl inside securityl00
nanei f ethernet2 pix/intf2 securityl0
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQhbNI dI . 2KYQU encr ypt ed
host nane pi x3

fixup protocol ftp 21

fixup protocol http 80

fixup protocol smp 25

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol sqglnet 1521

nanes

pager lines 24

no | oggi ng tinestanp




no | oggi ng standby

logging console debugging

no | oggi ng nonitor

no | oggi ng buffered

no | ogging trap

no | oggi ng history

l ogging facility 20

| oggi ng queue 512

interface ethernet0 auto

interface ethernetl auto

interface ethernet2 auto shutdown

nmtu outside 1500

nmu inside 1500

ntu pix/intf2 1500

ip address outside 99.99.99.1 255.255.255.0

ip address inside 10.31.1.75 255.255.255.0

ip address pix/intf2 127.0.0.1 255.255. 255. 255

no fail over

failover tineout 0:00:00

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

failover ip address pix/intf2 0.0.0.0

arp timeout 14400

global (outside) 1 99.99.99.7-99.99.99.10 netmask
255.255.255.0

nat (inside) 1 10.31.1.0 255.255.255.0 0 0

static (inside,outside) 99.99.99.99 10.31.1.50 netmask
255.255.255.255 0 0

conduit permit icmp any any

conduit permit tcp any any

conduit permit udp any any

route outside 0.0.0.0 0.0.0.0 99.99.99.2 1

route inside 171.68.118.0 255.255.255.0 10.31.1.1
route inside 171.68.120.0 255.255.255.0 10.31.1.1
timeout xlate 3:00:00 conn 1:00: 00 hal f-closed 0:10: 00
udp 0: 02: 00

timeout rpc 0:10:00 h323 0:05: 00

ti meout uauth 0:05:00 absol ute

aaa-server TACACS+ protocol tacacs+

1
1

aaa-server RADIUS protocol radius

aaa-server AuthInbound protocol tacacs+

aaa-server AuthInbound (inside) host 171.68.118.101
cisco timeout 5

aaa-server AuthOutbound protocol radius

aaa-server AuthOutbound (inside) host 171.68.118.101
cisco timeout 5

aaa authentication include telnet outbound 0.0.0.0
0.0.0.0 0.0.0.0 0.0.0.0 AuthOutbound

aaa authentication include telnet inbound 0.0.0.0
0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound

aaa authentication include http outbound 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 AuthOutbound

aaa authentication include http inbound 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 AuthInbound

aaa authentication include ftp outbound 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 AuthOutbound

aaa authentication include ftp inbound 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 AuthInbound

no snnp-server | ocation

no snnp-server contact

snnp-server community public

no snnp-server enable traps

fl oodguard enabl e

telnet tineout 5




terminal wdth 80
Crypt ochecksum b26b560b20e625¢c9e23743082484caca
: end

[ K]

R B PIXEY 5 1788 5% 58 B 7 B

REPEREEL RN NBRERE T,

B

99.99.99. 289 S &R A H i IR E FIAE610.31.1.50(99.99.99) , HEBTACACSHEITER ( ENEA
mEEAMARSSEE "Authinbounds , EPBETACACSHIAREE171.68.118.101 )

PIXFE — RIF S {38 — TACACS+

UTRBIERT EARFHRENPIXHER

109001: Auth start for user '???" from
99.99.99.2/11008 to 10.31.1.50/23

109011: Authen Session Start: user 'cse', sid 4

109005: Authentication succeeded for user 'cse
from10.31.1.50/23 to 99.99.99.¢

302001: Built inbound TCP connection 10 for
faddr 99.99.99.2/11008 gaddr 99.99.)

PIXHER — SOREBHEER (FHERBRHEE ) — TACACSH

LT REIBRERERSORE (EAEEEARE ) WPIXHER. ERAEEI=AEREEHE

BE , RRETRUTAR : o

109001: Auth start for user '???" from
99.99.99.2/11010 to 10.31.1.50/23
109006: Authentication failed for user '' from
10.31.1.50/23 to 99.99.99.2/11010 on
interface outside

PIXSAE — "I UAPingfil AR &Y . MM — TACACS+

LT RBIERT —EPIXHER , P @RS Lpingi# , (EFSEEPIXE

EER , BPIXRTEREE (ERTelnet) . EAEEFEEr0r: 6

109001: Auth start for user '???" from 99.99.99.2/11011
to 10.31.1.50/23
109002: Auth from 10.31.1.50/23 to 99.99.99.2/11011 failed
(server 171.68.118.101 failed) on interface outside
109002: Auth from 10.31.1.50/23 to 99.99.99.2/11011 failed
(server 171.68.118.101 failed) on interface outside
109002: Auth from 10.31.1.50/23 to 99.99.99.2/11011 failed
(server 171.68.118.101 failed) on interface outside

o ERAERER—RER



109006: Authentication failed for user '' from 10.31.1.50/23
to 99.99.99.2/11011 on interface outside

PIX5A5 — M ZPingfi k8§ — TACACS+

LT RBIE R AR E ZpingBHPIXAR. EAEREI—REAELR , BPIXRTEREE
(iERTelnet) » BERUTHE  Tacacs+HB (BERIBETHBARES) -

111005: console end configuration: OK

109001: Auth start for user '???" from
99.99.99.2/11012 to 10.31.1.50/23

109002: Auth from 10.31.1.50/23 to 99.99.99.2/11012
failed (server 1.1.1.1 failed) on interface outside

109002: Auth from 10.31.1.50/23 to 99.99.99.2/11012
failed (server 1.1.1.1 failed) on interface outside

109002: Auth from 10.31.1.50/23 to 99.99.99.2/11012
failed (server 1.1.1.1 failed) on interface outside

109006: Authentication failed for user '' from
10.31.1.50/23 to 99.99.99.2/11012 on interface
out si de

PIXSEE — RF 5 {5 BRE — RADIUS

UTRBIERT ERRFSBRENPIXHER

109001: Auth start for user '???" from
10. 31. 1. 50/ 11008 to 99.99.99.2/23
109011: Authen Session Start: user 'pixuser', sid 8
109005: Aut hentication succeeded for user
" pi xuser' from 10.31.1.50/11008 to
99.99.99.2/23 on interface inside
302001: Built outbound TCP connection 16 for faddr
99. 99. 99. 2/ 23 gaddr 99. 99. 99. 99/ 11008
| addr 10.31.1.50/11008 (pi xuser)

PIXEE — S REER (FAERBRHEB ) — RADIUS

UTROBEREREREORE (ERESBIARR ) HPIXHAE, EAEFIERAERBNRE
MR, AR =EMAELEANME, ERATHNE , BERUTHER

109001: Auth start for user '???" from 10.31.1.50/11010
to 99.99.99.2/23
109006: Authentication failed for user '
from 10.31.1.50/11010 to 99.99.99.2/23
on interface inside

PIXFE — AT APingfRIBESS . FREBE — RADIUS

T ROGIERT —EPIXFERE , HP @R[ T UM Tping#RE , EFEERCEHMR , TSEREPIXEHR
o EAERIERAERT. BB, ro sHEARMN, HRHES.

109001: Auth start for user '???" from 10.31.1.50/11011
to 99.99.99.2/23
| CMP unreachabl e (code 3) 171.68.118.101 > 10.31.1.75
11 CWP unreachabl e (code 3) 171.68.118.101 > 10.31.1.75



| CMP unreachabl e (code 3) 171.68.118.101 > 10.31.1.75

| CMP unreachabl e (code 3) 171.68.118.101 > 10.31.1.75

09002: Auth from 10.31.1.50/11011 to 99.99.99. 2/ 23
failed (server 171.68.118.101 failed) on interface inside

109002: Auth from 10.31.1.50/11011 to 99.99.99.2/23 failed
(server 171.68.118.101 failed) on interface inside

109002: Auth from 10.31.1.50/11011 to 99.99.99.2/23 failed
(server 171.68.118.101 failed) on interface inside

109006: Authentication failed for user '' from 10.31.1.50/11011
to 99.99.99.2/23 on interface inside

PIXE85E — #5%Ping il AR 25 5 £ i/ % F ik~ I’ — RADIUS

LT REBER—EPIXFAR , EP ARSI T AU pingR FEREFiR/SBTTH, FRAEEEFEAE
B2, BB, raD usAE e ror: BESRBHRERERXIEER).

109001: Auth start for user '???" from 10.31.1.50/11012

to 99.99.99.2/23

109002: Auth from 10.31.1.50/11012 to 99.99.99.2/23 failed
(server 1.1.1.1 failed) on interface inside

109002: Auth from 10.31.1.50/11012 to 99.99.99.2/23 failed
(server 1.1.1.1 failed) on interface inside

109002: Auth from 10.31.1.50/11012 to 99.99.99.2/23 failed
(server 1.1.1.1 failed) on interface inside

109006: Authentication failed for user '' from 10.31.1.50/ 11012
to 99.99.99.2/23 on interface inside

HE A

MREREMERE  ARREERERENERL TEN , Rt FEREARMEENRNE REE

o

aaa authorization telnet inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound
aaa authorization http inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound
aaa authorization ftp inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound

AR, HREHRECEARADIUSHE TS 75FE , ERADIUSREEN , Rt FASEHMERE

o

K EPIXH & {7 ERE N R EREE TR 5

PIXSR — BFSRBAKIFMM — TACACS+

UTRBIERT ERERFSDBRBNEIIRENPIXHAER

109001: Auth start for user '???" from 99.99.99.2/11016
to 10.31.1.50/23
109011: Authen Session Start: user 'cse', Sid 11
109005: Authentication succeeded for user 'cse
from 10.31.1.50/23 to 99.99.99.2/11016 on interface outside
109011: Authen Session Start: user 'cse', Sid 11
109007: Authorization permtted for user 'cse' from
99.99.99.2/11016 to 10.31.1.50/23 on interface outside
302001: Built inbound TCP connection 19 for faddr 99.99.99.2/11016



gaddr 99.99.99.99/23 | addr 10.31.1.50/23 (cse)

PIXPE — SRR , BHlAM — TACACS+

LTRAERTEARFSHRBEREARNPIXAR. EAEELEEGEIH S e ror: &,

109001: Auth start for user '???" from
99.99.99.2/11017 to 10.31.1.50/23
109011: Authen Session Start: user 'httponly',
Sid 12
109005: Aut henticati on succeeded for user 'httponly’
from 10.31.1.50/23 to 99.99.99.2/11017 on
interface outside
109008: Aut horization denied for user 'httponly' from
10.31.1.50/23 to 99.99.99.2/11017 on interface outside

8 ST iR

TACACS+

aaa accounting include any inbound
0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound

TACACS+GR &8 B H

Tue Feb 22 08:52:20 2000 10.31.1.75 cse PIX
99.99.99.2 start task_id=0x14
foreign_ip=99.99.99.2 |ocal _ip=10.31.1.50
cnd=t el net

Tue Feb 22 08:52:25 2000 10.31.1.75 cse PIX
99.99.99.2 stop task_i d=0x14
foreign_ip=99.99.99.2 |ocal _ip=10.31.1.50
cnd=t el net el apsed_ti nme=5
bytes_i n=39 bytes_out =126

RADIUS

aaa accounting include any outbound
0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthOutbound

Merit RADIUSH H :

Tue Feb 22 08:56:17 2000
Acct - St atus- Type = Start
NAS- | P- Address = 10.31.1.75
Logi n-1 P-Host = 10.31.1.50
Logi n- TCP- Port = 23
Acct - Session-1d = 0x00000015
User - Nane = pi xuser

Tue Feb 22 08:56:24 2000
Acct - St at us- Type = Stop



NAS- | P- Address = 10.31.1.75
Logi n-I P-Host = 10.31.1.50
Logi n- TCP- Port = 23

Acct - Session-1d = 0x00000015
User name = pi xuser
Acct-Session-Tine = 6

Acct -l nput-Cctets = 139
Acct-Qut put-Cctets = 36

{iE FABEBR o T

MRS — A INEREHE(99.99.99.100)F BB KMV , W B FHZFEME  MTUEANTHS
REEES BRI REDHER

aaa authentication exclude telnet inbound 0.0.0.0 0.0.0.0 99.99.99.100
255.255.255.255 AuthInbound

aaa authorization exclude telnet inbound 0.0.0.0 0.0.0.0 99.99.99.100 255.255.255.255
AuthInbound

BAREBNRAEAFEAE

HLTACACS+FRADIUSHIIREZEA "max-sessiony = Mview logged-in usersy &L, #H{Tmax-
sessions= check logged-inff F &K THEEBURA EEIREC 8%, EEKECIR "Bth. FoRERE FFJL
1 FCEkHF , TACACS+ZRADIUSTERBFEREX%EAEZEMAEA (B, FAEEBEPIXEE®

) o

HRNEREE | EFRFEEMARTelnetMFTPELR, HINEMRNMEE  HTTPEZEIEFERE, HEUT
TR, AT FRNBRRE  EHS2EEN.

EREBBPIXETERESR , HREPETHDRE

171.68.118.100/ 1200 to 9.9.9.25 /23

(pi x) 109011: Authen Session Start: user
'cse', Sid 3

(pi x) 109005: Authentication succeeded for user
"cse' from171.68.118.100/12 00 to 9.9.9.25/23

(pi x) 302001: Built TCP connection 5 for faddr
9.9.9.25/23 gaddr 9.9.9.10/12 00
| addr 171.68.118.100/ 1200 (cse)

(server start account) Sun Nov 8 16:31:10 1998
rt p- pi necone.rtp. ci sco.com cse

PI X 171.68.118. 100 start task_i d=0x3 foreign_i p=9.9.9.25
| ocal _i p=171. 68. 118. 100 cnd=t el net

ARARSFEEFE —REREHKEREFLESE , AR ARIEERTenetEAEEE A, W
RERAEESTEESNRBENSE —ER (THERE —APCHT) , YENREXERAENFARSE L
& max-sessionsiZ E A1 ( REZK A AREE X Emax-sessions ) 173&%%H1?E%@71$%§0

ERAEE BRI EETTelnetHFTPES , RRIBL (EHEWRE109E ) -

pi x) 302002: Teardown TCP connection 5 faddr
9.9.9.25/80 gaddr 9.9.9.10/128
1 laddr 171.68.118.100/1281 duration 0:00: 00
bytes 1907 (cse)



(server stop account) Sun Nov 8 16:41:17 1998
rtp- pi necone.rtp.ci sco.comcse

Pl X 171.68.118. 100 stop task_i d=0x3 foreign_i p=9.9.9.25
| ocal _i p=171. 68. 118. 100

cmd=t el net elapsed_tine 5 bytes_in=98 bytes out =36

#EmuauthR0 ( IBXETENRE ) ERES ( HuauthBIBET—REMNRE ) , HE/SEEH
FnﬁE’\JﬁE%E@TEEIPEEEﬁO

HRABABGENSEE K HTTPHWEEARXNTRE. U TRHTTPHE S :

55 & @iBPIX{%171.68.118.100/2| % %|9.9.9.25:

(pix) 109001: Auth start for user '???" from

171.68.118. 100/ 1281 to 9.9.9.25 /80

(pix) 109011: Authen Session Start: user 'cse', Sid 5

(pi x) 109005: Authentication succeeded for user
"cse' from 171.68.118.100/12 81 to 9.9.9.25/80

(pi x) 302001: Built TCP connection 5 for faddr
9.9.9.25/80 gaddr 9.9.9.10/12 81 | addr
171.68.118. 100/ 1281 (cse)

(server start account) Sun Nov 8 16:35:34 1998
rt p-pi necone.rtp.cisco.comcse

Pl X 171.68.118.100 start task_i d=0x9 foreign_ip=9.9.9.25
| ocal _i p=171. 68. 118. 100 cnd=http

(pi x) 302002: Teardown TCP connection 5 faddr
9.9.9.25/80 gaddr 9.9.9.10/128

1 laddr 171.68.118.100/1281 duration 0:00: 00
bytes 1907 (cse)

(server stop account) Sun Nov 8 16:35.35 1998
rt p-pi necone.rtp.cisco .comcse

Pl X 171.68.118. 100 stop task_i d=0x9 foreign_ip =9.9.9.25

| ocal _i p=171. 68. 118. 100 cnd=http el apsed_ti me=0
bytes_ i n=1907 bytes_out =223

ERERERMTHOBEE.

PR ECEk S M [ 5 16:35:34 |, {FILACSRERMAFR A16:35:35, WTHEFR—® (B , FARCRE

FLEEBNERAE—® ), ERAERENEAIZMAE , jtﬂ"“‘ﬁﬁﬁ%IEE AN E
SPABRM? B, BASFRRREBANEAERAELETIE S , EAHTTPHIERERN

( "TEEM, M THFER, B[ ) 7(%10 FIGNF LSRR, REFLICENBBLCET
7, RASLEHKER LBRLEER —KY, ERuauthRERIERARIFRNO , NEHBEE

EHHABEELRDAELESR, B2 BRHTTPEENEE  BAREHNRABAEAE

BREETE,

FEPIXZ B 11T & {388 58 FBUH

BIEK RS RBIBPIXEE Telnet ( UERHTTP, FTP ) &, BRTelnetEPIXTERE G P EBRF
BRTIELEE :

telnet 10.31.1.5 255.255.255.255
passwd ww

AREFE S UREFERA & TelnetE|PIX:



aaa authentication telnet console AuthInbound

EFEAETelnetEPIXE , RE SR RMIB ATelnetOS(WW), PIXIEFERTACACS+E
RADIUSERAE B BMENG, HEEBEAT , BRMEA T Authinbound Rl fRESFE |, PIXEFK
TACACS+fE & B RBRMEE,

MR FAREREEER , B LUBB@M ApixERFERAERR , A%R#M Aenable password(enable
passwordFE Z)REHFEPIX. AU TH® :

aaa authentication enable console AuthInbound

REERTEAERABEITACACSHRADIUSHAIRBHNEREZBNRE, TEEERLT , H
AR T Authinbound I REE/EE | PIXEERTACACS+HEA E B BRI,

HRAARMANSARBENCEARZANSHRBERNSHEE , Bt , MREHETUEA
TACACSZRADIUSE AEIPIX , BITTLAfE MR 6 & 5 B/ % B @B TACACSHRADIUSELA .
It P58 2 % B 48 Ciscost 81D CSCdm47044(EREEMEF),

MR ERIFEIRA , B A LUBIB REPIXE A pix{E & £ A & & B A= &A% (enable passwordfE =
VREFRBIPIXBUA#ER, R enable password T2 EPIXEEFHEIE , BW ApixtEAFERESR
B, AR IKEnter, MRERERABRBETHNEZREE , AEEREZBMEMBEUEERE,

FRR T EAERE

MRIEBUTHT

auth-prompt PIX PIX PIX

FEAEBBPIXAUERUTIER

PI X_PI X_PI X [at which point one would enter the usernane]
Password: [at which point one would enter the password]

IESKEN®E ERESFIEAERRE  NEE . BEREETHRER. LR REXEERE
BAEPIX , MAZERIPIX,

X ;%8 SRS RIPIXTT BB Y SeiREC 8%

HESRMFEHEERD/XBEEINES

MBEBELTHS :

auth-prompt accept "GOOD_AUTH"
auth-prompt reject "BAD_ AUTH"


//www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCdm47044
//tools.cisco.com/RPF/register/register.do

REEAEBBPIXEARBUBUNBERATFS

Pl X_PI X_PI X
User nane: asjdkl
Password: "BAD_AUTH"
"PlI X_PI X_PI X"
User nane: cse
Password: "GOOD_AUTH"

54 A1 4 22 D A AR 3 i B

LtIhEE B BT &£ E(E , BB B 18k ACiscofEiRID CSCAp93492(EREME F).

BEHTTP

MREPIXHNEBNIEHURPIXAEFESORE  FRUTREERIEZEENIERTA  BR/IE
SR RIEAEBBNRR,

DRRERER , TUEAL TS EPIXEE 8 —ERFC 1918 #hut ( B , Einternet LR T
BEH , EHEPIXATHAEEEXNEE —tit ) REEEEHTTP:

virtual http #.#.#.# [warn]

THEAEELARBPIXE K EEHTEMRSDE, NREFEwams | , BIFAESWIIEHELGALS
o BFE¥uauthPHEBERERERE, NMIXEFMTR , 2EHEBHTTPEtimeout vauthin T 1518
BEEEREAOR ; BRI LA ILEEE R Web @ REFMHTTPELR

ERHTTPH YR 6l


//www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCdp93492
//tools.cisco.com/RPF/register/register.do
http://www.ietf.org/rfc/rfc1918.txt?number=1918

09 99 99 2
[outside)
99 .99 99 1

‘ 1037175 (Virtual IF 10.317.1.99)

103111
—

ei/ Inside

171651181

10.31.1.143

TACACS+
Server
17168118 101

PIXELRESHTTPH Y -

ip address outside 99.99.99.1 255.255.255.0

ip address inside 10.31.1.75 255.255.255.0

global (outside) 1 99.99.99.7-99.99.99.10 netmask 255.255.255.0

timeout uauth 01:00:00

aaa authentication include http outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthOutbound
aaa-server RADIUS protocol radius

aaa-server AuthOutbound protocol radius

aaa-server AuthOutbound (inside) host 171.68.118.101 cisco timeout 5

virtual http 10.31.1.99

EETelnet

ALUEPIXEBEEAEFIEAMMEMETSHRE  BERETRE—AFEE , RABLHE ( MNE
) FRSETIHRE, EFAEAPXNAESCASNRES BAAREANESHERE
BPIXEAE , ARTIREBHENPIXRKBFERUTEE




109013: User must authenticate before using
this service

109009: Aut horization denied from 171. 68.118. 106/ 49
to 9.9.9.10/ 11094 (not aut henti cat ed)

BER A MEBREZEHEERERKETH MRS , LA Avirtual telnetis T TR ILIRE, TS
REFHEETelnet IPHIEIT BB ERE. Jﬁﬁlﬂsgﬁf’éfﬁ EE R RETLUEAER@RES.

EXRfIG | BHELETCPEBAIHRERINE £#£09.99.99. 27 M AZRE#£171.68.118.106, HRALLTFE
fl]’Zé‘FEIE_I%fﬁEﬁsé A EREEE Telnet. HREETelnet , X BFEBHNFE, S
. 99.99.99.20#1171.68.118.20EF 2 E #E th 11t

09 99 99 2
(Cutside)

99 .99 99 1

E !‘u’ﬂtual IF 99,99 99 30)

‘ 1031175

ERTelnetf® A

103111

171 68.118.1 '”S'de

TACACS+ Server 17168118 106
17168118101

PIXEl R E#Telnet A ¥4

ip address outside 99.99.99.1 255.255.255.0
ip address inside 10.31.1.75 255.255.255.0
static (inside,outside) 99.99.99.20 171.68.118.20 netmask 255.255.255.255 0 0
static (inside,outside) 99.99.99.30 171.68.118.106 netmask 255.255.255.255 0 0



conduit permit tcp host 99.99.99.20 eq telnet any

conduit permit tcp host 99.99.99.30 eq tacacs any

aaa-server TACACS+ protocol tacacs+

aaa-server Incoming protocol tacacs+

aaa-server Incoming (inside) host 171.68.118.101 cisco timeout 5

aaa authentication include telnet inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
Incoming

aaa authentication include tcp/49 inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
Incoming

virtual telnet 99.99.99.20

PIXFRE R Telnet A ¥4

{71A99.99.99 2W) E A & S B HE BB TelnetHPIX E#999.99.99. 204 1t ¥ 1T B 17 B 35

109001: Auth start for user '???" from
99.99.99. 2/ 22530 to 171.68.118.20/23
109011: Authen Session Start: user 'cse', Sid 13
109005: Aut hentication succeeded for user
‘cse' from 171.68.118.20/23 to
99. 99. 99. 2/ 22530 on interface outside

RINERRER , show vauthii S BEREAES "FTE8 LR,

pi xfirewal | # show uauth

Current Most Seen
Aut henti cated Users 1 2
Aut hen In Progress 0 1

user 'cse' at 99.99.99.2, authenticated
absol ute timeout: 0:05:00
inactivity tineout: 0:00:00

E17R99.99.99.2M K EEMTCP/ASREFEIAF|{IMA171.68.118.106 Y I B RF :

302001: Built inbound TCP connection 16
for faddr 99.99.99.2/11054 gaddr
99.99.99.30/49 | addr 171.68.118.106/49 (cse)

A AT IR AE

aaa authorization include tcp/49 inbound
0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound

iy , EERBBPIXETTCPAIGER  PIXESnARSEXESHEESN -

109007: Authorization permtted for user 'cse'
from 99.99.99.2/11057 to 171.68.118. 106/ 49
on interface outside

HETACACS+fEIfREE £ , EETA

servi ce=shel |,
crmd=t cp/ 49
cnmd-arg=171. 68. 118. 106



EfTelnetHi4

BAREREATAHFHUERE , AtEREETenetH IS A EEFTE, EUTRAIF | LR
10.31.1.50 Telnethy RS ME A & IELR R E$899.99.99. 30 T H N EE ; telnetBF S AR E, &
BERFE® , AFF110.31.1.50F 1 £99.99.99. 2/ A AR TCPHE :

99 99 99 2
(Outside)

99 99 99 1
Yirtual IP 99 .99 99 .30)

PIX

103111 1031175

171631181 Inside

TACACS+ Server
17168118107 1031.1.50

PIXEEE R TelnetH ¥4 :

ip address outside 99.99.99.1 255.255.255.0

ip address inside 10.31.1.75 255.255.255.0

global (outside) 1 99.99.99.7-99.99.99.10 netmask 255.255.255.0

timeout uauth 0:05:00 absolute

aaa-server RADIUS protocol radius

aaa-server AuthOutbound protocol radius

aaa-server AuthOutbound (inside) host 171.68.118.101 cisco timeout 5

aaa authentication include telnet outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthOutbound
aaa authentication include tcp/49 outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthOutbound
virtual telnet 99.99.99.30

xE . RERE , RAERRADIUS,



PIXSAREHE Telnet ¥ :

109001: Auth start for user '???" from 10.31.1.50/11034

to 99.99.99. 30/ 23

109011: Authen Session Start: user 'pixuser', Sid 16

109005: Aut hentication succeeded for user 'pixuser'
from 10.31.1.50/11034 to 99.99.99.30/23 on interface
i nsi de

302001: Built outbound TCP connection 18 for faddr
99. 99. 99. 2/ 49 gaddr 99.99.99.8/11036 | addr
10. 31. 1. 50/ 11036 (pi xuser)

302002: Teardown TCP connection 18 faddr 99.99.99. 2/ 49
gaddr 99.99.99.8/11036 | addr 10.31.1.50/11036
duration 0:00: 02 bytes 0 (pixuser)

E#ETelnetitsh

FEAEBEBTelnetELE E EF Telnet IP{IEEF | show vauthiE S & @R Huauth, IRFHAEFER
HelTR 2B FuauthtEEFEEELERERE , IEEBR B BTenetERE EHTelnet IPih
i, EREEIEXRE.

BAREE

pi x3# show uauth

Current Most Seen
Aut henti cated Users 1 2
Aut hen I n Progress 0 1

user 'pixuser' at 10.31.1.50, authenticated
absol ute ti meout: 0:05:00
inactivity tinmeout: 0:00:00

pi x3# 109001: Auth start for user 'pixuser' from
10.31.1.50/ 11038 to 99.99.99. 30/ 23

109005: Aut hentication succeeded for user 'pixuser'
from 10. 31. 1. 50/ 11038 to 99.99. 99. 30/ 23 on
interface inside

BoRRER (B, RARRBEARE ) :

pi x3# show uauth

Current Most Seen
Aut henti cated Users 0 2
Aut hen I n Progress 0 1

AR R

AREYEFEEE ( HITCP/30-100 ) #HTRE, WMREPIXLEEE T E#ETelnetdt ¥ — X FE#E
TTHEE —BERAEETenetBI T4 , PIXFA2 B TACACS+a IR 85 % tHtcp/30-100% H T %
¥

static (inside,outside) 99.99.99.75 10.31.1.50 netmask 255.255.255.255 0 0

conduit permit tcp host 99.99.99.75 host 99.99.99.2

static (inside,outside) 99.99.99.75 10.31.1.50 netmask 255.255.255.255 0 0

virtual telnet 99.99.99.75

aaa authentication include any inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound



aaa authorization include tcp/30-100 inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound
virtual telnet 99.99.99.30

TACACS+RREMAIMRARE R

user = anyone {
I ogin = cleartext "anyone"
cnmd = tcp/30-100 {
permt 10.31.1.50
}

}
BXHTTP. FTPHITelnet A5 B MEIAAASEIE

ERRERTenet TEUAFFIFEB A ERNTCPMAIREZE , RFUAEHILETR , REE
PR

aaa accounting include any inbound
0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound

JE & HEtep/49 BIEIA ( HLEHIRETACACS+5R B ) BT TIRIE4 -

Sun Feb 27 05:24:44 2000 10.31.1.75 cse PI X
99.99.99.2 start task_id=0x14 foreign_ip=99.99.99.2 |ocal ip=171.68.118. 106
crmd=t cp/ 49

HE B 58 (Xauth)

i 51

. A Xauth#& 1t Z{ECiscoZ £ PIXBh X&) E LAY IPSeckiiE
. Cisco Secure PIXPF X MR EFER B 1 BREHNVPNE F ik Z B IPSec

DMZ LW B 288

ERJINR—EDMZAEIE —ENENERE , FEAPIXBRFEENHNRE. RANPIXZH N
™

| east secure

Pl X outside (security0) =1.1.1.1

pix/intf4 (DMZ - security20) = 4.4.4.4 & device 4.4.4.2
pix/intf5 (DMZ - security25) = 5.5.5.5 & device 5.5.5.8
(static to 4.4.4.15)

Pl X i nside (securityl00) = 10.31.1.47


//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a0080094840.shtml
//www.cisco.com/en/US/tech/tk583/tk372/technologies_configuration_example09186a0080094cea.shtml

nmost secure

#85E M 7=

Cutside
1.1.11

Insice
1031147

5558

PIXE B

P FH LB Epix/intf4 R pix/intf5 2 B Telnet R EHETH DB

nameif ethernet0 outside security0

nameif ethernetl inside securityl00

(nameif ethernet2 pix/intf2 securitylO

nameif ethernet3 pix/intf3 securityl5)

nameif ethernet4 pix/intf4 security20

nameif ethernet5 pix/intf5 security25

ip address outside 1.1.1.1 255.255.255.0

ip address inside 10.31.1.47 255.255.255.0

(ip address pix/intf2 127.0.0.1 255.255.255.255

ip address pix/intf3 127.0.0.1 255.255.255.255)

ip address pix/intf4 4.4.4.4 255.255.255.0

ip address pix/intf5 5.5.5.5 255.255.255.0

static (pix/intf5,pix/intf4) 4.4.4.15 5.5.5.8 netmask 255.255.255.255 0 0
aaa authentication telnet pix/intf4 5.5.5.0 255.255.255.0

4.4.4.0 255.255.255.0 AuthInbound

aaa authentication telnet pix/intf5 5.5.5.0 255.255.255.0

4.4.4.0 255.255.255.0 AuthInbound

aaa-server TACACS+ protocol tacacs+

aaa-server AuthInbound protocol tacacs+

aaa-server AuthInbound (inside) host 171.68.118.101 cisco timeout 5

XauthEEHE

R PIX A fE A xauthBit & T sysopt connection permit-ipsecin % (i1 T =sysopt ipsec pl-
compatible®s ) , BIFEIRE R TCPERE M , (EHRICMPZRUDPEX,



HHE A

-PIXERX

- PXh 5 8E

- RADIUS XEEH

- EREE (RFC)

. Cisco Secure UNIXZ#H

. Cisco Secure ACS for WindowsXEE
.- F1iisz#® - Cisco Systems



//www.cisco.com/en/US/products/hw/vpndevc/ps2030/tsd_products_support_eol_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a0080094885.shtml?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk547/tsd_technology_support_sub-protocol_home.html?referring_site=bodynav
http://www.ietf.org/rfc.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps4911/tsd_products_support_eol_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2086/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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