PIX 6.2 :BR B B R dp S AR RE &I )

#1185 40 B 5/ R 2 BIE 1T RIE
BR A% 5T A ERE

BOBE/RE — FhFERERR
{58 F AAAfR] R 25 69 B 5/ 15 1
ACS - TACACS+

CSUnix - TACACS+

ACS - RADIUS

CSUnix - RADIUS

68 2% 5 5 BR

FAa

a5t
BIYTACEPIEWER B
THEAE F

Jr

L

6.2/RBIA TPIXTn B IREMA M B HRFBWIERE. AERM T MMEPIX EERE L IIEER RO,
LIgTi2 N B HRBINGEMATE | BEARIEFRHBBII , Z2HFR(SSH), PCHITH
IPsecE FImBiREE), FTHHDAIEPIXARMIES] | ol LUBIBTACACSHERIRIEE, FXE
RADIUSH 1% ; 'ERRADIUSEF B EHIFEHI,

A S REBESHSANERE D E TR BIRTR.

Einth TRERBEBTACACS+HiE., REKFTERAAARBRSIFTHR. EEEHE—EAAARRIRH
BRT , TERZEAAARARER.

BOBRBHEARUANEENIPSecMISSHIER, SSHEMMBEREGHHUATHS

aaa authentication ssh console <LOCAL | server tag>

AR MEFEATACACS+IHRADIUSTHIIRESEHEITE M EE , AIFT LB EPIX , FEFAAARIREZ R A
AR E R ERER S E.



f51 4n

pix(config) #aaa authentication ssh console TACACS+ LOCAL

MREER@WALOCAL , LA LIMERAL M EREEATESNRIEL L (ELR ).
Blan | BH LT a5 SAEA b BB B E & & IR F L ASSHERAITA M F 10 8F

pix(config) #aaa authentication ssh console LOCAL

E2 B MM ECiscoR 2 PIXBEAME (5.2F6.2 ) LHTEHREBENERA , UBRBEENMAEHET
PIXEXEE5.2E6.2MREVPIXPE X BRI AAA S R RFESH BN ESEN , LR BEAAAE RS EIR RFRX
BEMERR. REAFCENENG B UENFEER.

= 2 BPIX/ASA: £ A TACACS+HRADIUS fal AR 25 1 17 48 2% 55 5 Y (538 X3 AL & 7= {5 AR 8 5 B8 2 )
HIETPIXE 6.3 M ESRARPIXE XEEILAAAS M RE ( EBNRE ) SHENESZEA,

MREEE#TX , BITES "‘ﬁﬁEEPIXZ% WMRRFBFERE , EF5IEPIXEEHIRE T FHE
Bk, ZID%EEIB’\\QEE?*EWEE%DHFEJPIX %2 BPIXM BB ME AR E B,

BA%RZ Bl
1]

MEXHESNFRENR , F2EEREAMIRETED,
HE R

RN R B TE SRR

RA T

ANHHERABRRIBUATRENERIRAE

- PIX# B8R 74%6.2
. 1B A A WindowsfY Cisco Secure ACSHRZA<3.0(ACS)
. B ARUNIXHICiscoZ £ACS(CSUnix)iR4:2.3.6
ANFHEARBBREECERETREANKEMEYL., XNHEAINMEREERREER (AR
) MARREREE), MREENFEBRPIE , FREACEATMTSZIBRRLEBEERE,

I 5 (0 B /IR BTETTRIE

HERHN6.2ENRB/REIEZH , BREEMERAEAELHTHBPIX:

I--- IP range allowed to Telnet to the PIX (values depend on network). telnet 172.18.124.0
255.255.255.0


//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a0080094e71.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a00807349e7.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a00807349e7.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_password_recovery09186a008009478b.shtml
//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

! --- Telnet password. passwd <password>
! --- Enable password. enable password <password>

B A% BT 1] B TE

PIXPHI RS H@B SRR , BL BB THROR. ERRAMESTHNER

T

RE , BEANTHS

show privilege all

HREBERT , REBBTERE15H , WTFHIAR

privilege configure level 15 command route

— LR AROM , WA T REIFTR

privilege show level 0 command curpriv

PIXATRERAMNEEEN TET, FLaws(Hliishow logging) EMEER TIATAH. EREEL
MENEFFIR , XYAEERSHENER , IR R, 5—EEXEERenable, LEWE
logging is a command available in multiple modes;ﬁ,%\o ﬂﬂ%iﬁﬁﬂ%*ﬁiﬁ , Eﬁﬁﬁﬁmode
[enable|configure] @+ :

privilege show level 5 mode configure command logging

1B LR Bl gt ¥ clockin . AU TS EClockin T EHIRE :

show privilege command clock

show privilege command clockds <5 # i i 88 Relockan T A T =B NFE

I--- Users at level 15 can use the show clock command.

privilege show level 15 command clock
I--- Users at level 15 can use the clear clock command.

Privilege clear level 15 command clock
!-—- Users at level 15 can configure the clock !--- (for example, clock set 12:00:00 Jan 01

2001) .

privilege configure level 15 command clock



ERRE/RE — FihERERE

£ E Hclockin T HIFF AR B2 BT , BEZA TR EEREEEFERELMALOCALEA S 15
&, MBATROIFRR

GOSS (config) # username poweruser password poweruser privilege 15
GOSS (config)# aaa-server LOCAL protocol local
GOSS (config)# aaa authentication telnet console LOCAL

PIXFERRRTIBEMAE , MU T ROIFFT :

GOSS (config)# 502101: New user added to local dbase:
Uname: poweruser Priv: 15 Encpass: Nimjl8wRa7VAmpm5

FRE rpoweruserJ FERZ BE £ BB Telnetdh BIPIX I f5F A 3 B 1Y A tth PIX B A %5 1% (enable password
<password>%s T B 215 B

BH BB ERARBANSDRERMBES LM , MUTRHIFRR

GOSS (config)# aaa authentication enable console LOCAL

EERFERAERAZRBLUETEANBA. EARG|IFR , &85 "powerusers AREANBA. £H
#& Tpoweruser, FEZAESMBEiBTelnetsHRPIX , 3 B R AR PIXHBERE A,

MREFERLEFERERRERARELESD T , AL AREFTRBENERE , MU TRHIFR

GOSS (config) # username ordinary password ordinary privilege 9

HRERLBARBEATENMEGTHERF 158 , At EX AR LEGSE TBBREMR , U
FTEE, EREEARMELEGS, MEEERT , 55 Lo M %84 Mshow clockd &
, BRREERME ERFE , MUATRAIFAT

GOSS (config) # privilege show level 9 command clock

REFTELNERERBTHEPIX (EAEFLERMBAIRERNREHI ) , WELTFRAIFR

GOSS (config)# privilege configure level 1 command logout

BEEERAERNEMenabletn & (ERAEER LD TRENRE 1R ) , MUTEHPIAR

GOSS (config)# privilege configure level 1 mode enable command enable

#&disabletr TR BN EIMRBI1# |, MBI2-152BNEMERAERTLLURHBAER , M THIFRR



GOSS (config) # privilege configure level 1 command disable

WMREEL "normaly FRESHEBEALUB—FRESOBA (HZBHEE "normaly ) , BIE
{§ Fprivilege configure level 1§ disable , Z1LA R RBIFTR :

GOSS# show curpriv
Username : ordinary
Current privilege level : 9
Current Mode/s : P_PRIV

MREBMARRGEEE (FMETASORIJINEETE ) , PXITETHEZRRH K HARKIR
EFEACAEEBEA, NRREEREN , EFEHAdebugin SRR EBFERE renable_15J o "
enable_1) BEE ( MRS EBHNFEREST ). Akt , EREGSREZH , B 7
powerusery A& ( T158%. Eﬁ% ) B BiBTelnetE AZIPIX , RAKEERAPIX T LAME
AEZBEEANTOHEY ., FCERBIEAUTHSIRGSEE

GOSS (config)# aaa authorization command LOCAL

& "powerusery FEEEEBTelnetE A, BAMBMITAES®G T, FHE "normal. FERXEESEH
show clock. enable. disablefllogoutif s , (ERFREFEAHEMIET , MU TEBIFR :

GOSS# show xlate
Command authorization failed

{52 FH AAA fr] Bl 2 Y B8 5 /452 il

oA AfEAAAARIRSBREHEREETRENRE, TACACS+HHEENMREE , RATREFEH
ERERE , B AUEARADIUS, BEPIX EREEUEIHAAA Telnet/12 HlEar & (£ AR £
LOCAL AAATGSHIERT) , AR RBIFTR

GOSS (config)# show aaa

AAA authentication telnet console LOCAL
AAA authentication enable console LOCAL
AAA authorization command LOCAL

WMRBLLBIAAA Telnet/iZFIER T , BEAUT S TAEEMER :

GOSS(config)# no aaa authorization command LOCAL
GOSS (config)# no aaa authentication telnet console LOCAL
GOSS (config)# no aaa authentication enable console LOCAL

HEREARSMNRE—& , WEUBRRERE U EAELD S TelnetEPIX,

telnet 172.18.124.0 255.255.255.0

I-—— IP range allowed to telnet to the PIX (values would depend on network). passwd <password>
I --- Telnet password. Enable password <password>

! --- Enable password.



RIZEEAN AR , BEPIXAERAAARIRRETT S M RE/RE,

ACS - TACACS+

ELEACSLAEEPIXEHA , FiE2MEA Authenticate Usings TACACS+1E#BREELE & & PIX(EH

R Cisco IOS®# ), ACSHEAEMNEERURNPIXWEE, EPEAACSEAEREEAESRBMN
B

EPIXE , FAUTG®

GOSS (config)# enable password ciscol23

GOSS (config)# aaa-server TACSERVER protocol tacacs+

GOSS (config)# aaa-server TACSERVER (inside) host timeout 10
GOSS (config)# aaa authentication telnet console TACSERVER

JHZH'J' , ACSEF B FERZREM BB TelnetishBPIX , FAPIX LN R EMAZRBRATE , XHITMAED
'I'Jo nﬁ?’l:ﬁkl’)\-l—i":g'¥

1. MRFEHACSEITPIXHA F BT , 55 FInterface Configuration > Advanced
TACACS+ Settings.

2. i rhAdvanced Configuration Options# #JAdvanced TACACS+ZhBEAE,

3. 3% —T "Submity » "EIRTACACS+XE, BEEREEABERET.

4. BAETAAAT F i I Max Privilegeaﬁif‘%Level 15,

5. AEAERERARGAIR (EURESREEEBNRAEE) .

6. & —T "Submit, .

EEPIXTABBTACACS+H S E8E , FEAUTHS

GOSS (config)# aaa authentication enable console TACSERVER

LbBF , ACSHER E B AES BB TelnetE MR FIPIXIL £ FEACSHEL B HY (EREZE SR A o

EFEPIXtiTREZR , X EEMACS 3.0, EBaLAfESoftware Center ( ERFMEF ) THIEH
B, FETHEBSEENERD CSCAw78255(EREEMEF)RMIEERALBHEIANESE
Ao

ETwSREZN  BRILEIFEE, URFEFAACSHITRTRIE , BACAEN/SEEE
Interface Configuration > TACACS+(Cisco)> Shell(exec) , R#EESubmit, ARG TRERER
EESERE (S ) BETHR,

FEDRE—ERANACSEAERN T EREMRFF R EER Cisco I0OSE T,

il

BBAMGSTE , TUBBR TRERERMACSERE, LWEHIFERAUTHER

1. ##EGroup Settings ARt T HAEEHPTERVAE
2. #%&—T TEdit Settings. »

3. i###Shell Command Authorization Set,

4. ¥ — T Commandiz it

5. & Alogin,


//www.cisco.com/cgi-bin/tablebuild.pl/cs-acs-win
https://tools.cisco.com/bugsearch/bug/CSCdw78255

6. fEUnlisted Arguments T iZ#ZPermit.

7. ¥logout. enablefldisableds & E & LLiBRE,

8. iZ#Shell Command Authorization Set,

9. #&— T CommandiZ i,

10. Entershow,

11. 5| 8T , ¥ A permit clock.

12. ARSI HE 5| 8u& Edeny,

13. #%—T "Submit, »
UTREESRNEF -

@ Uzer :I
g | Setup W Command:
Group |Dgiﬂ
Setup
Arpuments:
% Shared Profile
Cornponents :I
MNet waork
Configuration
S [
T System .
% Configuration Tnlisted arguments
Interface ® Permit
Configuration oD
BILY
ddrninistration J
Control W Command:
F A | External User
show
35 | Latabaszes
Arouments:

|Repu:-r’t5anu:l
Activity

o | Online
Dazurnent ation

permit clock ﬂ

Tnhisted arguments
" Perrmit
& Deny

=

Subimit Submit + Restart Cancel

MREMABMT RAERE (FETASOREZINETE )  PXTETHNELREH  RALR
MREERAACSHEREERREA, MREEERER , FFEHAdebugh SRR BREALHE "
enable_151 = Tenable_1, HERE (MRRXEBHERAEERR ) . LEERRPIXALSFERAER
BEEETESNGSHERBE, SUNEREWTSREZE , USRACSEREN 5 A BB TelnetiE
REPIX, BREEBFERAUATHTRREATTRE

aaa authorization command TACSERVER




LERE | IRHE
&,

=B —{EgE M Telnet,

CSUnix - TACACS+

BLECSUnix A G EME M H iR & B

RBRANERFFESRTHERE  M—MER8

EETRETSHER

—EREEPIXB. CSUnixfEfEMNEBEEUARPIXHEE

CSUmxﬁﬁ%K"unxfiﬁﬁﬁ%%ﬁﬂlﬁﬁo ERplp  RET =EERE

!-—- This is our "poweruser" who can enable, use all commands, and log in. !--- The login
password 1is in the 'clear "********w1 gtatement. !--- The enable password is in the 'clear
nAAAALALLA N ]51 gtatement. user = pixtest{ password = clear "********v priyilege = clear

MTkk,kkkk*kxk%xn

| ———

and use four commands

login password is in the
Nxkk,kkkkkkn 15l

Telnet
-- The
'clear

in, enable,

'clear
statement.
user = limitpix{

Nhkkkkxkkxxn

password = clear

clear MTkkkkk*kxk%xn 15

privilege =
service=shell {

cmd=show {

permit "clock"
}

cmd=logout {
permit ".*"
}

cmd=enable {
permit ".*"
}

cmd=exit {
permit ".*"
}

}

}

!--— This user can Telnet 1in,

enable mode as well as logout, exit, and ?.

user = oneuser/(

Clear Nhkkkkxkkxxn

password =
service=shell {

cmd=show {

permit ".*"
}
cmd=logout {
permit ".*"
}

cmd="7?" {
permit ".*"
}

cmd=exit {
permit ".*"
}

}

}
EPIXE , EAUTHS

but not enable.

15 service=shell { default cmd=permit default attribute=permit } }
(such as show clock, logout,

Nhkkkkxkkxxn

This user can use any

statement.

!--- This user can

exit, and enable). !-

!|-—- The enable password is in the

!--- show commands in non-



GOSS (config)# enable password ciscol23
GOSS (config)# aaa-server TACSERVER protocol tacacs+
GOSS (config) # aaa-server TACSERVER (inside) host

GOSS (config)# aaa authentication telnet console TACSERVER

LEBE | ERICSUNixfE A E AR FERESA BB TelnetBEARIPIX , EAPIX LN REMARRMA , XEA
FB®T.

BIBPIXHHTACACS+RIA & 1088 5%

GOSS(config)# aaa authentication enable console TACSERVER

e, BB T45#E15, RBHCSUNixEA B EZEENBIBTelnetE ARIPIXEFEHEYE "BA) &
SREUA,

MBEEMABMT REEE (FHEEMIRRBZANESE )  PXURTHAELRRHE K RAER

NREERAEREERBEA, NREEERER , NRREBAHERAEER , ¥debugin P AR

FREEERE "enable_151 = "enable_1, FIHE, HEREGDREZH , B pixtesty ERAE

( BRFIM "5k, FEAE ) WEDEREAZIPIX , AARMAEERRPIXTLUSFEHESBEER

gf%*ﬁl%ﬂ?ﬁo EHTHOREZN , XERASMEE, NREEMFACSUNXBIITHDRE , 3
BUTSHS

GOSS (config)# aaa authorization command TACSERVER

HE=EEAES , pixtests ABMITABRE K MEAMEEAETAMTHSHFE,

AGCS - RADIUS

A ERADIUSTE IR, AILAFERAACSHTTelnetMBE A B 105 F% ., ACSTIEIBFER ©
Authenticate Usings RADIUS ( A8 ) TR BEEPERPIXREE , AMEHEPIXEH.
ACSEAEZENER EEURAPIXWEE, ELEAACSHEREREFRAEZBANEE,

FEPIXLE , FAUTHS :

GOSS (config)# enable password ciscol23
GOSS (config)# aaa-server RADSERVER protocol radius GOSS(config)
# aaa-server RADSERVER (inside)
host

GOSS (config)# aaa authentication telnet console RADSERVER



LB | ACSHEF & FERZA zﬂﬁa_TelnetL%ﬁuplx FERAPIXEHNEERARBRA , XEAFESD
(PIXZ‘FﬂRADIUSﬂHE%ﬁ{S BT T?z%RADwsﬁ R#E),

MRELEPIX EEAACSHIRADIUSELA , EFEU TGS :

aaa authentication enable console RADSERVER

EETACACS+A[EHYZ , RADIUSEU A MRADIUSE A AR ZTBHEE

CSUnix - RADIUS

BLECSUnix AR EMEM H AR & B — K EEPIXBF. CSUnixERENEERUARPIXHWEE, It
REEEREARSHRENBA

user = pixradius{

profile_id = 26

profile_cycle = 1

l--- The login password 1is in the 'clear "********nw' gtatement; !--- this is used for the login,
enable, and non-enable commands.

password = clear "**xx****n < pixradius

}
FEPIXLE , FAUTHS :

GOSS (config) # enable password ciscol23
GOSS (config) # aaa-server RADSERVER protocol radius
GOSS(config) # aaa-server RADSERVER (inside) host

MBELEPIX L FEHACSHRADIUSELR , FERAUTHS :

GOSS (config) # aaa authentication enable console RADSERVER

EATACACS+F[EH/YZ , RADIUSE A MRADIUSE A AR B TFAHE

A8 % 5 [ PR 5

MEREA R PR B AT FEACSHICSUnixFRER |, SRR HNEE B By AT SUEIRBIPIXH A Bo

- ACS — HEMEREN "HMHAERE . BEPEREPIX, PIXEER "HEEMNFIU/AZARVE
- bn‘FH’Jﬂ?ﬂll/?%)KEM_LEJ (H)w&ﬁ*\zzéﬂ'i)
- CSUnix — iER AFFFHAAPIX (ERAFFHEEMEE ) WERERRE

user = naruser/{
profile_id = 119



profile_cycle =1

password = clear "FF*xkxkkAn
privilege = clear "**x**xx%n 15
service=shell ({

allow "10.98.21.50" " . *m v *no
refuse ".x" oM koo xw

default cmd=permit

default attribute=permit

}

}

|

ERAdebug , FEAUATHT

logging on
logging

LT RAZRNFHRH

- Good debug — FEA EREHAFEAEA. enableMBITH T
307002: Permitted Telnet login session from 172.18.124.111
111006: Console Login from pixpartial at console
502103: User priv level changed: Uname: pixpartial From: 1 To: 15
111009: User 'pixpartial' executed cmd: show clock

- SRR — ERENRERY , MUT RO

610101: Authorization failed: Cmd: uauth Cmdtype: show

- IMIRAAAR B AR SR IEAR

AAA server host machine not responding

18

REVANERG SRR, ERBBEPIXLARMBFE , BUAFIT 7T HLERE , MUT
RBIFRR

307002: Permitted Telnet login session from 172.18.124.111
111006: Console Login from pixtest at console

611103: User logged out: Uname: pixtest

307002: Permitted Telnet login session from 172.18.124.111
111006: Console Login from pixtest at console

502103: User priv level changed: Uname: pixtest From: 1 To: 15
111008: User 'pixtest' executed the 'enable' command.

111007: Begin configuration: 172.18.124.111 reading from terminal
111008: User 'pixtest' executed the 'configure t' command.
111008: User 'pixtest' executed the 'write t' command.

BVTACRAIKERENER




MREJTLRANEHRIBENEEND , XEREE
iBCisco TACER M Rf| , MBRRITESUTER , ARHR
PIXPB X A .

- BEERNAEREFEEEA

- BARR O 2 BT 4T B B PR HERR

. show tech-supportés < i & H

. f# Flogging buffered debugging s i€ 17 % show

logie TR EE , NEREENEGEHE (WRTH

)
ARG I SR B A9 B R DA IR BRI 0 3 48 SR AR =X (L txct) B AN E 4R
HRBl, BALUEREMGERTE (EREMEF ) K&
ANLEERENRGE (EREMESF ) . MREEEFER
HERTE , TS EFBAMFPNEFEED
attach@cisco.com , I #§ 5= Hlim R E B E B H EET,

HHE A

. PIXTh o8&

- Cisco PIXBr A M EX 8 — H iz WEAER

. BN R2FRESIAMRES (WindowsE A ) — BiiTEREgE
. UnixhiRCiscoZ £ FFEUL SI{A IR ES — Fiiii T e =R



//www.cisco.com/tac/casequery
mailto:attach@cisco.com
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a0080094885.shtml?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2120/tsd_products_support_series_home.html?referring_site=bodynav
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