HESNMPEZ 2 BPIX/ASAE S #EH
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=
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B
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a0

1EHI
BEiBPIX/ASAKISNMP

He /28 %) A R AY Fe B

e A 20 2 S R AT Bl B

S SR P9 R B B

A EBEI AN I EH
PIX/ASAHJSNMP
MIBX 8 (IRARZ )
TEPIX/ASAH BHEXSNMP
SNMPZIPIX/ASA — &zl
PIX/ASARISNMP — & B
SNMPRE &

PIXE IR
BIMPIXAWEE
BIRPIXAZNEE

PIX 6.2Rsnmpwalk
BUTACRHIREWRENER
HHEIEEA

bl

& O] LAfE I B EE AR BR B IR 1 E (SNMP) ES #BPIX E I R R B . AXEN B fEPIXH A
SNMP , HAha3F :

. BIBPIXT FPIXEITSNMPHI i 5
- PIX#E H R 51
- PIXEBRA4.0RESHRAFHNEREAEMB)ZE
- PABHAR B
- RFE B FHREMR B A
- PIXAMISNMP B 2415 R 28
X : snmpget/snmpwalkfJ#E2UDP/161, SNMPFEBHYIEZUDP/162,

DEFH



ER

AXHRARERER.

AT

A% 5 9 E AR ARICisco Secure PIXBs K BB BARA4. 0% EH A,

ANHNEARBBBEERETREANKEMEL. XHEH lJE’JFﬁ*ﬁ_%zE‘é‘? REBER ('R
) BVAERERRE) . RGP EEFER  FRACCHEBIMNES IRERNEE,

HEER
WEEE T AR B B EER S B ASARET XESEA,
4]

ATEEEZE A ERNELH HMN B FERTERIRT,
WMEBXHEINFRET , F2REEREMERES.

BiBPIX/ASAHISNMP
HESA IR S A B

Inside Outside
&
Network Management Station Network Device
10101010 201505050
static to 50.50.50.75

A T fLFF1£50.50.50.50%110.10. 108 B B -

conduit permit udp host 50.50.50.75 eq snmptrap host 50.50.50.50
static (inside,outside) 50.50.50.75 10.10.10.10 netmask 255.255.255.255 0 0

WMREFERAFEEREFEACL) (EPIX5.0RESHREAFAA , MAREE )

access-list Inbound permit udp host 50.50.50.50 host 50.50.50.75 eq snmptrap
access-group Inbound in interface outside


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

PIX& R :

302005: Built UDP connection for faddr 50.50.50.50/2388
gaddr 50.50.50.75/162 | addr 10.10. 10. 10/ 162

e RIS TBRY BA BA

Inside Dutside

&
Network Device
102115
static to 50.50.50.80

Network Management Station
20.50.50.50

BRERT (EREHEFENERT ) AFHEHE , PIXET

305002: Translation built for gaddr 50.50.50.80 to |laddr 10.31.1.5
302005: Built UDP connection for faddr 50.50.50.50/162
gaddr 50.50.50.80/2982 | addr 10.31.1.5/2982

e SRR AR

Inside Dutside

&
Network Device Network Management Station
10.10.10.20 17168118118

static to 171.68.118.150

BT RE1171.68.118.118%110.10.200 R 3

static (inside,outside) 171.68.118.150 10.10.10.20 netmask 255.255.255.255 0 0
conduit permit udp host 171.68.118.150 eq snmp host 171.68.118.118

MREERAACL (EPIXS.0RESRAHREM ) K MAREE :

access-list Inbound permit udp host 171.68.118.118 host 171.68.118.150 eq snmp
access-group Inbound in interface outside

Ak ELba N )




Inside QOutside
&
Network Management Station Network Device

17118124115 ‘ 9999 99 5

gets 99.99.99 11 from global

RRERAT (ERBHWEBENBRLT ) RFFHERE , PIXET

305002: Translation built for gaddr 99.99.99.11 to | addr 172.18.124.115
302005: Built UDP connection for faddr 99.99.99.5/161

gaddr 99.99.99.11/36086 | addr 172.18.124.115/36086

PIX/ASAHISNMP

MIB

LT RPIXHFHMIBZ BARA :

B :

- PIXBA K & EK BB IR A<4.0F5.1 - MIB-IIFV REM N EHAE(FSBREC 1213 ) , EFRIFAT,

ICMP., TCP. UDP. EGP. &% . IPESNMP4HCISCO-SYSLOG-MIB-V1SMI.my,

- PIXBh K AR ERBB AR AR5.1 xR EE B MRA — K RIMIBFICISCO-MEMORY-POOL-MIB.my A K&

CISCO-FIREWALL-MIB.myHycfwSystem% %o

- PIXF5 K R ER B AR AR5.2. x R BB @ AR A~ — LABTHIMIBRIP#EAYipAddrTable,
- PIXPS K B ER BB AR A<6.0.x R BB A< — LARTAIMIBRIMIB-II OIDEIEER , AR IR B 5% 38 Bl

PIX ( Rt CiscoView 5.2% & ) . ¥ R&BIRF5%(OID)JECISCO-PRODUCTS-MIBH #%
B ; plan |, PIX 515E80ID 1.3.6.1.4.1.9.1.390,

- PIXBA K ASER B AR 4<6.2.x & B B hix A< — ST RIMIBAICISCO-PROCESS-MIB-V1SMI.my,
- PIXIASAERBBRR A7 .x — SEBTHIMIBRIIF-MIB, SNMPv2-MIB, ENTITY-MIB, CISCO-

REMOTE-ACCESS-MONITOR-MIB, CISCO-CRYPTO-ACCELERATOR-MIB., ALTIGA-
GLOBAL-REG,
PROCESS MIBX & 9B % & ciscoProcessMIBObjects 7" X 9 cpmCPU % 32 #Y

cpmCPUTotalTable . FEMIBRYciscoProcessMIBObjects % X ficpmProcess X/ , T &
ciscoProcessMIBNotifications % X ciscoProcessMIBconformancen X , i A
cpmProcessTable MlcpmProcessExtTableiE M {E %%

FEPIX/ASAH BAISNMP

BHUTHSUATPIXF R/ ZH M

snmp-server host #.#.#.#
!--- IP address of the host allowed to poll !--- and where to send traps. snmp-server community

<whatever> snmp-server enable traps


http://www.ietf.org/rfc/rfc1213.txt
//tools.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&mibName=CISCO-SYSLOG-MIB
//tools.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&step=2&submitClicked=true&mibName=CISCO-MEMORY-POOL-MIB
//www.cisco.com/en/US/docs/security/pix/pix60/firewall/configuration/guide/advanced.html#1020444
//tools.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&step=2&submitClicked=true&mibName=CISCO-PRODUCTS-MIB
//tools.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&step=2&submitClicked=true&mibName=CISCO-PROCESS-MIB
//tools.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&mibName=CISCO-REMOTE-ACCESS-MONITOR-MIB
//tools.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&mibName=CISCO-REMOTE-ACCESS-MONITOR-MIB
//tools.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&mibName=CISCO-CRYPTO-ACCELERATOR-MIB#

PIXERRE M 4~6.0.x R B S MRAE BN EHR 5 EH AT ERHENIRE,

snmp-server host #.#.#.#

I-—— The host is to be sent traps and can query. snmp-server host #.#.#.# trap
!-—— The host is to be sent traps and cannot query. snmp-server host #.#.#.# poll
! -——- The host can query but is not to be sent traps.

PIX/ASAERBE AR A7 x1E FEBH A E R 5 T Ao FF E AR MRV IR 1E,

host nane(confi g) #snmp-server host <interface name> <ip_address> trap community <community

string>

!--- The host 1is to be sent traps and cannot query !--- with community string specified.
host nane(confi g) #snmp-server host <interface name> <ip_address> poll community <community
string>

!--- The host can query but is not to be sent traps !--- w1th community string specified.

AXE  MRAERNMSREAEZWMEBRENR (W )  BETKHHRWE, ARERT
, NMS ] LA A iE M B Zh BE.

FIERT , SNMPIEBHEUDPIE162 E{8i%k, &R LA A udp-portBd 8 5 & SUE .

SNMPZIPIX/ASA — i

PIXiR @ # S EEUR AR A FAImibX 8, 1E176.2.1MPIX#snmpwalk @ & H RAEI R A ST I R B
o BREBIRAMEEE LIRE ELFIRFAmMIbE,

PIX/ASABISNMP — & B

AR : PIXBFAEHISNMP OIDEE RIEHPIXPH X B EIEASNMPEAFEM AR, TEPIXEEBIRA6.02
81, OID 1.3.6.1.4.1.9.1.227—EREPIXPH X R HEOID, FHHFERIFEANOIDTECISCO-
PRODUCTS-MIBH# 3,

BT a5 FERBPIXPRIBER

snmp-server host #.#.#.#
!--- IP address of the host allowed to do queries !--- and where to send traps. snmp-server
community

MaBiRZ4.0E5.1

FRAPIXE B4 ORESHAR , ATLAE KL T &M

cold start = 1.3.6.1.6.3.1.1.5.1

link_up =1.3.6.1.6.3.1.1.5.4

link dowmn = 1.3.6.1.6.3.1.1.5.3

syslog trap (cl ogMessageCGenerated) = 1.3.6.1.4.1.9.9.41.2.0.1


//tools.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&mibName=CISCO-PRODUCTS-MIB
//tools.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&mibName=CISCO-PRODUCTS-MIB

Bl it S5 et (P1X 5.1)

EPIXEBIRAS. 1. 1R ESRAF | FEBHR B EsyslogfE Bt syslogk Bl 2 B, PIX{IREERKH
FhEM BRI LIEEERMANE, RGIFEBtrapd.logiER ( B HP OpenView [HPOV]E
Netviewtt 2701t ) ‘@IE3Elink_upFE B MOEsyslogha bt , HBIE7ET R M syslog id: 101003,
104001, 111005, 111007, 199002, 302005, 305002,

trapd.log7R i

952376318 1 Mon Mar 06 15:58:38 2000 10.31.1.150 - 1=20 2=7
3=Sysl og Trap 4=199002
Pl X startup conpl eted. Begi nning operation. 5=0;1 .1.3.6.1.4.1.9.9.4 1.2.0.1 0

952376318 1 Mon Mar 06 15:58:38 [10.31.1.150.2.2] 9%l X-1-104001: (Secondary)
Switching to ACTIVE - no failover cable.

952376332 1 Mon Mar 06 15:58:52 2000 10.31.1.150 - 1=20 2=2
3=Sysl og Trap 4=101003: (Secondary) Failover cable not connected (this unit)
5=1400;1 .1.3.6.1.4.1.9.9.41.2.0.1 0

952376332 1 Mon Mar 06 15:58:52 [10.31.1.150.2.2] 9%l X-1-101003: (Secondary)
Fai | over cable not connected (this unit)

952376345 1 Mon Mar 06 15:59:05 2000 10.31.1.150 - 1=20 2=7

3=Sysl og Trap 4=305002
Transl ation built for gaddr 50.50.50.75 to |addr 171.68.118.118 5=2800; 1
.1.3.6.1.4.1.9.9.41.2.0.1 0

952376345 1 Mon Mar 06 15:59:05 2000 10.31.1.150 - 1=20 2=7
3=Sysl og Trap 4=302005: Built UDP connection for faddr 50.50.50.50/2388
gaddr 50.50.50.75/162 | addr 171.68.118.118/162
5=2800;1 .1.3.6.1.4.1.9.9.41.2.0.1 0

952376347 1 Mon Mar 06 15:59:07 2000 10.31.1.150 - Agent Interface Up (linkUp
Trap) enterprise: ENTERPRI SES. 9.1.227 (.1.3.6.1.4.1.9.1.227) on interface 1;1
.1.3.6.1.6.3.1.1.5.4.1.3.6.1.4.1.9.1.227 0

952376347 1 Mon Mar 06 15:59:07 2000 10.31.1.150 - Agent Interface Up (linkUp
Trap) enterprise: ENTERPRI SES. 9.1.227 (.1.3.6.1.4.1.9.1.227) on interface 2;1
.1.3.6.1.6.3.1.1.5.4.1.3.6.1.4.1.9.1.227 0

952376347 1 Mon Mar 06 15:59:07 2000 10.31.1.150 - Agent Interface Up (linkUp
Trap) enterprise: ENTERPRI SES. 9.1.227 (.1.3.6.1.4.1.9.1.227) on interface 3;1
.1.3.6.1.6.3.1.1.5.4.1.3.6.1.4.1.9.1.227 0

952376360 1 Mon Mar 06 15:59:20 2000 10.31.1.150 - 1=20 2=6
3=Sysl og Trap 4=111007: Begin configuration: console reading fromterm nal
5=4200;1 .1.3.6.1.4.1.9.9.41.2.0.1 0

952376365 1 Mon Mar 06 15:59:25 2000 10.31.1.150 - 1=20 2=6
3=Sysl og Trap 4=111005: console end configuration: K
5=4700;1 .1.3.6.1.4.1.9.9.41.2.0.1 0

FE AV ER B — trapd.log

199002 (sysl og)
4=199002: PI X startup conpl eted. Begi nni ng operati on.
5=0;1 .1.3.6.1.4.1.9.9.41.2.0.1 0



104001 (sysl og)
Mar 6 15:58:38 [10.31.1.150.2.2] %I X-1-104001: (Secondary)
Switching to ACTIVE - no failover cable.

101003 (sysl og)

952376332 1 Mon Mar 06 15:58:52 2000 10.31.1.150 - 1=20 2=2
3=Sysl og Trap 4=101003: (Secondary) Failover cable not connected (this unit)
5=1400;1 .1.3.6.1.4.1.9.9.41.2.0.1 0

101003 (sysl og)
Mar 6 15:58:52 [10.31.1.150.2.2] 9% X-1-101003: (Secondary) Failover cable not
connected (this unit)

305002 (sysl og)

952376345 1 Mon Mar 06 15:59:05 2000 10.31.1.150 - 1=20 2=7
3=Sysl og Trap 4=305002: Translation built for gaddr 50.50.50.75
to laddr 171.68.118.118 5=2800;1 .1.3.6.1.4.1.9.9.41.2.0.1 0

302005 (sysl og)

952376345 1 Mon Mar 06 15:59:05 2000 10.31.1.150 - 1=20 2=7
3=Sysl og Trap 4=302005: Built UDP connection for faddr 50.50.50.50/2388
gaddr 50.50.50.75/162 | addr 171.68.118.118/162
5=2800;1 .1.3.6.1.4.1.9.9.41.2.0.1 0

Li nkup (! i nkup)

952376347 1 Mon Mar 06 15:59:07 2000 10.31.1.150 - Agent Interface Up (linkUp
Trap) enterprise: ENTERPRI SES. 9.1.227 (.1.3.6.1.4.1.9.1.227) on interface 1;1
.1.3.6.1.6.3.1.1.5.4.1.3.6.1.4.1.9.1.227 0

Li nkup (! i nkup)

952376347 1 Mon Mar 06 15:59:07 2000 10.31.1.150 - Agent Interface Up (linkUp
Trap) enterprise: ENTERPRI SES. 9.1.227 (.1.3.6.1.4.1.9.1.227) on interface 2;1
.1.3.6.1.6.3.1.1.5.4.1.3.6.1.4.1.9.1.227 0

Li nkup (! i nkup)

952376347 1 Mon Mar 06 15:59:07 2000 10.31.1.150 - Agent Interface Up (linkUp
Trap) enterprise: ENTERPRI SES. 9.1.227 (.1.3.6.1.4.1.9.1.227) on interface 3;1
.1.3.6.1.6.3.1.1.5.4.1.3.6.1.4.1.9.1.227 0

Li nkup (sysl og)

952376360 1 Mon Mar 06 15:59:20 2000 10.31.1.150 - 1=20 2=6
3=Sysl og Trap 4=111007: Begin configuration: console reading fromterm nal
5=4200;1 .1.3.6.1.4.1.9.9.41.2.0.1 0

111007 (sysl og)

952376360 1 Mon Mar 06 15:59:20 2000 10.31.1.150 - 1=20 2=6
3=Sysl og Trap 4=111007: Begin configuration: console reading fromterm nal
5=4200;1 .1.3.6.1.4.1.9.9.41.2.0.1 0

111005 (sysl og)
952376365 1 Mon Mar 06 15:59:25 2000 10.31.1.150 - 1=20 2=6
3=Sysl og Trap 4=111005: console end configuration: K



5=4700;1 .1.3.6.1.4.1.9.9.41.2.0.1 0

F it B 558 B 1 4R B R

RNEPERELES , URHAEHER

Alert:
%°| X-1-101003: (Primary) failover cable not connected (this unit)
%°| X- 1-104001: (Primary) Switching to ACTIVE (cause:reason)
Notification:
9%l X-5-111005: | P_addr end configuration: OK
%! X-5-111007: Begi n configuration: |P_addr reading from device.
Informational:
9% X- 6- 305002: Transl ation built for gaddr |IP_addr to |addr |P_addr
%P1 X- 6- 302005: Bui It UDP connection for faddr faddr/fport gaddr gaddr/gport
| addr | addr/| port
9Pl X- 6-199002: Auth fromladdr/Iport to faddr/fport failed
(server IP addr failed) in interface int nane.

HEBRRFEAEBREYRE

&5l 1 ]

0 REATH — B2

1 M ENERETE) — B3R
2 BEEN — BE

3 gz e gEEE

4 BANE _BE

5 EFEBEENER —BA
6 B —&A

7 FAREE — FR
A FERBPIX 5.1 REEBEE
MRPIXEEES :

snmp-server host inside #.#.#.#

LRI ME— AR R ERB | ARE). EIRMEBMMERER (TRREAFE ).
MRPIXEERSR :

snmp-server enable traps
logging history debug

RBERFTERERMANMERKBFREH. ERMRAIGH  ELRsyslogfkH 101003,
104001, 111005, 111007. 199002, 3020051305002 , LA K PIX4 s {ERI H fhsyslog#i . H
R AdebugiR EHY A B LR FARELKMMRIREMNERN, BHRMEARL S , Fibik5H
ALEUATRE



MRAPIXEEESR :

snmp-server enable traps
logging history (a_level_below debugging)

A&, ERBHAUATRBINFAERENIERKB . MR Alogging history notificationts % , Ali§E
EENER, BR, BRE. HR. BEVEARS (EFFBEARHBHAMRE ) WATERKBFER

B, EEMMERGIF | #§ZFE111005. 111007, 1010035104001 ( LARK PIX5i& 7 B BF 4 B% HR 4 BX
HEMEARR ) .

MRPIXEEE

snmp-server enable traps
logging history whatever_level
no logging message 305002
no logging message 302005
no logging message 111005

Al 43050025K 2302005, 111005, #RAEPIXERE Alogging history debug , E#EEIE R
104001, 101003, 111007, 199002FMFrE HMPIXEE , EF-&F 25 H#I3#H E.(305002,
302005, 111005),

R EEEPIX/ASA 7.x

MRPIXEEE

snmp-server host

ERBME AR EERN - SORE. SME. HERBEBNEREN (TRERMKAR) .

HERE BEEPIXEBIRAS. AR ESRAELL , BRTPIX/ASAMRAT7 x5\ , snmp-server enable trapsti
STEBHMEE , Wipsec, remote-accessHentity

p: 3 g

3
W

RERLLZENEASNMPERS , SABRMAEEBPIX/ASAH K SNMPRE BRI FE M & A

SNMPRE&

PIX3 3

MERPIXEESNMPEH I HEHOIDA1.3.6.1.4.1.9.1.227 , REEPIXPH X BEES.ORIE = IR
A {EAIDHEZELEMNCISCO-PRODUCTS-MIBH |, BIPIXT/ELEE,



//www.cisco.com/en/US/docs/security/asa/asa72/configuration/guide/monitor.html
//www.cisco.com/en/US/docs/security/asa/asa72/configuration/guide/monitor.html#wp1042030
//tools.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&mibName=CISCO-PRODUCTS-MIB

5.2 x 2 BIRIPIXAES AR AN | E318 7 HIPAEMipAddrTable I 21 | MR EE LR E LG
PIX{@R EPIX, MRMAMREEILBPINgGEPIX , CEXBEKEHNRABIPIXNEE , BEETRETRE
APIXfER (—BEMERERNER ). RTEEZXEIPHEMNIpAddrTablez 4 , HPOV, NetviewHl K
S HMBEREREFEERBPIGRENOIDZPIXHOID , EERERNE R,

CiscoView 5.2/ 38 10 7 ©PIXBEE M CiscoViewX & ;| EEEPIX 6.0.xik. ERHHPIXRAF |, 5
=HEBEAREN AFFHPOVAIR BT B S 3558 BIPIXBA X BB FIEITPIXEh X B E B2 R o

BEPIXANEE

MBPIXEBERE , THRIAEEASEESNMPEAMB, AAMERE LI ERENAT)EREE

PIXLEE , Rt FEEFRIEETAHLIRE, BEER , ERREE AR PHFAA U ETE
S, H O IBEEEIpAddrTable P ERAT — 3. EER171.68.118.150 ( FAEFIPIXH
£910.10.10.20 ) , &R LAE B4 E171.68.118.1508 S ©AMENME : 10.10.10.20%110.31.1.50:

i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt Addr . 10. 10. 10. 20 : | pAddress: 10.10.10.20
i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt Addr. 10. 31. 1. 50 : | pAddress: 10.31.1.50

EHMRERURTARE? ABTE, MUSHRERKNEE : W1R10.31.1.50/ EHEMEA , L&
171.68.118.150/4 ¥R & JTH 10.31.1.50 88

ERRATEEASMEBNE —ERERE "eR, Mk, MREEEIENetviewsHPOV |, RliELE
@EEA "netmon, TFEEAREKEEFIEHRK, BHKARER, PXTZEEZHMREC 1213

, LR AREREIEEERY  ERE2RER , EERNAHBTREEE, EEHFER
,PIXAWEESHECMNKABAR K MATELARIPEE (B ) SREFMEZEANE. WRPIXA
E’\J,H\ﬂhﬂxﬁ}igijtﬁﬁﬁ?ﬁﬁéﬂ ,BlEEZHEHETEN, MREARSEELREFTEET , AELZNER
REFARMTE,

BRPIXH BB

HARPIXANMBRERNREHRE "5, TENLAFI , RtABHEABHENRRTER.

171.68.118. 118U AR , 10.10.10.256L RHAER, E171.68.118.118/F1%10.10.10.250 , % AE [E7E
BETEHNNE , B, HERERIAIAER :

i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt Addr . 10. 10. 10. 25 : | pAddress: 10.10. 10. 25
i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt Addr . 10. 31.1.50 : | pAddress: 10.31.1.50

PIX 6.2ksnmpwalk

fEHPOVEE 1 + 5 Fisnmpwalk -¢ public <pix_ip_address>tn & #{Tsnmpwalk. PIX 6.27] F K Fr
EMIBEBTE#ITsnmpwalk Z BT & A o

system sysDescr.0 : DI SPLAY STRING (ascii):

Cisco PIX Firewal | Version 6.2(1)

system sysojectI D.O : OBJECT | DENTI FlI ER:
.iso.org.dod.internet.private.enterprises.cisco.ciscoProducts. 390
system sysUpTinme. 0 : Tineticks: (6630200) 18:25:02.00

system sysContact. 0 : DI SPLAY STRING (ascii):

system sysNane. 0 : DI SPLAY STRING (ascii): satan

system sysLocation.0 : DI SPLAY STRING (ascii):

system sysServices.0 : |INTEGER 4


http://www.ietf.org/rfc/rfc1213.txt

d
d
d

interfaces.ifNunber.0 : |INTEGER 3
interfaces.ifTable.ifEntry.iflndex.1 : INTEGER 1
interfaces.ifTable.ifEntry.iflndex.2 : |INTEGER 2
interfaces.ifTable.ifEntry.iflndex.3 : INTEGER 3
interfaces.ifTable.ifEntry.ifDescr.1 : DI SPLAY STRING (ascii):
PIX Firewal | 'outside' interface
interfaces.ifTable.ifEntry.ifDescr.2 : DI SPLAY STRING (ascii):
PIX Firewall 'inside interface
interfaces.ifTable.ifEntry.ifDescr.3 : DI SPLAY STRING (ascii):
PIX Firewall "intf2' interface
interfaces.ifTable.ifEntry.ifType.1 : |INTEGER ethernet-csmac
interfaces.ifTable.ifEntry.ifType.2 : |INTEGER ethernet-csmac
interfaces.ifTable.ifEntry.ifType.3 : |INTEGER ethernet-csmac
interfaces.ifTable.ifEntry.ifMu.1 : | NTEGER 1500
interfaces.ifTable.ifEntry.ifMu.2 : |INTEGER 1500
interfaces.ifTable.ifEntry.ifMu.3 : |INTEGER 1500
interfaces.ifTable.ifEntry.ifSpeed.1l : Gauge32: 10000000
interfaces.ifTable.ifEntry.ifSpeed.2 : Gauge32: 10000000
interfaces.ifTable.ifEntry.ifSpeed.3 : Gauge32: 10000000
interfaces.ifTable.ifEntry.ifPhysAddress.1 : OCTET STRI NG
(hex): length = 6

0: 00 50 54 fe ea 30

nterfaces.ifTable.ifEntry.

0: 00 50 54 fe ea 31

nterfaces.ifTable.ifEntry.

0: 00 90 27 42 fb be

nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces

.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.

ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.

i f PhysAddress.3 : OCTET STRI NG

i fAdmi nStatus.1 : | NTEGER up

i f Admi nStatus.2 : | NTEGER up

i fAdmi nStatus. 3 : | NTEGER: down
i fOperStatus.1 : |INTEGER up

i f Oper St at us. I NTEGER: up

i f Oper St at us. I NTEGER: down
i f Last Change.
i f Last Change.
i f Last Change. 3 :
iflnCctets.1l : Counter: O
iflnCctets.2 : Counter: 19120151
iflnCctets.3 : Counter: O
iflnUcastPkts.1 : Counter: O

i flnUcastPkts.2 : Counter: 1180

i flnUcastPkts.3 : Counter: O

i flnNUcast Pkts. 1 : Counter: O

i flnNUcast Pkts.2 : Counter: 246915
i flnNUcast Pkts. 3 : Counter: O
iflnDiscards.1 : Counter: O
iflnDiscards.2 : Counter: O
iflnDiscards.3 : Counter: O
iflnErrors.1 : Counter: O
iflnErrors.2 : Counter: O
iflnErrors.3 : Counter: O
ifQutCctets.1 : Counter: 60
ifQutCctets.2 : Counter: 187929
ifQutCctets.3 : Counter: O

i fQut Ucast Pkts. 1 : Counter: 1

i fOQut Ucast Pkts.2 : Counter: 2382

i fQut Ucast Pkts. 3 : Counter: O

i fQut NUcast Pkts. 1 : Counter: O

i f Qut NUcast Pkts.2 : Counter: O

WNNFP WN P

(hex):

(hex):

I ength

I ength

Ti meticks: (6630200) 18:25:02.00
Ti meticks: (6630200) 18:25:02.00
Ti meticks: (6630200) 18:25:02.00



nterfaces.ifTable.ifEntry.ifQutNUcastPkts.3 : Counter: O
nterfaces.ifTable.ifEntry.ifQutDi scards.1 : Counter: O
nterfaces.ifTable.ifEntry.ifQutDiscards.2 : Counter: O
nterfaces.ifTable.ifEntry.ifQutDi scards.3 : Counter: O
nterfaces.ifTable.ifEntry.ifQutErrors.1 : Counter: O
nterfaces.ifTable.ifEntry.ifQutErrors.2 : Counter: O
nterfaces.ifTable.ifEntry.ifQutErrors.3 : Counter: O
nterfaces.ifTable.ifEntry.ifSpecific.1 : OBJECT | DENTI FlI ER
ccitt.zeroDot Zero

nterfaces.ifTable.ifEntry.ifSpecific.2 : OBJECT | DENTI Fl ER
.ccitt.zerobDot Zero

nterfaces.ifTable.ifEntry.ifSpecific.3 : OBJECT | DENTI Fl ER
.ccitt.zerobDot Zero

i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt Addr. 212.3.3.1 : | pAddress:
212.3.3.1

i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt Addr . 10. 48. 66. 47 : | pAddress:

10. 48. 66. 47

i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt Addr. 127.0.0.1 : | pAddress:
127.0.0.1

i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt | f1 ndex.212.3.3.1 : |INTEGER 1

i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt | f | ndex. 10. 48. 66. 47 : | NTEGER 2
i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt | f1 ndex. 127.0.0.1 : | NTEGER 3

i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt Net Mask. 212.3.3.1 : | pAddress:
255. 255. 255. 0

i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt Net Mask. 10. 48. 66. 47 : | pAddress:
255. 255.254. 0

i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt Net Mask. 127.0. 0.1 : | pAddress:
255. 255. 255. 255

i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt Bcast Addr. 212.3.3.1 : INTEGER 0
i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt Bcast Addr. 10. 48. 66. 47 : | NTEGER O
i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt Bcast Addr. 127.0.0.1 : INTEGER O
i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt ReasniVaxSi ze. 212. 3. 3.1 : | NTEGER:
65535

i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt ReasniVaxSi ze. 10. 48. 66. 47 : | NTEGER
65535

i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt ReasniVaxSi ze. 127.0. 0.1 : | NTEGER:
65535

ci sco. ci scoMgnt . ci scoMenor yPool M B. ci scoMenor yPool Obj ect s.

ci scoMenor yPool Tabl e. ci scoMenor yPool Entry. ci scoMenor yPool Nare. 1 :
DI SPLAY STRING (ascii): PlIX system nmenory

ci sco. ci scoMgnt . ci scoMenor yPool M B. ci scoMenor yPool Obj ect s.

ci scoMenor yPool Tabl e. ci scoMenor yPool Entry. ci scoMenoryPool Alternate. 1 :
I NTEGER: O

ci sco. ci scoMgnt . ci scoMenor yPool M B. ci scoMenor yPool Obj ect s.

ci scoMenor yPool Tabl e. ci scoMenor yPool Ent ry. ci scoMenoryPool Valid. 1 :
I NTEGER: true

ci sco. ci scoMgnt . ci scoMenor yPool M B. ci scoMenor yPool Obj ect s.

ci scoMenor yPool Tabl e. ci scoMenor yPool Entry. ci scoMenor yPool Used. 1 :
Gauge32: 21430272

ci sco. ci scoMgnt . ci scoMenor yPool M B. ci scoMenor yPool Obj ect s.

ci scoMenor yPool Tabl e. ci scoMenor yPool Entry. ci scoMenoryPool Free. 1 :
Gauge32: 12124160

ci sco. ci scoMgnt . ci scoMenor yPool M B. ci scoMenor yPool Obj ect s.

ci scoMenor yPool Tabl e. ci scoMenor yPool Ent ry. ci scoMenor yPool Lar gest Free. 1 :

Gauge32: O
ci sco. ci scoMgnt . ci scoProcessM B. ci scoProcessM BObj ect s. cpnCPU.
cpnCPUTot al Tabl e. cpmCPUTot al Ent ry. cpnCPUTot al Physi cal I ndex. 1 : | NTEGER:
ci sco. ci scoMgnt . ci scoProcessM B. ci scoProcessM BObj ect s. cpnCPU.
cpnCPUTot al Tabl e. cpmCPUTot al Ent ry. cpnmCPUTot al 5sec. 1 : Gauge32: 0
ci sco. ci scoMgnt . ci scoProcessM B. ci scoProcessM Bbj ect s. cpnCPU.
cpnCPUTot al Tabl e. cpmCPUTot al Entry. cpmCPUTot al 1nin. 1 : Gauge32: O
ci sco. ci scoMgnt . ci scoProcessM B. ci scoProcessM Bbj ect s. cpnCPU.
cpnCPUTot al Tabl e. cpmCPUTot al Entry. cpmCPUTot al 5nin. 1 : Gauge32: O
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em

0



cf wSt at us. cf wHar dwar eSt at usTabl e. cf wHar dwar eSt at usEnt ry. cf wHar dwar el nf or mat i on.
6 : OCTET STRING (ascii):
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cf wSt at us. cf wHar dwar eSt at usTabl e. cf wHar dwar eSt at usEnt ry. cf wHar dwar el nf or mat i on.
7 : OCTET STRING (ascii):
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cf wSt at us. cf wHar dwar eSt at usTabl e. cf wHar dwar eSt at usEnt ry. cf wHar dwar eSt at usVal ue.
6 : INTEGER O
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cf wSt at us. cf wHar dwar eSt at usTabl e. cf wHar dwar eSt at usEnt ry. cf wHar dwar eSt at usVal ue.
7 : INTEGER O
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cf wSt at us. cf wHar dwar eSt at usTabl e. cf wHar dwar eSt at usEnt ry. cf wHar dwar eSt at usDet ai | .
6 : OCTET STRING (ascii): Fail over Of
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cf wSt at us. cf wHar dwar eSt at usTabl e. cf wHar dwar eSt at usEnt ry. cf wHar dwar eSt at usDet ai | .
7 : OCTET STRING (ascii): Fai |l over Of
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics.cfwBufferStatsTabl e.cfwBufferStatsEntry. cfwBufferStatlnformation.
4.3 : OCTET STRING (ascii): maxi mum nunber of allocated 4 byte bl ocks
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics.cfwBufferStatsTabl e.cfwBufferStatsEntry. cfwBufferStatlnformation.
4.5 : OCTET STRING (ascii): fewest 4 byte bl ocks avail able

since systemstartup
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics. cfwBufferStatsTabl e. cfwBufferStatsEntry. cfwBufferStatlnformation.
4.8 : OCTET STRING (ascii): current nunber of available 4 byte bl ocks
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics. cfwBufferStatsTabl e. cfwBufferStatsEntry. cfwBufferStatlnformation.
80.3 : OCTET STRING (ascii): maxi num nunber of allocated 80 byte bl ocks
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics. cfwBufferStatsTable.cfwBufferStatsEntry. cfwBufferStatlnformation.
80.5 : OCTET STRING (ascii): fewest 80 byte bl ocks avail able

since systemstartup
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics. cfwBufferStatsTable.cfwBufferStatsEntry. cfwBufferStatlnformation.
80.8 : OCTET STRING (ascii): current nunber of available 80 byte bl ocks
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics.cfwBufferStatsTabl e.cfwBufferStatsEntry. cfwBufferStatlnformation.
256.3 : OCTET STRING (ascii): maxi mum nunber of allocated 256 byte bl ocks
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics. cfwBufferStatsTabl e.cfwBufferStatsEntry. cfwBufferStatlnformation.
256.5 : OCTET STRING (ascii): fewest 256 byte bl ocks avail able

since systemstartup
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics. cfwBufferStatsTable.cfwBufferStatsEntry. cfwBufferStatlnformation.

256.8 : OCTET STRING (ascii): current nunber of avail able 256 byte bl ocks
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics. cfwBufferStatsTable.cfwBufferStatsEntry. cfwBufferStatlnformation.
1550.3 : OCTET STRING (ascii): maxi mum nunber of allocated 1550 byte bl ocks
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics. cfwBufferStatsTable.cfwBufferStatsEntry. cfwBufferStatlnformation.
1550.5 : OCTET STRING (ascii): fewest 1550 byte bl ocks avail abl e

since systemstartup
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics.cfwBufferStatsTable.cfwBufferStatsEntry. cfwBufferStatlnformation.
1550.8 : OCTET STRING (ascii): current nunber of avail abl e 1550 byte bl ocks
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics.cfwBufferStatsTabl e. cfwBufferStatsEntry. cf wBuf f er St at Val ue.
4.3 : Gauge32: 1600
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics.cfwBufferStatsTabl e. cfwBufferStatsEntry. cf wBuf f er St at Val ue.
4.5 : Gauge32: 1599
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em



cfwStatistics. cfwBufferStatsTabl e. cfwBufferStatsEntry. cf wBuf f er St at Val ue.
4.8 : Gauge32: 1600
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics.cfwBufferStatsTabl e. cfwBufferStatsEntry. cf wBuf f er St at Val ue.
80.3 : Gauge32: 400
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics.cfwBufferStatsTabl e. cfwBufferStatsEntry. cf wBuf f er St at Val ue.
80.5 : Gauge32: 374
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics. cfwBufferStatsTabl e. cfwBufferStatsEntry. cf wBuf f er St at Val ue.
80.8 : Gauge32: 400
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics. cfwBufferStatsTabl e. cfwBufferStatsEntry. cf wBuf f er St at Val ue.
256.3 : Gauge32: 500
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics.cfwBufferStatsTabl e. cfwBufferStatsEntry. cf wBuf f er St at Val ue.
256.5 : (Gauge32: 498
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics.cfwBufferStatsTabl e. cfwBufferStatsEntry. cf wBuf f er St at Val ue.
256.8 : Gauge32: 500
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics.cfwBufferStatsTabl e. cfwBufferStatsEntry. cf wBuf f er St at Val ue.
1550. 3 : Gauge32: 1252
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics.cfwBufferStatsTabl e. cfwBufferStatsEntry. cf wBuf f er St at Val ue.
1550.5 : Gauge32: 865
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics.cfwBufferStatsTabl e. cfwBufferStatsEntry. cf wBuf f er St at Val ue.
1550. 8 : Gauge32: 867
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics. cfwConnectionStat Tabl e. cf wConnecti onStat Entry.

cf wConnect i onSt at Descri ption. 40.6 :
OCTET STRING (ascii): nunber of connections currently in use

by the entire firewall
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics. cfwConnectionStat Tabl e. cf wConnecti onStat Entry.

cf wConnect i onSt at Descri ption. 40.7 :
OCTET STRING (ascii): hi ghest nunber of connections in use

at any one tinme since systemstartup
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics. cfwConnectionStat Tabl e. cf wConnecti onStat Entry.

cf wConnect i onSt at Count . 40. 6 :
Counter: O
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics. cfwConnectionStat Tabl e. cf wConnecti onStat Entry.

cf wConnect i onSt at Count . 40. 7 :
Counter: O
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics. cfwConnectionStat Tabl e. cf wConnecti onStat Entry.

cf wConnect i onSt at Val ue. 40. 6 :
Gauge32: O
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics. cfwConnectionStat Tabl e. cf wConnecti onStat Entry.

cf wConnect i onSt at Val ue. 40. 7 :
Gauge32: O
End of M B View
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